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Preface

Read This First

i3 TEXAS INSTRUMENTS

About This Manual

Notational Conventions

This document uses the following conventions.
» Hexadecimal numbers can be shown with the suffix h or the prefix Ox. For example, the following number is

40 hexadecimal (decimal 64): 40h or 0x40.

* Registers in this document are shown in figures and described in tables.

— Each register figure shows a rectangle divided into fields that represent the fields of the register. Each field
is labeled with its bit name, its beginning and ending bit numbers above, and its read/write properties with
default reset value below. A legend explains the notation used for the properties.

— Reserved bits in a register figure can have one of multiple meanings:

* Not implemented on the device
» Reserved for future device expansion
* Reserved for Tl testing
» Reserved configurations of the device that are not supported
— Writing nondefault values to the Reserved bits could cause unexpected behavior and should be avoided.

Glossary

Tl Glossary This glossary lists and explains terms, acronyms, and definitions.

Related Documentation

Support Resources

TI E2E™ support forums are an engineer's go-to source for fast, verified answers and design help — straight
from the experts. Search existing answers or ask your own question to get the quick design help you need.

Linked content is provided "AS IS" by the respective contributors. They do not constitute Tl specifications and do
not necessarily reflect Tl's views; see TlI's Terms of Use.

Trademarks
TI E2E™ and EnergyTrace™ are trademarks of Texas Instruments.
All trademarks are the property of their respective owners.
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Chapter 1
Introduction

i3 TEXAS INSTRUMENTS

This chapter introduces the features, subsystems, and architecture of the AM13E230x microcontroller platform.

Note
The AM13E230x microcontroller platform is hereinafter commonly referred to as AM13E230x,
platform, device, or chip.

I I T3 o=@ A=Y VTR 16
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13 TEXAS
INSTRUMENTS

Introduction www.ti.com

1.1 Device Overview

The AM13E230x series of microcontrollers (MCUs) are cost-optimized 32-bit devices built for complex real-time
control applications such as motor control. AM13E230x MCUs include a high-performance Arm® Cortex®-

M33 core operating at up to 200MHz with a proprietary math accelerator for trigonometric operations (TMU)
through a Custom Datapath Extension (CDE) and a TinyEngine™ Neural-network Processing Unit (NPU)
Artificial Intelligence (Al) Engine to enable simultaneous motor control and Al model execution. Its rich analog
integration offers industry-leading speed, precision, and reduced system cost. The digital peripherals offered on
AM13E230x MCUs are specifically designed for motor control applications, and include tailored communications
interfaces for appliance and industrial motor drive end equipment.

The AM13E230x MCUs provide up to 512KB of embedded flash program memory (2 banks of 256KB) with
built-in error correction code (ECC) and up to 128KB SRAM (4 banks of 32KB) with hardware parity.

AM13E230x MCUs are enabled with robust, high-performance analog peripherals. Three 12-bit ADCs, four
high-speed comparators (CMPSS_LITE) with built-in 10-bit reference DACs, and three PGAs (programmable
gain amplifiers) provide real-time signal-chain performance. These MCUs also offer intelligent digital peripherals
such as two advanced control timers, TIMG4 (16-bit) and TIMG12 (32-bit), one Windowed Watchdog Timer
(WWDT), and a 12-channel Direct Memory Access (DMA) controller.

Complex real-time control applications are enabled with the MCUs' five MCPWM modules with 6 channels

per module, two Enhanced Capture (ECAP) modules, and three Enhanced Quadrature Encoder Pulse (EQEP)
modules. The integrated crossbar (XBAR) infrastructure enables flexible configuration and routing of external
signals to internal ports and internal signals to external pins.

Data integrity and encryption features (AES, secure boot) provide security across the AM13E230x domains. The
Keystore module provides secure management of the AES keys. A Cyclic Redundancy Checker (CRC) module
provides internal diagnostics to the AM13E230x MCU.

Enhanced communication interfaces are supported through the single MCAN (CAN-FD) interface and

two advanced SPG (Serial Peripheral Group) blocks. Each SPG block offers three UNICOMM (Unified
Communications Module) blocks, for a total of 6 UNICOMM modules. Within an SPG block, two of the
UNICOMM modules can be configured as UART, 12C, or SPI, and one module can be configured as UART/LIN
or I2C/SMBUS. The high-speed External Peripheral Interface (EPI) connects AM13E230x to SDRAM or
asynchronous RAM devices, and supports FPGA connectivity.

The AM13E230x series of microcontrollers (MCUs) offers a range of options in various memory, peripheral,
and package configurations, enabling customers to find the most fitting solution that meets their specific project
needs. The AM13E230x MCU platform combines the Arm® Cortex®-M33 platform with a holistic low-power
system architecture, allowing system designers to increase performance while reducing energy consumption.

1.2 AM13E230x Architecture

The AM13E230x Microcontroller is based on the Arm® Cortex-M33 core running at 200MHz. The device is
organized into various functional blocks, each associated with specific clock and power domains. The functional
blocks are interfaced through a network of interconnects and buses that connect across the clock and power
domains. This section will give a high-level overview of the clock and power domains, interconnects, and
peripherals available on this microcontroller.

1.2.1 Bus, Power, Clock Organization
There are two main power domains on AM13E230x devices:

*  PD1 (Power Domain 1): Includes the CPU Subsystem, DMA, SRAM, and PD1 Peripheral Buses
*  PDO (Power Domain 0): Includes PDO peripherals and PDO Bus

PD1 and PDO are supplied by the 3.3V VDD input to the MCU, and the on-board STOP (1.0V) and Main (1.35V)
LDOs, which supply power to modules with lower voltage requirements. The PD1 domain supports higher clock
speeds for performance, and is disabled in certain operating modes to minimize power consumption. The PDO
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domain supports low-power performance and is always enabled in operating modes in which the core regulator
is operating.

The device clocks are generated from several internal and external oscillators. External oscillators include

a crystal oscillator input (25MHz) or a high-frequency clock input (4-48MHz). Internal oscillators include the
System Oscillator (SYSOSC, up to 32MHz), and Low-Frequency Oscillator (LFOSC, 32KHz). PLL clocks are
generated from the HPLL clock module, programmable up to 200MHz.

The M33 CPU is the fastest operating module in the device, and is clocked at the maximum frequency, 200MHz,
referred to as MCLK. Peripheral blocks that do not require MCLK operate at speeds MCLK/2 (maximum
frequency divided by 2), or MCLK/4 (maximum frequency divided by 4). Peripheral buses that cross clock
domains are connected through SYNC bridges, which ensure that all clock domains are synchronous to the
MCLK domain.

There are four main data buses on AM13E230x devices:

* S-AHB (System) bus matrix, interfaces the CPU to all peripheral buses

* C-AHB (CPU) bus matrix, interfaces the CPU to device memory systems (ROM, Flash memory, SRAM3)
* NPU bus, interfaces the Neural-Network Processing Unit to the device SRAM

* DMA bus, interfaces all peripheral buses to the device SRAM and Flash memory

The data buses allow communication between the Peripheral Interconnects on the device. The peripheral
interconnects operate in different power and clock domains:

« Fast Peripheral Interconnect (PD1, MCLK)
* Peripheral Interconnect (PD1, MCLK/2)

* CPU Interconnect (PD1, MCLK/4)

« PDO Interconnect (PD0O, MCLK/4)
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1.2.2 Device Block Diagram
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Figure 1-1. AM13E230x Block Diagram
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1.2.3 Module Allocation and Instances
Table 1-1. AM13E230x Module Allocation and Instances

Module Abbreviation

Module Full Name

Size / Device
Instances

Power Domain

Notes

CPU & System

M33 CPU Arm® Cortex-M33 CPU 1 PD1 Includes Custom Datapath
Extension (CDE) interface
TMU Trigonometric Math Unit 1 PD1
CPUSS Components |Central Processing Unit PD1 Includes:
Subsystem Components +  Memory Protection Unit (MPU)
*  Floating-Point Unit (FPU)
* Nested Vectored Interrupt
Controller (NVIC)
« Data Watchpoint and Trace
Unit (DWT)
» JTAG/Serial Wire Debug ports
(SWJ-DP)
*  Micro Trace Buffer (MTB)
* Embedded Trace Macrocell
(ETM)
*  SysTick - 24-bit down counter
TinyEngine™ NPU | Neural-Network Processing Unit 1 PD1 Machine learning accelerator
DMA Direct Memory Access Controller 1 PD1 12 channels
DEBUGSS Debug Subsystem 1 PDO
EAM Error Aggregator Module 1 PD1
Memories
ROM Read-Only Memory 48KB PD1
SRAM Static Random-Access Memory 128KB PD1 4 SRAM blocks, each with 32KB.
All blocks have hardware parity
support.
Flash 512KB PD1 Up to 2 banks of 256KB each with
Error Correction Code (ECC)
General Connectivity & Communcation Peripherals
GPIO General Purpose Input/Output Up to 107 PDO
SPGO Serial Peripheral Group 0 3 UNICOMM PD1 UCO: UART / SPI/12C
UC1: UART / SPI/ 12C
UC2: UART + LIN / 12C + SMBus
SPG1 Serial Peripheral Group 1 3 UNICOMM PD1 UC3: UART / SPI/12C
UC4: UART / SPI/12C
UC5: UART + LIN / 12C + SMBus
MCAN Modular Controller Area Network 1 PD1 CAN-FD peripheral with 1KB of
RAM
Timer Modules
TIMG4 1 PD1 16-bit, general-purpose counter
TIMG12 1 PD1 32-bit, general-purpose counter
WWDT Windowed WatchDog Timer 1 PDO 25-bit windowed watchdog timer

driven from LFOSC

Analog Peripherals

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026

Submit Document Feedback

Copyright © 2026 Texas Instruments Incorporated

AM13E230x Microcontrollers

19


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

Introduction

13 TEXAS

INSTRUMENTS

www.ti.com

Table 1-1. AM13E230x Module Allocation and Instances (continued)

Module Abbreviation | Module Full Name Size / Device Power Domain |Notes
Instances
ADC Analog to Digital Converter 3 PD1 6.9MSPS at 200MHz CPU speed
32 input channels per
ADC
PGA Programmable Gain Amplifier 3 PD1 4:1 input mux for effective 12-ch
CMPSS_LITE Comparator Subsystem 4 PD1 2 of 4 CMPSS_LITE have DAC
Output
VREF Voltage Reference 1 PD1 ADC voltage reference. Internal
reference and brought out to
external pin.
Digital Control Peripherals
MCPWM Multi-Channel Pulse Width 5 PD1 6 channels per module
Modulattion Module
ECAP Enhanced Capture Module 2 PD1 32-bit counter for input capture or
PWM output
EQEP Enhanced Quadrature Encoder 3 PD1 32-bit counter for incremental
Pulse Module encoders or capture
High-Speed Peripherals
EPI External Peripheral Interface 1 PD1 External memory/data interface
with SDRAM/ASRAM, FPGA
support
System Clock Modules
SYSOSC System Oscillator 1 PDO 4MHz / 32MHz
LFOSC Low-frequency Oscillator 1 PDO 32KHz
XTAL External high-frequency Crystal 1 PD1 10MHz-25MHz
Connection
HFCLK External high-frequency clock 1 PD1 4MHz-48MHz
input
PLL Phase-Locked Loop 1 200MHz
System Power Modules
REFSYS Reference System 1 PDO Supplies required current and
voltage references to all analog
modules
POR Power On Reset circuit 1 PDO
BOR Brown Out Reset circuit 1 PDO
TEMPSENSE Temperature Sensor 1 PDO
Safety & Security Modules
AES Advanced Encryption Standard 1 PD1
encryption/decryption
CRCP Cyclic Redundancy Checker 1 PD1 32-bit CRC
GSC Global Security Controller 1 PD1
Keystore Keystore Controller 1 PD1 Controller that provides secure
management of the AES keys
Crossbar (XBAR) Modules
INPUTXBAR Flexible Signal Multiplex Input 1 PD1 Routes external input signals to
Crossbar a GPIO pin to internal peripheral
blocks
OUTPUTXBAR Flexible Signal Multiplex Output 1 PD1 Routes signals from internal
Crossbar peripheral blocks to an external
GPIO pin
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Table 1-1. AM13E230x Module Allocation and Instances (continued)

Module Abbreviation | Module Full Name Size / Device Power Domain |Notes
Instances
PWMXBAR PWM Signal Crossbar 1 PD1 Routes input signals from internal
peripheral blocks to an MCPWM
instance
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Table 2-1. Peripheral Registers Memory Map

Structure

|

DriverLib Name

‘ Base Address

MCLK/2 Domain

EPI_REGS_GPCFG, EPIO_BASE,

e RE0S SoRACRo eSO pice
EPI_REGS_HB16CFG EPIOHB16_BASE

PGA_REGS PGAO_BASE 0x400F_C000
PGA_REGS PGA1_BASE 0x400F_D000
PGA_REGS PGA2_BASE 0x400F_EO000
MCAN_REGS MCANO_BASE 0x4011_0000
TIMG4_REGS TIMG4_BASE 0x4018_0000
TIMG12_REGS TIMG12_BASE 0x4018_8000
AES_REGS AES_BASE 0x401B_0000
CRCP_REGS CRC_BASE 0x401B_2000

KEYSTORE_REGS

KEYSTORE_BASE

0x401B_6000

UNICOMMUART_REGS

UCO_UART_BASE

0x4060_0000

UNICOMMUART_REGS

UC1_UART_BASE

0x4060_1000

UNICOMMUART_REGS

UC2_UART_BASE

0x4060_2000

UNICOMMI2CC_REGS

UCO_I2CC_BASE

0x4060_8000

UNICOMMI2CC_REGS

UC1_I2CC_BASE

0x4060_9000

UNICOMMI2CC_REGS

UC2_I12CC_BASE

0x4060_A000

UNICOMMI2CT_REGS

UCO_I2CT_BASE

0x4061_0000

UNICOMMI2CT_REGS

UC1_I2CT_BASE

0x4061_1000

UNICOMMI2CT_REGS

UC2_12CT_BASE

0x4061_2000

UNICOMMSPI_REGS

UCO_SPI_BASE

0x4061_8000

UNICOMMSPI_REGS

UC1_SPI_BASE

0x4061_9000

UNICOMM_REGS

UNICOMMO_BASE

0x4063_0000

UNICOMM_REGS

UNICOMM1_BASE

0x4063_2000

UNICOMM_REGS

UNICOMM2_BASE

0x4063_4000

SPG_REGS

SPGO_BASE

0x4063_F000

UNICOMMUART_REGS

UC3_UART_BASE

0x4064_0000

UNICOMMUART_REGS

UC4_UART BASE

0x4064_1000

UNICOMMUART_REGS

UC5_UART_BASE

0x4064_2000

UNICOMMI2CC_REGS

UC3_I2CC_BASE

0x4064_8000

UNICOMMI2CC_REGS

UC4_I12CC_BASE

0x4064_9000

UNICOMMI2CC_REGS

UC5_I12CC_BASE

0x4064_A000

UNICOMMI2CT_REGS

UC3_I12CT_BASE

0x4065_0000

UNICOMMI2CT_REGS

UC4_12CT_BASE

0x4065_1000

UNICOMMI2CT_REGS

UC5_I2CT_BASE

0x4065_2000

UNICOMMSPI_REGS

UC3_SPI_BASE

0x4065_8000

UNICOMMSPI_REGS

UC4_SPI_BASE

0x4065_9000
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Peripheral Registers Memory Map

Table 2-1. Peripheral Registers Memory Map (continued)

Structure

DriverLib Name

Base Address

UNICOMM_REGS

UNICOMM3_BASE

0x4067_0000

UNICOMM_REGS

UNICOMM4_BASE

0x4067_2000

UNICOMM_REGS

UNICOMM5_BASE

0x4067_4000

SPG_REGS SPG1_BASE 0x4067_F000
MCLK/1 Domain

ADC_LITE_REGS ADCO_BASE 0x4000_0000

ADC_LITE_REGS ADC1_BASE 0x4000_2000

ADC_LITE_REGS ADC2_BASE 0x4000_4000

ADC_LITE_RESULT_REGS

ADCORESULT_BASE

0x4000_A000

ADC_LITE_RESULT REGS

ADC1RESULT_BASE

0x4000_B000

ADC_LITE_RESULT REGS

ADC2RESULT_BASE

0x4000_C000

MCPWM_6CH_REGS

MCPWMO_BASE

0x4001_0000

MCPWM_6CH_REGS

MCPWM1_BASE

0x4001_1000

MCPWM_6CH_REGS

MCPWM2_BASE

0x4001_2000

MCPWM_6CH_REGS

MCPWM3_BASE

0x4001_3000

MCPWM_6CH_REGS

MCPWM4_BASE

0x4001_4000

DMA_REGS DMAO_BASE 0x4002_0000
FLASH_CTRL_REGS FLASH_BASE 0x4002_8000
MEM_CFG_REGS MEMCFG_BASE 0x4002_A000
EAM_REGS EAM_BASE 0x4002_C000
ECAP_REGS ECAPO_BASE 0x4044_0000
ECAP_REGS ECAP1_BASE 0x4044_1000
EQEP_REGS EQEPO_BASE 0x4044_8000
EQEP_REGS EQEP1_BASE 0x4044_9000
EQEP_REGS EQEP2_BASE 0x4044_A000

CMPSS_LITE_REGS

CMPSS0_BASE

0x4046_0000

CMPSS_LITE_REGS

CMPSS1_BASE

0x4046_1000

CMPSS_LITE_REGS

CMPSS2_BASE

0x4046_2000

CMPSS_LITE_REGS

CMPSS3_BASE

0x4046_3000

INPUT_XBAR_REGS

INPUTXBAR_BASE

0x4046_8000

EPWM_XBAR_REGS

PWMXBAR_BASE

0x4046_9000

OUTPUTXBAR_REGS

OUTPUTXBAR_BASE

0x4046_A000

SYNC_SOC_REGS

SYNC_BASE

0x4046_B000

OUTPUTXBAR_FLAG_REGS

OUTPUTXBARO_FLAGS_BASE

0x4047_0000

OUTPUTXBAR_FLAG_REGS

OUTPUTXBAR1_FLAGS_BASE

0x4047_1000

OUTPUTXBAR_FLAG_REGS

OUTPUTXBAR2_FLAGS_BASE

0x4047_2000

OUTPUTXBAR_FLAG_REGS

OUTPUTXBAR3_FLAGS_BASE

0x4047_3000

OUTPUTXBAR_FLAG_REGS

OUTPUTXBAR4_FLAGS_BASE

0x4047_4000

OUTPUTXBAR_FLAG_REGS

OUTPUTXBARS5_FLAGS_BASE

0x4047_5000

OUTPUTXBAR_FLAG_REGS

OUTPUTXBARG6_FLAGS_BASE

0x4047_6000

OUTPUTXBAR_FLAG_REGS

OUTPUTXBAR7_FLAGS_BASE

0x4047_7000

INPUT_FLAG_XBAR_REGS

INPUTXBAR_FLAGS_BASE

0x4049_0000

Power Domain 0 (Always ON)

SYSCTL_REGS

SYSCTL_BASE

0x400A_F000

DEBUGSS_REGS

DEBUGSS_BASE

0x400C_7000

IOMUX_REGS IOMUX_BASE 0x400C_C000
WWDT_REGS WWDT_BASE 0x400D_0000
GPIO_REGS GPIOO_BASE 0x400F_0000
GPIO_REGS GPIO1_BASE 0x400F_2000
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Table 2-1. Peripheral Registers Memory Map (continued)
Structure DriverLib Name Base Address
GPIO_REGS GPIO2_BASE 0x400F_4000
GPIO_REGS GPIO3_BASE 0x400F_6000
MCLK/4 Domain
NVMNW_REGS NVMNW_BASE 0x4004_2000
GSC_REGS GSC_BASE 0x4004_6000
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The system-level configuration of this microcontroller includes the power, clocking, reset, NRST and JTAG/SWD
pin mux control, flash bank swap control, and ECC error handling functionality.

3.1 System Control Overview

The system control module, called SYSCTL, provides the two power and clocking analog submodules (PMU
and CKM), control logic, and interface for these functions. In addition, SYSCTL contains the memory-mapped
registers used by software to configure power management and clocks, assess the status of the device, and
control resets.

The PMU is an analog submodule that generates the internal regulated supplies for the device and supervises
the condition of the external supply. The PMU also contains voltage and current reference circuits used by the
on-chip regulators and analog peripherals.

The CKM is an analog submodule that provides clock sources (internal and external oscillators) and presents
these clock sources to SYSCTL. SYSCTL distributes these clock sources to the CPU, buses, and peripherals on
the device.

The Figure 3-1 shows the interfaces between the system controller and the device supplies, clocks, and signals.
Configuration of the SYSCTL by software is always done through the memory-mapped SYSCTL registers.

System Controller (SYSCTL)

l——> VDDIO

» VDDA
» PD0 Core Supply
» PD1 Core Supply | Power & Analog
» Bandgap Reference Interfaces
» Temperature Sensor

A

Peripheral Bus
IRQ

CPU Reset | Digital
Peripheral Resets Interfaces
Peripheral Enables

< Async CLK REQ (GPIO)
NRST > -

External o o Power
Power VDD/VSS < "] Management

(PMU)

I

YYyYvyyy

Digital Interface

» CPUCLK
» MCLK, MCLK/2, MCLK/4
XTAL = > » ULPCLK

External HFCLK_IN Clock Module f LFCLK
Clocks (CKM) » CANCLK
CLK_OUT =

| Internal
Clocks

Y

I

FCC_IN

Y

JTAG/SWD IO disable -— Flash ECC SED/DED Ig;srg)r;);
—— Flash bank address swap Control

Figure 3-1. Sysctl Top-Level Diagram
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Using this Guide

The PMU and CKM sections of this chapter describe the functionality provided by each submodule in detail.

Section 3.2 describes overall system level operation of system controller and how to configure SYSCTL for
different application scenarios.

3.1.1 Power Domains

Two core power domains are provided on the device: PD1 and PDO. PD1 is always powered in RUN and SLEEP
modes and switched off in STOP and STANDBY modes. PDO is always powered in RUN, SLEEP, STOP and

STANDBY modes. PD1 and PDO are both disabled in SHUTDOWN mode.

Table 3-1. Power Domains Summary

Power Mode PD1 PD1 Supply PDO PDO Supply LDO Switch
RUN ON MAIN LDO ON MAIN LDO CLOSED
SLEEP ON (CPU clocks |MAIN LDO ON MAIN LDO CLOSED

gated)
STOP OFF STOP LDO (retention ON STOP LDO OPEN
logic/memory)
STANDBY OFF STOP LDO (retention ON STOP LDO OPEN
logic/memory)
SHUTDOWN OFF N/A OFF N/A N/A
VDDA VDD
(3.3v) (3.3v)

3.3V Analog Domain

ADC, CMPSS,
DAC, PGA, XTAL

3.3V 10 Domain

MAIN LDO
1.35v

STOP LDO
1.0v

10s, Flash,
POR/BOR

VOSC Domain
VOSC LDO (1.35V) |

SYSOSC
LFOSC

VPLL Domain
HPLLLDO (1.35V) |

HPLL

LDO SWITCH
Open in STOP/
STANDBY Modes

PDO Peripherals B B
PD1 Retention
Flops/Memory

PDO (Always ON) PD

CPUSS

SRAM

PD1 Peripherals

=t
o
<
>

VDDC Voltage Domain

Figure 3-2. Power Hierarchy Block Diagram

* The PD1 domain includes the CPU subsystem, DMA, SRAM, and PD1 peripheral buses: Fast Peripheral

Interconnect, Peripheral Interconnect, and CPU Interconnect which run from MCLK, MCLK/2, and MCLK/4,

respectively.
* The PDO domain includes the PDO peripherals and PDO bus segment (PDO Interconnect) which runs at
MCLK/4 in RUN and SLEEP mode, 4MHz in STOP mode, and 32kHz in STANDBY mode. This clock
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source, derived from MCLK/4 is referred to as ULPCLK. The PDO domain is powered in all modes except
SHUTDOWN and can be thought of as an "always-on" domain.
* The VDDC domain includes both PD1 and PDO

Note
For AM13E230x devices, MCLK=200MHz.

» The VDD domain refers to the single external power supply that provides power to the 10 and analog
peripherals.

Note
For AM13E230x devices, VDD=3.3V

The Module Allocation and Instances table describes which peripherals on a device are in PD1 and which are in
PDO.

The Power Supply section describes the individual power supplies on the device.
3.1.2 Operating Modes

Various operating modes (power modes) are provided to allow for optimization of the device power consumption
based on application requirements. In order of decreasing power, the modes are: RUN, SLEEP, STOP,
STANDBY and SHUTDOWN. The following figure shows the interaction between the modes.

Figure 3-3. Operating Power Modes

Application start

RUN |€---- BOR Wake -----
Max Frequency Operation

All domains (CPUSS, PD1, PDO) on
A A A

A 4 A 4 A 4

SLEEP sTOP STANDBY
Max Frequency Operation AMtzimax 32kHz max
CPUSS clock gated, PD1, PDO on PD1 power gated & in retention, PD1 power gated & in retention,
PDO on PDO on
I | I | |
ARM SLEEP ARM DEEPSLEEP
Note

For AM13E230x devices, the Max Frequency Operation is 200MHz (MCLK).

Supported Functionality by Operating Mode details what functions are available in each operating mode of the
device. See the Operating Mode Selection section for information on how to configure the device for a particular
operating mode.

Operating Mode Concept

The MCU implements a policy-based power and clock management scheme. Policies can be configured through
application software to manage the clock in each operating mode to obtain the best balance of power and
performance for a given application.

After the operating policy for each mode is configured, application software can enter and exit the various
operating modes through simple register commands, and SYSCTL automatically manages all the necessary
PMU states, oscillator and clock enable and disables.
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A variety of hardware-triggered low-power mode suspension mechanisms also exist to enable on-demand
access to a fast clock when requested by supported peripherals in STOP mode. All wakeups bring the device to
RUN mode.

The policy-driven operating mode scheme enables application software to select the operating mode and
corresponding policy that provide the lowest possible power consumption for background activities, bringing
up a fast clock, or bringing the device to RUN (in the case of an IRQ) for burst handling.

3.1.2.1 RUN Mode

In RUN mode, the CPU is actively executing code and any peripheral can be enabled. In this mode, the MCLK
and CPUCLK run from a fast clock source (SYSOSC, HFCLK, or SYSPLL). The VDDC domain is supplied by
the on-chip MAIN LDO.

All functions are available at the highest frequency in this mode. If needed, software can be configured to a lower
PLL frequency or lower system clock frequency to save dynamic power. For more information on configuring the
PLL frequency, refer to the System Phase-Locked Loop (SYSPLL) Section.

3.1.2.2 SLEEP Mode
In SLEEP mode, the CPU is disabled (clock gated). Otherwise, the device configuration is the same as RUN.
3.1.2.3 STOP Mode

In STOP mode, the PD1 power domain is switched off and CPU, DMA, SRAM, FLASH, PLL, XTAL, and PD1
peripherals are disabled and kept in retention mode. The VDDC domain voltage is reduced to 10% as the active
PDO peripherals operate at 4MHz, supplied by SYSOSC appropriately divided to get the lower clock output.

During STOP mode operation, the SYSPLL/XTAL/HFCLKIN are switched off.
3.1.2.4 STANDBY Mode

In STANDBY mode, the PD1 power domain is switched off and CPU, DMA, SRAM, FLASH, PLL, XTAL, and

PD1 peripherals are disabled and kept in retention mode. VDDC supply voltage is reduced to 10% and active
PDO peripherals operate at a maximum frequency of 32KHz, supplied by LFOSC. High-speed oscillators such as
SYSPLL, XTAL, HFCLK_IN and SYSOSC are disabled. A GPIO toggle can wake the device from this mode.

There are 2 policy options for STANDBY mode: STANDBYO and STANDBY1.

« STANDBYO0: All PDO peripherals receive the ULPCLK and LFCLK. A GPIO toggle can synchronously wakeup
the device.

« STANDBY1: This is the lowest device power mode. PDO peripherals (such as GPIO) can wake the system
upon an external event through an asynchronous fast clock request, but PDO peripherals are not actively
clocked in this policy option.

3.1.2.5 SHUTDOWN Mode

In SHUTDOWN mode, core clocks are not available. The core regulator is completely disabled and all SRAM
and register contents are lost, with the exception of the general-purpose memory in SYSCTL that can be used to
store state information. The BOR and bandgap circuit are disabled.

Specific 1O configuration settings are retained in the SHUTDOWN operating mode.

» Dirive strength

* Pullup enable

* Pulldown enable
* Input enable

* Output enable

*  Output state

The device can wake through a wake-up capable 10, a debug connection, or NRST.

SHUTDOWN mode has the lowest current consumption of any operating mode. Exiting SHUTDOWN mode
triggers a BOR.
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3.1.2.5.1 Shutdown Mode Handling

When the device is configured to enter SHUTDOWN mode, the core regulator is powered down and the device
register contents and SRAM contents are lost. An exit from SHUTDOWN mode generates a BOR level reset.
Two mechanisms are provided to preserve the device state when entering SHUTDOWN mode: 10 latching and a
small shutdown memory.

Shutdown 10 State

The digital 10O pin states (output low/high, pullup/pulldown, Hi-Z, drive configuration) are latched and retained
upon entry to SHUTDOWN for pins supporting Wakeup functionality (refer to the device data sheet for the list
of WAKEUP pins). After exiting SHUTDOWN mode, the 10s are held in the previous state until released by
application software setting the RELEASE bit in the SHDNIOREL register along with the matching KEY value.
When exiting SHUTDOWN mode, application software must first re-configure the 10 to the proper state, then
release the 10. To determine at startup if an exit from SHUTDOWN mode caused the reset, application software
must read the RSTCAUSE register in SYSCTL.

Note
When exiting SHUTDOWN, the JTAG and serial wire debug (SWD) pins also remain locked until
application software sets the RELEASE bit. As a result, a debug connection cannot establish when
waking up from SHUTDOWN mode until the 10 are released by application software.

Note
When exiting SHUTDOWN, the bootstrap loader (BSL) invoke pin must be held at a logic low level
to prevent unintended entry into the BSL during exit from SHUTDOWN. An entry to the BSL during
SHUTDOWN exit prevents the application code from starting. The BSL interfaces are not be available,
and a SWD connection is possible since the 10 states remain latched through SHUTDOWN exit until
application software releases the 10s.

Shutdown Memory

To enable saving of application state information before entering SHUTDOWN mode, 4 bytes of shutdown
memory are provided in SYSCTL. These memory locations are retained in SHUTDOWN mode and are
readable by the application after exiting SHUTDOWN. To save data to the SHUTDOWN memory, write to the
SHUTDNSTOREO-SHUTDNSTORES registers in SYSCTL.

3.1.2.6 Supported Functionality by Operating Mode
The table below summarizes the behavior of different peripheral instances in each operating mode:

Table Legend

« EN: The function is enabled in the specified mode

» DIS: The function is disabled (either clock or power gated) in the specified mode, but the function's
configuration is retained

* RET: The function's memory and configuration is retained.

* OPT: The function is optional in the specified mode, and remains enabled if configured to be enabled

* NS: The function is not automatically disabled in the specified mode, but its use is not supported

» OFF: The function is fully powered off in the specified mode, and no configuration is retained

Table 3-2. Power Modes Summary

RUN SLEEP STOP STANDBY0  |STANDBY1  |SHUTDOWN
Supply State |VDD 3.3V 3.3V 3.3V 3.3V 3.3V 3.3V
vDDC 1.35V 1.35V 1.0V 1.0V 1.0V ov
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Table 3-2. Power Modes Summary (continued)
RUN SLEEP STOP STANDBYO STANDBY1 SHUTDOWN
PMU POR Monitor |EN EN EN EN EN EN
BOR Monitor |EN EN EN EN EN OFF
Main LDO EN EN OFF OFF OFF OFF
STOP LDO EN EN EN EN EN OFF
VOSC LDO EN EN EN EN EN OFF
Oscillators SYSOSC EN EN EN DIS DIS OFF
LFOSC EN EN EN EN EN OFF
XTAL OPT OPT DIS DIS DIS OFF
HPLL OPT OPT DIS DIS DIS OFF
SYSOSC 32MHz 32MHz 4MHz OFF OFF OFF
Frequency
Clocks MCLK 200MHz 200MHz DIS DIS DIS OFF
MCLK/2 100MHz 100MHz DIS DIS DIS OFF
MCLK/4 50MHz 50MHz DIS DIS DIS OFF
CPUCLK 200MHz DIS DIS DIS DIS OFF
LFCLK 32KHz 32KHz 32KHz 32KHz 32KHz OFF
ULPCLK 50MHz 50MHz 4MHz 32KHz OFF OFF
CANCLK 20MHz 20MHz DIS DIS DIS OFF
ADCCLK 200MHz 200MHz DIS DIS DIS OFF
Core CPU EN DIS DIS DIS DIS OFF
Functions DMA EN EN DIS DIS DIS OFF
Flash EN EN DIS DIS DIS OFF
SRAM EN EN DIS + RET DIS + RET DIS + RET OFF
Peripherals PD1 OPT OPT DIS + RET DIS + RET DIS + RET OFF
Peripherals
PDO OPT OPT EN EN EN OFF
Peripherals
Analog ADC OPT OPT DIS DIS DIS OFF
CMPSS OPT OPT OFF OFF OFF OFF
VREF EN EN EN (Sampled) |EN (Sampled) |EN (Sampled) |OFF
10 Mux EN EN EN + RET EN + RET EN + RET OFF
10 Wakeup N/A EN EN + RET EN + RET EN + RET OFF
Wake Sources N/A + IRQ « 10 « 10 « 10 + 10 (subset)
. 10 « DebugReq |+ DebugReq |+ Debug Req o
+ DMAReq |+ WWDT «  WWDT + Debug Req
+ Debug Req
«  WWDT

M

3.1.2.7 Operating Mode Selection

Select WAKEUP GPIOs. Refer to the device-specific data sheet.

The device operating mode is configured through the use of the following:

1. Policy bits in the SYSOSCCFG and MCLKCFG registers in SYSCTL (to control the behavior of SYSOSC in
RUN, SLEEP, and STOP modes)
2. Policy bits in the PMODECFG register in SYSCTL (to set the deep sleep level of STOP, STANDBY or
SHUTDOWN)
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3. SLEEPDEEP policy bit in the SCR local CPU register (to select whether a WFI instruction triggers SLEEP
mode or STOP/STANDBY/SHUTDOWN mode)

4. Use of the Arm® WFI (wait for interrupt) CPU instruction (to enter the configured SLEEP/STOP/STANDBY/
SHUTDOWN state)

Before entering an operating mode where the CPU is disabled, make sure that the appropriate peripheral that
can wake the CPU from sleep has been configured to generate a CPU interrupt on the desired event.

For a detailed description of the behavior of each operating mode, see the associated operating mode section.

Policy Bit Configuration

Table 3-3 defines how to configure the relevant policy bits for each operating mode. All values are indicated in
binary format. A dash (-) indicates that the particular policy bit is a don't care for the specified operating mode.

Table 3-3. Operating Mode Policy Bit Configuration

Operating Mode Policy Control RUN SL(E)EP STOP STANDBY =
3
[ = o
Register Bit 5 H o 2 2 2
[ - % < < 7]
= =
(%) (%)
MCLKCFG STOPCLKSTBY - - - 0 1 1
PMODECFG DSLEEP - - 00 01 01 10
SCR SLEEPDEEP 0 0 1 1 1 1

(1)  SLEEP mode behavior is always identical to RUN mode, except with the CPUCLK disabled. As such, the SLEEP behavior is
determined by the configuration of RUN mode.

Entering SLEEP Mode

Entering SLEEP mode disables the CPU, but otherwise maintains the same configuration as RUN. To enter
SLEEP mode:

1. Configure the CPU for SLEEP by clearing the SLEEPDEEP bit in the local SCR register.
2. Enter selected mode by executing the WFI (wait for interrupt) CPU instruction.

Entering STOP or STANDBY Modes
To enter STOP or STANDBY mode:

1. Configure the PMODECFG register in SYSCTL to 0b00 (STOP) or 0b01 (STANDBY).
2. Configure the CPU for DEEP SLEEP by setting the SLEEPDEEP bit in the local SCR register.
3. Enter selected mode by executing a WFI (wait for interrupt) CPU instruction.

Entering SHUTDOWN Mode
To enter SHUTDOWN mode:

1. Configure the PMODECFG register in SYSCTL to 0b10 (SHUTDOWN).
2. Configure the CPU for DEEP SLEEP by setting the SLEEPDEEP bit in the local SCR register.
3. Enter selected mode by executing a WFI (wait for interrupt) CPU instruction.
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3.2 Quick Start Reference

The PMCU is designed to provide a simple, easy-to-use power management, clocking, and reset management
functionality. This section describes the basic operating principles of the PMCU as well as tips and tricks for
taking the default configuration out of reset and optimizing it for particular applications.

3.2.1 Increasing MCLK Precision

If an application requires high clocking accuracy for high-frequency peripherals, the best accuracy is achieved
by using an external high-frequency crystal with the XTAL and sourcing the MCLK tree directly from HFCLK. By
sourcing the MCLK directly from HFCLK, the bus clock to all peripherals in PD1 and PDO will be the HFCLK.
Crystal frequencies in the 10-25 MHz range are supported by the XTAL.

If precision clocking is needed for the CAN-FD controller and high CPU performance (high MCLK) is also
required, it is also possible to source the CAN-FD controller (CANCLK) from HFCLK directly, asynchronous to
MCLK, while running MCLK at maximum frequency using the PLL for the best computing performance.

3.2.2 Configuring MCLK for Maximum Speed

The best CPU compute performance is obtained by using the SYSPLL to generate the maximum clock
frequency from either the SYSOSC reference or XTAL.

Running MCLK at the maximum clock frequency also provides the best possible timer resolution for TIMG,
MCPWM, ECAP, and EQEP peripherals and the best throughput for ADCs in the PD1 domain.

3.2.3 High Speed Clock (SYSPLL, HFCLK) Handling in Low-Power Modes

The SYSPLL and HFCLK (XTAL, HFCLK_IN) high speed clock sources are not supported in the STOP and
STANDBY operating modes. When a high-speed clock source (SYSPLL, HFCLK) is enabled, entering either
the STOP mode or STANDBY mode will cause SYSCTL to automatically disable the SYSPLL and/or HFCLK
before entering STOP or STANDBY mode. Upon exit from STOP or STANDBY mode to RUN mode, SYSCTL
will automatically re-enable the SYSPLL and/or HFCLK if they were previously enabled before entering the
low-power mode.

Before entering STOP or STANDBY for the first time after enabling the SYSPLL or HFCLK, and after waking
up from STOP or STANDBY mode, application software must wait to enter STOP or STANDBY mode until

any previously enabled high speed clock sources have completed startup. Application software must check the
following before entering STOP or STANDBY mode:

» If the SYSPLL was enabled, then application software must wait for the SYSPLL to complete startup.

When the SYSPLL startup is complete, the SYSPLLGOOD bit will be set in the CLKSTATUS register in
SYSCTL. If the SYSPLL fails to start, the SYSPLLOFF bit will be set instead. The SYSPLLOFF bit indicates
that the SYSPLL was dead at startup or was not previously enabled. Ensure that either SYSPLLGOOD or
SYSPLLOFF is set before attempting to enter STOP or STANDBY.

» If the HFCLK was enabled, then application software must wait for the HFCLK to complete startup. When
the HFCLK startup is complete, the HFCLKGOOD bit will be set in the CLKSTATUS register in SYSCTL. If
the HFCLK fails to start, the HFCLKOFF bit will be set instead. The HFCLKOFF bit indicates that the HFCLK
was dead at startup or was not previously enabled. Ensure that either HFCLKGOOD or HFCLKOFF is set
before attempting to enter STOP or STANDBY.

In the event that the MCLK was configured to be sourced from HSCLK before entry to STOP or STANDBY, upon
exit from STOP or STANDBY the MCLK will be sourced from SYSOSC initially and the CPU will be released

to begin executing code at the SYSOSC frequency. SYSCTL will automatically restore the MCLK configuration
to the previously selected high-speed clock when the high-speed clock has started and is ready for use. When
MCLK switches back to the high-speed clock, SYSCTL will generate an HSCLK GOOD interrupt to alert the
application that MCLK is again running from the high-speed clock.
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3.3 Power Management (PMU)

The Power Management Unit (PMU) generates the regulated core supplies for the device and provides
supervision of the external supply. It also contains a bandgap voltage reference used by the PMU and other
analog peripherals. Refer to the device specific datasheet for the supported PMU features.

Key PMU features include:

» Support for the device across the device operating supply range

» Main LDO: Low-dropout linear voltage regulator to generate the internal core logic supply, with multiple
operating modes for reducing device current in low-power modes (managed automatically by SYSCTL)
— Also referred to as the Core Regulator or Core LDO

+ STOP LDO: Low-dropout linear voltage regulator to power both PDO active logic and PD1 retention logic/
memory in STOP/STANDBY modes

* Power-on reset (POR) for VDD supply

* Brownout reset (BOR) for VDD supply

» Bandgap voltage reference supporting the BOR, core regulator, and analog peripherals

External | Internal

Power Management Unit (PMU)

— VDDIO to digital IO
VDD
3.3V . Eﬂ - » VDDA to analog peripherals
Supply
< POR to Core LDO
Cvop SYSCTL — IN
Mode
EN from from MODE ouT » Vcore to PD1
SYSCTL
¢e— BOR SYSCTL REF
N BOR to
\ SYSCTL
LDO OPEN in STOP/
STOP LDO Switch STANDBY Modes
L — Vcore to PDO
» MODE OUT » Vstop to PDO, PD1
BG REF
VREF
ouT _ Bandgap reference to
LN ' " analog peripherals
MODE [« Temperature

» To ADC channel
Sensor

Figure 3-4. PMU Block Diagram

3.3.1 Power Supply

Power is supplied to the device through the VDD/VSS and VDDA/VSSA connections. A decoupling capacitor
(Cvpp/Cyppa) must be placed across all VDD/VSS and VDDA/VSSA supply pairs. See the device-specific data
sheet for the correct value and tolerance of the decoupling capacitors.

Note
VDD and VDDA are to be connected at the board level. There is no separate supply monitor for
VDDA, and it is expected that the same power supply being used for VDD is also connected to VDDA.

VDD is used directly to provide the 10 supply (VDDIO). VDDA is used directly to provide the analog supply
(VDDA).
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3.3.1.1 Main LDO

The PMU uses an on-chip, configurable, low-dropout linear voltage regulator to generate a 1.35V supply rail to
power the device core, also referred to as the core regulator. The core regulator output (Vcore) supplies power
to the core logic, which includes the CPU, digital peripherals and the device memory.

The MAIN LDO is active in RUN and SLEEP modes. In all other power modes (STOP, STANDBY, SHUTDOWN),
the regulator is off. SYSCTL automatically configures the regulator for the best power consumption based on the
power mode that is currently active.

3.3.1.2 STOP LDO

The PMU uses an on-chip, configurable, low-dropout linear voltage regulator to generate a 1.0V supply rail to
power the PDO active logic and PD1 retention logic domains when the device is in STOP/STANDBY modes.

The STOP LDO is active in all power modes except for SHUTDOWN. In all other power modes (RUN, SLEEP,
STOP, and STANDBY) the drive strength of the regulator is configured automatically to support the max load
current of each mode. This reduces the quiescent current of the regulator when using low-power modes,
improving low power performance. SYSCTL automatically configures the regulator for best power consumption
based on the power mode which is currently active.

3.3.1.3VOSC LDO

The VOSC LDO provides a fixed 1.35V to the SYSOSC, LFOSC and corresponding clock muxes. This LDO is
on in all modes except SHUTDOWN.

3.3.1.4 HPLL LDO

This LDO provides a fixed 1.35V to the HPLL and will be switched OFF/ON with every PLL disable and enable
cycle.

3.3.2 Supply Supervisors

The PMU provides two supply supervisor circuits:

» A power-on reset (POR) circuit to indicate that the external supply has reached sufficient voltage to start the
on-chip bandgap reference and BOR circuit

* A brownout reset (BOR) circuit which verifies that the external supply is maintained at the specified voltage to
support correct operation of the device

3.3.2.1 Power-on Reset (POR)

The power-on reset (POR) circuit assures a proper start-up of the device. During cold power-up, the device is
held in a POR state until VDD passes the POR+ threshold. When VDD has passed POR+, the POR state is
released and the bandgap reference and BOR monitor circuitare started. If VDD drops below the POR- level,
then a POR- violation is asserted and the device is again held in a POR reset state.

The POR circuit does not indicate that VDD has reached a level high enough to support correct operation of the
device. Rather, it is the first step in the boot process and is used to determine if the supply voltage is sufficient to
power up the bandgap reference and BOR circuit, which are then used to determine if the supply has reached a
level sufficient to for the device to run correctly.

The POR circuit is active in all power modes including SHUTDOWN and cannot be disabled.
3.3.2.2 Brownout Reset (BOR)

The brownout reset (BOR) supervisor monitors the external supply (VDD) and asserts or deasserts a BOR
violation to SYSCTL. The primary responsibility of the BOR circuit is to make sure that the external supply is
maintained high enough to enable correct operation of internal circuits, including the core regulator. The BOR
threshold reference is derived from the internal bandgap circuit. The threshold is fixed and is always higher than
the POR threshold. During cold start, after VDD passes the POR+ threshold, the bandgap reference and BOR
circuit are started. The device is then held in a BOR state until VDD passes the BOR+ threshold. When VDD
passes BOR+, the BOR supervisor releases the device to continue the boot process, and the PMU is started. A
BOR- violation always generates a BOR- violation signal to SYSCTL, generating a BOR level reset. The BOR
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supervisor is active in RUN, SLEEP, STOP, and STANDBY modes but is disabled automatically in SHUTDOWN
mode.

The BOR threshold level is fixed, and is referred to as BOR2. Refer to the device-specific data sheet for BOR
voltage level thresholds.

3.3.2.3 POR and BOR Behavior During Supply Changes

When the supply voltage (VDD) drops below POR-, the entire device state is cleared. Small variations in VDD
that do not pass below the BOR- threshold do not cause a BOR- violation, and the device continues to RUN.

Supply 1 Lo L Lo
Voltage | | | | | | |
(VDD) ! ! No reset ! : : : :
: : asserted : | | | |
| | | | | |
BOR+ F—————— e Atttk Gty bbb |y e I e e
| | | | |
BOR- |-—————— P/ T VR (O —— S0 T N W S TS . W —
I BOR VI I \BOR I I
: released asserted : : released : :
| | | | |
| | | | |
POR+ F——————@¢ - ——t———— - ———————— e A== ——————
| | | |
1Y S 4 S NG S R VA N
I POR I I POR VI I "\ POR
: : released : : asserted : : : released
| | | | | | |
! ! ! ! ! ! ! >
POR : BOR : RUNNING : BOR : RUNNING :POR: BOR : RUNNING
1 1 I 1 [ 1 1
Figure 3-5. POR/BOR vs. Supply Voltage (VDD)
3.3.3 Bandgap Reference

The PMU provides a voltage reference that is stable across temperature and VDD supply voltage and is used by
the device for internal functions, including:

» Deriving the brownout reset circuit thresholds
» Setting the output voltage for the core regulator
» Deriving the on-chip VREF levels for on-chip analog peripherals

The bandgap reference is enabled in RUN, SLEEP, STOP modes. This reference operates in a sampled mode in
STANDBY to reduce power consumption and is disabled in SHUTDOWN mode. SYSCTL manages the bandgap
state automatically; no user configuration is required.

3.3.4 Analog Supplies

The device has the following analog power supply pins for powering analog peripherals and the analog voltage
references:

» VDDA: 3.3V analog supply used by all modules in ADCCIO (ADC, analog voltage references, CMPSS,
internal temperature sensor)

« VSSA: Analog ground used by all modules in ADCCIO

*  VREFHI: ADCO0/1/2 reference HIGH input

* VREFLO: ADCO0/1/2 reference LOW input

On all device packages, physical VREFHI and VREFLO pins are shared by all ADCs. Physical VDDA and VSSA
pins supply the ADCs, comparators, PGAs, internal temperature sensor, and analog reference buffer (REFBUF).
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3.3.4.1 Analog Reference Circuits

The analog reference circuits are supplied by a single bandgap circuit. The ADC voltage reference input is fixed
to the VREFHI pin on the device. There is a single buffer that drives either the internal reference to the VREFHI
pin or tri-states the reference buffer to high-impedance, which allows an external voltage source to drive the
VREFHI pin. For both internal and external reference modes, VREFHI requires a decoupling capacitor, Cyrgr.
The value of Cyrgf for internal reference mode is defined in the device-specific data sheet. The value of Cyrer
for external reference mode is dependent on the external reference driver.

In internal reference mode, the ADCREFBUF drives all ADCs. In external reference mode, the VREFHI/VREFLO
pads drive the reference. At any given time, all ADCs are in internal or external reference mode - i.e. there is no
independent configuration of voltage reference for each ADC.

To put the ADCs in internal reference mode, the following condition must be met: {CIO.ANAREFSEL & (ADCENO
|| ADCEN1 || ADCEN2)}. At a register level, the ADC reference mode is selected by setting:

* ANAREFCTL.ANAREFSEL=0 (switch CLOSED) for internal reference mode
*  ANAREFCTL.ANAREFSEL=1 (switch OPEN) for external reference mode

External Pins Internal Connections

|
|
[
|
|
VREFHI &
[
: Reference Circuit REFA REFHI REFHI
I ANAREFCTL.ANAREFSEL
S ADCO ADC1 ADC2
12-bits 12-bits 12-bits
| ‘I:-{-
: Erlo REFLO REFLO REFLO
' |
VREFLO x .
|
|

Figure 3-6. VREF to ADC Connections

Note
1. Because VREFHI and VREFLO pins are shared between all ADCs, the control for 2.5V or 3.3V
internal reference mode will apply to all ADCs. The same logic applies for external reference
mode, i.e. all ADCs will receive the same external voltage reference. For more information on the
internal reference modes, refer to Internal Reference Mode.
The ADCENX corresponds to the ADCCTL1.ADCPWDNZ bit for each ADC
When all ADCs are disabled, the ADCREFBUF is disabled and any voltage applied to the VREFHI
pin will discharge to VSSA.

wn

For full details on the analog reference configuration, refer to Section 21.2.3, ADC - Voltage
Reference.

3.3.5 Internal Temperature Sensor

The PMU provides a temperature sensor which can be used to approximate the temperature of the device. The
temperature sensor is connected internally to the following ADC mux channels:
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Table 3-4. Temperature Sensor Connections
ADC Instance ADC Mux Channel
ADCO 13
ADC2 13

The ADCs listed in the table above are used to perform temperature measurements. The temperature sensor
outputs a voltage which has a linear relationship with temperature. The temperature coefficient (TS¢) is the
slope of the temperature-voltage relationship (given in mV/C), and is given in the specifications section of the
device-specific data sheet.

3.3.6 Peripheral Enable

All peripherals on a device, with the exception of infrastructure peripherals such as SYSCTL itself and the
IOMUX, GSC and EAM peripherals, require two user actions to enable the peripheral to be ready for operation:

» Peripheral Write Enable
— Provided by the peripheral write enable control register (PWREN) with a KEY and ENABLE field.
— Before any other peripheral registers are configured by software, the peripheral itself must be enabled by
writing the ENABLE bit together with the appropriate KEY value to the peripheral's PWREN register
— When the PWREN.ENABLE bit is cleared, the peripheral's registers are not accessible for read/write
operations.
» Peripheral Function Enable
— Peripherals may have a functional enable bit in the corresponding register map to provide access to power
or for operation

Note
After setting the ENABLE | KEY bits in the PWREN register to enable a peripheral, wait at least 4
ULPCLK clock cycles before accessing the rest of the peripheral's memory-mapped registers. The 4
cycles allow for the bus isolation signals at the peripheral's bus interface to update.

3.3.6.1 Automatic Peripheral Disable in Low Power Modes

Peripherals in power domain 1 (PD1) will be forced to a disabled state by SYSCTL upon entry into a STOP or
STANDBY low-power mode. As such, these peripherals will not be available for use in STOP or STANDBY.

Most PD1 peripherals will retain their configuration settings after being automatically disabled, such that re-
configuration is not required upon exit from STOP or STANDBY mode. See the peripheral-specific chapter in
this guide for details on which peripheral registers are retained through STOP and STANDBY mode for PD1
peripherals.

If a PD1 peripheral was multiplexed to an IO pin (through the IOMUX) in an output configuration, the last valid
output state (logic 0 or logic 1) from the peripheral to the IO is latched upon entry to STOP or STANDBY
mode. This prevents external circuits from being disturbed by SYSCTL disabling a peripheral during low-power
operation. Upon exit from STOP or STANDBY mode, the IO is again connected to the peripheral as the
peripheral becomes re-enabled.

3.4 Clock Module (CKM)

The clock module contains the internal and external oscillators, the clock monitors, and the clock selection
and control logic. A frequency clock counter is also provided for checking and/or calibrating the frequency of
high-speed clocks against either the LFCLK or a reference period/pulse provided on an 10 pin (FCC_IN).
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3.4.1 Clock Tree

The following figure shows the top level clocking tree for AM13E230x family devices. This diagram shows the
mapping between oscillators (sources) and clocks (destinations), as well as the SYSCTL register bit fields for the
selection muxes.
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Figure 3-7. AM13E230x Top Level Clocking Diagram

There a few additional items to note about the AM13E230x clocking system:

1. LFCLK s a fixed-frequency 32kHz clock that can be selected by certain peripherals for ensuring a constant
clock rate even when MCLK or ULPCLK changes source or rate. LFCLK is always synchronized to MCLK
and ULPCLK.

2. Semi-clock domain peripherals operate on MCLK divided by 2 (MCLKDIV2) clock. The MCLKDIV2 clock
domain is synchronous to the MCLK domain and is provided through the semi-divider. This divider allows /2
or bypass with bit 26 of the MCLKCFG register (MCLKDIVCFG).

a. Programming MCLKCFG[26] = '1' also forces MCLKCFG[24] = '1". Therefore, writes to MCLKCFG[24]
will be ignored if MCLKCFG[26] = '1".
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b. MCLKDIV2 domain is used and configured when operating from HSCLK and not used when operating
from SYSOSC (e.g. out of boot without PLL or out of low power mode).

3. Quarter-clock domain peripherals operate on MCLK divided by 4 (MCLKDIV4) clock. The MCLKDIV2 clock

domain is synchronous to the MCLK domain and is provided through the quarter-divider. This divider

allows /2, /4, or bypass with bits 24-25 of the MCLKCFG register (MCLKDIVCFG).

Table 3-5. Semi Clock (MCLKDIV2) Divider Select

MCLKCFG[26]

Divider Select

0

/1 (Bypass)

1

12

Table 3-6. Quarter Clock (MCLKDIV4) Divider Select

MCLKCFG[25] MCLKCFG[24] Divider Select
0 0 /1 (Bypass)
0 1 2
1 0 Reserved
1 1 14

Valid MCLK Clock Combinations

Each of the MCLKDIV2 and MCLKDIV4 dividers can be configured through MCLKCFG[26:24] with divider
selection as shown below. Possible frequency limits corresponding to clock divider values are listed in Table 3-7.

Table 3-7. Valid MCLK Divider Values

Frequency Range | Option MCLKCFG[26] MCLKCFG[25] MCLKCFG[24] MCLK | MCLK/2 | MCLK/4

(MHz)

100-200 1 (default) 1 1 1 /1 2 /4

50-100 1 (default) 0 0 1 /1 /1 2

2 0 1 1 /1 /1 /4

3 1 0 1 /1 2 2

4 1 1 1 /1 2 /4

<50 1 (default) 0 0 0 2 /1 Iz

2 0 0 1 /1 /1 /2

3 0 1 1 /1 & /4

4 1 0 1 /1 2 2

5 1 1 1 /1 2 /4

3.4.2 Oscillators

Several internal and external oscillators are provided for generating low to high frequency clocks for use by the
system. The CKM contains all the oscillators in the device and uses them to generate the system clocks. See the
device specific data sheet for whether external oscillators are available.

Internal Oscillators

» LFOSC: low frequency oscillator (32kHz typical frequency)
* SYSOSC: system oscillator (32MHz frequency)
* SYSPLL: system PLL (phase-locked loop) with programmable frequency (optional)

External Oscillators

» XTAL: crystal oscillator (10-25MHz frequency range)
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In addition to XTAL, a high frequency digital clock input (HFCLK_IN) with a range of 4-48MHz can be provided
to support cases where the XTAL is not used and a direct digital clock is supplied to the device. Note that XTAL
also supports a single-ended differential mode.

3.4.2.1 Internal Low-Frequency Oscillator (LFOSC)

The low-frequency oscillator (LFOSC) is an on-chip low power oscillator which is factory trimmed to a frequency
of 32.768kHz, providing a stable low frequency clock source.

LFOSC can provide higher accuracy when used over a reduced temperature range. See the device-specific data
sheet for details.

The LFOSC is active by default after a BOOTRST, sourcing the LFCLK. The LFOSC startup monitor sets the
LFOSCGOOD bit in the CLKSTATUS register when LFOSC is ready.

3.4.2.2 Internal System Oscillator (SYSOSC)

The system oscillator (SYSOSC) is an on-chip, accurate high frequency clock source (32MHz factory-trimmed).
The SYSOSC provides a flexible high-speed clock source to the system in cases where the crystal oscillator
(XTAL) is either not present or not used, or where fast wake-up from a low-power mode is required.

Key features of the SYSOSC include:

* High accuracy when using optional frequency correction loop (FCL) and reference resistor
— The frequency correction loop supports correction through an internal resistor
» Fast start-up time from a low power state
» Capable of switching from base frequency to low frequency, or low frequency to base frequency, in one clock
cycle with no functional interruption (gear shift)
— Glitch-less divider and phase-aligned transition to minimize disturbance to peripherals
— Fast settling to specified accuracy
— SYSCTL can initiate seamless gear shift frequency switch in STOP mode with user-configurable FCL
enablement to reduce SYSOSC current
» Two frequency options: 32MHz supporting RUN/SLEEP power modes and 4MHz in STOP mode
— While in 32MHz mode, a divider giving a fixed 4MHz output can be multiplexed to when the mode
switches

The SYSOSC is active at the device's base frequency (32MHz) by default after a brownout reset, sourcing
MCLK.

3.4.2.2.1 SYSOSC Frequency

SYSOSC is factory trimmed for operation at the base frequency of 32MHz, with the option to divide down to
4MHz in STOP mode. The default frequency of operation is the base frequency of 32MHz. In STOP mode, the
MCLK (and the ULPCLK) tree run from SYSOSC with a 4MHz rate.

3.4.2.2.2 SYSOSC Frequency Correction Loop

The SYSOSC frequency accuracy can be improved through the use of the Frequency Correction Loop (FCL)
feature. The FCL circuit uses an internal resistor to stabilize the SYSOSC frequency by providing a precise
reference current for the SYSOSC. The overall frequency accuracy which is achievable depends on the
operating temperature range together with the tolerance and temperature drift of the selected reference resistor.

3.4.2.2.2.1 SYSOSC FCL in Internal Resistor Mode

This section describes the procedure for selecting the internal resistor mode through the device SYSCTL
registers. Enabling FCL in internal resistor mode can be beneficial to the user's application which require
improved SYSOSC performance while not adding cost to the system for an external resistor.

Enabling FCL with Internal Resistor

To increase the SYSOSC accuracy with FCL, follow this procedure:
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1. Enable FCL mode by setting the SETUSEFCL bit in the SYSOSCFCLCTL register.
2. When the FCL mode is enabled, software cannot disable the mode. A BOOTRST is required before a
change to the FCL mode.

3.4.2.2.3 Disabling SYSOSC

It is not possible to disable SYSOSC when using a different high frequency clock to source MCLK (such as
HFCLK or the PLL). This is due to SYSOSC being used by SYSCTL logic when MCLK is sourced from HFCLK
or the PLL.

SYSOSC is always disabled automatically in STANDBY and SHUTDOWN modes. The DISABLE bit in the
SYSOSCCFG register displays the status of SYSOSC enable/disable policy.

3.4.2.3 System Phase-Locked Loop (SYSPLL)

The system phase locked loop (SYSPLL) takes an input reference clock SYSPLLREF and scales the input
frequency to produce user-specified high frequency clocks (SYSPLLCLKO and SYSPLLCLK?1) for use by the
device. Specifically, the SYSPLL clock outputs can be used as sources to MCLK and CANCLK. Figure 3-8shows
the block diagram of the SYSPLL. The relation between SYSPLLCLK and SYSPLLREF is given by .

_ fSYSPLLREF X (QDIV) 1
fSYSPLLCLKx = TPDIV) x (RDIVCLKR) M

SYSPLL
ENABLECLK1

0 SYSPLLCLK1
Output clock

Feedback Loop RDIVCLKA1
Input
Scaler

SYSPLLREF I fLoopin
Reference clock PDIV fLooprs | CD |—| \ |—| VCO }f\/co
QDIv

ENABLECLKO

SYSPLLCLKO
Output clock

RDIVCLKO

Figure 3-8. SYSPLL Diagram

3.4.2.3.1 Configuring SYSPLL Output Frequencies

The SYSPLL accepts an input reference clock from 4-48MHz. The available reference clocks include SYSOSC
and HFCLK. The predivider PDIV scales the selected input reference clock ahead of the PLL feedback loop.
PDIV can be selected as /1, /2, /4, or /8 by programming 0x0 to 0x3, respectively, into the PDIV field in the
SYSPLLCFG1 register.

The effective divider can be calculated from the PDIV register setting as shown in Equation 2.
SYSPLLREFp,y = 2PPV (2)

The PLL feedback loop sets the Voltage Controlled Oscillator (VCO) output equal to the divided input reference
clock f_oopin Multiplied by the QDIV feedback divider. The QDIV divider is an integer divider with a valid range
of /2 to /127. The desired QDIV divider is selected by programming 0x01 to Ox7E for /2 to /127, respectively, into
the QDIV field of the SYSPLLCFG1 register. SYSPLLCFG1.QDIV=0x00 is an invalid configuration. The effective
feedback divider can be calculated from the QDIV register setting as shown in Equation 3.

SYSPLLFBpyy = QDIV + 1 (3)
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The output frequency of the VCO fy g is given in Equation 4.
fvco = fsyspLLrer X SYSPLLFBp)y / SYSPLLREFp)y (4)

The VCO output sources two separate SYSPLL outputs (SYSPLLCLKO and SYSPLLCLK1). Each output has its
own divider unit to enable generation of up to 2 different output frequencies for use by different modules in the
device.

For SYSPLLCLK1 and SYSPLLCLKO, the output dividers can be set from /2 to /32 in steps of 2. To

set the SYSPLLCLKO or SYSPLLCLK1 output divider, program 0x0-OxF for /2 to /32, respectively, into the
corresponding RDIVCLKX field in the SYSPLLCFGO register. Equation 5 shows how to compute the effective
SYSPLLCLKO divider based on a given RDIVCLKO setting, and Equation 6 shows how to compute the effective
SYSPLLCLK1 divider based on a given RDIVCLK1 setting.

SYSPLLCLKOpyy = 2 x (RDIVCLKO + 1) (5)

SYSPLLCLK1py = 2 x (RDIVCLK1 + 1) (6)

The SYSPLL output clock frequencies are thus set by the combination of fyco and the respective dividers:
fsyspLLcLko = fuco / SYSPLLCLKOpy (7)

fsyspLLciki = fuco / SYSPLLCLK 1y (8)

Enabling and Disabling the SYSPLL

After configuration, enable the SYSPLL by setting the SYSPLLEN bit in the HSCLKEN register. Before enabling
the SYSPLL, make sure that the SYSPLL is in a disabled state by verifying that the SYSPLLOFF bit in the
CLKSTATUS register is set. After the SYSPLL is enabled, application software must not disable it until the
SYSPLLGOOD bit or SYSPLLOFF bit is set in the CLKSTATUS register, indicating that the SYSPLL transitioned
to a stable active state or a stable dead state. When the SYSPLL is enabled, the SYSPLL reference clock
selection must not be changed.

Please refer to SYSPLL Usage Example (for CAN protocol) for details on how to configure and lock the SYSPLL.

Note
SYSOSC must be enabled and running at base frequency when the SYSPLL is enabled, even if
HFCLK is used as the SYSPLL reference clock.

SYSPLL Usage Example (for CAN protocol)

To illustrate the above relationships, take as an example the following requirements:

» The high-frequency external clock (HFCLK) is used as the SYSPLL reference (operating at 20MHz in this
example)

* The SYSPLL must be configured with an output frequency of 200MHz to source MCLK and CANCLK at
40MHz.

To achieve this, the VCO can be configured for 400MHz through the use of PDIV and QDIV. Then,
SYSPLLCLKO can feed CANCLK and MCLK with an output divider of /2. Lastly, the external output divider
EXTDIVCAN can be used to source CANCLK at 40MHz.

The steps below describe how to configure the CKM to use SYSPLL in this way:

1. Verify that the SYSPLL is disabled (SYSPLLOFF is set in CLKSTATUS)

2. Make sure that SYSOSC is running at base frequency (32MHz); this is a requirement for SYSPLL operation
even though HFCLK is used as the SYSPLL reference clock instead of SYSOSC

3. Set HFCLK as the SYSPLL reference (make sure that the SYSPLLREF bit in the SYSPLLCFGO register is
cleared; this is the default state after reset)
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4. Select a predivider PDIV to /2 (set SYSPLLCFG1.PDIV to 0x01), setting f_oopiny to 10MHz (20 divided by 2)
5. Load the PLL parameters into SYSPLLPARAMO and SYSPLLPARAM1 to support f_ oopin Of T0MHZz
6. Set the feedback divider QDIV to 40 (set SYSPLLCFG1.QDIV to 0x27), giving fyco =400MHz (10MHz

multiplied by 40)

7. Setthe SYSPLL output dividers for SYSPLLCLKO to /2 (set SYSPLLCFGO0.RDIVCLKO to 0x0) to get
200MHz at SYSPLLCLKO

8. Enable SYSPLLCLKO outputs by setting the ENABLECLKO bit in the SYSPLLCFGO register

9. With HFCLK running at 20MHz frequency, enable the SYSPLL by setting SYSPLLEN in the HSCLKEN
register

10. Wait for the SYSPLLGOOD indication by testing SYSPLLGOOD in the CLKSTATUS register

11. Select the SYSPLL as the HSCLK source by ensuring that the HSCLKSEL bit is cleared in the HSCLKCFG

register (this is the default state)

12. Select the high-speed clock (HSCLK) as the source for MCLK by setting the USEHSCLK bit in the
MCLKCFG register. This will switch MCLK from SYSOSC to HSCLK. MCLK is now running from
SYSPLLCLKO at 200MHz.

13. Enable the CANCLK divider (EXTDIVCAN) by setting GENCLKEN.CANEXTDIVEN and configure
GENCLKEN.EXTDIVCAN to divide by 5 before sourcing CANCLK

14. Set the CANCLKSRC bit in the GENCLKCFG register to 0x01, applying SYSPLLCLK as CANCLK source

The SYSPLL divider values used in this example are summarized below for reference.
Table 3-8. SYSPLL Divider Example Settings

Parameter Register Bit Field Bit Field Value Actual Divider
Input reference clock divider SYSPLLCFG1 PDIV 0x1 2
VCO feedback loop divider SYSPLLCFG1 QDIV 0x27 140
Output clock 0 divider SYSPLLCFGO RDIVCLKO 0x0 2
CAN clock divider GENCLKEN EXTDIVCAN Ox4 /5

Tuning Guidelines

In cases where there are multiple combinations of PDIV, QDIV, and RDIVCLKXx that provide the desired output
frequencies, consider these tuning guidelines to determine the best possible values for an application:

* Lower VCO frequencies (fyco ) result in lower power consumption. Refer to the device data sheet for the
allowable range of fyco .

» Higher feedback loop input frequencies (f_.oopin ) have faster startup. For example, if an 200MHz output
frequency is desired with fycg =200MHz, fyco = 200MHz can be derived from a SYSPLLREF clock 32MHz
by setting PDIV to /8 and QDIV to /50. However, this gives slower startup because f_ oopin is <8MHz. The

same result can be achieved by setting PDIV to /4 and QDIV to /25, but because fi oopin is 8MHz in this case

(32MHz divided by 4), the Table 3-9 for the higher input range can be used which give faster startup.
3.4.2.3.2 Loading SYSPLL Lookup Parameters

Several tuning parameters must be configured in the SYSPLLPARAMO and SYSPLLPARAM1 registers before
using the SYSPLL. The values are determined by PLL feedback loop input clock frequency (f oopin)-

SYSPLL supports four f_ oopin frequency ranges, given in Table 3-9. Each frequency range has a 64-bit lookup

value in the FACTORY flash memory region that must be copied from flash into the SYSPLLPARAMO and
SYSPLLPARAM1 registers in SYSCTL before enabling the SYSPLL.

Table 3-9. SYSPLL Parameter Lookup

Lookup Address (SYSPLLPARAMO) Lookup Address (SYSPLLPARAM1)

0x400B0128 0x400B012C
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3.4.2.3.3 SYSPLL Startup Time

The PLL startup time depends on the PLL feedback loop input frequency f| oopiy @and if the PLL is starting after
previously running (for example, exiting a low-power mode) or starting for the first time after device boot.

Table 3-10 lists an example of how the PLL startup times can be affected by the loop input frequency f oopin-
Note that f gop|n is determined by the SYSPLLREF and user-configured PDIV and QDIV.

Note
These values are used as a relative example only. For specific device performance, please refer to the
device datasheet.

Table 3-10. SYSPLL Startup Times (example)

. SYSPLL Startup Time on Exit From Low-
fLooPIN SYSPLL Startup Time (us) Poxer Mode (15)
32MHz < FREQ 5 3
16MHz < FREQ < 32MHz 15 12
8MHz < FREQ < 16MHz 25 20
4MHz < FREQ < 8MHz 40 35

3.4.2.4 External Crystal Oscillator (XTAL)

The external crystal oscillator (XTAL) can be used with standard crystals and resonators in the 10-25MHz range
to generate a stable reference clock for the system. The XTAL can also operate in single-ended mode, with

an external clock in the 4-48MHz range connected to the X1 pin. The XTAL can be used to clock the primary
device clock tree (MCLK) directly, or it can be used as a precision reference to the on-chip PLL where higher
frequencies can be generated.

To use the XTAL, a crystal or resonator must be populated between the X1 and X2 pins. Loading capacitors
must be placed on both pins to circuit ground (VSS). The crystal load capacitors must be sized according to the
specifications of the crystal being used. The IOMUX must be configured to enable XTAL functionality on the X1
and X2 pins.

A programmable XTAL startup time is provided with 64us resolution. Program an appropriate startup time based
on the desired crystal or resonator specifications into the XTALTIME field in the HFCLKCLKCFG register in
SYSCTL before starting the XTAL.

Once configured properly, the XTAL is started by clearing the OSCOFF bit in the XTALCR register in SYSCTL.
When the oscillator has started successfully, the HFCLK startup monitor will assert the HFCLKGOOQOD bit in the
CLKSTATUS register in SYSCTL.

Note
SYSOSC must be enabled at base frequency when the XTAL is enabled.

After clearing XTALCR.OSCOFF to enable the XTAL, application software must verify that either an
HFCLKGOOD indication or an HFCLKOFF (off/dead) indication in the CLKSTATUS register was asserted by
hardware. When disabling the XTAL, the XTAL must not be re-enabled again until the HFCLKOFF bit in the
CLKSTATUS register is set by hardware.

To use XTAL as the PLL reference after receiving an HFCLKGOOD status, set the SYSPLLREF bit in the
SYSPLLCFGO register in SYSCTL. If XTAL is selected as a reference for the SYSPLL and the SYSPLL is
enabled, then the SYSPLL must be disabled and the SYSPLLOFF bit in the CLKSTATUS register must be set
before the XTAL can be disabled.

To use the XTAL directly as the MCLK source after receiving an HFCLKGOOD status, first set the HSCLKSEL
bit in the HSCLKCFG register to select HFCLK as the high-speed clock source (rather than the system PLL
output). Then, set the USEHSCLK bit in the MCLKCFG register to select the high-speed clock source as the
MCLK source. Once USEHSCLK is set, HSCLKCFG must not change and the XTAL must not be disabled until
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the MCLK source is switched back to SYSOSC by clearing USEHSCLK and verifying that the HSCLKMUX bit in
CLKSTATUS is cleared by hardware.

Crystal Oscillator Control and Configuration

External clock sources use the X1/X2 pins, which can either be used as an oscillator or as GPIOs. X1 is
assigned to GPIO80 and X2 is assigned to GPI081. These mode settings can be controlled through the
XTALCR register. After power-up, the X1 and X2 pin functionality can be enabled by following the procedure in
Using an External Crystal or Resonator.

Three types of external clock sources are supported:

» Asingle-ended 3.3V external clock. The clock signal must be connected to X1, with X2 available as a GPIO.

* An external crystal. The crystal must be connected across X1 and X2 with the load capacitors connected to
VSS.

* An external resonator. The resonator must be connected across X1 and X2 with the ground connected to
VSS.

Note

To ensure correct switching between single-ended and double-ended modes, the XTAL has to be
powered down in between. That is, XTALCR.SE = 0 and XTALCR.OSCOFF = 1 has to be used as a
transitory configuration state.

Table 3-11. XTAL Operating Modes

XTALCR.OSCOFF XTALCR.SE Operating Mode X1 using X2 using
GPIO80? GP1081?

0 0 Crystal Mode: Quartz crystal connected to X1/X2 No No

0 1 Single-Ended Mode: External clock on X1 No Yes

1 0 Oscillator off Yes Yes

1 1 Single-Ended Mode: External clock on X1 No Yes

Using an External Crystal or Resonator

The X1 and X2 pins double as GPIO80 and GPIO81 respectively. At power-up, these pins are in GPIO mode

and the on-chip crystal oscillator is powered off. The following procedure can be used to switch the pins to X1

and X2 mode and enable the oscillator:

1. Clear the XTALCR.OSCOFF bit

2. Wait for the crystal to power up (5-10ms is the typical wait time but this depends on the crystal that is being
used)

3. Clear the X1 counter by writing a 1 to X1CNT.CLR and keep clearing until the X1 counter value in the
X1CNT register is no longer saturated 2047 (Ox7FF)

4. Wait for the X1 counter value in the X1CNT register to reach 2047 (Ox7FF)

5. Repeat steps (3) and (4) three additional times

6. Select XTAL as the HFCLK source by writing a 0 to HSCLKEN.USEEXTHFCLK

Using an External Oscillator

The X1 and X2 pins double as GPIO80 and GPIO81 respectively. At power-up, these pins are in GPIO mode
and the on-chip crystal oscillator is powered off. The following procedure can be used to switch the pins to X1
and X2 mode and enable the oscillator:

1. Clear the XTALCR.OSCOFF bit

2. Set the XTALCR.SE bit to enable single-ended mode
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3. Clear the X1 counter by writing a 1 to X1CNT.CLR and keep clearing until the X1 counter value in the
X1CNT register is no longer saturated 2047 (Ox7FF)

4. Wait for the X1 counter value in the X1CNT register to reach 2047 (Ox7FF)

5. Repeat steps (3) and (4) three additional times

6. Select XTAL as the HFCLK source by writing a 0 to HSCLKEN.USEEXTHFCLK

3.4.2.5 HFCLK_IN (Digital clock)

It is possible to bypass the XTAL circuit and bring in an external 4-48MHz digital clock signal into the device
to use as the HFCLK source instead of XTAL. To configure HFCLK to use a digital clock input, first configure
the IOMUX to enable the HFCLK_IN function on the appropriate pin. When IOMUX is configured correctly and
the clock source is outputting a clock to HFCLK_IN, set the USEEXTHFCLK bit in the HSCLKEN register in
SYSCTL.

Note
SYSOSC must be enabled at base frequency when the HFCLK_IN is enabled.

The HFCLK_IN can be used as the reference for SYSPLL. The SYSPLL must be off before changing the
configuration of the SYSPLL reference clock source. The user can verify that SYSPLL is off by checking

the SYSPLLOFF status bit in the CLKSTATUS register. The user must then select HFCLK_IN as the HFCLK
source (by setting the USEEXTHFCLK bit in the HSCLKEN register) before setting the SYSPLLREF bit in the
SYSPLLCFGO register in SYSCTL. Finally, the SYSPLL can be enabled by using the SYSPLLEN bit in the
HSCLKEN register.

To source MCLK from HFCLK _IN after selecting HFCLK_IN as the HFCLK source, first set the HSCLKSEL

bit in the HSCLKCFG register to select HFCLK as the high-speed clock source. Then, set the USEHSCLK bit

in the MCLKCFG register to select the high-speed clock source as the MCLK source. Once USEHSCLK is

set, HSCLKCFG must not change and the HFCLK_IN must not be disabled until the MCLK source is switched
back to SYSOSC by clearing USEHSCLK and verifying that the HSCLKMUX bit in CLKSTATUS was cleared by
hardware.

HFCLK_IN is compatible with digital square wave CMOS clock inputs and should have a typical duty cycle of
50%.

Note
HFCLK_IN and XTAL are mutually exclusive and must not be enabled at the same time.

3.4.3 Clocks

The CKM takes oscillator outputs and generates a variety of functional clocks for use by the device. Refer to the
device specific datasheet to determine the supported functional clocks.

Clocks

» System Clocks

— MCLK: Main system clock for PD1 peripherals and PD1 bus

— CPUCLK: CPU clock, derived from MCLK is available only in RUN mode

— ULPCLK: Main system clock for PDO peripherals and PDO bus, derived from MCLK

— LFCLK: Fixed 32kHz clock, synchronized to MCLK/ULPCLK

— HFCLK: High frequency external clock

HSCLK: High speed configurable clock for use by MCLK, sourced from SYSPLL or HFCLK

. Perlpheral Specific Clocks

— CANCLK: CAN-FD module functional clock
* External Clocks

— CLK_OUT: External clock output with divider for pushing out a clock to external circuits
All clocks are disabled in SHUTDOWN mode.
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3.4.3.1 MCLK (Main Clock) Tree

The MCLK is the main system clock and the root point of synchronization for all synchronized clocks (MCLK,
CPUCLK, ULPCLK, and LFCLK). It is typically the highest speed clock in the system and supports operation up
to 200MHz across the full temperature range of the device. The MCLK tree is the root source for the CPUCLK
(in RUN mode), the PD1 high speed peripheral bus clock (in RUN and SLEEP modes), and the ULPCLK low
power bus clock (in RUN, SLEEP, STOP, and STANDBY modes). In addition, the 32kHz LFCLK outputs are
synchronized to MCLK.

The MCLK output to PD1 peripherals is enabled in RUN and SLEEP modes, and disabled in all other power
modes. While the MCLK output to PD1 is disabled in STOP and STANDBY modes, the MCLK tree is still running
to source ULPCLK and to provide synchronization for LFCLK.

The MCLK source is selected with a glitch free clock mux and can be changed dynamically at runtime by user
software. It can also be changed automatically by hardware when entering STOP and STANDBY modes or
during an asynchronous fast clock request.

The available sources for MCLK include:

* HSCLK (high-speed clock) at up to 200MHz which can be sourced by:
— SYSPLLCLKO (used to reach the max MCLK speed of 200MHz)
— HFCLK for applications where the main clock needs to be as accurate as possible

+ SYSOSC at 32MHz

* LFCLK at 32kHz for applications where the entire system, including the CPU, runs at 32kHz with low peak
operating current

Note
Set SYSPLLCLKO or SYSPLLCLK2X as the source of HSCLK before setting HSCLK as the clock
source of MCLK, otherwise the device can be in an unpredictable state.

Using MCLK in RUN and SLEEP Mode

After boot, MCLK is sourced from SYSOSC by default. The decision of which oscillator to use to source MCLK
is important because MCLK sets both the CPUCLK frequency and the bus clock frequency for PD1 peripherals.
As a result, the accuracy and the clock speed of the oscillator selected for MCLK must be appropriate not only
for the operation of the CPU but also for the operation of the PD1 peripherals that use the bus clock as their
functional clock.

The clock source and frequency selection decisions made for MCLK also affect ULPCLK in RUN and SLEEP
modes. See the ULPCLK section for more information on how MCLK and ULPCLK are related in RUN and
SLEEP mode.

Using MCLK in STOP and STANDBY Mode

In STOP and STANDBY modes, the MCLK output to PD1 peripherals is disabled, but the ULPCLK, which is the
bus clock for PDO peripherals, is still active in STOP and optionally active in STANDBY. See the ULPCLK section
for more information on how the MCLK source and ULPCLK are related in STOP and STANDBY mode.

MCLK Source Selection

Application software can change the MCLK source from SYSOSC to the SYSPLL outputs or HFCLK (which is
either XTAL or HFCLK_IN) by configuring the MCLKCFG.USEHSCLK and HSCLKCFG.HSCLKSEL register bits
appropriately in SYSCTL. The following table gives the proper register bit configurations for selecting different
clocks for MCLK in RUN and SLEEP modes.

Table 3-12. AM13E230x MCLK Source Selection in RUN and SLEEP Mode

Desired Source MCLKCFG.USEHSCLK HSCLKCFG.HSCLKSEL
SYSOSC 0 X
SYSPLLCLKO 1 0
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Table 3-12. AM13E230x MCLK Source Selection in RUN and SLEEP Mode (continued)
Desired Source MCLKCFG.USEHSCLK HSCLKCFG.HSCLKSEL
HFCLK 1 1

To switch MCLK from SYSOSC to HSCLK:

1. Verify that MCLK is sourced from SYSOSC (CLKSTATUS.HSCLKMUX is cleared).

2. Enable the desired high speed sources (SYSPLL, XTAL, HFCLK IN) according to their respective
requirements.

3. Select the desired HSCLK source through the HSCLKCFG.HSCLKSEL control

4. Verify that CLKSTATUS.HSCLKGOOQOD is set, indicating that the selected HSCLK source is valid.

5. Set MCLKCFG.USEHSCLK to switch MCLK to HSCLK.

To switch MCLK from HSCLK to SYSOSC:

1. Verify that MCLK is sourced from HSCLK (CLKSTATUS.HSCLKMUX is set).

2. Clear MCLKCFG.USEHSCLK to switch MCLK to SYSOSC.

3. Wait for CLKSTATUS.HSCLKMUX to clear, indicating that MCLK is now sourced from SYSOSC.
4. |If desired, disable any high-speed clock sources (SYSPLL or XTAL)

Note
When MCLK is actively sourced by HSCLK (the HSCLKMUX bit in the CLKSTATUS register is set),
the HSCLK source selection must not be changed (the HSCLKSEL bit in the HSCLKCFG register
must not be changed). To change the HSCLK source, first switch MCLK to SYSOSC using the
procedure given above, re-configure the HSCLK source, and then switch MCLK back to HSCLK.

3.4.3.2 CPUCLK (Processor Clock)

The processor clock (CPU clock) is always derived directly from MCLK and is active in RUN mode at the MCLK
frequency. In all other power modes, CPUCLK is disabled.

3.4.3.3 ULPCLK (Low-Power Clock)

The ULPCLK is the bus clock for peripherals in the PDO power domain. It supports operation up to 50 MHz and
is derived directly from the MCLK tree through a clock divider (MCLK/4) which is enabled only when MCLK is
sourced from a high-speed clock (SYSPLL, XTAL, or HFCLK_IN). The ULPCLK frequency is dependent on the
MCLK dividers configuration and the selected power mode.

ULPCLK Behavior in RUN and SLEEP Modes

The PDO power domain has a frequency limit of 50MHz in RUN and SLEEP modes. This frequency is derived
from the MCLK/4 clock tree. As such, ULPCLK must be maintained to be <50MHz at all times. When MCLK is
configured to run from SYSOSC, SYSCTL disables the MCLK/4 divider automatically and ULPCLK is sourced
from MCLK as these clock sources are always <32 MHz.

However, when MCLK is configured to run from a high-speed clock (SYSPLL, XTAL, or HFCLK_IN), hardware
shall switch back to MCLK/4 divider. The right configuration of this divider value is the responsibility of

the application software to ensure that ULPCLK is <50 MHz in RUN and SLEEP modes by configuring it
appropriately.

Note

MCLK/4 divider for the MCLK/4 domain is by default at /4. When MCLK < 100MHz and > 50MHz, then
it can be configured to /2. When MCLK < 50MHz, then it can be configured to /1. Application software
shall ensure MCLK/2 and MCLK/4 dividers are configured appropriately using the MCLKDIVCFG field
in the MCLKCFG register.
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ULPCLK Behavior in STOP, STANDBY, and SHUTDOWN Modes

In STOP mode, the MCLK tree (and by extension, the ULPCLK) run from SYSOSC with a 4MHz rate. In
STANDBY mode, the ULPCLK runs from LFCLK to conserve power. In SHUTDOWN mode, the ULPCLK is
turned off.

Table 3-13. AM13E230x ULPCLK by Operating Mode

Selected Power Mode Configuration Register Settings ULPCLK Frequency
MCLK source is SYSOSC | MCLKCFG.USEHSCLK=0x0 ULPCéK is SO‘;.rced from MCfLK a°°°_rdf'”9 to
RUN or SLEEP the MCLK configuration with fy pcik = fmcik
; . ULPCLK is sourced from MCLK according to
200MH
( Z maximum) M(%';(’;;"L“Lr‘;er :_S'FF(':SI'_%K MCLKCFG.USEHSCLK=0x1 | the MCLK configuration with fupeLx = fucLk/
Quarter Divider
STOP STOP with SYSOSC enabled i ULPCLK is sourced from SYSOSC with
(4MHz maximum) fuLpcLk = 4MHz
STANDBY STANDBY with ULPCLK and | MCLKCFG.STOPCLKSTBY= |ULPCLK is sourced from LFCLK with
(32kHZ maximum) LFCLK enabled 0x0 fULF’CLK = fLFCLK = 32kHz
SHUTDOWN )
- - ULPCLK is off
(Off)

3.4.3.4 LFCLK (Low-Frequency Clock)

LFCLK provides a continuous 32kHz clock to a variety of peripherals on the device. After a BOOTRST, LFCLK is
sourced by the internal 32kHz oscillator (LFOSC).

LFCLK is active in RUN, SLEEP, STOP, and STANDBY power modes. It is possible to disable both ULPCLK and
LFCLK together to most peripherals in STANDBY mode to achieve the lowest possible STANDBY mode power
consumption (STANDBY1). To do so, set the STOPCLKSTBY bit in the MCLKCFG register in SYSCTL before
entering STANDBY. In this state, a few times are the only clocked peripherals.

LFCLK is a synchronized clock. All LFCLK edges are synchronized to the main system clocks (MCLK and
ULPCLK), meaning that the registers of peripherals clocked by LFCLK can be read or written to at any time
without any special handling.

Note

When MCLK/ULPCLK are not sourced by LFCLK (for example, when they are sourced by SYSOSC)
there is a 5 ULPCLK cycle synchronization delay between the low frequency clock source's clock
edge and the corresponding LFCLK edge as seen by peripherals running from LFCLK.

When the MCLK/ULPCLK frequency is constant, this delay is constant and it does not add jitter to
LFCLK. If the MCLK/ULPCLK frequency changes, the synchronization delay changes proportionally
and this results in a small single-cycle LFCLK jitter at the MCLK/ULPCLK frequency transition point.
This jitter changes the duty cycle of one LFCLK period, but there is no accumulation of error (there
is never a change in the number of LFCLK periods, ensuring an accurate LFCLK time base for
peripherals).

3.4.3.5 HFCLK (High-Frequency External Clock)

The high-frequency external clock (HFCLK) is the output of the high-frequency external clock selection mux, and
can be selected as either the high-frequency oscillator (XTAL) output or the high-frequency digital clock input
(HFCLK_IN).

The HFCLK can be used as the source for the following clocks:

» HSCLK source (to source MCLK)
e SYSPLL reference clock
¢ CANCLK source
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The HFCLK is only available in RUN and SLEEP modes. HFCLK is automatically disabled by SYSCTL in all
other modes, along with the XTAL itself.

3.4.3.6 HSCLK (High Speed Clock)

The high-speed clock (HSCLK) is the output of the high-speed clock selection mux, and can be selected to
source MCLK by setting the USEHSCLK bit in the MCLKCFG register. The HSCLK is only a selection option
for MCLK; it does not source any other functions. HSCLK can be configured to be sourced from the SYSPLL
(SYSPLLCLKO) or the HFCLK (XTAL or HFCLK_IN). By default, the HSCLK is sourced from the SYSPLL. To
change the HSCLK source to HFCLK, set the HSCLKSEL bit in the HSCLKCFG register.

The HSCLK is only available in RUN and SLEEP modes. It is automatically disabled by SYSCTL in all other
modes, along with the SYSPLL and XTAL (if enabled).

SYSCTL will not switch MCLK to HSCLK, even if requested by software, if the HSCLK status check indicates
that selected HSCLK source was not started correctly.

3.4.3.7 CANCLK (CAN-FD Functional Clock)

The CANCLK is a functional clock provided directly to the CAN-FD module from either the HFCLK (XTAL

or HFCLK_IN) or the SYSPLL (SYSPLLCLKO). This clock is provided as a functional clock to the CAN-FD
module asynchronous from the main clock (MCLK) for the highest possible accuracy. The CANCLK source is
selected in SYSCTL by configuring the CANCLKSRC bit in the GENCLKCFG register. Additional CAN-FD clock
configuration is provided within the CAN-FD peripheral itself (review the CAN-FD chapter for more detail).

3.4.3.8 External Clock Output (CLK_OUT)

A clock output unit is provided for sending digital clock signals from the device to external circuits or to the
frequency clock counter. This feature is useful for clocking external circuitry such as an external ADC that
does not have a clock source. The clock output unit has a flexible set of sources to select and includes a
programmable divider.

Available clock sources for CLK_OUT:

* SYSPLLCLKO
* SYSPLLCLK1

« HFCLK
+ SYSOSC
*+ ULPCLK
+ LFCLK

The selected clock source can be divided by 1 (no divide), 2, 4, 6, 8, 10, 12, 14, or 16 before being output to the
pin or to the frequency clock counter.

To use the clock output unit:

1. Configure IOMUX to select the CLK_OUT function on the device pin with CLK_OUT.

2. Select the desired clock source in the EXCLKSRC field of the GENCLKCFG register.

3. Set the desired clock divider, if necessary, in the EXCLKDIVVAL field of the GENCLKCFG register, and
enable the divider by setting the EXCLKDIVEN bit. This must be done while EXCLKEN=0 (before CLK_OUT
is enabled)

4. Enable the external clock output by setting the EXCLKEN bit in the GENCLKEN register.

Note
When the CLK_OUT source is selected as ULPCLK, the clock divider must be enabled
(GENCLKCFG.EXCLKDIVEN must be set).

50 AM13E230x Microcontrollers SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026
Submit Document Feedback
Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

www.ti.com System Controller (SYSCTL)

Note
When clearing the EXCLKEN bit to disable CLK_OUT, allow the clock source to run for 10 clock
cycles to stabilize the EXCLKSRC mux.

Note
When disabling a clock source which is selected for CLK_OUT, it is recommended to disable the
CLK_OUT function before disabling the clock source if it is important that CLK_OUT be logic low
(0) when the clock source is disabled. If CLK_OUT is left enabled and the source for CLK_OUT is
disabled, it is possible that CLK_OUT may stop in a logic high (1) state.

Note
When the CLK_OUT source is selected as SYSPLLCLKO or SYSPLLCLK1, the SYSPLL output must
be <48MHz. Further speed restrictions can exist depending on the 10 capabilities of a specific device
and pin; see the Digital 10 specifications in the device-specific data sheet for details on supported 10
speeds.

3.4.4 Clock Monitors

Several hardware clock monitors are provided to ensure that the CKM is functioning properly. Clock faults are
processed through SYSCTL and result in either a brownout reset (in the event of a fatal fault) or a SYSCTL
interrupt.

Table 3-14. AM13E230x CKM Clock Monitors

Clock Monitor Description
MCLK Asserts a fault if there is no MCLK activity for a period of 1-12 LFOSC cycles
LFOSC Startup Indicates when LFOSC startup has completed and is available for use by peripherals
HFCLK Startup Indicates if XTAL successfuly started within the specified startup time or if HFCLK_IN is
stuck, before selecting HFCLK to source system functions
SYSPLL Startup Indicates if SYSPLL successfully started, at which point the clock outputs from SYSPLL can
be selected to source system functions
HSCLK Status Indicates if the selected HSCLK source successfully started with a GOOD status or failed
with a DEAD status

3.4.4.1 MCLK Monitor

A digital clock monitor can be used with MCLK. The MCLK monitor asserts an MCLK fault if there is no MCLK
activity for a period of 1-12 LFCLK cycles. An MCLK fault is always considered fatal to the system and generates
a BOOTRST.

The MCLK monitor can be enabled after the LFCLK is configured and running. To enable the MCLK monitor,
set the MCLKDEADCHK bit in the MCLKCFG register in SYSCTL. When enabled, the MCLK monitor runs in all
operating modes except for STANDBY1 and SHUTDOWN.

3.4.4.2 Startup Monitors

Clock startup monitors are provided for application software to check that that the LFOSC, XTAL/HFCLK_IN,
SYSPLL, and HSCLK sources are alive before they are selected by software to be used to source a clock

in the system. When a clock source has started successfully and is ready, a GOOD indication is given in the
CLKSTATUS register in SYSCTL and an interrupt is generated. The startup monitors only provide a status
indication when a related clock system configuration change is made. When an initial GOOD indication is given,
the clock is not continuously monitored by the startup monitor. Continuous monitoring is provided for MCLK.
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3.4.4.2.1 LFOSC Startup Monitor

The LFOSC is started automatically after a BOOTRST. Please refer to the device-specific data sheet for the
LFOSC startup time. A startup monitor is provided to indicate to the application software when LFOSC startup
has completed, at which time the LFCLK is available for use by peripherals. When LFSOSC startup has
completed, the LFOSC startup monitor asserts the LFOSCGOOD bit in the CLKSTATUS register in SYSCTL and
the LFOSCGOOD interrupt is asserted to alert the application.

3.4.4.2.2 HFCLK Startup Monitor

The XTAL takes time to start after being enabled. A startup monitor is provided to indicate to the application
software if the XTAL has successfully started, at which point the HFCLK can be selected to source a variety

of system functions. The HFCLK startup monitor also supports checking the HFCLK_IN digital clock input for a
clock stuck fault.

To enable the HFCLK startup monitor, clear the HFCLKFLTCHK bit in the HFCLKCLKCFG register in SYSCTL
(the default state is disabled).

When XTAL is started or the HFCLK_IN is selected as the HFCLK source, the HFCLKGOOD and HFCLKOFF
bits in the CLKSTATUS register in SYSCTL are cleared.

In the case of XTAL being used, after the specified XTAL startup time has expired the XTAL status is tested.
If the XTAL started successfully, the XTAL startup monitor asserts the HFCLKGOOD bit in the CLKSTATUS

register and the HFCLKGOOD interrupt is also asserted. If the XTAL did not start within the specified startup
time, the HFCLKOFF bit is set, indicating that the XTAL was dead at startup.

In the case of HFCLK _IN being used, after HFCLK_IN is selected a clock stuck check is performed. If the

clock is alive, the HFCLKGOOD bit is set in the CLKSTATUS register and the HFCLKGOOD interrupt is also
asserted. If the HFCLK _IN signal was stuck, the HFCLKOFF bit in CLKSTATUS register is set, indicating that the
HFCLK_IN is dead.

If desired, checking of the HFCLK by the HFCLK startup monitor can be left disabled by keeping the
HFCLKFLTCHK bit set in the HFCLKCLKCFG register in SYSCTL.

Note
The HFCLK must be in a stable state before attempting to enter STOP or STANDBY low power
modes. Before entering STOP or STANDBY, make sure that either the HFCLKGOOD bit or the
HFCLKOFF bit is set.

3.4.4.2.3 SYSPLL Startup Monitor

The SYSPLL takes time to start and settle after being enabled. A startup monitor is provided to indicate to the
application software if the SYSPLL has successfully started, at which point the clock outputs from the SYSPLL
can be selected to source a variety of system functions.

When the SYSPLL is started, the SYSPLLGOOD and SYSPLLOFF bits in the CLKSTATUS register in SYSCTL
are cleared. After the startup/settling time has expired, the SYSPLL status is tested. If the SYSPLL started
successfully, the SYSPLL startup monitor will assert the SYSPLLGOOD bit in the CLKSTATUS register and

the SYSPLLGOOD interrupt will also be asserted. If the SYSPLL did not start within the specified time, the
SYSPLLOFF bit will be set, indicating that the SYSPLL was dead at startup.

Note
The SYSPLL must be in a stable state before attempting to enter STOP or STANDBY low power
modes. Before entering STOP or STANDBY, make sure that either the SYSPLLGOOD bit or the
SYSPLLOFF bit is set.

3.4.4.2.4 HSCLK Status

The HSCLK is sourced from the HFCLK or the SYSPLL. The CLKSTATUS register in SYSCTL provides
HSCLKGOOD and HSCLKDEAD indications, which indicate if the selected HSCLK source started successfully
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with a GOOD status or failed with a DEAD status, respectively. SYSCTL will not switch MCLK over to HSCLK,
even if requested, if HSCLKGOOQOD is not set.

In addition, the HSCLKSOFF bit is provided in CLKSTATUS to indicate if all HSCLK sources (SYSPLL, HFCLK)
are either off (disabled) or started with a DEAD status.

3.4.5 Frequency Clock Counter (FCC)

The frequency clock counter (FCC) enables flexible in-system testing and calibration of a variety of oscillators
and clocks on the device. The FCC counts the number of clock periods seen on the selected source clock
within a known fixed trigger period (derived from a secondary reference source) to provide an estimation of the
frequency of the source clock.

Application software can use the FCC to measure the frequency of the following source oscillators and clocks
(selected through the FCCSELCLK field in the GENCLKCFG register):

« MCLKDIV4

+ SYSOSC

« HFCLK

« CLK_OUT

* SYSPLL (any of the two SYSPLL outputs)
* The external FCC input (FCC_IN)

The reference clock used to set the trigger time over which pulses of the source clock are counted is
configurable (through the FCCTRIGSRC field in the GENCLKCFG register), and can be driven by:

* The external FCC input (FCC_IN)
* LFCLK

The trigger time period can be set in one of two ways (through the FCCLVLTRIG field in the GENCLKCFG
register):

» Level triggered (one rising edge to one falling edge of the reference clock input)
* Rising-edge to rising-edge triggered, for a defined number of clock periods of the reference clock (selectable
from 1 to 32 through the FCCTRIGCNT field in the GENCLKCFG register)

When the trigger source is selected as the external FCC input in level-triggered mode, a user-specified counting
period can be set by applying a logic high pulse on the FCC_IN pin of the desired trigger length.

When the trigger source is selected as the LFCLK, using rising-edge to rising-edge triggering causes the FCC to
capture the number of source clock pulses which occurred within 1 to 32 clock periods of the LFCLK (30.5us).

The FCC counter is 22 bits and supports counting from 0 up to 222 — 1 = 4,194,303.

While the external FCC input (FCC_IN function) can be used as either the FCC clock source or the FCC trigger
input, the signal cannot be used for both functions during the same FCC capture. FCC_IN must be configured as
either the FCC clock source or the FCC trigger.

3.4.5.1 Using the FCC

Rising-Edge to Rising-Edge Triggered Mode with FCC_IN Trigger

The following steps describe how to use the FCC to count the number of source clock pulses within the trigger
period set by the reference clock, with the FCC_IN pin being selected as the reference clock and the SYSOSC
being selected as the source clock. This example would be useful for calibrating the SYSOSC frequency with
respect to an accurate clock source provided to the FCC_IN pin externally.

1. Set the source clock to SYSOSC by configuring the FCCSELCLK field in the GENCLKCFG register.

2. Set the reference clock to FCC_IN by clearing the FCCTRIGSRC bit in the GENCLKCFG register.

3. Select rising-edge to rising-edge triggering by clearing the FCCLVLTRIG bit in the GENCLKCFG register.

4. Select the desired number of reference clock periods to count the source clock over in the FCCTRIGCNT
field in the GENCLKCFG register.
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5. Ensure that SYSOSC is enabled at the desired frequency, and that the external clock source connected to
FCC_IN is constantly running before continuing.

6. Write the GO bit and KEY field to the FCCCMD register to start the FCC capture on the next trigger clock
period.

7. Poll the FCCDONE status bit in the CLKSTATUS register. When the capture completes, FCCDONE will be
set by hardware. FCCDONE is read-only and is automatically cleared by hardware when a new capture is
started.

8. Extract the resulting count from the 22-bit DATA field in the FCC register.

Note
For an accurate count of FCC cycles, it is best to wait at least 6 pulses of FCC before setting
FCCTRIGCNT=0x0

Rising-Edge to Rising-Edge Triggered Mode with LFCLK Trigger

The following steps describe how to use the FCC to count the number of source clock pulses within the
reference clock period, with the LFCLK being selected as the reference clock and the SYSOSC being selected
as the source clock. This example would be useful for calibrating the SYSOSC frequency with respect to an
accurate 32.768kHz watch crystal.

1. Set the source clock to SYSOSC by configuring the FCCSELCLK field in the GENCLKCFG register.

2. Set the reference clock to LFCLK by setting the FCCTRIGSRC bit in the GENCLKCFG register.

3. Select rising-edge to rising-edge triggering by clearing the FCCLVLTRIG bit in the GENCLKCFG register.

4. Select the desired number of reference clock periods to count the source clock over in the FCCTRIGCNT
field in the GENCLKCFG register.

5. Ensure that SYSOSC is enabled at the desired frequency, and that the LFCLK is running correctly before
continuing.

6. Write the GO bit and KEY field to the FCCCMD register to start the FCC capture on the next trigger clock
period.

7. Poll the FCCDONE status bit in the CLKSTATUS register. When the capture completes, FCCDONE will be
set by hardware. FCCDONE is read-only and is automatically cleared by hardware when a new capture is
started.

8. Extract the resulting count from the 22-bit DATA field in the FCC register. If SYSOSC was running at 32MHz
and FCCTRIGCNT was set to '0' (one reference clock period), the result should be approximately 976 cycles
counted within the single 32.768kHz period.

In general, increasing the FCCTRIGCNT value increases the accuracy of the measurement, at the expense of
longer measurement time.

Level Triggered Mode with FCC_IN Trigger and HFCLK_IN Clock

The following steps describe how to use the FCC to count the number of source clock pulses within one external
reference pulse window, with HFCLK_IN being selected as the source clock. This example would be useful for
measuring the frequency of an external clock source with respect to a fixed pulse width driven by an external
signal.

1. Set the source clock to HFCLK by configuring the FCCSELCLK field in the GENCLKCFG register.

2. Set the trigger clock to the FCC_IN pin function by clearing the FCCTRIGSRC bit in the GENCLKCFG
register.

3. Set level triggering by setting the FCCLVLTRIG bit in the GENCLKCFG register.

4. Ensure that IOMUX is configured for FCC_IN, that HFCLK is configured for HFCLK_IN, and that an external
clock is sourcing HFCLK_IN.

5. Write the GO bit and KEY field to the FCCCMD register to start the FCC capture when FCC_IN goes logic
high. Note that if FCC_IN is already logic high when GO is asserted, counting starts immediately. When
using level mode, FCC_IN should be low when GO is set, and the trigger pulse should be sent to FCC_IN
after GO is set.
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6. Poll the FCCDONE status bit in the CLKSTATUS register. When the capture completes, FCCDONE will be
set by hardware. FCCDONE is read-only and is automatically cleared by hardware when a new capture is
started.

7. Extract the resulting count from the 22-bit DATA field in the FCC register.

3.4.5.2 FCC Frequency Computation and Accuracy

The frequency of the source clock can be computed after capture if the trigger time is known. The frequency is
computed by dividing the number of source clock cycles captured by the trigger time. For example, if the trigger
source was a 32.768kHz clock, the trigger mode was rising-edge to rising-edge, and the period count was 1,
then the trigger time is one 32.768kHz clock period (30.5us). If the captured source count were to come back as
122, the frequency of the source clock is computed as 122 divided by 30.5us, giving a source clock frequency of
approximately 3.99MHz.

fsource = FCC.DATA / ((GENCLKCFG.FCCTRIGCNT+1) / fief) (9)

The FCC is accuracy is dependent on the trigger clock accuracy as well as the total number of clock cycles
captured. The FCC intrinsic error is <2 source clock cycles per capture due to synchronization of the trigger to
the source clock. Therefore, the impact of these two clock cycles is reduced as more cycles are counted (as the
trigger time is increased and/or the source clock frequency is increased). Approximate intrinsic error of the FCC
for various source clock frequencies captured against one 32.678kHz period (FCCTRIGCNT=0) and 32 clock
periods (FCCTRIGCNT=31) are given in Table 3-15.

Table 3-15. FCC Error

. . FCC Count FCC Count Approximate FCC Intrinsic

Use Case (Source Clock Frequency) | FCC Trigger Time Result Uncertainty Uncertainty Error

30.5ps 122 1.6%
4MHz source clock

976.6us 3906 0.05%

30.5ps 976 0.20%
32MHz source clock 2 cycles

976.6us 31250 0.01%

30.5ps 6100 0.03%
200MHz source clock

976.6us 195200 0.001%

Note

When using the FCC_IN signal, it is recommended to have a fast slew rate of 10ns or less on the
FCC_IN pin to minimize measurement uncertainty.

3.4.6 Asynchronous Fast Clock Requests

The GPIO peripheral is configured to asynchronously assert a hardware request to the SYSCTL for a fast clock
source, even if the device is operating in STOP or STANDBY mode. This mechanism for applications where
the MCLK/ULPCLK tree is normally sourced from either LFCLK (at 32kHz) or SYSOSC, but a faster clock is
temporarily needed to quickly handle a GPIO peripheral event.

Asynchronous fast clock requests are also useful for scenarios where the device is running in STANDBY1 mode.
In STANDBY1 (when STOPCLKSTBY is set), the ULPCLK and LFCLK are disabled to all peripherals. To wake
up the device from this state where the bus clock (ULPCLK) is disabled, a GPIO interrupt request forces an
asynchronous fast clock request to wake the device to RUN mode.

Asynchronous fast clock requests temporarily provides the GPIO peripheral with bus clock (MCLK/ULPCLK),
sourced from the SYSOSC, for the duration of the request.

Asynchronous Fast Clock Behavior

When configured, SYSCTL responds to a peripheral fast clock request in the following way:
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1. If the device is currently in a STOP or STANDBY mode, the low power state is temporarily suspended to
support running the bus clock (ULPCLK) at the SYSOSC base frequency.

2. If disabled, SYSOSC is forced to be enabled; if SYSOSC is already running but at a different frequency than
base frequency, SYSOSC is forced to base frequency.

3. The MCLK/ULPCLK tree is forced to be sourced from SYSOSC at the base frequency; if the device is in
RUN mode then the CPUCLK is also switches to the SYSOSC rate (the CPUCLK is always derived from
MCLK).

After the configuration above is applied, values are held for the duration of time that the asynchronous

request remains asserted plus approximately 1us after the request is removed. The system then returns to

the configuration which existed before the fast clock request, provided the CPU did not change the configuration
during the request.

Asynchronous fast clock requests are ignored and results in no effect on the device configuration if any of the
following are true:

* MCLK is already sourced from SYSOSC at base frequency
* Asynchronous fast clock requests are globally blocked by setting the BLOCKASYNCALL bit in the
SYSOSCCFG register in SYSCTL

Peripheral Support

The GPIO peripheral provides support for generating an asynchronous fast clock request. The purpose, request
source, and configuration requirements are given in Table 3-16.

Table 3-16. Peripheral Support for Asynchronous Fast Clock Requests

Peripheral Purpose Request Source Configuration

The GPIO generates an asynchronous fast clock request through the
GPIO configuration registers. This is for applications where GPIO wake
Fast CPU wake from from STANDBY mode is desired, as the fast clock request results in
GPIO GPIO event GPIO activity the GPIO digital glitch filters running at SYSOSC base frequency. In

addition to configuring the GPIO registers to request the fast clock, the
BLOCKASYNCALL bit must be cleared in the SYSOSCCFG register to
allow the request to propagate.

Fast CPU Event Handling

In addition to the GPIO fast clock request triggers, SYSCTL can be configured to generate an asynchronous fast
clock request upon any IRQ to the CPU. This provides the lowest latency interrupt handling when the system is
running at the LFCLK rate (32kHz), as the IRQ request propagates through the wake-up logic at the SYSOSC
rate instead of the LFCLK rate (32kHz). When the FASTCPUEVENT bit is set in the SYSOSCCFG register in
SYSCTL, any interrupt request to the CPU also generates a fast clock request.

Asynchronous Fast Clock Request Logic

The logic for asserting a fast clock request is given in the following figure.
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STOPCLKSTBY
PM=STANDBY

GPIO
Request {GPIO fast wake request

CPU IRQ FASTCPUEVENT
Request Any IRQ to CPU

BLOCKASYNCALL

ASYNC FAST CLOCK
REQUEST

Figure 3-9. Asynchronous Fast Clock Request Logic

3.5 Platform Memory Map

All AM13E230x devices share a common platform memory map. Peripherals are assigned a fixed address space
and have the same address space on all devices within the family. The memory map is compliant with the
standard ARM® Cortex®-M memory regions.

Note
All regions are non-secure. AM13E230x devices do not have ARM® TrustZone technology enabled.

Table 3-17. Top Level Memory Map

Memory Region Start Address End Address Description

Code 0x0000.0000 Ox1FFF.FFFF Flash memory, ROM, SRAM Bank 3 (dual mapped in
Code Region)

SRAM 0x2000.0000 Ox3FFF.FFFF SRAM Banks 0-3

Peripheral 0x4000.0000 Ox5FFF.FFFF Global peripheral memory-mapped registers and
global nonexecutable data memory

Subsystem 0x6000.0000 Ox7FFF.FFFF Local CPU subsystem memory-mapped registers.
Includes FLASH special regions.

External Memory 0x8000.0000 OxDFFF.FFFF External memory via EPI

System PPB 0xE000.0000 OxFFFF.FFFF ARM Private Peripheral Bus

3.5.1 Memory Map Regions

3.5.1.1 Code Region
Table 3-18. Code Region Memory Map

Memory Region Start Address End Address
Flash Main Bank 0 0x0000.0000 0x0003.FFFF
Flash Main Bank 1 0x0004.0000 0x0007.FFFF
SRAM Bank 3 0x00C1.8000 0x00C1.FFFF
ROM 0x0100.0000 0x0100.BFFF

The code region contains the flash memory used to store executable code and data. Accesses to the flash
memory from the CPU through the code region are processed through the AHB bus matrix to the flash read
interface directly. See Chapter 13 for more information on the Flash memories and flash controller module.

The code region also contains the read-only memory (ROM) used for the Tl device boot code and the bootstrap
loader. The ROM is only available during the initial device boot process.

SRAM Bank 3 is also dual mapped to this region and the SRAM Region.
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3.5.1.2 SRAM Region
Table 3-19. SRAM Region Memory Map

Memory Region Start Address End Address
SRAM Bank 0 0x2000.0000 0x2000.7FFF
SRAM Bank 1 0x2000.8000 0x2000.FFFF
SRAM Bank 2 0x2001.0000 0x2001.7FFF
SRAM Bank 3 0x2001.8000 0x2001.FFFF

The SRAM region contains the system memory (SRAM). The SRAM supports zero wait state access as
documented in the device specific datasheet.

AM13E230x devices have up to 4 banks of SRAM. Each bank is 32KB and has hardware parity support.
Accesses to SRAM banks 0-3 from the CPU are processed through the System AHB (S-AHB) bus matrix to the
SRAM interface directly. SRAM bank 3 can also be accessed from the CPU through the CPU AHB (C-AHB) bus
matrix.

See the device-specific data sheet for the amount of SRAM present on a given device.
3.5.1.3 Peripheral Region

The peripheral region contains the memory-mapped peripherals on the peripheral buses.
3.5.1.4 Subsystem Region

The Subsystem region contains local CPU subsystem (CPUSS) memory-mapped registers. This region includes
flash regions for NONMAIN and FACTORY data.

3.5.1.5 External Memory Region

The External Memory Region contains address space for an external memory device connected to the
AM13E230x using the EPI interface. For more information, refer to the External Peripheral Interface (EPI)
section.

3.5.1.6 System PPB Region

The system private peripheral bus (PPB) region contains memory-mapped registers on the ARM private
peripheral bus. These registers are tightly coupled to the CPU and are the interface for peripherals such as
the memory protection unit (MPU), SysTick timer, and CPU power management and reset functions.

3.5.2 Device Memories

This device contains three types of memories: Read-only memory (ROM), Static Random-Access Memory
(SRAM), and non-volatile Flash memory. Only SRAM and Flash memories are programmable by the user.

3.5.2.1 Flash Memory

This device contains non-volatile flash memory. See Chapter 13 for more information on the Flash memories and
flash controller module.

3.5.2.1.1 Flash Wait States

Refer to the Recommended Operation Conditions section of the device specific data sheet to determine the max
clock frequency supported for valid wait state configurations.

Additional details can be found in the FLASH chapter.
3.5.2.1.2 Flash Bank Address Swap

Devices with multiple flash banks provide a mechanism for swapping the address space of the upper banks with
the address space of the lower banks to enable firmware updates, where the firmware image has no knowledge
of the containing memory bank, to be able to execute properly on the hardware.
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To swap the addresses of the upper flash banks with the addresses of the lower flash banks, set the
USEUPPER bit in the FLBANKSWAP register while also writing the KEY value.

Special care must be taken when swapping the flash bank address space. See the nonvolatile memory system
chapter for additional considerations when using flash bank address swapping.

3.5.2.2 SRAM Memory

This device has four dedicated static random access memory (SRAM) banks. The SRAM memories, by default,
can be accessed with zero wait state across all MCLK frequencies.

Table 3-20. SRAM Block Access Capabilities

SRAM Block CPU Access DMA Access NPU Access
SRAMO Yes Yes Yes
SRAM1 Yes Yes Yes
SRAM2 Yes Yes Yes
SRAM3 Yes No No

All dedicated SRAMs have an 8-bit parity safety checking feature. On a read access, parity is checked and the
SRAM parity error triggers an NMI interrupt. The NMIRIS.SRAMPAR bit goes high when a parity error on one of
the SRAMs is detected.

3.5.2.2.1 SRAM Write Protection

SRAM Write Protection Control for this device is implemented in the Global Security Controller (GSC). Please
refer to the related chapter for more information.

3.5.2.3 Read-Only Memory (ROM)

The CPUSS contains 48KB of read-only memory which contains the executable code for the boot configuration
routine (BCR) and bootstrap loader (BSL). The ROM is active after a BOOTRST, or after a SYSRST with BSL
entry/exit. The ROM is disabled automatically when the application is started and is not accessible by application
software.

3.6 Resets and Device Initialization

The SYSCTL manages device reset levels and device initialization.
3.6.1 Reset Levels

The device has five reset levels:

Power-On Reset (POR)
Brownout Reset (BOR)
Boot Reset (BOOTRST)
System Reset (SYSRST)
CPU Reset (CPURST)

a0~

The general flow and relationship between reset levels is provided in the diagram below.
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VDD < POR- Violation

SHUTDNSTOREX Parity Fault

Software POR Trigger

VDD < BOR- Violation

SHUTDOWN Exit

Fatal Clock Fault

WWDTO Violation("

CPU Lockup Violation

Cold

Start

VDD > POR+

PMU Restart
(PMU and VCORE Cycled)
I
VDD > BOR+
|» Boot Fail ©®
BCR Running

(Boot Configuration Routine)

NRST (low >1s)

NRST (low <1s)®
Software Boot Reset(")

Wake-up Capable 10 Event
NRST Wakeup
JTAG/SWD Debug Wakeup

Boot Pass

7'y
Software BSL Entry/Exit

Execute Reset Vector

+

RUN Mode
(Application Running)

T
SHUTDOWN Request

v

SHUTDOWN Mode
(VCORE Disabled)

Figure 3-10. Device Reset Levels

BSL Running

(Bootstrap Loader)

Software System Reset
Debug System Reset

Software CPU Reset

Debug CPU Reset

Denotes BSL Entry
and Exit paths

(AN NRST (low <1 s), software boot reset, or WWDTO violation triggered BOOTRST runs the boot configuration

routine.

(DA software-triggered bootstrap loader (BSL) entry command first triggers a SYSRST, after which the boot

configuration routine (BCR) is run to authenticate the BSL entry before starting the BSL. After the BSL execution
concludes, a SYSRST is generated and the BCR executes again. When the BCR completes, a final SYSRST is
issued and the application is started.

()If a boot fail occurs during execution of the boot configuration routine, a BOOTRST can be generated by
SYSCTL to attempt the boot process again from the BOOTRST level.
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Note
SLEEP, STOP, and STANDBY operating modes are not shown in this diagram. These modes originate
from and return to RUN mode unless an exception occurs which causes a reset level to be asserted or
a mode to be suspended.

3.6.1.1 Power-on Reset (POR) Reset Level
A power-on reset (POR) is a complete device reset.
The following conditions generate a POR:

» The device powers up (cold start)

* A POR-supply monitor violation(VDD drops below the POR supply monitor negative-going threshold)
* A parity fault on PMU trim data or the shutdown memory

» Software triggers a POR through SYSCTL (RESETLEVEL 0x03)

* The NRST pin is held low for more than one second when in NRST mode

A POR always resets the shutdown memory, re-enables the NRST/JTAG/SWD pin functions (if disabled), and
triggers a BOR.

3.6.1.2 Brownout Reset (BOR) Reset Level

A brownout reset (BOR) resets the device power management unit (PMU). All regulated core logic powered from
VCORE are power cycled.

The following conditions generate a BOR:

+ APOR.

* A BOR- Supply Monitor Violation (VDD drops below the BOR- supply monitor lower threshold voltage level).

* An exit from SHUTDOWN mode (through a wakeup-capable 10, NRST, or SWD) if SHUTDOWN mode is
active.

The following are not reset by a BOR:

* The shutdown memory (SHUTDNSTOREX) if SHUTDOWN mode is present in the device

» The NRST state, if disabled by software.

* The JTAG/SWD state, if disabled by software.

* The latched 10 pin state, when SHUTDOWN mode is active, and the cause of the BOR is an exit from
SHUTDOWN mode (see SHUTDOWN mode handling).

A BOR always asserts a BOOTRST when VDD > BOR+ (brownout supply monitor upper threshold voltage
level).

3.6.1.3 Boot Reset (BOOTRST) Reset Level

A boot reset (BOOTRST) triggers execution of the device boot configuration routine and resets the majority of
the core logic, system memory (SRAM), and SYSOSC FCL mode (if enabled).

The following conditions generate a BOOTRST:

+ ABOR.

» A fatal clock failure (see LFCLK Monitor and MCLK Monitor).

« AWWDTO violation.

» Software triggers a BOOTRST through SYSCTL(RESETLEVEL 0x01)

* The NRST pin is held low for longer than the minimum reset pulse time but less than one second when in
NRST mode. Refer to the device data sheet for reset timing requirements.

« A BOOTRST followed by a boot failure (re-attempt of a failed boot sequence).

The following are not reset by a BOOTRST:

* The shutdown memory (SHUTDNSTOREX) if SHUTDOWN mode is present.
» The NRST disable state, if disabled by software.
* The JTAG/SWD disable state, if disabled by software.
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Following a BOOTRST, a SYSRST is always triggered upon successful completion of the boot configuration
routine. If the boot configuration routine fails to complete successfully, a BOOTRST is again generated and the
boot process is attempted again from the BOOTRST point. The boot process attempts to complete successfully
up to 3 times, after which the device state locks until a BOR or POR reset occurs (see #unique_131).

3.6.1.4 System Reset (SYSRST) Reset Level
A system reset clears the state of the CPU and all the peripherals, with the exceptions listed below.
The following conditions generate a SYSRST:

« A BOOTRST followed by a boot pass

« Software triggers a SYSRST with BSL entry through SYSCTL (RESETLEVEL 0x02)

* A bootstrap loader (BSL) exit (if present), which is always followed by execution of the boot configuration
routine (BCR)

* A CPU lockup violation

« Software triggers a SYSRST through SYSCTL (RESETLEVEL 0x00)

» The debug subsystem triggers a system reset

The following are not reset by a SYSRST:

* The shutdown memory (SHUTDNSTOREX) (if present)

* The NRST state, if disabled by software

* The JTAG/SWD state, if disabled by software

» The SYSOSC frequency correction loop (FCL), if enabled by software

In most cases, the device is in RUN mode after a SYSRST, and the CPU executes the reset vector and begins
execution of the application software.

There are exceptions to this:
« Ifthe SYSRST was triggered with a BSL entry request, the BCR runs followed by the BSL.

« If the SYSRST was triggered due to a BSL exit request, the BCR runs, followed by an additional SYSRST,
after which the application software starts.

3.6.1.5 CPU-only Reset (CPURST) Reset Level

A CPU-only reset clears the state of the CPU logic only. Peripheral states are not affected by a CPU reset. A
CPU reset is only generated by software through the CPU AIRCR local register or by the debug subsystem.

3.6.2 Initial Conditions After Power-Up

After a POR, when the boot process completes, the initial device conditions are as follows:
* The NRST pin is always configured in NRST mode.
+ JTAG IO are in JTAG mode. (TCK is pulled low, and TMS/TDI/TDO are pulled high.
* All other configurable I/O pins are high impedance (Hi-Z).
» Peripheral modules are disabled and reset as described in the related chapters of this manual.
» The device is in RUN operating mode.
* MCLK is sourced from the internal SYSOSC at base frequency (32MHz).
* LFCLK is sourced from the internal LFOSC
— Note: LFOSC requires some time to start up before LFCLK can be used. Refer to the device data sheet
for LFOSC timing requirements.
+ SYSPLL is disabled.
» XTAL (Crystal Oscillator) is disabled.
* Any flash sectors configured to be write protected at boot are write protected.

3.6.3 NRST Pin

NRST is a dedicated (functional) pin and must be high for the device to boot successfully. This is achieved with
an internal pullup resistor on the NRST pin.
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After the device is started, a low pulse on NRST <1 second in duration triggers a BOOTRST. If a low pulse on
NRST is held for >= 1 second, a POR is triggered.

Note
NRST Low Pulse <1 Second = BOOTRST (Boot Reset)

Note
NRST Low Pulse >=1 Second = POR (Power-on Reset)

Additionally, the NRST pin has an associated glitch filter circuit which prevents low pulses less than a certain
duration from resetting the device. Refer to the device data sheet for the glitch filter and pull-up resistor
specifications.

3.6.4 SWD/JTAG Pins

There are four JTAG/SWD (Serial Wire Debug) pins present on all devices: JTDI, JTCK_SWCLK,
JTMS_SWDIO, and JTDO_SWO.

After a cold start, the pins are configured in JTAG/SWD mode to allow a debug connection to be established.

» JTDI pin is configured in the IOMUX and the pull-up is enabled.

« JTDO_SWD pin is configured in the IOMUX and the pull resistor is disabled.
« JTMS_SWDIO pin is configured in the IOMUX and the pull-up is enabled.

* JTCK_SWCLK pin is configured in the IOMUX and the pull-down is enabled.

The user is able to re-configure the JTAG/SWD pins as general purpose 10 (GPIO) or alternative mux mode
signal in software to enable use of these pins in an application when debug support is no longer required. To
disable SWD functionality, set the DISABLE bit in the SWDJCFG register along with the KEY. Then configure the
IOMUX for the desired functionality.

After the JTAG/SWD pin functions are disabled, JTAG/SWD can only be re-enabled after a POR has occurred.
3.6.5 Generating Resets in Software

Software can generate a software POR, a software BOOTRST, a software SYSRST with bootstrap loader (BSL)
entry, or a software SYSRST by issuing the appropriate command to SYSCTL. To issue a reset, first select the
desired reset level in the RESETLEVEL register in SYSCTL. Then set the GO bit in the RESETCMD register
along with the KEY value.

Table 3-21. Software Generated SYSCTL Reset Commands

LEVEL Action

0x0 Software-triggered SYSRST

0x1 Software-triggerd BOOTRST

0x2 Software-triggered SYSRST with BSL entry
0x3 Software-triggered POR

0x4 Software-triggered CPURST

A CPU-only reset (CPURST) which does not reset the peripherals can also be triggered in software within the
device CPU by setting the SYSRESETREAQ bit in the AIRCR local CPU register. See the CPU Sub System
chapter for more information.

Starting the BSL From Software

The software-triggered BSL entry (RESETLEVEL 0x02) is a special case of the SYSRST which provides a
mechanism for the application software to start the ROM bootstrap loader (BSL). Direct access to the bootloader
code is disabled during normal software execution in RUN mode. When application software commands a
software-triggered BSL entry (RESETLEVEL 0x02), a SYSRST is generated first, followed by execution of the
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boot configuration routine (for authentication), after which the BSL is started (if the device security policy has
enabled the BSL execution).

Once the BSL has completed execution, a second SYSRST is issued and the BCR is executed. When the BCR
completes, a final SYSRST is asserted to return control of the system back to the application software.

If the BSL is disabled by the user configuration, and a software-triggered BSL entry is invoked, the device issues
a standard SYSRST instead and returns control of the system back to the application software.

Any system configuration which is not reset by a SYSRST is maintained through this entire process.
3.6.6 Reset Cause

After a device reset occurs, the lowest level reset cause which occurred during reset processing is captured in
hardware so that application software can interrogate the reason for the reset and take any appropriate action
when starting the application. The lowest level reset cause is encoded into a 5-bit field in the reset cause register
in SYSCTL. The contents of the reset cause register are always cleared upon a read, and return zero after being
read if no reset has occurred after the read. The reset cause encoding is provided in the table below.

Table 3-22. Reset Cause Encoding

Reset Device Modules Reset
o i
2 =
3 : 3
2 g s - 2 >
a x| 8 T 3 n P
s B3| & $ |x| d | E
Reset Level | Cause ID Reset Cause 7 g o El § w 2 o 2 E
T} o| & B Al & g |o
< = | @ 2 @ | T | < (]
= 2 o 2 & i} a
=2 I (] ) 3} w
B C o @ <
[\ =
=z a
N/A 0x00 0 No reset since last read
VDD < POR- Violation
0x01 1 PMU Trim Parity Fault R R R R R R R R R R
POR SHUTDNSTOREX Parity Fault
0x02 | 2 NRST Pin Reset (=>1sec) R R R R R R R R R R
0x03 | 3 Software-triggered POR R R R R R R R R R R
0x04 | 4 VDD < BOR- Violation R R R R R R R R
BOR 0x05 | 5 Wake from SHUTDOWN R R R R |RM| R R R
0x06-
0x8 6-8 Reserved
0x09 | 9 Fatal Clock Fault | ] | [R[ R[R[ R | R R
0x0A- | 10-1
0xOB 1 Reserved
BOOTRST | 0x0C | 12 NRST Pin Reset (< 1sec) R| R |R@ R R R
0x0D | 13 Software-triggered BOOTRST R| R |R®@ R R R
Ox0E | 14 WWNDTO Violation R R |[R@| R R R
OxO0F | 15 Reserved
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Table 3-22. Reset Cause Encoding (continued)
Reset Device Modules Reset
0 ]
2 =
5 5 3
2 g s : 2 >
a x| 8 T 3 n P
s I(2 g @ s g | X |—_i o
Reset Level | Cause ID Reset Cause 7 g o El § w 2 o 2 E
) a| £ o S| 3 || & s |0
< = o o o |- < (]
= =) 5] o P — o
=2 I (&} [} 3} L
% @ a @ <
[\ =
z o
0x10 | 16 BSL Exit R |R@| RO R R
ox11 | 17 BSL Entry R |R@| RO R R
0x12- | 18-1
ox13 | 9 Reserved
0x14 | 20 Uncorrectable Flash ECC Error R@| RO R R
SYSRST
0x15 | 21 CPU Lockup Violation R@| RO R R
0x16- | 22-2
0x19 5 Reserved
Ox1A | 26 Debug-triggered SYSRST R@| RE) R R
0x1B | 27 Software-triggered SYSRST R@| RO R R
0x1C | 28 Debug-triggered CPURST R
CPURST 0x1D | 29 Software-triggered CPURST R
Ox1E- | 30-3
Ox1F 1 Reserved

(1)

()
@)

If two reset causes occur simultaneously, the lowest cause reset ID value is prioritized and reported. For

In the case of a SHUTDOWN mode exit, the IOMUX registers are always reset but the 10s retain the last state from the point of entry
into SHUTDOWN until the user clears the RELEASE bit in the SHDNIOREL register in SYSCTL. This enables application software

to be able to reconfigure IOMUX and any corresponding peripherals before releasing the 10 after a SHUTDOWN exit. See shutdown
mode handling and IOMUX wake.

IOMUX is reset,
The SYSOSC frequency correction loop (FCL) is not reset (if enabled by software)

example, if a WWDTO violation (cause OxOE) occurs at the same time that a VDD < BOR- violation (cause 0x04)

occurs, the reported reset cause is a BOR- violation (cause 0x04), as this is a lower level reset which clears

additional aspects of the device state.

The reset cause encoding enables simple software handling during application startup. The reset cause value
can be read by application software and tested to be within a certain value range to determine if the following

occurred:

RESETCAUSE == 0x00: No reset since last read
RESETCAUSE < 0x04: The NRST/JTAG/SWD disable state is reset and must be reconfigured.
RESETCAUSE < 0x04: The SHUTDNSTOREXx memory is reset and must be reconfigured.
RESETCAUSE < 0x08: The regulated VCORE domain and id power cycled. The SRAM is reinitialized and

.

.

.

.

.

the contents are lost.
RESETCAUSE < 0x1C: The peripherals are reset and must be reconfigured.

3.6.7 Peripheral Reset Control

Each peripheral on a device contains a reset control register (RSTCTL) and a status register (STAT).

The STAT register is a read-only register which contains a RESETSTKY bit, indicating if the peripheral was

reset. This bit can be read by application software to determine if a peripheral was reset and needs to be
re-configured. The RESETSTKY bit is cleared by writing the RESETSTKYCLR bit together with the KEY value to
the RSTCTL register.
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Application software can also force a reset of the peripheral by writing the RESETASSERT bit together with
the KEY value to the RSTCTL register. This action resets the peripheral to the default state and sets the
RESETSTKY bit in the STAT register.

Note
The RSTCTL register does not reset the FPUB and FSUB registers for a given peripheral. Use
SYSRST or directly modify FPUB and FSUB directly of the peripheral to reset the publisher and
subscriber event registers.

3.6.8 Boot Fail Handling

If a boot fails during execution of the boot configuration routine (BCR), SYSCTL asserts a BOOTRST to attempt
another boot. A boot fail can be caused by the following:

» Boot configuration data integrity error
* Device trim integrity error
» BCR timeout (BCR takes significantly longer than expected to complete for any other reason)

Up to three attempts to successfully boot the device are made by hardware. If the first, second, or third boot
attempt is successful, the application starts normally. If the third attempt fails, then the boot process fails, no
further boot attempts are made, and the application software is not started.

The purpose of the additional boot attempts is to allow the device to boot correctly if a transient (temporary) error
was the cause of the boot fail. If three boot attempts are not successful, a steady-state error condition is likely
present and the application is not started to prevent unexpected operation.

Note
If a device is locked due to three failed attempts to boot, and a BOR- violation occurs, a BOR and
BOOTRST are still generated (by definition) and a single boot attempt is made. Under the same
conditions, if power is completely removed from the device (triggering a POR- violation), then the
device again attempts to boot up to three times.

3.7 System Status and Error Handling

3.7.1 System Status

The status of various aspects of the PMCU can be polled by software by reading the CLKSTATUS and
SYSSTATUS registers in SYSCTL.

Checking Clock Status (CLKSTATUS)

The CLKSTATUS register in SYSCTL is a read-only register which indicates the current configuration and status
of the clock module. Key status information provided in CLKSTATUS includes:

* The current SYSOSC frequency

* The current HSCLK selection

* The current MCLK selection

* The HFCLK and SYSPLL status

* The LFOSC status

* Indications that the HSCLK, HFCLK, and SYSPLL are disabled

» Error indications if a peripheral requested a clock and the clock cannot be generated

This status information is useful to validate that a requested clock change has completed successfully, or
to check the true SYSOSC frequency in applications where SYSOSC can have asynchronous activation or
frequency requests issued by peripherals.
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Checking System Status (SYSSTATUS)

The SYSSTATUS register in SYSCTL is a read-only register which indicates flash ECC errors (SED and DED)
along with other peripheral-specific status information. ECC error bits in SYSSTATUS are sticky (bits remain set
when an ECC error occurs even if future reads do not have errors). These bits can be reset (cleared) by setting
the ALLECC bit in the SYSSTATUSCLR register along with the KEY value.

3.7.2 Error Handling

The device includes several diagnostic mechanism to detect errors at runtime. The table below lists the error
sources and corresponding handling mechanism.

Note
Not all devices support all diagnostic features. For example, some devices do not have ECC/parity on
memories and some devices do not have dual watchdog timers. Always refer to the device-specific
data sheet to understand which diagnostic features are available for a given device.

Table 3-23. Error Sources and Handling Mechanisms

Error Source Error Handling Mechanism
Flash Non-correctable ECC Error «  Fora CPU or DMA request, a FLASHDED nonmaskable interrupt is
generated to the processor or a SYSRST is generated depending on
configuration of the FLASHECCRSTDIS bit.
« The FLASHDED sticky bit is set in the SYSSTATUS register in SYSCTL.
Correctable ECC Error « A FLASHSEC interrupt is also generated in SYSCTL.
* The FLASHSEC sticky bit is set in the SYSSTATUS register in SYSCTL.
SRAM Parity error «  Nonmaskable interrupt is generated to the processor if from CPU request.
» DMA data error interrupt is generated if from DMA request.
Address error on CPU access « Ahard fault is generated in the CPU.
Address error on DMA access » A DMA address error interrupt is generated in the DMA controller.
ECC error on CAN SRAM « Aninterrupt is generated in the MCAN peripheral.
SHUTDNSTOREX |Parity error *  APOR s generated.
Memory
CKM MCLK failure A BOOTRST is generated.
CPUSS Memory protection unit violation « A hard fault is generated in the CPU.
WWDT WWDTO violation A BOOTRST is generated or a nonmaskable interrupt is generated
in the SYSCTL NMI registers depending on configuration of the
WWDTLPORSTDIS bit.
PMU Trim parity error *« APOR s generated.
PORO- supply error + A POR s generated.
BOR- supply error « ABORIs generated.
CPUSS Memory protection unit violation (if « A hard fault is generated in the CPU.
present)
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Configurable NMI Triggers

Error sources can be configured to trigger either a nonmaskable interrupt (NMI) or a different handling
mechanism. The SYSTEMCFG register in SYSCTL can be used to specify the desired error handling
mechanism. For example, the WWDTO can be configured to generate either a BOOTRST (default) or an NMI.
Refer to the relevant SYSTEMCFG register for the available error handling options.

3.8 Boot Configuration

After a BOOTRST, the device executes the start-up boot routines to configure the device for operation before
starting the main application. Boot routines are executed from read-only memory (ROM) before the main
application is started. There are two boot routines: the Boot Configuration Routine (BCR) and Bootstrap Loader
(BSL). The boot configuration routine sets up the device security policies, configures the device for operation,
and optionally starts the BSL if it presents. The BSL, if started by the BCR, can be used to program or verify the
device memory (flash and SRAM) through the use of a standard serial interface (UART, 12C, or MCAN).

After the start-up routines have successfully completed execution, the CPU is reset and the application is started
by unconditionally fetching the stack pointer (SP) and reset vector from 0x0000.0000 and 0x0000.0004 of the
flash memory for non-secure boot devices. To enable secure boot, a signed application image contains the SP
and reset vector in the header which is interpreted by the ROM and updated in the GSC VTOR location.

3.8.1 Configuration Memory

The configuration memory is a dedicated region of flash memory (not the same as the code region) which
stores the configuration data used by the BCR and BSL to boot the device. The region is not used for any
other purpose. The BCR and BSL both have configuration policies which can be left at their default values (as
is typical during development and evaluation), or modified for specific purposes (as is typical during production
programming) by altering the values programmed into the configuration flash region.

The BCR and BSL configuration data structures are both contained within a single flash sector in the
configuration memory region. To change any parameter in the boot configuration, it is necessary to erase the
entire configuration memory and re-program both the BCR and BSL configuration structures with the desired
settings.

The configuration data in this region is not affected by a mass erase command, but it is erased and re-
programmed to factory defaults by a factory reset command sent to the BCR via the debug sub system mailbox
(DSSM) over SWD/JTAG.

The configuration memory is also erased by a factory reset command sent to the BSL using the UART, 12C,

or MCAN BSL interface. However, unlike the DSSM factory reset, the BSL factory reset does not program Tl
factory defaults to the configuration memory following the erase. As such, it is the responsibility of the host which
is connected to the microcontroller target (via the BSL interface) to re-program the configuration memory with a
valid configuration before terminating the BSL session.

Note
If a factory reset command is executed through the BSL, and a valid configuration is not programmed
back into the device before the BSL session is terminated, the device will assume a maximally
restrictive state upon the next reset cycle, and it will not be possible to access the device via SWD/
JTAG or the BSL. Always ensure that a valid configuration is programmed back when using the BSL
factory reset command.

The address ranges for the NONMAIN data structures are given in the NONMAIN Registers section. A detailed
breakdown of the NONMAIN region is provided at the end of this section.

3.9 Factory Constants

All devices include a memory-mapped FACTORY region which provides read-only data describing the
capabilities of a device as well as any factory-provided trim information for use by application software.

Key data provided in the FACTORY memory region includes:
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» The device unique 96-bit identity

* The default BSL pins

* The total MAIN region flash memory size (in KB)

* The total DATA region flash memory size (in KB), if present
* The flash bank count

* The total SRAM memory size (in KB)

* The temperature sensor calibration value

* The SYSPLL startup parameters

3.10 Memory Configuration

On AM13E230x devices, the MEMCFG registers control the configurations of the RAM and ROM. Some of the
key features of the MEMCFG registers are:

1. Configuring SRAM for write access based on ECC or data bits

2. Configuring Wait-States on SRAM based on the SRAM bank

3. Configuring Wait-States on ROM

3.11 Configuration Lockout

Configuration registers in SYSCTL can be locked out from writes to add a layer of robustness against
unintended changes at runtime. To lock out the configuration registers from writes, set the ACTIVE bit in the
WRITELOCK register in SYSCTL.

All SYSCTL registers are protected by the WRITELOCK functionality except for those listed below:

*+ WRITELOCK

+ PMODECFG

+ FCC, FCCCMD

+ FLBANKSWAP

+ RSTCAUSE (read-to-clear), RESETLEVEL, RESETCMD
+ SHDNIOREL

+ SHUTDNSTOREXx

In addition to the overall SYSCTL configuration write lock feature, many SYSCTL registers also require a KEY
value to be written in conjunction with the desire configuration data for the write to take effect.

3.12 CPU Interrupt (IRQs)
See the #unique_155 section for more details about how to configure interrupts at the CPU level.
Table 3-24. CPU Interrupts Triggered by SYSCTL

NVIC Interrupt Name |Peripheral Register Group |SYSCTL Interrupt Configuration Registers Description
Instance Name
SYSCTL SYSCTL IIDX, IMASK, RIS, MIS, ISET, ICLR SYSCTL interrupt.
Multiple OR'd,
CPU_INT uple
configurable source
condition.

3.13 CPU Non-Maskable Interrupts (NMis)

The SYSCTL module provides nonmaskable interrupt sources which can be configured to source a
nonmaskable interrupt event (NMI), see Section 4.3.2 for more information.
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Table 3-25. CPU Non-Maskable Interrupts Triggered by SYSCTL
NMI Interrupt Name |Peripheral Register Group |SYSCTL NMI Interrupt Configuration Description

Instance Name

Registers

SYSCTL

SYSCTL

N/A

NMIIIDX, NMIRIS, NMIISET, NMIICLR

SYSCTL NMI interrupt.
Multiple source
conditions. All conditions
are always enabled.

3.14 SYSCTL Registers
This Section describes the SYSCTL Registers.
3.14.1 SYSCTL Base Address Table

Table 3-26. SYSCTL Base Address Table

Bit Field Name

Instance

Structure

DriverLib Name

Base Address

SysctiRegs

SYSCTL_REGS

SYSCTL

0x400A_F000
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3.14.2 SYSCTL_REGS Registers

Table 3-27 lists the memory-mapped registers for the SYSCTL_REGS registers. All register offset addresses not
listed in Table 3-27 should be considered as reserved locations and the register contents should not be modified.

Table 3-27. SYSCTL_REGS Registers

Offset Acronym Register Name Group Section
1020h  1IDX SYSCTL interrupt index Go
1028h  IMASK SYSCTL interrupt mask Go
1030h RIS SYSCTL raw interrupt status Go
1038h  MIS SYSCTL masked interrupt status Go
1040h  ISET SYSCTL interrupt set Go
1048h ICLR SYSCTL interrupt clear Go
1050h NMIIDX NMI interrupt index Go
1060h  NMIRIS NMI raw interrupt status Go
1070h  NMIISET NMI interrupt set Go
1078h  NMIICLR NMI interrupt clear Go
1100h  SYSOSCCFG SYSOSC configuration Go
1104h  MCLKCFG Main clock (MCLK) configuration Go
1108h  HSCLKEN High-speed clock (HSCLK) source enable/disable Go
110Ch  HSCLKCFG High-speed clock (HSCLK) source selection Go
1110h  HFCLKCLKCFG High-frequency clock (HFCLK) configuration Go
1120h  SYSPLLCFGO SYSPLL reference and output configuration Go
1124h  SYSPLLCFG1 SYSPLL reference and feedback divider Go
1128h  SYSPLLPARAMO SYSPLL PARAMO (load from FACTORY region) Go
112Ch  SYSPLLPARAM1 SYSPLL PARAM1 (load from FACTORY region) Go
1130h  SYSPLLPARAM2 SYSPLL PARAM2 (load from FACTORY region) Go
1134h  SYSPLLLDOCTL SYSPLL LDO CTL (load from FACTORY region) Go
1138h  SYSPLLLDOPROG SYSPLL LDO VOUT PROG (load from FACTORY Go
region)
113Ch  GENCLKEN General clock enable control Go
1140h  GENCLKCFG General clock configuration Go
1144h  PMODECFG Power mode configuration Go
1148h  MLDOLPENCFG LDO Configuration Control Go
1150h  FCC Frequency clock counter (FCC) count Go
1154h  PMULDOSPARECTL LDO Spare Control Go
1158h  SYSCTL_ECO_REGH1 Sysctl ECO Reg 1 Go
115Ch  SYSCTL_ECO_REG2 Sysctl ECO Reg 2 Go
1180h  SYSTEMCFG System configuration Go
1184h  SRAMCFG System SRAM configuration Go
1200h  WRITELOCK SYSCTL register write lockout Go
1204h  CLKSTATUS Clock module (CKM) status Go
1208h  SYSSTATUS System status information Go
1220h  RSTCAUSE Reset cause Go
1300h  RESETLEVEL Reset level for application-triggered reset Go
command
1304h  RESETCMD Execute an application-triggered reset command Go
1310h  SYSOSCFCLCTL SYSOSC frequency correction loop (FCL) ROSC Go
enable
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Table 3-27. SYSCTL_REGS Registers (continued)
Offset Acronym Register Name Group Section
131Ch  SHDNIOREL SHUTDOWN 1O release control Go
1320h  EXRSTPIN Disable the reset function of the NRST pin Go
1324h  SYSSTATUSCLR Clear sticky bits of SYSSTATUS Go
1328h  SWDJCFG Disable the SWD/JTAG function on the SWD/ Go
JTAG pins
132Ch  FCCCMD Frequency clock counter start capture Go
1400h SHUTDNSTOREO Shutdown storage memory (byte 0) Go
1404h  SHUTDNSTORE1 Shutdown storage memory (byte 1) Go
1408h  SHUTDNSTORE2 Shutdown storage memory (byte 2) Go
140Ch  SHUTDNSTORE3 Shutdown storage memory (byte 3) Go
1410h  ADCSEQFRCGB ADC Global Sequence Force Go
1414h  ADCSEQFRCGBSEL ADC Global Sequence Force Select Go
1418h  M33SPARESOCLOCK1 M33C1 Spare SOC LOCK Reg 1 Go
141Ch  M33SPARESOCLOCK2 M33C1 Spare SOC LOCK Reg 2 Go
1420h  SYSCTL_READ_REG Sysctl read only Reg Go
1424h  PWREN_MCPERIPH Register to control the power state Go
1428h  RSTCTL_ASSERT_MCPERIPH rstctl assert register to control reset assertion - Go
Write Only Register, Always Read as 0
142Ch  RSTCTL_CLEAR_MCPERIPH rstctl clear register to control reset de-assertion - Go
Write Only Register, Always Read as 0
1430h  STAT_MCPERIPH IP State Register - Read Only Go
1434h  PWREN_SYSPERIPH Register to control the power state Go
1438h  RSTCTL_ASSERT_SYSPERIPH rstcl assert Register - Write Only Register, Always Go
Read as 0
143Ch  RSTCTL_CLEAR_SYSPERIPH rstctl clear register to control reset de-assertion - Go
Write Only Register, Always Read as 0
1440h  STAT_SYSPERIPH IP State Register - Read Only Go
1444h  CMPHPMXSEL Bits to select one of the many sources on Go
CompHP inputs. Refer to Pinmux diagram for
details.
144Ch  CMPLPMXSEL Bits to select one of the many sources on Go
CompLP inputs. Refer to Pinmux diagram for
details.
1450h  CMPHNMXSEL Bits to select one of the many sources on Go
CompHN inputs. Refer to Pinmux diagram for
details.
1454h  CMPLNMXSEL Bits to select one of the many sources on Go
CompLN inputs. Refer to Pinmux diagram for
details.
1458h  TSNSCFG Temperature Sensor Config Register Go
145Ch  TSNSSCTL Temperature Sensor Control Register Go
1460h  PGACONFIG PGA Configuration Register Go
1464h  REFCONFIGA Reference Configuration Regsiter Go
1468h  INTERNALTESTCTL Internal Test Node Control Register Go
146Ch  12VCTL 12V Logic Control Go
1470h  ADCDACLOOPBACK Not used in AM13 Go
1474h  XTALCR XTAL Control Register Go
1478h  XTALCR2 XTAL Control Register for pad init Go
147Ch  X1CNT x1cnt status register Go
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Table 3-27. SYSCTL_REGS Registers (continued)

Offset Acronym Register Name Group Section

1480h  CMPSSCTL CMPSS control register Go

1484h  CMPSSDACBUFCONFIG Config bits for CMPSS DAC buffer Go

1488h  ANAREFCTL Analog Reference Select Go

148Ch  PERCLKCR PWM Time Base Clock sync Go

1490h ADC_MMR_OVRD_CTL ADC MMR Override control register for DFT: Go
Control ADC enable override

1494h  ADC_MMR_OVRD_VAL ADC MMR Override value register for DFT : Value Go
of ADC enable override

1498h VREGCONFIGDEBUG VREG Configuration Debug Register Go

149Ch  VREGCONFIGDFT VREG Configuration DFT Register Go

14A0h  AM13SPAREIREFENSOCLOCK AM13 Spare IREFEN SOC LOCK Reg Go

14A4h  AM13SPARESOCLOCK2 AM13 Spare SOC LOCK Reg 2 Go

14A8h  AM13SPARESOCLOCK3 AM13 Spare SOC LOCK Reg 3 Go

14ACh  AM13SPARESOCLOCK4 AM13 Spare SOC LOCK Reg 4 Go

Complex bit access types are encoded to fit into small table cells. Table 3-28 shows the codes that are used for

access types in this section.

Table 3-28. SYSCTL_REGS Access Type Codes

Access Type Code Description
Read Type
R R Read
RC R Read
C to Clear
Write Type
w W Write
W1C w Write
1C 1 to clear
W1S w Write
1S 1 to set
Reset or Default Value
-n Value after reset or the default
value
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3.14.2.1 IIDX Register (Offset = 1020h) [Reset = 00000000h]
[IDX is shown in Figure 3-11 and described in Table 3-29.

Return to the Summary Table.

SYSCTL interrupt index

Figure 3-11. IIDX Register

31 29 28 27 26 25 24 23 22 21 20 19 18 17 16
RESERVED
R-Oh
15 13 12 1 10 9 8 7 6 5 4 3 2 1 0
RESERVED STAT
R-Oh R-Oh
Table 3-29. IIDX Register Field Descriptions
Bit Field Type Reset Description
31-3 RESERVED R Oh
2-0 STAT R Oh The SYSCTL interrupt index (1IDX) register generates a value

registers.
Oh = No interrupt pending

2h=2
3h=3
4h =4
5h=5
6h=6
7Th=7

corresponding to the highest priority pending interrupt source. This
value may be used as an address offset for fast, deterministic
handling in the interrupt service routine. A read of the 1IDX register
will clear the corresponding interrupt status in the RIS and MIS

1h = LFOSCGOOD interrupt pending
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3.14.2.2 IMASK Register (Offset = 1028h) [Reset = 00000000h]
IMASK is shown in Figure 3-12 and described in Table 3-30.

Return to the Summary Table.

SYSCTL interrupt mask

Figure 3-12. IMASK Register

31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED HSCLKGOOD | SYSPLLGOOD | HFCLKGOOD FLASHSEC LFOSCGOOD
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h
Table 3-30. IMASK Register Field Descriptions
Bit Field Type Reset Description
31-7 RESERVED R/W Oh
6 HSCLKGOOD R/W Oh Indicates when the HSCLK (sourced by either HFCLK or a SYSPLL
output) is ready. This indication is useful when waking up from STOP
or STANDBY mode when HSCLK is configured as the MCLK source
in RUN/SLEEP mode. When waking from STOP or STANDBY, MCLK
operates from SYSOSC until the HSCLK is available, at which time
SYSCTL automatically switches the MCLK source to the selected
HSCLK source. This interrupt communicates that after wake-up from
STOP/STANDBY, MCLK has properly switched to the correct HSCLK
source and timing-sensitive peripherals sourced by MCLK can be
used.
Oh=0
th=1
5 SYSPLLGOOD R/W Oh Indicates when the SYSPLL is ready and available for use. This
indication is useful when starting the clock system and waiting
for SYSPLL to be prepared before switching the MCLK source to
SYSPLL.
Oh=0
th=1
4 HFCLKGOOD R/W Oh Indicates when the high frequency external clock (either the XTAL
crystal oscillator or HFCLK_IN digital clock) are ready. This indication
is useful when starting the clock system and waiting for HFCLK to
be prepared before switching the MCLK source to HFCLK or before
starting the SYSPLL with HFCLK as the SYSPLL reference.
Oh=0
th=1
2 FLASHSEC R/W Oh Flash Single Error Correct. Indicates that a flash memory one-bit
correctable error is detected.
Oh=0
th=1
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Table 3-30. IMASK Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

LFOSCGOOD

R/W

Oh

Indicates when LFOSC is prepare during startup, as LFOSC takes
=1ms to start.

Oh = Interrupt disabled

1h = Interrupt enabled
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3.14.2.3 RIS Register (Offset = 1030h) [Reset = 00000000h]

RIS is shown in Figure 3-13 and described in Table 3-31.
Return to the Summary Table.
SYSCTL raw interrupt status

Figure 3-13. RIS Register

31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 1 10 9 8
RESERVED
R-0Oh
7 6 5 4 3 2 1 0
RESERVED HSCLKGOOD | SYSPLLGOOD | HFCLKGOOD FLASHSEC LFOSCGOOD
R-0h R-0h R-0h R-0h R-0h R-0h
Table 3-31. RIS Register Field Descriptions
Bit Field Type Reset Description
31-7 RESERVED R Oh
6 HSCLKGOOD R Oh Indicates when the HSCLK (sourced by either HFCLK or a SYSPLL
output) is ready. This indication is useful when waking up from STOP
or STANDBY mode when HSCLK is configured as the MCLK source
in RUN/SLEEP mode. When waking from STOP or STANDBY, MCLK
operates from SYSOSC until the HSCLK is available, at which time
SYSCTL automatically switches the MCLK source to the selected
HSCLK source. This interrupt communicates that after wake-up from
STOP/STANDBY, MCLK has properly switched to the correct HSCLK
source and timing-sensitive peripherals sourced by MCLK can be
used.
Oh=0
th=1
5 SYSPLLGOOD R Oh Indicates when the SYSPLL is ready and available for use. This
indication is useful when starting the clock system and waiting
for SYSPLL to be prepared before switching the MCLK source to
SYSPLL.
Oh=0
th=1
4 HFCLKGOOD R Oh Indicates when the high frequency external clock (either the XTAL
crystal oscillator or HFCLK_IN digital clock) are ready. This indication
is useful when starting the clock system and waiting for HFCLK to
be prepared before switching the MCLK source to HFCLK or before
starting the SYSPLL with HFCLK as the SYSPLL reference.
Oh=0
th=1
2 FLASHSEC R Oh Flash Single Error Correct. Indicates that a flash memory one-bit
correctable error is detected.
Oh=0
th=1

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026
Submit Document Feedback

AM13E230x Microcontrollers 77

Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

System Controller (SYSCTL)

13 TEXAS
INSTRUMENTS

www.ti.com

Table 3-31. RIS Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

LFOSCGOOD

R

Oh

Indicates when LFOSC is prepare during startup, as LFOSC takes
=1ms to start.

Oh = No interrupt pending

1h = Interrupt pending
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3.14.2.4 MIS Register (Offset = 1038h) [Reset = 00000000h]

MIS is shown in Figure 3-14 and described in Table 3-32.
Return to the Summary Table.
SYSCTL masked interrupt status

Figure 3-14. MIS Register

31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 1 10 9 8
RESERVED
R-0Oh
7 6 5 4 3 2 1 0
RESERVED HSCLKGOOD | SYSPLLGOOD | HFCLKGOOD FLASHSEC LFOSCGOOD
R-0h R-0h R-0h R-0h R-0h R-0h
Table 3-32. MIS Register Field Descriptions
Bit Field Type Reset Description
31-7 RESERVED R Oh
6 HSCLKGOOD R Oh Indicates when the HSCLK (sourced by either HFCLK or a SYSPLL
output) is ready. This indication is useful when waking up from STOP
or STANDBY mode when HSCLK is configured as the MCLK source
in RUN/SLEEP mode. When waking from STOP or STANDBY, MCLK
operates from SYSOSC until the HSCLK is available, at which time
SYSCTL automatically switches the MCLK source to the selected
HSCLK source. This interrupt communicates that after wake-up from
STOP/STANDBY, MCLK has properly switched to the correct HSCLK
source and timing-sensitive peripherals sourced by MCLK can be
used.
Oh=0
th=1
5 SYSPLLGOOD R Oh Indicates when the SYSPLL is ready and available for use. This
indication is useful when starting the clock system and waiting
for SYSPLL to be prepared before switching the MCLK source to
SYSPLL.
Oh=0
th=1
4 HFCLKGOOD R Oh Indicates when the high frequency external clock (either the XTAL
crystal oscillator or HFCLK_IN digital clock) are ready. This indication
is useful when starting the clock system and waiting for HFCLK to
be prepared before switching the MCLK source to HFCLK or before
starting the SYSPLL with HFCLK as the SYSPLL reference.
Oh=0
th=1
2 FLASHSEC R Oh Flash Single Error Correct. Indicates that a flash memory one-bit
correctable error is detected.
Oh=0
th=1
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Table 3-32. MIS Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

LFOSCGOOD

R

Oh

Indicates when LFOSC is prepare during startup, as LFOSC takes
=1ms to start.

Oh = No interrupt pending

1h = Interrupt pending
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3.14.2.5 ISET Register (Offset = 1040h) [Reset = 00000000h]
ISET is shown in Figure 3-15 and described in Table 3-33.

Return to the Summary Table.

SYSCTL interrupt set

Figure 3-15. ISET Register

31 30 29 28 27 26 25 24
RESERVED
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-0h
15 14 13 12 1 10 9 8
RESERVED
W-0h
7 6 5 4 3 2 1 0
RESERVED HSCLKGOOD | SYSPLLGOOD | HFCLKGOOD FLASHSEC LFOSCGOOD
W-0h W1S-0h W1S-0h W1S-0h W1S-0h W1S-0h
Table 3-33. ISET Register Field Descriptions
Bit Field Type Reset Description
31-7 RESERVED w Oh
6 HSCLKGOOD W1S Oh Indicates when the HSCLK (sourced by either HFCLK or a SYSPLL
output) is ready. This indication is useful when waking up from STOP
or STANDBY mode when HSCLK is configured as the MCLK source
in RUN/SLEEP mode. When waking from STOP or STANDBY, MCLK
operates from SYSOSC until the HSCLK is available, at which time
SYSCTL automatically switches the MCLK source to the selected
HSCLK source. This interrupt communicates that after wake-up from
STOP/STANDBY, MCLK has properly switched to the correct HSCLK
source and timing-sensitive peripherals sourced by MCLK can be
used.
Oh=0
th=1
5 SYSPLLGOOD W18 Oh Indicates when the SYSPLL is ready and available for use. This
indication is useful when starting the clock system and waiting
for SYSPLL to be prepared before switching the MCLK source to
SYSPLL.
Oh=0
th=1
4 HFCLKGOOD W18 Oh Indicates when the high frequency external clock (either the XTAL
crystal oscillator or HFCLK_IN digital clock) are ready. This indication
is useful when starting the clock system and waiting for HFCLK to
be prepared before switching the MCLK source to HFCLK or before
starting the SYSPLL with HFCLK as the SYSPLL reference.
Oh=0
th=1
2 FLASHSEC W1S Oh Flash Single Error Correct. Indicates that a flash memory one-bit
correctable error is detected.
Oh=0
th=1
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Table 3-33. ISET Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

LFOSCGOOD

W18

Oh

Indicates when LFOSC is prepare during startup, as LFOSC takes
=1ms to start.

Oh = Writing Oh has no effect

1h = Set interrupt
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3.14.2.6 ICLR Register (Offset = 1048h) [Reset = 00000000h]
ICLR is shown in Figure 3-16 and described in Table 3-34.

Return to the Summary Table.

SYSCTL interrupt clear

Figure 3-16. ICLR Register

31 30 29 28 27 26 25 24
RESERVED
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-0h
15 14 13 12 1 10 9 8
RESERVED
W-0h
7 6 5 4 3 2 1 0
RESERVED HSCLKGOOD | SYSPLLGOOD | HFCLKGOOD FLASHSEC LFOSCGOOD
W-0h W1C-0h W1C-0h W1C-0h W1C-0h W1C-0h
Table 3-34. ICLR Register Field Descriptions
Bit Field Type Reset Description
31-7 RESERVED w Oh
6 HSCLKGOOD w1C Oh Indicates when the HSCLK (sourced by either HFCLK or a SYSPLL
output) is ready. This indication is useful when waking up from STOP
or STANDBY mode when HSCLK is configured as the MCLK source
in RUN/SLEEP mode. When waking from STOP or STANDBY, MCLK
operates from SYSOSC until the HSCLK is available, at which time
SYSCTL automatically switches the MCLK source to the selected
HSCLK source. This interrupt communicates that after wake-up from
STOP/STANDBY, MCLK has properly switched to the correct HSCLK
source and timing-sensitive peripherals sourced by MCLK can be
used.
Oh=0
th=1
5 SYSPLLGOOD w1C Oh Indicates when the SYSPLL is ready and available for use. This
indication is useful when starting the clock system and waiting
for SYSPLL to be prepared before switching the MCLK source to
SYSPLL.
Oh=0
th=1
4 HFCLKGOOD w1C Oh Indicates when the high frequency external clock (either the XTAL
crystal oscillator or HFCLK_IN digital clock) are ready. This indication
is useful when starting the clock system and waiting for HFCLK to
be prepared before switching the MCLK source to HFCLK or before
starting the SYSPLL with HFCLK as the SYSPLL reference.
Oh=0
th=1
2 FLASHSEC Ww1C Oh Flash Single Error Correct. Indicates that a flash memory one-bit
correctable error is detected.
Oh=0
th=1
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Table 3-34. ICLR Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

LFOSCGOOD

w1C

Oh

Indicates when LFOSC is prepare during startup, as LFOSC takes
=1ms to start.

Oh = Writing Oh has no effect

1h = Clear interrupt
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3.14.2.7 NMIIIDX Register (Offset = 1050h) [Reset = 00000000h]
NMIIIDX is shown in Figure 3-17 and described in Table 3-35.

Return to the Summary Table.

NMI interrupt index

Figure 3-17. NMIIIDX Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
RESERVED
R-Oh
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RESERVED STAT
R-Oh R-Oh
Table 3-35. NMIIIDX Register Field Descriptions
Bit Field Type Reset Description
31-3 RESERVED R Oh
2-0 STAT R Oh The NMI interrupt index (NMIIIDX) register generates a value

corresponding to the highest priority pending NMI source. This value
may be used as an address offset for fast, deterministic handling in
the NMI service routine. A read of the NMIIIDX register will clear the
corresponding interrupt status in the NMIRIS register.

Oh = No NMI pending

1h = Reserved

2h=2

3h=3

4h=4

5h=5

6h =6

7h=7
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3.14.2.8 NMIRIS Register (Offset = 1060h) [Reset = 00000000h]
NMIRIS is shown in Figure 3-18 and described in Table 3-36.
Return to the Summary Table.
NMI raw interrupt status
Figure 3-18. NMIRIS Register
31 30 29 28 27 26 25 24
RESERVED
R-Oh
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 1 10 9 8
RESERVED
R-0h
7 6 5 4 3 2 1 0
RESERVED | SYSMEMACC | TMUROMPAR SRAMPAR FLASHDED SECURITY WWDTO
R-0Oh R-0h R-0Oh R-0Oh R-0h R-Oh R-0Oh
Table 3-36. NMIRIS Register Field Descriptions
Bit Field Type Reset Description
31-7 RESERVED R Oh
6 SYSMEMACC R Oh SYSMEM Access error
Oh=0
1th=1
5 TMUROMPAR R Oh TMU ROM Parity error
Oh=0
1th=1
4 SRAMPAR R Oh SRAM Parity Error Detect
Oh=0
1th=1
3 FLASHDED R Oh Flash Double Error Detect
Oh=0
1th=1
2 SECURITY R Oh Security Fault. Privileged/Unprivileged resource access ciolation
(Flash/RAM/Peripherals) occurred.
Oh=0
1th=1
1 WWDTO R Oh Watch Dog 0 Fault
Oh=0
1th=1
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3.14.2.9 NMIISET Register (Offset = 1070h) [Reset = 00000000h]
NMIISET is shown in Figure 3-19 and described in Table 3-37.
Return to the Summary Table.
NMI interrupt set
Figure 3-19. NMIISET Register

31 30 29 28 27 26 25 24
RESERVED
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-0h
15 14 13 12 1 10 9 8
RESERVED
W-0h
7 6 5 4 3 2 1 0
RESERVED | SYSMEMACC | TMUROMPAR SRAMPAR FLASHDED SECURITY WWDTO
W-0h W18S-0h W1S-0h W1S-0h W18S-0h W1S-0h W1S-0h

Table 3-37. NMIISET Register Field Descriptions

Bit Field Type Reset Description

31-7 RESERVED w Oh

6 SYSMEMACC W1S Oh SYSMEM Access error
Oh=0

th=1

5 TMUROMPAR W18 Oh TMU ROM Parity error
Oh=0

th=1

4 SRAMPAR Wi1S Oh SRAM Parity Error Detect
Oh=0

th=1

3 FLASHDED W1S Oh Flash Double Error Detect
0h=0

th=1

2 SECURITY W18 Oh

Oh=0
1Th=1

Security Fault. Privileged/Unprivileged resource access ciolation
(Flash/RAM/Peripherals) occurred.

1 WWDTO W18 Oh Watch Dog 0 Fault
Oh=0

1h=1
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3.14.2.10 NMIICLR Register (Offset = 1078h) [Reset = 00000000h]
NMIICLR is shown in Figure 3-20 and described in Table 3-38.
Return to the Summary Table.
NMI interrupt clear
Figure 3-20. NMIICLR Register
31 30 29 28 27 26 25 24
RESERVED
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-0h
15 14 13 12 1 10 9 8
RESERVED
W-0h
7 6 5 4 3 2 1 0
RESERVED SYSMEMACC | TMUROMPAR SRAMPAR FLASHDED SECURITY WWDTO
W-0h W1C-0h W1C-0h W1C-0h W1C-0h W1C-0h W1C-0h
Table 3-38. NMIICLR Register Field Descriptions
Bit Field Type Reset Description
31-7 RESERVED W Oh
6 SYSMEMACC w1C Oh SYSMEM Access error
Oh=0
1th=1
5 TMUROMPAR Ww1C Oh TMU ROM Parity error
Oh=0
1th=1
4 SRAMPAR Ww1C Oh SRAM Parity Error Detect
Oh=0
1th=1
3 FLASHDED w1C Oh Flash Double Error Detect
Oh=0
1th=1
2 SECURITY w1C Oh Security Fault. Privileged/Unprivileged resource access ciolation
(Flash/RAM/Peripherals) occurred.
Oh=0
1Th=1
1 WWDTO w1C Oh Watch Dog 0 Fault
Oh=0
1h=1
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3.14.2.11 SYSOSCCFG Register (Offset = 1100h) [Reset = 0002XXXXh]
SYSOSCCFG is shown in Figure 3-21 and described in Table 3-39.

Return to the Summary Table.

SYSOSC configuration
Figure 3-21. SYSOSCCFG Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED FASTCPUEVE | BLOCKASYNC
NT ALL
R/W-0h R/W-1h R/W-0h
15 14 13 12 1 10 9 8
RESERVED DISABLE ’
R/W-Xh R-0h
7 6 5 4 3 2 1 0
RESERVED | FREQ
R/W-Xh R/W-0h
Table 3-39. SYSOSCCFG Register Field Descriptions
Bit Field Type Reset Description
31-18 RESERVED R/W Oh
17 FASTCPUEVENT R/W 1h if disabled CPU will not wakeup and continue in STANDBY
Oh = An interrupt to the CPU will not assert a fast clock request
1h = An interrupt to the CPU will assert a fast clock request
16 BLOCKASYNCALL R/W Oh BLOCKASYNCALL may be used to mask block all asynchronous
fast clock requests, preventing hardware from dynamically changing
the active clock configuration when operating in a given mode.
Oh = Asynchronous fast clock requests are controlled by the
requesting peripheral
1h = All asynchronous fast clock requests are blocked
15-11 RESERVED R/W Xh
10 DISABLE R Oh DISABLE sets the SYSOSC enable/disable policy. SYSOSC may be
powered off in RUN, SLEEP, and STOP modes to reduce power
consumption. When SYSOSC is disabled, MCLK and ULPCLK are
sourced from LFCLK.
Oh = Do not disable SYSOSC
1h = Disable SYSOSC immediately and source MCLK and ULPCLK
from LFCLK
7-2 RESERVED R/wW Xh
1-0 FREQ R/wW Oh Target operating frequency for the system oscillator (SYSOSC)
Oh = Base frequency (32MHz)
1h = Low frequency (4MHz)
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3.14.2.12 MCLKCFG Register (Offset = 1104h) [Reset = 07XXX2X0h]
MCLKCFG is shown in Figure 3-22 and described in Table 3-40.
Return to the Summary Table.
Main clock (MCLK) configuration
Figure 3-22. MCLKCFG Register
31 30 29 28 27 26 25 24
RESERVED MCLKDIVCFG
R/W-0h R/W-7h
23 22 21 20 19 18 17 16
RESERVED | MCLKDEADCH | STOPCLKSTB USELFCLK RESERVED USEHSCLK
K Y
R/W-Xh R/W-0h R/W-0h R-0Oh R/W-Xh R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-Xh
7 6 5 4 3 2 1 0
RESERVED
R/W-Xh
Table 3-40. MCLKCFG Register Field Descriptions
Bit Field Type Reset Description
31-27 RESERVED R/W Oh
26-24 MCLKDIVCFG R/W 7h MCLK Divider Configuration bits [1:0] are defined as MCLK4 is
Bypass, MCLK2 is Bypass
Oh = MCLK: No Divide, MCLK2: No Divide, MCLK4: No Divide
1h = MCLK: No Divide, MCLK2: No Divide, MCLK4: Divide MCLK by
2
3h = MCLK: No Divide, MCLK2: No Divide, MCLK4: Divide MCLK by
4
5h = MCLK: No Divide, MCLK2: Divide MCLK by 2, MCLK4: Divide
MCLK by 2
7h = MCLK: No Divide, MCLK2: Divide MCLK by 2, MCLK4: MCLK
by 4
23 RESERVED R/W Xh
22 MCLKDEADCHK R/W Oh MCLKDEADCHK enables or disables the continuous MCLK dead
check monitor. LFCLK must be running before MCLKDEADCHK is
enabled.
0Oh = The MCLK dead check monitor is disabled
1h = The MCLK dead check monitor is enabled
21 STOPCLKSTBY R/W Oh STOPCLKSTBY sets the STANDBY mode policy (STANDBYO or
STANDBY1). When set, ULPCLK and LFCLK are disabled to all
peripherals in STANDBY mode, with the exception of TIMGO and
TIMG1 which continue to run. Wake-up is only possible via an
asynchronous fast clock request.
Oh = ULPCLK/LFCLK runs to all PDO peripherals in STANDBY mode
1h = ULPCLK/LFCLK is disabled to all peripherals in STANDBY
mode except TIMGO and TIMG1
20 USELFCLK R Oh LFCLK is not an MCLK sourcei in PD1, tied 0.
Oh = MCLK will not use the low frequency clock (LFCLK)
1h = MCLK will use the low frequency clock (LFCLK)
19-17 RESERVED R/W Xh
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Table 3-40. MCLKCFG Register Field Descriptions (continued)

Bit Field Type Reset Description

16 USEHSCLK R/W Oh USEHSCLK, together with USELFCLK, sets the MCLK source policy.
Set USEHSCLK to use HSCLK (HFCLK or SYSPLL) as the MCLK
source in RUN and SLEEP modes.
0h = MCLK will not use the high speed clock (HSCLK)
1h = MCLK will use the high speed clock (HSCLK) in RUN and
SLEEP mode

15-13 RESERVED R/wW Xh
7-4 RESERVED R/W Xh
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3.14.2.13 HSCLKEN Register (Offset = 1108h) [Reset = 0000XXXXh]
HSCLKEN is shown in Figure 3-23 and described in Table 3-41.
Return to the Summary Table.
High-speed clock (HSCLK) source enable/disable
Figure 3-23. HSCLKEN Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED USEEXTHFCL
K
R/W-0h R/W-0h
15 14 13 12 11 10 9 8
RESERVED ‘ SYSPLLEN
R/W-Xh R/W-0h
7 6 5 4 3 2 1 0
RESERVED |
R/W-Xh
Table 3-41. HSCLKEN Register Field Descriptions
Bit Field Type Reset Description
31-17 RESERVED R/W Oh
16 USEEXTHFCLK R/W Oh USEEXTHFCLK selects the HFCLK_IN digital clock input to be the
source for HFCLK.
Oh = Use XTAL as the HFCLK source
1h = Use the HFCLK_IN digital clock input as the HFCLK source
15-9 RESERVED R/W Xh
8 SYSPLLEN R/W Oh SYSPLLEN enables or disables the system phase-lock loop
(SYSPLL).
Oh = Disable the SYSPLL
1h = Enable the SYSPLL
7-1 RESERVED R/W Xh
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3.14.2.14 HSCLKCFG Register (Offset = 110Ch) [Reset = 00000000h]
HSCLKCFG is shown in Figure 3-24 and described in Table 3-42.

Return to the Summary Table.

High-speed clock (HSCLK) source selection

Figure 3-24. HSCLKCFG Register

31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED HSCLKSEL
R/W-0h R/W-0h
Table 3-42. HSCLKCFG Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R/W Oh
0 HSCLKSEL R/W Oh HSCLKSEL selects the HSCLK source (SYSPLL or HFCLK).
Oh = HSCLK is sourced from the SYSPLL
1h = HSCLK is sourced from the HFCLK
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3.14.2.15 HFCLKCLKCFG Register (Offset = 1110h) [Reset = 1XXXXX00h]
HFCLKCLKCFG is shown in Figure 3-25 and described in Table 3-43.
Return to the Summary Table.
High-frequency clock (HFCLK) configuration
Figure 3-25. HFCLKCLKCFG Register
31 30 29 28 27 26 25 24
RESERVED HFCLKFLTCHK RESERVED
R/W-0h R/W-1h R/W-XXXh
23 22 21 20 19 18 17 16
RESERVED
R/W-XXXh
15 14 13 12 1 10 9 8
RESERVED RESERVED
R/W-XXXh R/W-Xh
7 6 5 4 3 2 1 0
XTALTIME
R/W-0h
Table 3-43. HFCLKCLKCFG Register Field Descriptions
Bit Field Type Reset Description
31-29 RESERVED R/W Oh
28 HFCLKFLTCHK R/W 1h HFCLKFLTCHK enables or disables the HFCLK startup monitor.
Oh = HFCLK startup is not checked
1h = HFCLK startup is checked
27-14 RESERVED R/W XXXh
11-8 RESERVED R/W Xh
7-0 XTALTIME R/W Oh XTALTIME specifies the XTAL startup time in 64us resolution. If the
HFCLK startup monitor is enabled (HFCLKFLTCHK), XTAL will be
checked after this time expires.
Oh = Minimum startup time (approximatly zero)
FFh = Maximum startup time (approximatly 16.32ms)
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3.14.2.16 SYSPLLCFGO Register (Offset = 1120h) [Reset = 000000XXh]
SYSPLLCFGO is shown in Figure 3-26 and described in Table 3-44.
Return to the Summary Table.
SYSPLL reference and output configuration
Figure 3-26. SYSPLLCFGO Register

31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED \
R/W-0h
15 14 13 12 11 10 9 8
RDIVCLK1 \ RDIVCLKO
R/W-0h R/W-0h
7 6 5 4 3 2 1 0
RESERVED ENABLECLK1 ENABLECLKO’ RESERVED SYSPLLREF
RIW-Xh R/W-1h R/W-1h R/W-Xh R/W-0h

Table 3-44. SYSPLLCFGO Register Field Descriptions

Bit Field Type Reset Description
31-20 RESERVED R/W Oh
15-12 RDIVCLKA1 R/W Oh RDIVCLK1 sets the final divider for the SYSPLLCLK1 output.

Oh = SYSPLLCLK?1 is divided by 2

1h = SYSPLLCLK1 is divided by 4

2h = SYSPLLCLK1 is divided by 6

3h = SYSPLLCLK1 is divided by 8

4h = SYSPLLCLKT1 is divided by 10
5h = SYSPLLCLK1 is divided by 12
6h = SYSPLLCLK1 is divided by 14
7h = SYSPLLCLK1 is divided by 16
8h = SYSPLLCLK1 is divided by 18
9h = SYSPLLCLK1 is divided by 20
Ah = SYSPLLCLK1 is divided by 22
Bh = SYSPLLCLK1 is divided by 24
Ch = SYSPLLCLK1 is divided by 26
Dh = SYSPLLCLK1 is divided by 28
Eh = SYSPLLCLK1 is divided by 30
Fh = SYSPLLCLK1 is divided by 32

11-8 RDIVCLKO R/wW Oh RDIVCLKO sets the final divider for the SYSPLLCLKO output.
Oh = SYSPLLCLKO is divided by 2
1h = SYSPLLCLKO is divided by 4
2h = SYSPLLCLKO is divided by 6
3h = SYSPLLCLKO is divided by 8
4h = SYSPLLCLKO is divided by 10
5h = SYSPLLCLKO is divided by 12
6h = SYSPLLCLKO is divided by 14
7h = SYSPLLCLKO is divided by 16
8h = SYSPLLCLKO is divided by 18
9h = SYSPLLCLKO is divided by 20
Ah = SYSPLLCLKO is divided by 22
Bh = SYSPLLCLKO is divided by 24
Ch = SYSPLLCLKO is divided by 26
Dh = SYSPLLCLKO is divided by 28
Eh = SYSPLLCLKO is divided by 30
Fh = SYSPLLCLKO is divided by 32
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Table 3-44. SYSPLLCFGO Register Field Descriptions (continued)
Bit Field Type Reset Description
7 RESERVED R/W Xh
5 ENABLECLK1 R/W 1h ENABLECLK1 enables or disables the SYSPLLCLK1 output.

Oh = SYSPLLCLK1 is disabled
1h = SYSPLLCLK1 is enabled

4 ENABLECLKO R/W 1h ENABLECLKO enables or disables the SYSPLLCLKO output.
Oh = SYSPLLCLKO is disabled
1h = SYSPLLCLKO is enabled

3-2 RESERVED R/W Xh
0 SYSPLLREF R/W Oh SYSPLLREF selects the system PLL (SYSPLL) reference clock
source.
Oh = SYSPLL reference is SYSOSC
1h = SYSPLL reference is HFCLK
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3.14.2.17 SYSPLLCFG1 Register (Offset = 1124h) [Reset = 000023XXh]
SYSPLLCFG1 is shown in Figure 3-27 and described in Table 3-45.
Return to the Summary Table.
SYSPLL reference and feedback divider
Figure 3-27. SYSPLLCFG1 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 11 10 9 7 6 5 4 3 2 1 0
RESE QDIV RESERVED PDIV
RVED
R/W-0h R/W-23h R/W-Xh R/W-0h
Table 3-45. SYSPLLCFG1 Register Field Descriptions
Bit Field Type Reset Description
31-15 RESERVED R/W Oh
14-8 QDIV R/W 23h QDIV selects the SYSPLL feedback path divider.
Oh = Divide-by-one is not a valid QDIV option
1h = Feedback path is divided by 2
7Eh = Feedback path is divided by 127 (0x7E)
7-2 RESERVED R/W Xh
1-0 PDIV R/W Oh PDIV selects the SYSPLL reference clock prescale divider.
Oh = SYSPLLREF is not divided
1h = SYSPLLREF is divided by 2
2h = SYSPLLREF is divided by 4
3h = SYSPLLREF is divided by 8
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3.14.2.18 SYSPLLPARAMO Register (Offset = 1128h) [Reset = X1XAX0X0h]
SYSPLLPARAMO is shown in Figure 3-28 and described in Table 3-46.
Return to the Summary Table.
SYSPLL PARAMO (load from FACTORY region)
Figure 3-28. SYSPLLPARAMO Register
31 30 29 28 27 26 25 24
CAPBOVERRI RESERVED CAPBVAL
DE
R/W-1h R/W-Xh R/W-1h
23 22 21 20 19 18 17 16
RESERVED CPCURRENT
R/W-Xh R/W-Ah
15 14 13 12 1 10 9 8
RESERVED ‘ STARTTIMELP
R/W-Xh R/W-0h
7 6 5 4 3 2 1 0
RESERVED ‘ STARTTIME
R/W-Xh R/W-0h
Table 3-46. SYSPLLPARAMO Register Field Descriptions
Bit Field Type Reset Description
31 CAPBOVERRIDE R/W 1h CAPBOVERRIDE controls the override for Cap B
Oh = Cap B override disabled
1h = Cap B override enabled
30-29 RESERVED R/W Xh
28-24 CAPBVAL R/W 1h Override value for Cap B
23-22 RESERVED R/W Xh
21-16 CPCURRENT R/W Ah Charge pump current
15 RESERVED R/W Xh
14-8 STARTTIMELP R/W Oh Startup time from low power mode exit to locked clock, in 1us
resolution
7 RESERVED R/W Xh
6-0 STARTTIME R/W Oh Startup time from enable to locked clock, in 1us resolution

98 AM13E230x Microcontrollers

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026
Submit Document Feedback

Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

www.ti.com

System Controller (SYSCTL)

3.14.2.19 SYSPLLPARAM1 Register (Offset = 112Ch) [Reset = 0FXX01XFh]
SYSPLLPARAM1 is shown in Figure 3-29 and described in Table 3-47.

Return to the Summary Table.
SYSPLL PARAM1 (load from FACTORY region)
Figure 3-29. SYSPLLPARAM1 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LPFRESC | RESERVED LPFRESA
R/W-Fh R/W-Xh R/W-1h
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
LPFRESA ] RESERVED LPFCAPA
R/W-1h R/W-Xh R/W-Fh
Table 3-47. SYSPLLPARAM1 Register Field Descriptions
Bit Field Type Reset Description
31-24  |LPFRESC R/W Fh Loop filter Res C
23-18 |RESERVED R/W Xh
17-8 LPFRESA R/W 1h Loop filter Res A
7-5 RESERVED R/W Xh
4-0 LPFCAPA R/W Fh Loop filter Cap A
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3.14.2.20 SYSPLLPARAM2 Register (Offset = 1130h) [Reset = 0000000Xh]
SYSPLLPARAM2 is shown in Figure 3-30 and described in Table 3-48.
Return to the Summary Table.
SYSPLL PARAM2 (load from FACTORY region)
Figure 3-30. SYSPLLPARAM2 Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED RNGFIXVCOIBI| RESERVED LPFCAPC
ASCFG
R/W-0h R/W-1h R/W-Xh R/W-0h
Table 3-48. SYSPLLPARAM2 Register Field Descriptions
Bit Field Type Reset Description
31-4 RESERVED R/W Oh
3 RNGFIXVCOIBIASCFG R/W 1h 0 value for Temperature Compensation R addition
2 RESERVED R/W Xh
1-0 LPFCAPC R/W Oh Loop filter Cap C
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3.14.2.21 SYSPLLLDOCTL Register (Offset = 1134h) [Reset = 00000000h]
SYSPLLLDOCTL is shown in Figure 3-31 and described in Table 3-49.
Return to the Summary Table.

SYSPLL LDO CTL (load from FACTORY region)

Figure 3-31. SYSPLLLDOCTL Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

RESERVED \ LDOCTLLOWV
R/W-0h R/W-0h

Table 3-49. SYSPLLLDOCTL Register Field Descriptions

Bit Field Type Reset Description
31-16 RESERVED R/W Oh
15-0 LDOCTLLOWV R/W Oh LDO Configurability
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3.14.2.22 SYSPLLLDOPROG Register (Offset = 1138h) [Reset = 00000004h]
SYSPLLLDOPROG is shown in Figure 3-32 and described in Table 3-50.
Return to the Summary Table.
SYSPLL LDO VOUT PROG (load from FACTORY region)
Figure 3-32. SYSPLLLDOPROG Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 11 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED LDOVOUTPROGLOWV
R/W-0h R/W-4h
Table 3-50. SYSPLLLDOPROG Register Field Descriptions
Bit Field Type Reset Description
31-3 RESERVED R/W Oh
2-0 LDOVOUTPROGLOWV  [R/W 4h HPLL LDO Vout Prog
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3.14.2.23 GENCLKEN Register (Offset = 113Ch) [Reset = 000000XXh]
GENCLKEN is shown in Figure 3-33 and described in Table 3-51.

Return to the Summary Table.

General clock enable control

Figure 3-33. GENCLKEN Register

31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
CANEXTDIVEN EXTDIVCAN MCLKEXTDIVE EXTDIVMCLK
N
R/W-0h R/W-0h R/W-0h R/W-0h
7 6 5 4 3 2 1 0
RESERVED RESERVED EXCLKEN
R/W-Xh R/W-Xh R/W-0h
Table 3-51. GENCLKEN Register Field Descriptions
Bit Field Type Reset Description
31-19 RESERVED R/W Oh
15 CANEXTDIVEN R/W Oh CANEXTDIVEN enables or disables the divider function of the PLL
Source to CAN.
Oh = CLock divider is disabled (passthrough, EXTDIVCAN is not
applied)
1h = Clock divider is enabled (EXTDIVCAN is applied)
14-12 EXTDIVCAN R/W Oh EXTDIVCAN selects the divider value for the divider for the PLL
Source to CAN.
Oh = CLK_OUT source is divided by 2
1h = CLK_OUT source is divided by 4
2h = CLK_OUT source is divided by 6
3h = CLK_OUT source is divided by 8
4h = CLK_OUT source is divided by 10
5h = CLK_OUT source is divided by 12
6h = CLK_OUT source is divided by 14
7h = CLK_OUT source is divided by 16
11 MCLKEXTDIVEN R/W Oh MCLKEXTDIVEN enables or disables the divider function of the PLL
Source to MCLK.
Oh = CLock divider is disabled (passthrough, EXTDIVMCLK is not
applied)
1h = Clock divider is enabled (EXTDIVMCLK is applied)
10-8 EXTDIVMCLK R/W Oh EXTDIVMCLK selects the divider value for the divider for the PLL
Source MCLK.
Oh = CLK_OUT source is divided by 2
1h = CLK_OUT source is divided by 4
2h = CLK_OUT source is divided by 6
3h = CLK_OUT source is divided by 8
4h = CLK_OUT source is divided by 10
5h = CLK_OUT source is divided by 12
6h = CLK_OUT source is divided by 14
7h = CLK_OUT source is divided by 16
7-5 RESERVED R/wW Xh
3-1 RESERVED R/wW Xh
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Table 3-51. GENCLKEN Register Field Descriptions (continued)

Bit Field

Type

Reset

Description

0 EXCLKEN

R/W

Oh

EXCLKEN enables the CLK_OUT external clock output block.
Oh = CLK_OUT block is disabled
1h = CLK_OUT block is enabled
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3.14.2.24 GENCLKCFG Register (Offset = 1140h) [Reset = 00000X0Xh]
GENCLKCFG is shown in Figure 3-34 and described in Table 3-52.

Return to the Summary Table.

General clock configuration

Figure 3-34. GENCLKCFG Register

31 30 29 28 27 26 25 24
RESERVED \ | FCCTRIGCNT
R/W-0h R/W-0h
23 22 21 20 19 18 17 16
| FCOLVLTRIG | FCCTRIGSRC | FCCSELCLK
R/W-0h R/W-0h R/W-0h
15 14 13 12 11 10 9 8
\ RESERVED CANCLKSRC
R/W-Xh R/W-0h
7 6 5 4 3 2 1 0
EXCLKDIVEN EXCLKDIVVAL ’ RESERVED EXCLKSRC
R/W-0h R/W-0h R/W-Xh R/W-0h
Table 3-52. GENCLKCFG Register Field Descriptions
Bit Field Type Reset Description
31-30 RESERVED R/W Oh
28-24 FCCTRIGCNT R/W Oh FCCTRIGCNT specifies the number of trigger clock periods in the
trigger window. FCCTRIGCNT=0h (one trigger clock period) up to
1Fh (32 trigger clock periods) may be specified.
21 FCCLVLTRIG R/W Oh FCCLVLTRIG selects the frequency clock counter (FCC) trigger
mode.
Oh = Rising edge to rising edge triggered
1h = Level triggered
20 FCCTRIGSRC R/W Oh FCCTRIGSRC selects the frequency clock counter (FCC) trigger
source.
Oh = FCC trigger is the external pin
1h = FCC trigger is the LFCLK
19-16 FCCSELCLK R/W Oh FCCSELCLK selectes the frequency clock counter (FCC) clock
source.
Oh = FCC clock is MCLK/4
1h = FCC clock is SYSOSC
2h = FCC clock is HFCLK
3h = FCC clock is the CLK_OUT selection
4h = FCC clock is SYSPLLCLKO
5h = FCC clock is SYSPLLCLK1
6h = Reserved
7h = FCC clock is the FCCIN external input
11-10 RESERVED R/W Xh
8 CANCLKSRC R/W Oh CANCLKSRC selects the CANCLK source.
Oh = CANCLK source is HFCLK
1h = CANCLK source is SYSPLLCLK
7 EXCLKDIVEN R/W Oh EXCLKDIVEN enables or disables the divider function of the
CLK_OUT external clock output block.
Oh = CLock divider is disabled (passthrough, EXCLKDIVVAL is not
applied)
1h = Clock divider is enabled (EXCLKDIVVAL is applied)
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Table 3-52. GENCLKCFG Register Field Descriptions (continued)
Bit Field Type Reset Description

6-4 EXCLKDIVVAL R/wW Oh EXCLKDIVVAL selects the divider value for the divider in the
CLK_OUT external clock output block.

Oh = CLK_OUT source is divided by 2

1h = CLK_OUT source is divided by 4

2h = CLK_OUT source is divided by 6

3h = CLK_OUT source is divided by 8

4h = CLK_OUT source is divided by 10

5h = CLK_OUT source is divided by 12

6h = CLK_OUT source is divided by 14

7h = CLK_OUT source is divided by 16

3 RESERVED R/W Xh

2-0 EXCLKSRC R/W Oh EXCLKSRC selects the source for the CLK_OUT external clock
output block. ULPCLK and MFPCLK require the CLK_OUT divider
(EXCLKDIVEN) to be enabled

0Oh = CLK_OUT is SYSOSC

1h = CLK_OUT is ULPCLK (EXCLKDIVEN must be enabled)

2h = CLK_OUT is LFCLK

3h = CLK_OUT is MFPCLK (EXCLKDIVEN must be enabled)

4h = CLK_OUT is HFCLK

5h = CLK_OUT is SYSPLLCLK1 (SYSPLLCLK1 must be <=48MHz)
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3.14.2.25 PMODECFG Register (Offset = 1144h) [Reset = 00000000h]
PMODECFG is shown in Figure 3-35 and described in Table 3-53.
Return to the Summary Table.

Power mode configuration

Figure 3-35. PMODECFG Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

RESERVED
R/W-0h
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
RESERVED DSLEEP
R/W-0h R/W-0h

Table 3-53. PMODECFG Register Field Descriptions

Bit Field Type Reset Description
31-2 RESERVED R/W Oh
1-0 DSLEEP R/W Oh DSLEEP selects the operating mode to enter upon a DEEPSLEEP

request from the CPU.

Oh = STOP mode is entered

1h = STANDBY mode is entered
2h = SHUTDOWN mode is entered
3h = Reserved
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3.14.2.26 MLDOLPENCFG Register (Offset = 1148h) [Reset = 000000XXh]
MLDOLPENCEFG is shown in Figure 3-36 and described in Table 3-54.
Return to the Summary Table.
LDO Configuration Control
Figure 3-36. MLDOLPENCFG Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 11 10 9 8
RESERVED |
R/W-0h
7 6 5 4 3 2 1 0
RESERVED | cviopis
R/W-Xh R/W-0h
Table 3-54. MLDOLPENCFG Register Field Descriptions
Bit Field Type Reset Description
31-9 RESERVED R/W Oh
7-1 RESERVED R/W Xh
0 CVLODIS R/W Oh Control to disable lowering the core voltage for STOP and STANDBY
Oh = Lower Core Voltage for STOP and STANDBY mode
1h = Do Not Lower Core Voltage for STOP and STANDBY mode to
provide faster wakeup
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3.14.2.27 FCC Register (Offset = 1150h) [Reset = 00000000h]
FCC is shown in Figure 3-37 and described in Table 3-55.
Return to the Summary Table.

Frequency clock counter (FCC) count

Figure 3-37. FCC Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 O
RESERVED | DATA
R-0h R-0h
Table 3-55. FCC Register Field Descriptions
Bit Field Type Reset Description
31-22 RESERVED R Oh
21-0 DATA R Oh Frequency clock counter (FCC) count value.
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3.14.2.28 PMULDOSPARECTL Register (Offset = 1154h) [Reset = 00000000h]
PMULDOSPARECTL is shown in Figure 3-38 and described in Table 3-56.
Return to the Summary Table.

LDO Spare Control

Figure 3-38. PMULDOSPARECTL Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

RESERVED
R/W-0h
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
RESERVED
R/W-0h

Table 3-56. PMULDOSPARECTL Register Field Descriptions

Bit Field Type Reset Description
31-4 RESERVED R/W Oh
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3.14.2.29 SYSCTL_ECO_REG1 Register (Offset = 1158h) [Reset = 00000000h]
SYSCTL_ECO_REGH1 is shown in Figure 3-39 and described in Table 3-57.
Return to the Summary Table.

Sysctl ECO Reg 1

Figure 3-39. SYSCTL_ECO_REG1 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

ecoreg
R/W-0h

Table 3-57. SYSCTL_ECO_REG1 Register Field Descriptions

Bit Field Type Reset Description
31-0 ecoreg R/W Oh ECO Reg 1 for M33
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3.14.2.30 SYSCTL_ECO_REG2 Register (Offset = 115Ch) [Reset = 00000000h]
SYSCTL_ECO_REG?2 is shown in Figure 3-40 and described in Table 3-58.

Return to the Summary Table.

Sysctl ECO Reg 2

Figure 3-40. SYSCTL_ECO_REG2 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

ecoreg

R/W-0h

Table 3-58. SYSCTL_ECO_REG2 Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

ecoreg

R/W

Oh

ECO Reg 2 for M33
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3.14.2.31 SYSTEMCFG Register (Offset = 1180h) [Reset = 00XXXXXXh]
SYSTEMCEFG is shown in Figure 3-41 and described in Table 3-59.

Return to the Summary Table.

System configuration

Figure 3-41. SYSTEMCFG Register

31 30 29 28 27 26 25 24
KEY
W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-XXXXh
15 14 13 12 1 10 9 8
RESERVED
R/W-XXXXh
7 6 5 4 3 2 1 0
RESERVED FLASHECCRS | RESERVED |WWDTLPORST
TDIS DIS
R/W-XXXXh R/W-1h R/W-Xh R/W-0h
Table 3-59. SYSTEMCFG Register Field Descriptions
Bit Field Type Reset Description
31-24 KEY w Oh The key value of 1Bh (27) must be written to KEY together with
contents to be updated. Reads as 0
1Bh = Issue write
23-3 RESERVED R/W XXXXh
2 FLASHECCRSTDIS R/W 1h FLASHECCRSTDIS specifies whether a flash ECC double error
detect (DED) will trigger a SYSRST or an NMI.
Oh = Flash ECC DED will trigger a SYSRST
1h = Flash ECC DED will trigger a NMI
1 RESERVED R/W Xh
0 WWDTLPORSTDIS R/W Oh WWDTLPORSTDIS specifies whether a WWDT Error Event will
trigger a BOOTRST or an NMI.
Oh = WWDTLPO Error Event will trigger a BOOTRST
1h = WWDTLPO Error Event will trigger an NMI
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3.14.2.32 SRAMCFG Register (Offset = 1184h) [Reset = 00X0XXXO0h]
SRAMCEFG is shown in Figure 3-42 and described in Table 3-60.
Return to the Summary Table.
System SRAM configuration
Figure 3-42. SRAMCFG Register
31 30 29 28 27 26 25 24
KEY
W-0h
23 22 21 20 19 18 17 16
RESERVED BANKINITDIS3 | BANKINITDIS2 | BANKINITDIS1 | BANKINITDISO
R/W-Xh R/W-0h R/W-0h R/W-0h R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-XXXh
7 6 5 4 3 2 1 0
RESERVED
R/W-XXXh
Table 3-60. SRAMCFG Register Field Descriptions
Bit Field Type Reset Description
31-24 KEY W Oh The key value of B5h (181) must be written to KEY together with
contents to be updated. Reads as 0
B5h = Issue write
23-20 RESERVED R/W Xh
19 BANKINITDIS3 R/W Oh SRAM BANKS3 Initialization
0h = SRAM BANKS will Initialize when transitioning from OFF to ON
1h = SRAM BANKS3 will NOT Initialize when transitioning from OFF
to ON
18 BANKINITDIS2 R/W Oh SRAM BANK?2 Initialization
0h = SRAM BANK2 will Initialize when transitioning from OFF to ON
1h = SRAM BANK2 will NOT Initialize when transitioning from OFF
to ON
17 BANKINITDIS1 R/W Oh SRAM BANK1 Initialization
Oh = SRAM BANK?1 will Initialize when transitioning from OFF to ON
1h = SRAM BANK1 will NOT Initialize when transitioning from OFF
to ON
16 BANKINITDISO R/wW Oh SRAM BANKQO Initialization
0h = SRAM BANKO will Initialize when transitioning from OFF to ON
1h = SRAM BANKO will NOT Initialize when transitioning from OFF
to ON
15-4 RESERVED R/wW XXXh
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3.14.2.33 WRITELOCK Register (Offset = 1200h) [Reset = 00000000h]
WRITELOCK is shown in Figure 3-43 and described in Table 3-61.
Return to the Summary Table.

SYSCTL register write lockout
Figure 3-43. WRITELOCK Register

31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED ACTIVE
R/W-0h R/W-0h
Table 3-61. WRITELOCK Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R/W Oh
0 ACTIVE R/W Oh ACTIVE controls whether critical SYSCTL registers are write
protected or not.
Oh = Allow writes to lockable registers
1h = Disallow writes to lockable registers

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026

AM13E230x Microcontrollers 115
Submit Document Feedback

Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS

INSTRUMENTS
System Controller (SYSCTL) www.ti.com
3.14.2.34 CLKSTATUS Register (Offset = 1204h) [Reset = XXXXXXXXh]
CLKSTATUS is shown in Figure 3-44 and described in Table 3-62.
Return to the Summary Table.
Clock module (CKM) status
Figure 3-44. CLKSTATUS Register
31 30 29 28 27 26 25 24
RESERVED | SYSPLLBLKUP | HFCLKBLKUP RESERVED FCCDONE FCLMODE
D D
R-Xh R-Oh R-0h R-Xh R-0h R-Oh
23 22 21 20 19 18 17 16
RESERVED HSCLKGOOD | HSCLKDEAD RESERVED CURHSCLKSE
L
R-Xh R-Oh R-0h R-Xh R-Oh
15 14 13 12 11 10 9 8
RESERVED | SYSPLLOFF \ HFCLKOFF \ HSCLKSOFF \ LFOSCGOOD | RESERVED \ SYSPLLGOOD | HFCLKGOOD
R-Xh R-1h R-1h R-1h R-0h R-Xh R-0h R-Oh
7 6 5 4 3 2 1 0
\ RESERVED \ HSCLKMUX ] RESERVED \ SYSOSCFREQ
R-Xh R-0h R-Xh R-0h
Table 3-62. CLKSTATUS Register Field Descriptions
Bit Field Type Reset Description
30 RESERVED R Xh
29 SYSPLLBLKUPD R Oh SYSPLLBLKUPD indicates when writes to SYSPLLCFGO0/1 and

SYSPLLPARAMO/1 are blocked.
Oh = writes to SYSPLLCFGO0/1 and SYSPLLPARAMO/1 are allowed
1h = writes to SYSPLLCFGO0/1 and SYSPLLPARAMO/1 are blocked

28 HFCLKBLKUPD R Oh HFCLKBLKUPD indicates when writes to the HFCLKCLKCFG
register are blocked.

Oh = Writes to HFCLKCLKCFG are allowed

1h = Writes to HFCLKCLKCFG are blocked

27-26 RESERVED R Xh
25 FCCDONE R Oh FCCDONE indicates when a frequency clock counter capture is
complete.
Oh = FCC capture is not done
1h = FCC capture is done
24 FCLMODE R Oh FCLMODE indicates if the SYSOSC frequency correction loop (FCL)
is enabled.
Oh = SYSOSC FCL is disabled
1h = SYSOSC FCL is enabled
23-22 RESERVED R Xh
21 HSCLKGOOD R Oh HSCLKGOOD is set by hardware if the selected clock source for

HSCLK started successfully.
Oh = The HSCLK source did not start correctly
1h = The HSCLK source started correctly

20 HSCLKDEAD R Oh HSCLKDEAD is set by hardware if the selected source for HSCLK
was started but did not start successfully.

Oh = The HSCLK source was not started or started correctly

1h = The HSCLK source did not start correctly

19-18 RESERVED R Xh
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Table 3-62. CLKSTATUS Register Field Descriptions (continued)
Bit Field Type Reset Description

16 CURHSCLKSEL R Oh CURHSCLKSEL indicates the current clock source for HSCLK.
Oh = HSCLK is currently sourced from the SYSPLL
1h = HSCLK is currently sourced from the HFCLK

15 RESERVED R Xh

14 SYSPLLOFF R 1h SYSPLLOFF indicates if the SYSPLL is disabled or was dead at
startup. When the SYSPLL is started, SYSPLLOFF is cleared by
hardware. Following startup of the SYSPLL, if the SYSPLL startup
monitor determines that the SYSPLL was not started correctly,
SYSPLLOFF is set.

Oh = SYSPLL started correctly and is enabled

1h = SYSPLL is disabled or was dead startup

13 HFCLKOFF R 1h HFCLKOFF indicates if the HFCLK is disabled or was dead at
startup. When the HFCLK is started, HFCLKOFF is cleared by
hardware. Following startup of the HFCLK, if the HFCLK startup
monitor determines that the HFCLK was not started correctly,
HFCLKOFF is set.

Oh = HFCLK started correctly and is enabled

1h = HFCLK is disabled or was dead at startup

12 HSCLKSOFF R 1h HSCLKSOFF is set when the high speed clock sources (SYSPLL,
HFCLK) are disabled or dead. It is the logical AND of HFCLKOFF
and SYSPLLOFF.

Oh = SYSPLL, HFCLK, or both were started correctly and remain

enabled

1h = SYSPLL and HFCLK are both either off or dead

11 LFOSCGOOD R Oh LFOSCGOOD indicates when the LFOSC startup has completed
and the LFOSC is ready for use.

Oh = LFOSC is not ready

1h = LFOSC is ready

10 RESERVED R Xh

SYSPLLGOOD R Oh SYSPLLGOOD indicates if the SYSPLL started correctly. When the

SYSPLL is started, SYSPLLGOOD is cleared by hardware. After the
startup settling time has expired, the SYSPLL status is tested. If the

SYSPLL started successfully the SYSPLLGOOD bit is set, else it is

left cleared.

Oh = SYSPLL did not start correctly

1h = SYSPLL started correctly

8 HFCLKGOOD R Oh HFCLKGOOD indicates that the HFCLK started correctly. When the
XTAL is started or HFCLK_IN is selected as the HFCLK source, this
bit will be set by hardware if a valid HFCLK is detected, and cleared
if HFCLK is not operating within the expected range.

Oh = HFCLK did not start correctly

1h = HFCLK started correctly

RESERVED R Xh
HSCLKMUX R Oh HSCLKMUX indicates if MCLK is currently sourced from the high-
speed clock (HSCLK).
0Oh = MCLK is not sourced from HSCLK
1h = MCLK is sourced from HSCLK
3-2 RESERVED R Xh
1-0 SYSOSCFREQ R Oh SYSOSCFREQ indicates the current SYSOSC operating frequency.
Oh = SYSOSC is at base frequency (32MHz)
1h = SYSOSC is at low frequency (4MHz)
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3.14.2.35 SYSSTATUS Register (Offset = 1208h) [Reset = XXX00XXO0h]
SYSSTATUS is shown in Figure 3-45 and described in Table 3-63.
Return to the Summary Table.
System status information
Figure 3-45. SYSSTATUS Register
31 30 29 28 27 26 25 24
REBOOTATTEMPTS RESERVED
R-0Oh R-XXh
23 22 21 20 19 18 17 16
RESERVED SRAMBANKS3R | SRAMBANK2R | SRAMBANK1R | SRAMBANKOR
EADY EADY EADY EADY
R-XXh R-0h R-0h R-0Oh R-0h
15 14 13 12 11 10 9 8
SHDNIOLOCK | SWDJCFGDIS | EXTRSTPINDI RESERVED MCANOREADY
S
R-0h R-0h R-Oh R-Xh R-0h
7 6 5 4 3 2 1 0
RESERVED | PMUIREFGOO FLASHSEC FLASHDED
D
R-Xh R-0h R-0h R-0h
Table 3-63. SYSSTATUS Register Field Descriptions
Bit Field Type Reset Description
31-30 REBOOTATTEMPTS R Oh REBOOTATTEMPTS indicates the number of boot attempts taken
before the user application starts.
29-20 RESERVED R XXh
19 SRAMBANK3READY R Oh SRAM BANK3 READY STATE
Oh = SRAM BANKS3 is NOT READY for access
1h = SRAM BANKS is READY for access
18 SRAMBANK2READY R Oh SRAM BANK2 READY STATE
Oh = SRAM BANK2 is NOT READY for access
1h = SRAM BANK?2 is READY for access
17 SRAMBANK1READY R Oh SRAM BANK1 READY STATE
0Oh = SRAM BANK1 is NOT READY for access
1h = SRAM BANK1 is READY for access
16 SRAMBANKOREADY R Oh SRAM BANKO READY STATE
Oh = SRAM BANKO is NOT READY for access
1h = SRAM BANKO is READY for access
14 SHDNIOLOCK R Oh SHDNIOLOCK indicates when IO is locked due to SHUTDOWN
Oh =10 IS NOT Locked due to SHUTDOWN
1h =10 IS Locked due to SHUTDOWN
13 SWDJCFGDIS R Oh SWDJCFGDIS indicates when user has disabled the use of SWD/
JTAG Port
Oh = SWD/JTAG Port Enabled
1h = SWD/JTAG Port Disabled
12 EXTRSTPINDIS R Oh EXTRSTPINDIS indicates when user has disabled the use of
external reset pin
Oh = External Reset Pin Enabled
1h = External Reset Pin Disabled
11-9 RESERVED R Xh
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Table 3-63.

SYSSTATUS Register Field Descriptions (continued)

Bit Field

Type

Reset

Description

8 MCANOREADY

R

Oh

MCANOREADY indicates when the MCANO peripheral is ready.
0h = MCANO is not ready
1h = MCANQO is ready

RESERVED

Xh

PMUIREFGOOD

Oh

PMUIREFGOOD is set by hardware when the PMU current
reference is ready.

Oh = IREF is not ready

1h = IREF is ready

1 FLASHSEC

Oh

FLASHSEC indicates if a flash ECC single bit error was detected
and corrected (SEC).

Oh = No flash ECC single bit error detected

1h = Flash ECC single bit error was detected and corrected

0 FLASHDED

Oh

FLASHDED indicates if a flash ECC double bit error was detected
(DED).

Oh = No flash ECC double bit error detected

1h = Flash ECC double bit error detected
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3.14.2.36 RSTCAUSE Register (Offset = 1220h) [Reset = 00000000h]
RSTCAUSE is shown in Figure 3-46 and described in Table 3-64.

Return to the Summary Table.

Reset cause

Figure 3-46. RSTCAUSE Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

RESERVED

R-0Oh

Table 3-64. RSTCAUSE Register Field Descriptions

Bit Field Type Reset Description
31-5 RESERVED R Oh
4-0 ID RC Oh ID is a read-to-clear field which indicates the lowest level reset cause

since the last read.

Oh = No reset since last read

1h = POR- violation, SHUTDNSTOREx or PMU trim parity fault
2h = NRST triggered POR (>1s hold)

3h = Software triggered POR

4h = BORO- violation

5h = SHUTDOWN mode exit

8h = Non-PMU trim parity fault

9h = Fatal clock failure

Ch = NRST triggered BOOTRST (<1s hold)
Dh = Software triggered BOOTRST

Eh = WWDTO violation

10h = BSL exit

11h = BSL entry

14h = Flash uncorrectable ECC error

15h = CPULOCK violation

1Ah = Debug triggered SYSRST

1Bh = Software triggered SYSRST

1Ch = Debug triggered CPURST

1Dh = Software triggered CPURST
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3.14.2.37 RESETLEVEL Register (Offset = 1300h) [Reset = 00000000h]
RESETLEVEL is shown in Figure 3-47 and described in Table 3-65.
Return to the Summary Table.

Reset level for application-triggered reset command

Figure 3-47. RESETLEVEL Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

RESERVED
R/W-0h
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
RESERVED LEVEL
R/W-0h R/W-0h

Table 3-65. RESETLEVEL Register Field Descriptions

Bit Field Type Reset Description
31-3 RESERVED R/W Oh
2-0 LEVEL R/W Oh LEVEL is used to specify the type of reset to be issued when

RESETCMD is set to generate a software triggered reset.

Oh = Issue a SYSRST (CPU plus peripherals only)

1h = Issue a BOOTRST (CPU, peripherals, and boot configuration
routine)

2h = Issue a SYSRST and enter the boot strap loader (BSL)

3h = Issue a power-on reset (POR)

4h = Issue a SYSRST and exit the boot strap loader (BSL)
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3.14.2.38 RESETCMD Register (Offset = 1304h) [Reset = 00XXXXXXh]
RESETCMD is shown in Figure 3-48 and described in Table 3-66.
Return to the Summary Table.
Execute an application-triggered reset command
Figure 3-48. RESETCMD Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
KEY RESERVED
W-0h W-XXXXh
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RESERVED GO
W-XXXXh W-0h
Table 3-66. RESETCMD Register Field Descriptions
Bit Field Type Reset Description
31-24 KEY w Oh The key value of E4h (228) must be written to KEY together with GO
to trigger the reset.
E4h = Issue reset
23-1 RESERVED W XXXXh
0 GO w Oh Execute the reset specified in RESETLEVEL.LEVEL. Must be written
together with the KEY.
1h = Issue reset
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3.14.2.39 SYSOSCFCLCTL Register (Offset = 1310h) [Reset = 00XXXXXXh]
SYSOSCFCLCTL is shown in Figure 3-49 and described in Table 3-67.

Return to the Summary Table.

SYSOSC frequency correction loop (FCL) ROSC enable

Figure 3-49. SYSOSCFCLCTL Register

31 30 29 28 27 26 25 24
KEY
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-XXXXh
15 14 13 12 1 10 9 8
RESERVED
W-XXXXh
7 6 5 4 3 2 1 0
RESERVED SETUSEFCL
W-XXXXh W-0h
Table 3-67. SYSOSCFCLCTL Register Field Descriptions
Bit Field Type Reset Description
31-24 KEY W Oh The key value of 2Ah (42) must be written to KEY together with
SETUSEFCL to enable the FCL.
2Ah = Issue Command
23-2 RESERVED W XXXXh
0 SETUSEFCL w Oh Set SETUSEFCL to enable the frequency correction loop in

SYSOSC. Once enabled, this state is locked until the next
BOOTRST.
1h = Enable the SYSOSC FCL
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3.14.2.40 SHDNIOREL Register (Offset = 131Ch) [Reset = 00XXXXXXh]
SHDNIOREL is shown in Figure 3-50 and described in Table 3-68.
Return to the Summary Table.
SHUTDOWN 1O release control
Figure 3-50. SHDNIOREL Register
31 30 29 28 27 26 25 24
KEY
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-XXXXh
15 14 13 12 11 10 9 8
RESERVED
W-XXXXh
7 6 5 4 3 2 1 0
RESERVED RELEASE
W-XXXXh W-0h
Table 3-68. SHDNIOREL Register Field Descriptions
Bit Field Type Reset Description
31-24 KEY W Oh The key value 91h must be written to KEY together with RELEASE
to set RELEASE.
91h = Issue command
23-1 RESERVED W XXXXh
0 RELEASE W Oh Set RELEASE to release the 10 after a SHUTDOWN mode exit.
1h = Release 10
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3.14.2.41 EXRSTPIN Register (Offset = 1320h) [Reset = 00XXXXXXh]
EXRSTPIN is shown in Figure 3-51 and described in Table 3-69.

Return to the Summary Table.

Disable the reset function of the NRST pin
Figure 3-51. EXRSTPIN Register

31 30 29 28 27 26 25 24
KEY
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-XXXXh
15 14 13 12 1 10 9 8
RESERVED
W-XXXXh
7 6 5 4 3 2 1 0
RESERVED DISABLE
W-XXXXh W-0h
Table 3-69. EXRSTPIN Register Field Descriptions
Bit Field Type Reset Description
31-24 KEY W Oh The key value 1Eh must be written together with DISABLE to disable
the reset function.
1Eh = Issue command
23-1 RESERVED W XXXXh
0 DISABLE w Oh Set DISABLE to disable the reset function of the NRST pin. Once

set, this configuration is locked until the next POR.
Oh = Reset function of NRST pin is enabled
1h = Reset function of NRST pin is disabled
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3.14.2.42 SYSSTATUSCLR Register (Offset = 1324h) [Reset = 00XXXXXXh]
SYSSTATUSCLR is shown in Figure 3-52 and described in Table 3-70.
Return to the Summary Table.
Clear sticky bits of SYSSTATUS
Figure 3-52. SYSSTATUSCLR Register
31 30 29 28 27 26 25 24
KEY
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-XXXXh
15 14 13 12 11 10 9 8
RESERVED
W-XXXXh
7 6 5 4 3 2 1 0
RESERVED ALLECC
W-XXXXh W-0h
Table 3-70. SYSSTATUSCLR Register Field Descriptions
Bit Field Type Reset Description
31-24 KEY W Oh The key value CEh (206) must be written to KEY together with
ALLECC to clear the ECC state.
CEh = Issue command
23-1 RESERVED w XXXXh
0 ALLECC w Oh Set ALLECC to clear all ECC related SYSSTATUS indicators.
1h = Clear ECC error state
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3.14.2.43 SWDJCFG Register (Offset = 1328h) [Reset = 00XXXXXXh]
SWDJCFG is shown in Figure 3-53 and described in Table 3-71.
Return to the Summary Table.

Disable the SWD/JTAG function on the SWD/JTAG pins
Figure 3-53. SWDJCFG Register

31 30 29 28 27 26 25 24
KEY
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-XXXXh
15 14 13 12 1 10 9 8
RESERVED
W-XXXXh
7 6 5 4 3 2 1 0
RESERVED DISABLE
W-XXXXh W-0h

Table 3-71. SWDJCFG Register Field Descriptions
Bit Field Type Reset Description

31-24 KEY W Oh The key value 62h (98) must be written to KEY together with
DISBALE to disable the SWD/JTAG functions.
62h = Issue command

23-1 RESERVED w XXXXh
0 DISABLE W Oh Set DISABLE to disable the SWD/JTAG function on SWD/JTAG pins,
allowing the SWD/JTAG pins to be used as GPIO.
1h = Disable SWD/JTAG function on SWD/JTAG pins
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3.14.2.44 FCCCMD Register (Offset = 132Ch) [Reset = 00XXXXXXh]
FCCCMD is shown in Figure 3-54 and described in Table 3-72.
Return to the Summary Table.
Frequency clock counter start capture
Figure 3-54. FCCCMD Register
31 29 28 27 26 25 24 23 22 21 20 19 18 17 16
KEY RESERVED
W-0h W-XXXXh
15 13 12 1 10 9 8 7 6 5 4 3 2 1 0
RESERVED GO
W-XXXXh W-0h
Table 3-72. FCCCMD Register Field Descriptions
Bit Field Type Reset Description
31-24 KEY w Oh The key value OEh (14) must be written with GO to start a capture.
OEh = Issue command
23-1 RESERVED W XXXXh
0 GO w Oh Set GO to start a capture with the frequency clock counter (FCC).
1th=1
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3.14.2.45 SHUTDNSTOREDO Register (Offset = 1400h) [Reset = 00000000h]
SHUTDNSTOREUO is shown in Figure 3-55 and described in Table 3-73.
Return to the Summary Table.
Shutdown storage memory (byte 0)

Figure 3-55. SHUTDNSTOREO Register

31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 11 10 9 8
RESERVED RESERVED RESERVED
R/W-0h R-0h R/W-0h
7 6 5 4 3] 2 1 0
DATA
R/W-0h
Table 3-73. SHUTDNSTOREDO Register Field Descriptions
Bit Field Type Reset Description
31-10 RESERVED R/W Oh
9 RESERVED R Oh Reserved
8 RESERVED R/W Oh Reserved
7-0 DATA R/W Oh Shutdown storage byte 0
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3.14.2.46 SHUTDNSTORE1 Register (Offset = 1404h) [Reset = 00000000h]
SHUTDNSTORE(1 is shown in Figure 3-56 and described in Table 3-74.
Return to the Summary Table.
Shutdown storage memory (byte 1)
Figure 3-56. SHUTDNSTORE1 Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED RESERVED RESERVED
R/W-0h R-Oh R/W-0h
7 6 5 4 3 2 1 0
DATA
R/W-0h
Table 3-74. SHUTDNSTORE1 Register Field Descriptions
Bit Field Type Reset Description
31-10 |RESERVED R/W Oh
9 RESERVED R Oh Reserved
8 RESERVED R/W Oh Reserved
7-0 DATA R/W Oh Shutdown storage byte 1
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3.14.2.47 SHUTDNSTORE?2 Register (Offset = 1408h) [Reset = 00000000h]
SHUTDNSTORE?Z2 is shown in Figure 3-57 and described in Table 3-75.
Return to the Summary Table.
Shutdown storage memory (byte 2)

Figure 3-57. SHUTDNSTORE2 Register

31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 11 10 9 8
RESERVED RESERVED RESERVED
R/W-0h R-0h R/W-0h
7 6 5 4 3] 2 1 0
DATA
R/W-0h
Table 3-75. SHUTDNSTOREZ2 Register Field Descriptions
Bit Field Type Reset Description
31-10 RESERVED R/W Oh
9 RESERVED R Oh Reserved
8 RESERVED R/W Oh Reserved
7-0 DATA R/W Oh Shutdown storage byte 2
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3.14.2.48 SHUTDNSTORE3 Register (Offset = 140Ch) [Reset = 00000000h]
SHUTDNSTORES is shown in Figure 3-58 and described in Table 3-76.
Return to the Summary Table.
Shutdown storage memory (byte 3)
Figure 3-58. SHUTDNSTORE3 Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 11 10 9 8
RESERVED RESERVED RESERVED
R/W-0h R-Oh R/W-0h
7 6 5 4 3 2 1 0
DATA
R/W-0h
Table 3-76. SHUTDNSTORES3 Register Field Descriptions
Bit Field Type Reset Description
31-10 |RESERVED R/W Oh
9 RESERVED R Oh Reserved
8 RESERVED R/W Oh Reserved
7-0 DATA R/W Oh Shutdown storage byte 3
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System Controller (SYSCTL)

3.14.2.49 ADCSEQFRCGB Register (Offset = 1410h) [Reset = 00000000h]
ADCSEQFRCGSB is shown in Figure 3-59 and described in Table 3-77.

Return to the Summary Table.

ADC Global Sequence Force

Figure 3-59. ADCSEQFRCGB Register

31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED SEQ3 SEQ2 SEQ1 SEQO
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h
Table 3-77. ADCSEQFRCGB Register Field Descriptions
Bit Field Type Reset Description
314 RESERVED R/W Oh
3 SEQ3 R/W Oh Generate synchronous SW trigger for SEQ3
2 SEQ2 R/W Oh Generate synchronous SW trigger for SEQ2
1 SEQ1 R/W Oh Generate synchronous SW trigger for SEQ1
0 SEQO R/W Oh Generate synchronous SW trigger for SEQO
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3.14.2.50 ADCSEQFRCGBSEL Register (Offset = 1414h) [Reset = 00000000h]
ADCSEQFRCGBSEL is shown in Figure 3-60 and described in Table 3-78.
Return to the Summary Table.
ADC Global Sequence Force Select
Figure 3-60. ADCSEQFRCGBSEL Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 11 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED ADCC ADCB ADCA
R/W-0h R/W-0h R/W-0h R/W-0h
Table 3-78. ADCSEQFRCGBSEL Register Field Descriptions
Bit Field Type Reset Description
31-3 RESERVED R/W Oh
2 ADCC R/W Oh Generate synchronous SW trigger for ADCC
1 ADCB R/W Oh Generate synchronous SW trigger for ADCB
0 ADCA R/W Oh Generate synchronous SW trigger for ADCA
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3.14.2.51 M33SPARESOCLOCK1 Register (Offset = 1418h) [Reset = 00000000h]
M33SPARESOCLOCKT is shown in Figure 3-61 and described in Table 3-79.
Return to the Summary Table.

M33C1 Spare SOC LOCK Reg 1

Figure 3-61. M33SPARESOCLOCK1 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

SPARE
R/W-0h

Table 3-79. M33SPARESOCLOCK1 Register Field Descriptions

Bit Field Type Reset Description
31-0 SPARE R/W Oh Spare SOC LOCK Register 1
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3.14.2.52 M33SPARESOCLOCK2 Register (Offset = 141Ch) [Reset = 00000000h]
M33SPARESOCLOCK?2 is shown in Figure 3-62 and described in Table 3-80.

Return to the Summary Table.
M33C1 Spare SOC LOCK Reg 2
Figure 3-62. M33SPARESOCLOCK2 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

SPARE

R/W-0h

Table 3-80. M33SPARESOCLOCK2 Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

SPARE

R/W

Oh

Spare SOC LOCK Register 2
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3.14.2.53 SYSCTL_READ_REG Register (Offset = 1420h) [Reset = 00000000h]
SYSCTL_READ_REG is shown in Figure 3-63 and described in Table 3-81.

Return to the Summary Table.

Sysctl read only Reg

Figure 3-63. SYSCTL_READ_REG Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
ecoreg
R/W-0h
Table 3-81. SYSCTL_READ_REG Register Field Descriptions
Bit Field Type Reset Description
31-0 ecoreg R/W Oh Read only register
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3.14.2.54 PWREN_MCPERIPH Register (Offset = 1424h) [Reset = 00XXX000h]
PWREN_MCPERIPH is shown in Figure 3-64 and described in Table 3-82.
Return to the Summary Table.
Register to control the power state
Figure 3-64. PWREN_MCPERIPH Register
31 30 29 28 27 26 25 24
KEY
W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-XXh
15 14 13 12 11 10 9 8
RESERVED ‘ xbar ‘ cmpss3 ‘ cmpss2 ‘ cmpss1 ‘ cmpss0 ‘ pwm4 ‘ pwm3
R/W-XXh R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h
7 6 5 4 3 2 1 0
pwm2 ‘ pwm1 ‘ pwmO ‘ ecap1 ‘ ecap0 ‘ eqep2 ‘ eqgep1 ‘ eqep0
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h
Table 3-82. PWREN_MCPERIPH Register Field Descriptions
Bit Field Type Reset Description
31-24 KEY W Oh KEY to Allow Enable State Change -- 0x26
26h = 0x26
23-15 RESERVED R/W XXh
14 xbar R/W Oh Enable the power to IP, KEY must be set to 26h to write to this bit
Oh = Disable Power
1h = Enable Power
13 cmpss3 R/W Oh Enable the power to IP, KEY must be set to 26h to write to this bit
Oh = Disable Power
1h = Enable Power
12 cmpss2 R/W Oh Enable the power to IP, KEY must be set to 26h to write to this bit
Oh = Disable Power
1h = Enable Power
" cmpss1 R/W Oh Enable the power to IP, KEY must be set to 26h to write to this bit
Oh = Disable Power
1h = Enable Power
10 cmpss0 R/W Oh Enable the power to IP, KEY must be set to 26h to write to this bit
Oh = Disable Power
1h = Enable Power
9 pwm4 R/W Oh Enable the power to IP, KEY must be set to 26h to write to this bit
Oh = Disable Power
1h = Enable Power
8 pwm3 R/W Oh Enable the power to IP, KEY must be set to 26h to write to this bit
Oh = Disable Power
1h = Enable Power
7 pwm2 R/W Oh Enable the power to IP, KEY must be set to 26h to write to this bit
Oh = Disable Power
1h = Enable Power
6 pwm1 R/W Oh Enable the power to IP, KEY must be set to 26h to write to this bit
Oh = Disable Power
1h = Enable Power
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Table 3-82. PWREN_MCPERIPH Register Field Descriptions (continued)

Bit Field

Type

Reset

Description

5 pwmO

R/W

Oh

Enable the power to IP, KEY must be set to 26h to write to this bit
Oh = Disable Power
1h = Enable Power

4 ecap1

R/W

Oh

Enable the power to IP, KEY must be set to 26h to write to this bit
Oh = Disable Power
1h = Enable Power

3 ecap0

R/W

Oh

Enable the power to IP, KEY must be set to 26h to write to this bit
Oh = Disable Power
1h = Enable Power

2 eqgep2

R/W

Oh

Enable the power to IP, KEY must be set to 26h to write to this bit
Oh = Disable Power
1h = Enable Power

1 eqgep1

R/W

Oh

Enable the power to IP, KEY must be set to 26h to write to this bit
Oh = Disable Power
1h = Enable Power

0 eqep0

R/wW

Oh

Enable the power to IP, KEY must be set to 26h to write to this bit
Oh = Disable Power
1h = Enable Power
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3.14.2.55 RSTCTL_ASSERT_MCPERIPH Register (Offset = 1428h) [Reset = 00XXX000h]
RSTCTL_ASSERT_MCPERIPH is shown in Figure 3-65 and described in Table 3-83.
Return to the Summary Table.
rstctl assert register to control reset assertion - Write Only Register, Always Read as 0
Figure 3-65. RSTCTL_ASSERT_MCPERIPH Register
31 30 29 28 27 26 25 24
KEY
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-XXh
15 14 13 12 11 10 9 8
RESERVED |RESETASSERT|RESETASSERT |RESETASSERT | RESETASSERT | RESETASSERT | RESETASSERT | RESETASSERT
_xbar _cmpss3 _cmpss2 _cmpss1 _cmpss0 _pwm4 _pwm3
W-XXh W-0h W-0h W-0h W-0h W-0h W-0h W-0h
7 6 5 4 3 2 1 0
RESETASSERT | RESETASSERT | RESETASSERT | RESETASSERT | RESETASSERT | RESETASSERT | RESETASSERT | RESETASSERT
_pwm2 _pwm1 _pwmO _ecap1 _ecap0 _eqep2 _eqep1 _eqep0
W-0h W-0h W-0h W-0h W-0h W-0h W-0h W-0h
Table 3-83. RSTCTL_ASSERT_MCPERIPH Register Field Descriptions
Bit Field Type Reset Description
31-24 KEY w Oh KEY to Allow Enable State Change -- Oxb1
B1h = 0xb1
23-15 RESERVED w XXh
14 RESETASSERT_xbar w Oh assert reset to the peripheral, KEY must be set to B1h to write to this
bit
Oh = Writing 0 has no effect
1h = Assert reset
13 RESETASSERT_cmpss3 |W Oh assert reset to the peripheral, KEY must be set to B1h to write to this
bit
Oh = Writing 0 has no effect
1h = Assert reset
12 RESETASSERT_cmpss2 |W Oh assert reset to the peripheral, KEY must be set to B1h to write to this
bit
Oh = Writing 0 has no effect
1h = Assert reset
11 RESETASSERT cmpss1 |W Oh assert reset to the peripheral, KEY must be set to B1h to write to this
bit
Oh = Writing 0 has no effect
1h = Assert reset
10 RESETASSERT cmpss0 |W Oh assert reset to the peripheral, KEY must be set to B1h to write to this
bit
Oh = Writing 0 has no effect
1h = Assert reset
9 RESETASSERT_pwm4 W Oh assert reset to the peripheral, KEY must be set to B1h to write to this
bit
Oh = Writing 0 has no effect
1h = Assert reset
8 RESETASSERT_pwm3 w Oh assert reset to the peripheral, KEY must be set to B1h to write to this
bit
Oh = Writing 0 has no effect
1h = Assert reset
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System Controller (SYSCTL)

Table 3-83. RSTCTL_ASSERT_MCPERIPH Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

RESETASSERT_pwm2

W

Oh

assert reset to the peripheral, KEY must be set to B1h to write to this
bit

Oh = Writing 0 has no effect

1h = Assert reset

RESETASSERT pwm1

Oh

assert reset to the peripheral, KEY must be set to B1h to write to this
bit

Oh = Writing 0 has no effect

1h = Assert reset

RESETASSERT_pwm0

Oh

assert reset to the peripheral, KEY must be set to B1h to write to this
bit

Oh = Writing 0 has no effect

1h = Assert reset

RESETASSERT ecap1

Oh

assert reset to the peripheral, KEY must be set to B1h to write to this
bit

Oh = Writing 0 has no effect

1h = Assert reset

RESETASSERT ecap0

Oh

assert reset to the peripheral, KEY must be set to B1h to write to this
bit

Oh = Writing 0 has no effect

1h = Assert reset

RESETASSERT eqep2

Oh

assert reset to the peripheral, KEY must be set to B1h to write to this
bit

Oh = Writing 0 has no effect

1h = Assert reset

RESETASSERT eqepf

Oh

assert reset to the peripheral, KEY must be set to B1h to write to this
bit

Oh = Writing 0 has no effect

1h = Assert reset

RESETASSERT_eqep0

Oh

assert reset to the peripheral, KEY must be set to B1h to write to this
bit

Oh = Writing 0 has no effect

1h = Assert reset
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3.14.2.56 RSTCTL_CLEAR_MCPERIPH Register (Offset = 142Ch) [Reset = 00XXX000h]
RSTCTL_CLEAR_MCPERIPH is shown in Figure 3-66 and described in Table 3-84.
Return to the Summary Table.
rstctl clear register to control reset de-assertion - Write Only Register, Always Read as 0
Figure 3-66. RSTCTL_CLEAR_MCPERIPH Register
31 30 29 28 27 26 25 24
KEY
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-XXh
15 14 13 12 1 10 9 8
RESERVED |RESETSTKYCL|RESETSTKYCL |RESETSTKYCL|RESETSTKYCL |RESETSTKYCL |RESETSTKYCL |RESETSTKYCL
R_xbar R_cmpss3 R_cmpss2 R_cmpss1 R_cmpssO R_pwm4 R_pwm3
W-XXh W-0h W-0h W-0h W-0h W-0h W-0h W-0h
7 6 5 4 3 2 1 0
RESETSTKYCL | RESETSTKYCL | RESETSTKYCL | RESETSTKYCL | RESETSTKYCL | RESETSTKYCL | RESETSTKYCL | RESETSTKYCL
R_pwm2 R_pwm1 R_pwmO R_ecap1 R_ecap0 R_eqep2 R_eqep1 R_eqgep0
W-0h W-0h W-0h W-0h W-0h W-0h W-0h W-0h
Table 3-84. RSTCTL_CLEAR_MCPERIPH Register Field Descriptions
Bit Field Type Reset Description
31-24 KEY W Oh KEY to Allow Enable State Change -- Oxb1
B1h = 0xb1
23-15 RESERVED W XXh
14 RESETSTKYCLR_xbar w Oh Clear the RESETSTKY bit in the STAT register, KEY must be set to
B1h to write to this bit
1h = Writing 0 has no effect
13 RESETSTKYCLR_cmpss |W Oh Clear the RESETSTKY bit in the STAT register, KEY must be set to
3 B1h to write to this bit
1h = Writing 0 has no effect
12 RESETSTKYCLR_cmpss |W Oh Clear the RESETSTKY bit in the STAT register, KEY must be set to
2 B1h to write to this bit
1h = Writing 0 has no effect
11 RESETSTKYCLR _cmpss |W Oh Clear the RESETSTKY bit in the STAT register, KEY must be set to
1 B1h to write to this bit
1h = Writing 0 has no effect
10 RESETSTKYCLR cmpss |W Oh Clear the RESETSTKY bit in the STAT register, KEY must be set to
0 B1h to write to this bit
1h = Writing 0 has no effect
9 RESETSTKYCLR pwm4 (W Oh Clear the RESETSTKY bit in the STAT register, KEY must be set to
B1h to write to this bit
1h = Writing 0 has no effect
8 RESETSTKYCLR_pwm3 (W Oh Clear the RESETSTKY bit in the STAT register, KEY must be set to
B1h to write to this bit
1h = Writing 0 has no effect
7 RESETSTKYCLR_pwm2 (W Oh Clear the RESETSTKY bit in the STAT register, KEY must be set to
B1h to write to this bit
1h = Writing 0 has no effect
6 RESETSTKYCLR_pwm1 (W Oh Clear the RESETSTKY bit in the STAT register, KEY must be set to
B1h to write to this bit
1h = Writing 0 has no effect
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Table 3-84. RSTCTL_CLEAR_MCPERIPH Register Field Descriptions (continued)
Bit Field Type Reset Description

5 RESETSTKYCLR _pwmO (W Oh Clear the RESETSTKY bit in the STAT register, KEY must be set to
B1h to write to this bit
1h = Writing 0 has no effect

4 RESETSTKYCLR ecap1 |W Oh Clear the RESETSTKY bit in the STAT register, KEY must be set to
B1h to write to this bit
1h = Writing 0 has no effect

3 RESETSTKYCLR ecap0 (W Oh Clear the RESETSTKY bit in the STAT register, KEY must be set to
B1h to write to this bit
1h = Writing 0 has no effect

2 RESETSTKYCLR_eqep2 (W Oh Clear the RESETSTKY bit in the STAT register, KEY must be set to
B1h to write to this bit
1h = Writing 0 has no effect

1 RESETSTKYCLR_eqep1 (W Oh Clear the RESETSTKY bit in the STAT register, KEY must be set to
B1h to write to this bit
1h = Writing 0 has no effect

0 RESETSTKYCLR _eqgep0 (W Oh Clear the RESETSTKY bit in the STAT register, KEY must be set to
B1h to write to this bit
1h = Writing 0 has no effect
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3.14.2.57 STAT_MCPERIPH Register (Offset = 1430h) [Reset = 00000000h]
STAT_MCPERIPH is shown in Figure 3-67 and described in Table 3-85.
Return to the Summary Table.
IP State Register - Read Only
Figure 3-67. STAT_MCPERIPH Register
31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 1 10 9 8
RESERVED ‘ xbar ‘ cmpss3 ‘ cmpss2 cmpss1 ‘ cmpss0 ‘ pwm4 ‘ pwm3
R-0h R-0h R-0h R-0h R-0h R-0h R-0h R-0h
7 6 5 4 3 2 1 0
pwm2 ‘ pwm1 ‘ pwmO ‘ ecap1 ecap0 ‘ eqep2 ‘ eqgep1 ‘ eqep0
R-0h R-0h R-0h R-0h R-0h R-0h R-0h R-0h
Table 3-85. STAT_MCPERIPH Register Field Descriptions
Bit Field Type Reset Description
31-15 RESERVED R Oh
14 xbar R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register
Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register
1h = The peripheral was reset since the last bit clear
13 cmpss3 R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register
Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register
1h = The peripheral was reset since the last bit clear
12 cmpss2 R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register
Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register
1h = The peripheral was reset since the last bit clear
11 cmpss1 R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register
Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register
1h = The peripheral was reset since the last bit clear
10 cmpss0 R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register
Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register
1h = The peripheral was reset since the last bit clear
9 pwm4 R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register
Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register
1h = The peripheral was reset since the last bit clear
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Table 3-85. STAT_MCPERIPH Register Field Descriptions (continued)
Bit Field Type Reset Description

8 pwm3 R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register

Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register

1h = The peripheral was reset since the last bit clear

7 pwm2 R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register

Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register

1h = The peripheral was reset since the last bit clear

6 pwm1 R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register

Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register

1h = The peripheral was reset since the last bit clear

5 pwmO R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register

Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register

1h = The peripheral was reset since the last bit clear

4 ecap1 R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register

Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register

1h = The peripheral was reset since the last bit clear

3 ecap0 R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register

Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register

1h = The peripheral was reset since the last bit clear

2 eqgep2 R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register

Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register

1h = The peripheral was reset since the last bit clear

1 egep1 R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register

Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register

1h = The peripheral was reset since the last bit clear

0 eqep0 R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register

Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register

1h = The peripheral was reset since the last bit clear
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3.14.2.58 PWREN_SYSPERIPH Register (Offset = 1434h) [Reset = 00XXXXX0h]
PWREN_SYSPERIPH is shown in Figure 3-68 and described in Table 3-86.
Return to the Summary Table.
Register to control the power state
Figure 3-68. PWREN_SYSPERIPH Register
31 30 29 28 27 26 25 24
KEY
W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-XXXXh
15 14 13 12 11 10 9 8
RESERVED
R/W-XXXXh
7 6 5 4 3 2 1 0
RESERVED epi pga2 pga1 pgal tinie
R/W-XXXXh R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h
Table 3-86. PWREN_SYSPERIPH Register Field Descriptions
Bit Field Type Reset Description
31-24 KEY W Oh KEY to Allow Enable State Change -- 0x26
26h = 0x26
23-5 RESERVED R/W XXXXh
4 epi R/W Oh Enable the power to IP, KEY must be set to 26h to write to this bit
Oh = Disable Power
1h = Enable Power
3 pga2 R/W Oh Enable the power to IP, KEY must be set to 26h to write to this bit
Oh = Disable Power
1h = Enable Power
2 pga1l R/W Oh Enable the power to IP, KEY must be set to 26h to write to this bit
Oh = Disable Power
1h = Enable Power
1 pgal R/W Oh Enable the power to IP, KEY must be set to 26h to write to this bit
Oh = Disable Power
1h = Enable Power
0 tinie R/W Oh Enable the power to IP, KEY must be set to 26h to write to this bit
Oh = Disable Power
1h = Enable Power
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3.14.2.59 RSTCTL_ASSERT_SYSPERIPH Register (Offset = 1438h) [Reset = 00XXXXX0h]
RSTCTL_ASSERT_SYSPERIPH is shown in Figure 3-69 and described in Table 3-87.
Return to the Summary Table.
rstcl assert Register - Write Only Register, Always Read as 0
Figure 3-69. RSTCTL_ASSERT_SYSPERIPH Register

31 30 29 28 27 26 25 24
KEY
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-XXXXh
15 14 13 12 11 10 9 8
RESERVED
W-XXXXh
7 6 5 4 3 2 1 0
RESERVED RESETASSERT | RESETASSERT | RESETASSERT | RESETASSERT | RESETASSERT
_epi _pga2 _pga1 _pgal _tinie
W-XXXXh W-0h W-0h W-0h W-0h W-0h

Table 3-87. RSTCTL_ASSERT_SYSPERIPH Register Field Descriptions

Bit Field Type Reset Description
31-24 KEY w Oh KEY to Allow Enable State Change -- Oxb1
B1h = 0xb1
23-5 RESERVED W XXXXh
4 RESETASSERT_epi w Oh assert reset to the peripheral, KEY must be set to B1h to write to this
bit

Oh = Writing 0 has no effect
1h = Assert reset

3 RESETASSERT_pga2 w Oh assert reset to the peripheral, KEY must be set to B1h to write to this
bit

Oh = Writing 0 has no effect

1h = Assert reset

2 RESETASSERT_pga1 w Oh assert reset to the peripheral, KEY must be set to B1h to write to this
bit

Oh = Writing 0 has no effect

1h = Assert reset

1 RESETASSERT_pga0 w Oh assert reset to the peripheral, KEY must be set to B1h to write to this
bit

Oh = Writing 0 has no effect

1h = Assert reset

0 RESETASSERT _tinie w Oh assert reset to the peripheral, KEY must be set to B1h to write to this
bit

Oh = Writing 0 has no effect

1h = Assert reset
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3.14.2.60 RSTCTL_CLEAR_SYSPERIPH Register (Offset = 143Ch) [Reset = 00XXXXXO0h]
RSTCTL_CLEAR_SYSPERIPH is shown in Figure 3-70 and described in Table 3-88.
Return to the Summary Table.
rstctl clear register to control reset de-assertion - Write Only Register, Always Read as 0
Figure 3-70. RSTCTL_CLEAR_SYSPERIPH Register
31 30 29 28 27 26 25 24
KEY
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-XXXXh
15 14 13 12 1 10 9 8
RESERVED
W-XXXXh
7 6 5 4 3 2 1 0
RESERVED RESETSTKYCL | RESETSTKYCL | RESETSTKYCL | RESETSTKYCL | RESETSTKYCL
R_epi R_pga2 R_pga1 R_pgal R_tinie
W-XXXXh W-0h W-0h W-0h W-0h W-0h
Table 3-88. RSTCTL_CLEAR_SYSPERIPH Register Field Descriptions
Bit Field Type Reset Description
31-24 KEY w Oh KEY to Allow Enable State Change -- Oxb1
B1h = Oxb1
23-5 RESERVED W XXXXh
4 RESETSTKYCLR _epi w Oh Clear the RESETSTKY bit in the STAT register, KEY must be set to
B1h to write to this bit
1h = Writing 0 has no effect
3 RESETSTKYCLR pga2 (W Oh Clear the RESETSTKY bit in the STAT register, KEY must be set to
B1h to write to this bit
1h = Writing 0 has no effect
2 RESETSTKYCLR_pga1 w Oh Clear the RESETSTKY bit in the STAT register, KEY must be set to
B1h to write to this bit
1h = Writing 0 has no effect
1 RESETSTKYCLR_pga0 (W Oh Clear the RESETSTKY bit in the STAT register, KEY must be set to
B1h to write to this bit
1h = Writing 0 has no effect
0 RESETSTKYCLR _tinie w Oh Clear the RESETSTKY bit in the STAT register, KEY must be set to
B1h to write to this bit
1h = Writing 0 has no effect
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3.14.2.61 STAT_SYSPERIPH Register (Offset = 1440h) [Reset = 00000000h]
STAT_SYSPERIPH is shown in Figure 3-71 and described in Table 3-89.
Return to the Summary Table.
IP State Register - Read Only

Figure 3-71. STAT_SYSPERIPH Register

31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 11 10 9 8
RESERVED
R-0h
7 6 5 4 3 2 1 0
RESERVED epi pga2 pga1 pgal tinie
R-0h R-0h R-0h R-0h R-0h R-0h

Table 3-89. STAT_SYSPERIPH Register Field Descriptions

Bit Field Type Reset Description
31-5 RESERVED R Oh
4 epi R Oh This bit indicates, if the peripheral was reset, since this bit was

cleared by RESETSTKYCLR in the RSTCTL register

Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register

1h = The peripheral was reset since the last bit clear

3 pga2 R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register

Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register

1h = The peripheral was reset since the last bit clear

2 pga1l R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register

Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register

1h = The peripheral was reset since the last bit clear

1 pgal R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register

Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register

1h = The peripheral was reset since the last bit clear

0 tinie R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register

Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register

1h = The peripheral was reset since the last bit clear
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3.14.2.62 CMPHPMXSEL Register (Offset = 1444h) [Reset = 00000000h]
CMPHPMXSEL is shown in Figure 3-72 and described in Table 3-90.
Return to the Summary Table.
Bits to select one of the many sources on CompHP inputs. Refer to Pinmux diagram for details.
Figure 3-72. CMPHPMXSEL Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 11 10 9 8
RESERVED CMP3HPMXSEL CMP2HPMXSE
L
R/W-0h R/W-0h R/W-0h
7 6 5 4 3 2 1 0
CMP2HPMXSEL CMP1HPMXSEL CMPOHPMXSEL
R/W-0h R/W-0h R/W-0h
Table 3-90. CMPHPMXSEL Register Field Descriptions
Bit Field Type Reset Description
3112 |RESERVED R/W Oh
11-9 CMP3HPMXSEL R/W Oh CMP3HPMXSEL bits
8-6 CMP2HPMXSEL R/W Oh CMP2HPMXSEL bits
5-3 CMP1HPMXSEL R/W Oh CMP1HPMXSEL bits
2-0 CMPOHPMXSEL R/W Oh CMPOHPMXSEL bits
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www.ti.com

System Controller (SYSCTL)

3.14.2.63 CMPLPMXSEL Register (Offset = 144Ch) [Reset = 00000000h]
CMPLPMXSEL is shown in Figure 3-73 and described in Table 3-91.

Return to the Summary Table.

Bits to select one of the many sources on CompLP inputs. Refer to Pinmux diagram for details.

Figure 3-73. CMPLPMXSEL Register

31 30 29 28 27 26 24
RESERVED
R/W-0h
23 22 21 20 19 18 16
RESERVED
R/W-0h
15 14 13 12 1 10 8
RESERVED CMP3LPMXSEL CMP2LPMXSE
L
R/W-0h R/W-0h R/W-0h
7 6 5 4 3 2 0
CMP2LPMXSEL CMP1LPMXSEL CMPOLPMXSEL
R/W-0h R/W-0h
Table 3-91. CMPLPMXSEL Register Field Descriptions
Bit Field Type Reset Description
31-12  |RESERVED R/W Oh
11-9 CMP3LPMXSEL R/W Oh CMP3LPMXSEL bits
8-6 CMP2LPMXSEL RIW Oh CMP2LPMXSEL bits
5-3 CMP1LPMXSEL RIW Oh CMP1LPMXSEL bits
2-0 CMPOLPMXSEL RIW Oh CMPOLPMXSEL bits

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026

Submit Document Feedback

Copyright © 2026 Texas Instruments Incorporated

AM13E230x Microcontrollers 151


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS

INSTRUMENTS
System Controller (SYSCTL) www.ti.com
3.14.2.64 CMPHNMXSEL Register (Offset = 1450h) [Reset = 00000000h]
CMPHNMXSEL is shown in Figure 3-74 and described in Table 3-92.
Return to the Summary Table.
Bits to select one of the many sources on CompHN inputs. Refer to Pinmux diagram for details.
Figure 3-74. CMPHNMXSEL Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED CMP3HNMXSE | CMP2HNMXSE | CMP1HNMXSE | CMPOHNMXSE
L L L L
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h
Table 3-92. CMPHNMXSEL Register Field Descriptions
Bit Field Type Reset Description
31-4 RESERVED R/W Oh
3 CMP3HNMXSEL R/W Oh CMP3HNMXSEL bits
2 CMP2HNMXSEL R/W Oh CMP2HNMXSEL bits
1 CMP1HNMXSEL R/W oOh CMP1HNMXSEL bits
0 CMPOHNMXSEL R/W oOh CMPOHNMXSEL bits
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3.14.2.65 CMPLNMXSEL Register (Offset = 1454h) [Reset = 00000000h]
CMPLNMXSEL is shown in Figure 3-75 and described in Table 3-93.

Return to the Summary Table.

Bits to select one of the many sources on CompLN inputs. Refer to Pinmux diagram for details.
Figure 3-75. CMPLNMXSEL Register

31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED CMP3LNMXSE | CMP2LNMXSE | CMP1LNMXSE | CMPOLNMXSE
L L L L
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h
Table 3-93. CMPLNMXSEL Register Field Descriptions
Bit Field Type Reset Description
31-4 RESERVED R/W Oh
3 CMP3LNMXSEL R/W Oh CMP3LNMXSEL bits
2 CMP2LNMXSEL RIW Oh CMP2LNMXSEL bits
1 CMP1LNMXSEL RIW Oh CMP1LNMXSEL bits
0 CMPOLNMXSEL RIW Oh CMPOLNMXSEL bits
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3.14.2.66 TSNSCFG Register (Offset = 1458h) [Reset = 00000000h]
TSNSCFG is shown in Figure 3-76 and described in Table 3-94.
Return to the Summary Table.
Temperature Sensor Config Register
Figure 3-76. TSNSCFG Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 11 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED RESERVED RESERVED RESERVED RESERVED RESERVED RESERVED RESERVED
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h
Table 3-94. TSNSCFG Register Field Descriptions
Bit Field Type Reset Description
31-7 RESERVED R/W Oh
6 RESERVED R/W Oh Reserved
5 RESERVED R/W Oh Reserved
4 RESERVED R/W Oh Reserved
3 RESERVED R/W Oh Reserved
2 RESERVED R/W Oh Reserved
1 RESERVED R/W Oh Reserved
0 RESERVED R/W Oh Reserved
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3.14.2.67 TSNSSCTL Register (Offset = 145Ch) [Reset = 00000000h]
TSNSSCTL is shown in Figure 3-77 and described in Table 3-95.
Return to the Summary Table.

Temperature Sensor Control Register

Figure 3-77. TSNSSCTL Register

31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED ENABLE
R/W-0h R/W-0h
Table 3-95. TSNSSCTL Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R/W Oh
0 ENABLE R/W Oh Temperature Sensor Enable
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3.14.2.68 PGACONFIG Register (Offset = 1460h) [Reset = 00000000h]
PGACONFIG is shown in Figure 3-78 and described in Table 3-96.
Return to the Summary Table.
PGA Configuration Register
Figure 3-78. PGACONFIG Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED RESERVED RESERVED
R/W-0h R/W-0h R/W-0h
15 14 13 12 1 10 9 8
RESERVED | RESERVED | RESERVED
R/W-0h R/W-0h R/W-0h
7 6 5 4 3 2 1 0
RESERVED RESERVED ‘ RESERVED ] RESERVED RESERVED RESERVED RESERVED RESERVED
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h

Table 3-96. PGACONFIG Register Field Descriptions

Bit Field Type Reset Description
31-20 RESERVED R/W Oh
19-18 RESERVED R/W Oh Reserved
17-14 RESERVED R/W Oh Reserved
13 RESERVED R/W Oh Reserved
12-7 RESERVED R/W Oh Reserved
6 RESERVED R/wW Oh Reserved
5 RESERVED R/wW Oh Reserved
4 RESERVED R/W Oh Reserved
3 RESERVED R/W Oh Reserved
2 RESERVED R/W Oh Reserved
1 RESERVED R/wW Oh Reserved
0 RESERVED R/W Oh Reserved
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3.14.2.69 REFCONFIGA Register (Offset = 1464h) [Reset = 00000000h]
REFCONFIGA is shown in Figure 3-79 and described in Table 3-97.
Return to the Summary Table.
Reference Configuration Regsiter
Figure 3-79. REFCONFIGA Register

31 30 29 28 27 26 25 24
RESERVED RESERVED RESERVED ‘ RESERVED ‘ RESERVED
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h
23 22 21 20 19 18 17 16
RESERVED RESERVED ‘ RESERVED ‘ RESERVED
R/W-0h R/W-0h R/W-0h R/W-0h
15 14 13 12 1 10 9 8
RESERVED RESERVED ‘ RESERVED
R/W-0h R/W-0h R/W-0h
7 6 5 4 3 2 1 0
RESERVED RESERVED ‘ RESERVED RESERVED RESERVED RESERVED
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h

Table 3-97. REFCONFIGA Register Field Descriptions

Bit Field Type Reset Description
31 RESERVED R/W Oh Reserved
30 RESERVED R/W Oh Reserved
29-28 RESERVED R/W Oh Reserved
27 RESERVED R/W Oh Reserved
26-21 RESERVED R/W Oh Reserved
20 RESERVED R/wW Oh Reserved
19 RESERVED R/wW Oh Reserved
18-15 RESERVED R/W Oh Reserved
14-12 RESERVED R/W Oh Reserved
11-5 RESERVED R/W Oh Reserved
4 RESERVED R/wW Oh Reserved
3 RESERVED R/W Oh Reserved
2 RESERVED R/W Oh Reserved
1 RESERVED R/wW Oh Reserved
0 RESERVED R/wW Oh Reserved
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3.14.2.70 INTERNALTESTCTL Register (Offset = 1468h) [Reset = 00000000h]
INTERNALTESTCTL is shown in Figure 3-80 and described in Table 3-98.
Return to the Summary Table.
Internal Test Node Control Register
Figure 3-80. INTERNALTESTCTL Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED RESERVED
R/W-0h R/W-0h
7 6 5 4 3 2 1 0
RESERVED TESTSEL
R/W-0h R/W-0h
Table 3-98. INTERNALTESTCTL Register Field Descriptions
Bit Field Type Reset Description
31-9 RESERVED R/W Oh
8-6 RESERVED R/W Oh Reserved

158 AM13E230x Microcontrollers

Copyright © 2026 Texas Instruments Incorporated

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026
Submit Document Feedback


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

www.ti.com System Controller (SYSCTL)

Table 3-98. INTERNALTESTCTL Register Field Descriptions (continued)
Bit Field Type Reset Description

5-0 TESTSEL R/W Oh Test Select

1h = VDDCORE

2h = VDDA

3h =VSSA

4h = VREFLOAC

5h = CDAC1H

6h = CDAC1L

7h = CDAC2H

8h = CDAC2H

9h = CDAC2H

Ah = CDAC2H

Bh = CDAC2H

Ch = CDAC2H

1Dh = ENZ_CALIB_GAIN_3P3V will be made low. ADCA and ADCC
will be in gain calibration mode, and 0.9xXVREFHIAB pin voltage will
be sampled by both ADCs through internal test-mux output

1Eh = CMPSS1 VDDA sense on TESTANAO,VSSA sense on
TESTANA1

1Fh = ADCA VDDA sense on TESTANAO,VSSA sense on
TESTANA1

20h = COMP DAC BUFFER VDDA sense on TESTANAO,VSSA
sense on TESTANA1

21h = PGA1 VDDA sense on TESTANAO,VSSA sense on
TESTANA1

22h = ADCCIO_TESTANAO_INT

23h = PMM/HPLL/INTOSC TESTANAO_INT

24h = ADCCIO_TESTANA1_INT

25h = PMM/HPLL/INTOSC TESTANA1_INT

26h = Enable resistor for 12V conversion. The same control enables
the sampling of voltage across a resistor by ADC. R=2.5k, 38:
R=10k, 39: R=35k

29h = USB_TESTANAO_INT

2Ah = USB_TESTANA1_INT

2Bh = USB_TESTANAO_INT & USB_TESTANA1_INT

2Ch =VSS

2Dh = Bring FLT3 & TESTPADS of flash on TESTANA1

2Eh = Enable resistor for 12V conversion. The same control enables
the sampling of voltage across a resistor by ADC. R=2.5k, 47:
R=10k, 48: R=35k

31h = VREFLOAC
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3.14.2.71 12VCTL Register (Offset = 146Ch) [Reset = 00000000h]
I2VCTL is shown in Figure 3-81 and described in Table 3-99.
Return to the Summary Table.
I2V Logic Control
Figure 3-81. I12VCTL Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
RESERVED RESERVED
R/W-0h R/W-0h
Table 3-99. I2VCTL Register Field Descriptions
Bit Field Type Reset Description
31-8 RESERVED R/W Oh
7-0 RESERVED R/W Oh Reserved
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3.14.2.72 ADCDACLOOPBACK Register (Offset = 1470h) [Reset = 00000000h]
ADCDACLOOPBACK is shown in Figure 3-82 and described in Table 3-100.

Return to the Summary Table.

Not used in AM13
Figure 3-82. ADCDACLOOPBACK Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED RESERVED RESERVED RESERVED RESERVED RESERVED RESERVED
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h
Table 3-100. ADCDACLOOPBACK Register Field Descriptions
Bit Field Type Reset Description
31-6 RESERVED R/W Oh
5 RESERVED R/W Oh Reserved
4 RESERVED R/wW Oh Reserved
3 RESERVED R/W Oh Reserved
2 RESERVED R/W Oh Reserved
1 RESERVED R/wW Oh Reserved
0 RESERVED R/wW Oh Reserved
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3.14.2.73 XTALCR Register (Offset = 1474h) [Reset = 00000001h]
XTALCR is shown in Figure 3-83 and described in Table 3-101.
Return to the Summary Table.
XTAL Control Register
Figure 3-83. XTALCR Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED SE OSCOFF
R/W-0h R/W-0h R/W-1h

Table 3-101. XTALCR Register Field Descriptions

Bit Field Type Reset Description
31-2 RESERVED R/W Oh
1 SE R/W Oh XTAL Oscilator in Single-Ended

Oh = XTAL oscillator in Crystal mode
1h = XTAL oscilator in single-ended mode (through X1)

0 OSCOFF R/W 1h This bit if 1, powers-down the XTAL oscillator macro and hence
doesnt let X2 to be driven by the XTAL oscillator. If a crystal is
connected to X1/X2, user needs to first clear this bit, wait for the
oscillator to power up (using X1CNT) and then only switch the clock
source to X1/X2

Oh = XTAL Oscillator powered-up using X1/X2

1h = XTAL Oscillator powered-down
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3.14.2.74 XTALCR2 Register (Offset = 1478h) [Reset = 0000XXXXh]
XTALCR2 is shown in Figure 3-84 and described in Table 3-102.

Return to the Summary Table.
XTAL Control Register for pad init

Figure 3-84. XTALCR2 Register

31 30

29

28

27 26 25 24 23 22 21 20

19 18 17 16

FKEEPXI

R/W-0h

15 14

13

12

1 10 9 8 7 6 5 4

3 2 1 0

RESERVED

\ FEN \ XOF \ XIF

R/W-XXXh

R/W-0h R/W-1h R/W-1h

Table 3-102. XTALCR2 Register Field Descriptions

Bit

Field

Reset Description

Type

31-16

FKEEPXI

R/W Oh

This field when written Oxface allows to hold the force value on XI
as programmed on XIF. Oxface: Force on Xl is continued as per
XIF value regardless of XOSC ON/OFF state only in XTAL mode. In
Single ended mode this field has no impact. Any other value: Force
on Xl is removed with enabling of XOSC as per FEN function.

15-3

RESERVED

R/W XXXh

FEN

R/wW Oh

(XOSCOFF=1 & SE=0)

XOF values.

XOSC pads initialisation enable. Configures XTAL oscillator pad
initilisation. This register has effect only when XOSC is OFF (no
SE , no XTAL mode). If this register is set during XOSC off state

then upon change of these controls this bit gets reset and rearmed
0h = XOSC pads are not driven through GPIO connection.
1h = XOSC pads are driven through connected GPIO as per XIF &

XOF

R/W 1h

or XOSC is in XTAL or SE mode

XO Initial value deposited before XOSC start. Polarity selection to
initialise XO/X2 pad of the XOSC before start-up. This value shall be
deposited on the pad before XOSC started (XOSCOFF=1). If FEN=0

then this value will not be applied to the pad.

XIF

R/wW 1h

or XOSC is in XTAL or SE mode

Xl Initial value deposited before XOSC start. Polarity selection to
initialise XI/X1 pad of the XOSC before start-up. This value shall be
deposited on the pad before XOSC started (XOSCOFF=1). If FEN=0

then this value will not be applied to the pad.
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3.14.2.75 X1CNT Register (Offset = 147Ch) [Reset = 0000XX00h]
X1CNT is shown in Figure 3-85 and described in Table 3-103.
Return to the Summary Table.
x1cnt status register
Figure 3-85. X1CNT Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
RESERVED CLR
R/W-0h W-0h
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RESERVED X1CNT
R/W-Xh R-0h
Table 3-103. X1CNT Register Field Descriptions
Bit Field Type Reset Description
31-17 RESERVED R/W Oh
16 CLR w Oh X1 Counter clear: A write of 1 to this bit field clears the X1CNT and
makes it count from 0x0 again (provided X1 clock is ticking). Writes
of 0 are ignore to this bit field
15-11 RESERVED R/W Xh
10-0 X1CNT R Oh This counter increments on every X1 CLOCKSs positive-edge. Once
it reaches the values of 0x7ff, it freezes. Before switching from
SYSOSC/PLL clock to X1, application must check this counter and
make sure that it has saturated. This will ensure that the Crystal
connected to X1/X2 is oscillating
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3.14.2.76 CMPSSCTL Register (Offset = 1480h) [Reset = XXXXXXXXh]
CMPSSCTL is shown in Figure 3-86 and described in Table 3-104.
Return to the Summary Table.
CMPSS control register
Figure 3-86. CMPSSCTL Register

31 30 29 28 27 26 25 24
CMPSSCTLEN RESERVED
R/W-0h R/W-000XXXXXh
23 22 21 20 19 18 17 16
RESERVED

R/W-000XXXXXh

15 14 13 12 1 10 9 8
RESERVED
R/W-000XXXXXh

7 6 5 4 3 2 1 0
RESERVED CMP3LDACOU | CMP2LDACOU
TEN TEN
R/W-000XXXXXh R/W-0h R/W-0h

Table 3-104. CMPSSCTL Register Field Descriptions

Bit Field Type Reset Description
31 CMPSSCTLEN R/W Oh Enable the CMPSSCTL Register
30-2 RESERVED R/W XXXXh
1 CMP3LDACOUTEN R/W Oh Enable general purpose DAC functionality for CMPSS3 COMPDACL
0 CMP2LDACOUTEN R/W Oh Enable general purpose DAC functionality for CMPSS2 COMPDACL
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3.14.2.77 CMPSSDACBUFCONFIG Register (Offset = 1484h) [Reset = 00000000h]
CMPSSDACBUFCONFIG is shown in Figure 3-87 and described in Table 3-105.
Return to the Summary Table.
Config bits for CMPSS DAC buffer
Figure 3-87. CMPSSDACBUFCONFIG Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
RESERVED RESERVED
R/W-0h R/W-0h
Table 3-105. CMPSSDACBUFCONFIG Register Field Descriptions
Bit Field Type Reset Description
31-16 |RESERVED R/W Oh
15-8 RESERVED R/W Oh Reserved
7-0 RESERVED R/W Oh Reserved
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3.14.2.78 ANAREFCTL Register (Offset = 1488h) [Reset = 000000XXh]
ANAREFCTL is shown in Figure 3-88 and described in Table 3-106.

Return to the Summary Table.

Analog Reference Select

Figure 3-88. ANAREFCTL Register

31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED ANAREF2P5SE
L
R/W-0h R/W-0h
7 6 5 4 3 2 1 0
RESERVED RESERVED RESERVED ANAREFSEL
R/W-Xh R/W-0h R/W-0h R/W-1h
Table 3-106. ANAREFCTL Register Field Descriptions
Bit Field Type Reset Description
31-9 RESERVED R/W Oh
8 ANAREF2P5SEL R/W Oh Analog reference 2.5V source select. In internal reference mode, this
bit selects which voltage the internal reference buffer drives onto the
VREFHI pin. The buffer can drive either 1.65V onto the pin, resulting
in a reference range of 0 to 3.3V, or the buffer can drive 2.5V onto
the pin, resulting in a reference range of 0 to 2.5V. If switching
between these two modes, the user must allow adequate time for the
external capacitor to charge to the new voltage before using the ADC
or buffered DAC. 0 - Internal 1.65V reference mode (3.3V reference
range) 1 - Internal 2.5V reference mode (2.5V reference range)
7-3 RESERVED R/W Xh
2 RESERVED R/W Oh Reserved
RESERVED R/W Oh Reserved
0 ANAREFSEL R/W 1h Analog reference mode select. This bit selects whether the VREFHI
pin uses internal reference mode (the device drives a voltage onto
the VREFHI pin) or external reference mode (the system is expected
to drive a voltage into the VREFHI pin). 0 - Internal reference mode 1
- External reference mode
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3.14.2.79 PERCLKCR Register (Offset = 148Ch) [Reset = 00000000h]
PERCLKCR is shown in Figure 3-89 and described in Table 3-107.
Return to the Summary Table.
PWM Time Base Clock sync
Figure 3-89. PERCLKCR Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED TBCLKSYNC
R/W-0h R/W-0h
Table 3-107. PERCLKCR Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R/W Oh
0 TBCLKSYNC R/W Oh PWM Time Base Clock sync: When set PWM time bases of all
the PWM modules belonging to the same CPU-Subsystem (as
partitioned using their CPUSEL bits) start counting
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3.14.2.80 ADC_MMR_OVRD_CTL Register (Offset = 1490h) [Reset = 00000000h]
ADC_MMR_OVRD_CTL is shown in Figure 3-90 and described in Table 3-108.
Return to the Summary Table.
ADC MMR Override control register for DFT: Control ADC enable override

Figure 3-90. ADC_MMR_OVRD_CTL Register

31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 11 10 9 8
RESERVED
R/W-0h
7 6 5 4 3] 2 1 0
RESERVED RESERVED RESERVED RESERVED
R/W-0h R/W-0h R/W-0h R/W-0h
Table 3-108. ADC_MMR_OVRD_CTL Register Field Descriptions
Bit Field Type Reset Description
31-3 RESERVED R/W Oh
2 RESERVED R/W Oh Reserved
1 RESERVED R/W Oh Reserved
0 RESERVED R/W Oh Reserved
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3.14.2.81 ADC_MMR_OVRD_VAL Register (Offset = 1494h) [Reset = 00000000h]
ADC_MMR_OVRD_VAL is shown in Figure 3-91 and described in Table 3-109.
Return to the Summary Table.
ADC MMR Override value register for DFT : Value of ADC enable override
Figure 3-91. ADC_MMR_OVRD_VAL Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 11 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED RESERVED RESERVED RESERVED
R/W-0h R/W-0h R/W-0h R/W-0h
Table 3-109. ADC_MMR_OVRD_VAL Register Field Descriptions
Bit Field Type Reset Description
31-3 RESERVED R/W Oh
2 RESERVED R/W Oh Reserved
1 RESERVED R/W Oh Reserved
0 RESERVED R/W Oh Reserved
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3.14.2.82 VREGCONFIGDEBUG Register (Offset = 1498h) [Reset = 00X0X0X0h]
VREGCONFIGDEBUG is shown in Figure 3-92 and described in Table 3-110.
Return to the Summary Table.
VREG Configuration Debug Register

Figure 3-92. VREGCONFIGDEBUG Register

31 30 29 28 27 26 25 24
RESERVED \ RESERVED ] RESERVED
R/W-0h R/W-0h R/W-0h
23 22 21 20 19 18 17 16
RESERVED RESERVED | RESERVED \ RESERVED | RESERVED ] RESERVED | RESERVED
R/W-Xh R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h
15 14 13 12 11 10 9 8
RESERVED \ RESERVED
RIW-Xh R/W-0h
7 6 5 4 3 2 1 0
RESERVED \ RESERVED RESERVED RESERVED RESERVED
R/W-0h R/W-0h R/W-Xh R/W-0h R/W-0h

Table 3-110. VREGCONFIGDEBUG Register Field Descriptions

Bit Field Type Reset Description
31-28 RESERVED R/W Oh
27-26 RESERVED R/W Oh Reserved
25-24 RESERVED R/W Oh Reserved
23-22 RESERVED R/W Xh
21 RESERVED R/W Oh Reserved
20 RESERVED R/wW Oh Reserved
19 RESERVED R/wW Oh Reserved
18 RESERVED R/W Oh Reserved
17 RESERVED R/W Oh Reserved
16 RESERVED R/W Oh Reserved
15 RESERVED R/W Xh
14-7 RESERVED R/W Oh Reserved
6-5 RESERVED R/W Oh Reserved
4 RESERVED R/W Xh
3-2 RESERVED R/wW Oh Reserved
1-0 RESERVED R/W Oh Reserved
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3.14.2.83 VREGCONFIGDFT Register (Offset = 149Ch) [Reset = 00000000h]
VREGCONFIGDFT is shown in Figure 3-93 and described in Table 3-111.
Return to the Summary Table.
VREG Configuration DFT Register
Figure 3-93. VREGCONFIGDFT Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED ‘ RESERVED
R/W-0h R/W-0h
7 6 5 4 3 2 1 0
RESERVED ‘ RESERVED RESERVED RESERVED RESERVED
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h
Table 3-111. VREGCONFIGDFT Register Field Descriptions
Bit Field Type Reset Description
3112 |RESERVED R/W Oh
1-4 RESERVED R/W Oh Reserved
3 RESERVED R/W Oh Reserved
2 RESERVED R/W Oh Reserved
1 RESERVED R/W Oh Reserved
0 RESERVED R/W Oh Reserved
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3.14.2.84 AM13SPAREIREFENSOCLOCK Register (Offset = 14A0h) [Reset = 00000000h]
AM13SPAREIREFENSOCLOCK is shown in Figure 3-94 and described in Table 3-112.

Return to the Summary Table.
AM13 Spare IREFEN SOC LOCK Reg

Figure 3-94. AM13SPAREIREFENSOCLOCK Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2
RESERVED SPARE
R/W-0h R/W-0h

Table 3-112. AM13SPAREIREFENSOCLOCK Register Field Descriptions

Bit Field Type Reset Description
31-6 RESERVED R/W Oh
5-0 SPARE R/W Oh Spare IREFEN SOC LOCK Register
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3.14.2.85 AM13SPARESOCLOCK2 Register (Offset = 14A4h) [Reset = 00000001h]
AM13SPARESOCLOCK?2 is shown in Figure 3-95 and described in Table 3-113.
Return to the Summary Table.
AM13 Spare SOC LOCK Reg 2
Figure 3-95. AM13SPARESOCLOCK2 Register
31 30 29 28 27 26 25 24
SPARE
R/W-0h
23 22 21 20 19 18 17 16
SPARE
R/W-0h
15 14 13 12 11 10 9 8
SPARE
R/W-0h
7 6 5 4 3 2 1 0
SPARE SRAM3_STATI
C_MUX_SEL
R/W-0h R/W-1h
Table 3-113. AM13SPARESOCLOCK2 Register Field Descriptions
Bit Field Type Reset Description
31-1 SPARE R/W Oh Spare SOC LOCK Register 2
0 SRAM3_STATIC_MUX_S |R/W 1h SRAMS static mux select between CBUS and SBUS
EL Oh = SBUS path is selected
1h = CBUS path is selected
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3.14.2.86 AM13SPARESOCLOCKS Register (Offset = 14A8h) [Reset = 00000000h]
AM13SPARESOCLOCKS is shown in Figure 3-96 and described in Table 3-114.

Return to the Summary Table.
AM13 Spare SOC LOCK Reg 3

Figure 3-96. AM13SPARESOCLOCKS3 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8

7

6 5 4 3 2 1

SPARE

R/W-0h

Table 3-114. AM13SPARESOCLOCKS3 Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

SPARE

R/W

Oh

Spare SOC LOCK Register 3
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3.14.2.87 AM13SPARESOCLOCK4 Register (Offset = 14ACh) [Reset = 00000000h]
AM13SPARESOCLOCK4 is shown in Figure 3-97 and described in Table 3-115.
Return to the Summary Table.

AM13 Spare SOC LOCK Reg 4

Figure 3-97. AM13SPARESOCLOCK4 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

SPARE
R/W-0h

Table 3-115. AM13SPARESOCLOCK4 Register Field Descriptions
Bit Field Type Reset Description

31-0 SPARE R/W Oh Spare SOC LOCK Register 4

3.15 MEMCFG Registers
This Section describes the MEMCFG Registers.
3.15.1 MEMCFG Base Address Table

Table 3-116. MEMCFG Base Address Table

Bit Field Name
DriverLib Name Base Address
Instance Structure

MemcfgRegs MEM_CFG_REGS MEMCFG 0x4002_A000
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3.15.2 MEM_CFG_REGS Registers

Table 3-117 lists the memory-mapped registers for the MEM_CFG_REGS registers. All register offset addresses

not listed in Table 3-117 should be considered as reserved locations and the register contents should not be

modified.

Table 3-117. MEM_CFG_REGS Registers

Offset Acronym

Register Name

Group

1000h  TEST

RAM TEST Register

1010h  ROM_WS_CONFIG

ROM wait state configuration

1014h  TMUROM_TEST

ROM wait state configuration

Complex bit access types are encoded to fit into small table cells. Table 3-118 shows the codes that are used for

access types in this section.

Table 3-118. MEM_CFG_REGS Access Type Codes

Access Type Code Description
Read Type
R R Read
R-0 R Read
-0 Returns Os
Write Type
w W | write

Reset or Default Value

- n ‘

‘Value after reset or the default value

Register Array Variables

i,j,k,l,m,n

When these variables are used in a register name,
an offset, or an address, they refer to the value of a
register array where the register is part of a group
of repeating registers. The register groups form a
hierarchical structure and the array is represented
with a formula.

When this variable is used in a register name, an
offset, or an address it refers to the value of a
register array.
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3.15.2.1 TEST Register (Offset = 1000h) [Reset = 00000000h]
TEST is shown in Figure 3-98 and described in Table 3-119.

Return to the Summary Table.

RAM TEST Register

Figure 3-98. TEST Register

31

30

29 28 27 26

25

24

RESERVED

R-0-0Oh

23

22

21 20 19 18

17

RESERVED

R-0-Oh

15

14

13 12 1 10

RESERVED

R-0-Oh

7

6

5 4 3 2

0

TEST_SRAM3

TEST_SRAM2 TEST_SRAM1

TEST_SRAMO

R/W-0h

R/W-0h R/W-0h

R/W-0h

Table 3-119. TEST Register Field Descriptions

Bit

Field

Type

Reset

Description

31-8

RESERVED

R-0

Oh

Reserved

7-6

TEST_SRAMS3

R/W

Oh

Selects the defferent modes for SRAM3:

00: Functional Mode.

01: Writes are allowed to data bits only. No write to ECC bits.
10: Writes are allowed to ECC bits only. No write to data bits.
11: Same as functional mode

Reset type: SYSRSn

5-4

TEST_SRAM2

R/wW

Oh

Selects the defferent modes for SRAM2:

00: Functional Mode.

01: Writes are allowed to data bits only. No write to ECC bits.
10: Writes are allowed to ECC bits only. No write to data bits.
11: Same as functional mode

Reset type: SYSRSn

3-2

TEST_SRAM1

R/wW

Oh

Selects the defferent modes for SRAM1:

00: Functional Mode.

01: Writes are allowed to data bits only. No write to ECC bits.
10: Writes are allowed to ECC bits only. No write to data bits.
11: Same as functional mode

Reset type: SYSRSn

1-0

TEST_SRAMO

R/wW

Oh

Selects the defferent modes for SRAMO:

00: Functional Mode.

01: Writes are allowed to data bits only. No write to ECC bits.
10: Writes are allowed to ECC bits only. No write to data bits.
11: Same as functional mode

Reset type: SYSRSn
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3.15.2.2 ROM_WS_CONFIG Register (Offset = 1010h) [Reset = 00000000h]
ROM_WS_CONFIG is shown in Figure 3-99 and described in Table 3-120.
Return to the Summary Table.

ROM wait state configuration

Figure 3-99. ROM_WS_CONFIG Register

31 30 29 28 27 26 25 24
RESERVED
R-0-0h
23 22 21 20 19 18 17 16
RESERVED
R-0-0h
15 14 13 12 1 10 9 8
RESERVED
R-0-0h
7 6 5 4 3 2 1 0
RESERVED ROM_WS_ENA
BLE
R-0-0h R/W-0h
Table 3-120. ROM_WS_CONFIG Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R-0 Oh Reserved
0 ROM_WS_ENABLE R/W Oh Wait state configuration ROM:
0: 1wait state disable.
1: 1 wait enable.
Reset type: SYSRSn
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3.15.2.3 TMUROM_TEST Register (Offset = 1014h) [Reset = 00000005h]
TMUROM_TEST is shown in Figure 3-100 and described in Table 3-121.
Return to the Summary Table.
TMUROM TEST Register
Figure 3-100. TMUROM_TEST Register
31 30 29 28 27 26 25 24
RESERVED
R-0-0h
23 22 21 20 19 18 17 16
RESERVED
R-0-Oh
15 14 13 12 1 10 9 8
RESERVED
R-0-Oh
7 6 5 4 3 2 1 0
RESERVED TMUROM_PAR_FORCE
R-0-Oh R/W-5h
Table 3-121. TMUROM_TEST Register Field Descriptions
Bit Field Type Reset Description
31-4 RESERVED R-0 Oh Reserved
3-0 TMUROM_PAR_FORCE |R/W 5h TMUROM Parity Error Force:

OxA: Error forced

Reset type: SYSRSn

Others: No error forced
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3.16 FLASH Registers

Table 3-122 lists the memory-mapped registers for the FLASH registers. All register offset addresses not listed in
Table 3-122 should be considered as reserved locations and the register contents should not be modified.

Table 3-122. FLASH Registers

Offset Acronym Register Name Section
60111000h TRACEID Defined by TI, during ATE, based on wafer Go
60111004h DEVICEID This is the JTAGIDCODE that comes from the Ramp Go

system
60111008h USERID Defined by TI, depending on device spin Go
6011100Ch BSLPIN_UART BSL UART Pin Configuration Go
60111010h BSLPIN_I2C BSL I12C Pin Configuration Go
60111014h BSLPIN_CAN BSL UART Pin Configuration Go
60111018h BSLPIN_INVOKE BSL Pin Invocation Configuration Go
6011101Ch ROM_SRAMFLASH Number of banks , sram size and flash size Go
60111020h PLLSTARTUPO_4_8MHZ Go
60111024h PLLSTARTUP1_4_8MHZ System PLL Paramater 1 MMR --- Data from Flash Table Go
Lookup
60111028h PLLSTARTUPO_8_16MHZ Go
6011102Ch PLLSTARTUP1_8_16MHZ System PLL Paramater 1 MMR --- Data from Flash Table Go
Lookup
60111030h PLLSTARTUPO_16_32MHZ Go
60111034h PLLSTARTUP1_16_32MHZ System PLL Paramater 1 MMR --- Data from Flash Table Go
Lookup
60111038h PLLSTARTUPO_32_48MHZ Go
6011103Ch PLLSTARTUP1_32_48MHZ System PLL Paramater 1 MMR --- Data from Flash Table Go
Lookup
60111040h TEMP_SENSEO Temperature sensor room temperature calibration code.  Go

This is ADC conversion results of temperature sensor
output voltage.
Included in BOOTCRC calculation.

60111044h BOOTCRC BOOTCRC records the 32-bit CRC of all locations in
OPEN including reserved locations.

60111048h RESERVEDOO

6011104Ch ROM_VERSION Go
60111050h ROM_INM_VERSION Go
60111054h SYSPLLPARAM2 Go
60111058h SYSPLLLDOCTL Go
6011105Ch SYSPLLLDOPROG Go
60111060h EXTREF_MP3 External Reference MP3 Temp Sense Go
60111064h INTREF_MP3 Internal Refernce Temp Sene Go
60111068h TSCODE_MP1 Tempsense Code MP1 Go
6011106Ch TSCODE_MP3 Tempsense code MP3 Go
60111070h TSTEMP Temperature sense TEMP Go
60111074h SRAMFLASH Number of banks , sram size and flash size Go

60111078h RESERVEDO7
6011107Ch RESERVEDO08

80110120h TRIMRANGE Contains the address of the TRIMCRC location. Go
_Boot code uses this to access TRIMCRC content for
verification.
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Table 3-122. FLASH Registers (continued)
Offset Acronym Register Name Section
80110124h GDR Go

Complex bit access types are encoded to fit into small table cells. Table 3-123 shows the codes that are used for
access types in this section.

Table 3-123. FLASH Access Type Codes

Access Type ‘ Code ‘ Description
Read Type
R ‘ R ‘ Read
Reset or Default Value
-n Value after reset or the default
value
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3.16.1 TRACEID Register (Offset = 60111000h) [Reset = 00000000h]
TRACEID is shown in Figure 3-101 and described in Table 3-124.
Return to the Summary Table.

unique per part shipped, done per established Tl process

Figure 3-101. TRACEID Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DATA
R-0Oh

Table 3-124. TRACEID Register Field Descriptions

Bit Field Type Reset Description
31-0 DATA R Oh
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3.16.2 DEVICEID Register (Offset = 60111004h) [Reset = 1BBB702Fh]
DEVICEID is shown in Figure 3-102 and described in Table 3-125.
Return to the Summary Table.
per Connectivity format, provisioned from RAMP and is die rev specific
Figure 3-102. DEVICEID Register
31 30 29 28 27 26 25 24
VERSION PARTNUM
R-1h R-BBB7h
23 22 21 20 19 18 17 16
PARTNUM
R-BBB7h
15 14 13 12 11 10 9 8
PARTNUM MANUFACTURER
R-BBB7h R-17h
7 6 5 4 3 2 1 0
MANUFACTURER ALWAYS_1
R-17h R-1h
Table 3-125. DEVICEID Register Field Descriptions
Bit Field Type Reset Description
31-28 VERSION R 1h Revision of the device. This field should change each time that the
logic or mask set of the device is revised.
27-12 PARTNUM R BBB7h Part number of the device.
11-1 MANUFACTURER R 17h TI's JEDEC bank and company code, which is: 00000010111b
0 ALWAYS_1 R 1h This is always 1
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3.16.3 USERID Register (Offset = 60111008h) [Reset = 00000000h]
USERID is shown in Figure 3-103 and described in Table 3-126.
Return to the Summary Table.
per Connectivity format, defines the variant feature set
Figure 3-103. USERID Register

31 30 29 28 27 26 25 24
START MAJORREV MINORREV
R-0h R-0h R-0Oh
23 22 21 20 19 18 17 16
VARIANT
R-0Oh
15 14 13 12 1 10 9 8
PART
R-0Oh
7 6 5 4 3 2 1 0
PART
R-0Oh

Table 3-126. USERID Register Field Descriptions

Bit Field Type Reset Description
31 START R 1h
30-28 MAJORREV R Oh Monotonic increasing value indicating a new revision of the SKU

significant enough that users of the device may have to revise PCB
or or software design

27-24 MINORREV R Oh Monotonic increasing value indicating a new revision of the SKU that
preserves compatibility with lesser minorrev values. New capability
may be introduced such that lesser minorrev numbers may not be
compatible with greater if the new capability is used.

23-16 VARIANT R Oh Bit pattern uniquely identifying a variant of a part. This is used to
indicate memory or package variations of the same part number.
This number shall be selected at random among the remaining
numbers for the relevant combination of IDCODE.device and
USERCODE .part such that the order of creation cannot be inferred
by the number. The variant number does not encode specifics of the
variant directly.

15-0 PART R Oh Bit pattern that uniquely identifying a part. This is used to identify

the specific part based on the die identified in DEVICEID.device.
This number shall be selected at random among the remaining
numbers for DEVICEID.device such that the order of creation cannot
be inferred by the number. This value does not encode the part
number directly.
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3.16.4 BSLPIN_UART Register (Offset = 6011100Ch) [Reset = 00000000h]
BSLPIN_UART is shown in Figure 3-104 and described in Table 3-127.
Return to the Summary Table.

BSL UART Pin Configuration

Figure 3-104. BSLPIN_UART Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

UART_TXD_PF \ UART_TXD_PAD
R-Oh R-Oh
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
UART_RXD_PF \ UART_RXD_PAD
R-Oh R-Oh

Table 3-127. BSLPIN_UART Register Field Descriptions

Bit Field Type Reset Description
31-24 UART_TXD_PF R 07h UART TXD Pin Function Selection Value
23-16 UART_TXD_PAD R 00h UART TXD Pin used by BSL
15-8 UART_RXD_PF R 07h UART RXD Pin Function Selection Value
7-0 UART_RXD_PAD R 01h UART RXD Pad used by BSL
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3.16.5 BSLPIN_I2C Register (Offset = 60111010h) [Reset = 00000000h]
BSLPIN_I2C is shown in Figure 3-105 and described in Table 3-128.
Return to the Summary Table.

BSL 12C Pin Configuration

Figure 3-105. BSLPIN_I2C Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

12C_SCL_PF \ I2C_SCL_PAD
R-Oh R-Oh
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
12C_SDA_PF \ 12C_SDA_PAD
R-Oh R-Oh

Table 3-128. BSLPIN_I2C Register Field Descriptions

Bit Field Type Reset Description
31-24 12C_SCL_PF R 04h 12C SCL Pin Function Selection Value
23-16 I12C_SCL_PAD R 17h 12C SCL Pin used by BSL
15-8 12C_SDA_PF R 4h 12C SDA Pin Function Selection Value
7-0 12C_SDA_PAD R 16h I12C SDA Pin used by BSL
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3.16.6 BSLPIN_CAN Register (Offset = 60111014h) [Reset = 00000000h]
BSLPIN_CAN is shown in Figure 3-106 and described in Table 3-129.
Return to the Summary Table.

BSL UART Pin Configuration

Figure 3-106. BSLPIN_CAN Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

CAN_TX_PF \ CAN_TX_PAD
R-Oh R-Oh
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
CAN_RX_PF \ CAN_RX_PAD
R-Oh R-Oh

Table 3-129. BSLPIN_CAN Register Field Descriptions

Bit Field Type Reset Description
31-24 CAN_TX_PF R 0Ah MCAN TX Pin Function Selection Value
23-16 CAN_TX_PAD R 0Ch MCAN TX Pin used by BSL
15-8 CAN_RX_PF R 0Ah MCAN RX Pin Function Selection Value
7-0 CAN_RX_PAD R 0Bh MCAN RX Pin used by BSL
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3.16.7 BSLPIN_INVOKE Register (Offset = 60111018h) [Reset = 00000000h]
BSLPIN_INVOKE is shown in Figure 3-107 and described in Table 3-130.
Return to the Summary Table.
BSL Pin Invocation Configuration

Figure 3-107. BSLPIN_INVOKE Register

31 30 29 28 27 26 25 24
RESERVED
R-Oh
23 22 21 20 19 18 17 16
RESERVED
R-Oh
15 14 13 12 11 10 9 8
RESERVED | GPIO_REG_SEL GPIO_PIN_SEL
R-Oh R-Oh R-Oh
7 6 5 4 3 2 1 0
GPIO_LEVEL \ BSL_PAD
R-Oh R-Oh

Table 3-130. BSLPIN_INVOKE Register Field Descriptions

Bit Field Type Reset Description
31-15 RESERVED R Oh
14-13 GPIO_REG_SEL R AAh GPIO Module Selection
12-8 GPIO_PIN_SEL R BBh GPIO Pin Number in GPIO Module
7 GPIO_LEVEL R 06h GPIO Level Configuration for BSL Invocation
6-0 BSL_PAD R 86h BSL Invocation Pin Number
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3.16.8 ROM_SRAMFLASH Register (Offset = 6011101Ch) [Reset = 00000000h]
ROM_SRAMFLASH is shown in Figure 3-108 and described in Table 3-131.
Return to the Summary Table.
Number of banks , sram size and flash size
Figure 3-108. ROM_SRAMFLASH Register
31 30 29 28 27 26 25 24
DATAFLASH_SZ SRAM_SZ
R-0h R-0h
23 22 21 20 19 18 17 16
SRAM_SZ
R-0h
15 14 13 12 1 10 9 8
RESERVED MAINNUMBANKS MAINFLASH_SZ
R-0h R-0h R-Oh
7 6 5 4 3 2 1 0
MAINFLASH_SZ
R-0h
Table 3-131. ROM_SRAMFLASH Register Field Descriptions
Bit Field Type Reset Description
31-26 DATAFLASH_SzZ R 00h The encoding of the field is that the value of the field is an integer to
be interpreted as number of KBs.
For eg: if the value of the field id 4, then it is 4KB, if the value is 32,
then 32KB, and so on.
25-16 SRAM_SzZ R 020h The encoding of the field is that the value of the field is an integer to
be interpreted as number of KBs. For eg: if the value of the field id 4,
then it is 4KB, if the value is 32, then 32KB, and so on.
15-14 RESERVED R Oh
13-12 MAINNUMBANKS R 2h Defines the number of main flash banks
11-0 MAINFLASH_SzZ R 200h The encoding of the field is that the value of the field is an integer to
be interpreted as number of KBs. For eg: if the value of the field id 4,
then it is 4KB, if the value is 32, then 32KB, and so on.
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3.16.9 PLLSTARTUPO_4_8MHZ Register (Offset = 60111020h) [Reset = 00000000h]
PLLSTARTUPO_4 8MHZ is shown in Figure 3-109 and described in Table 3-132.

Return to the Summary Table.

Figure 3-109. PLLSTARTUPO_4_8MHZ Register

31 30 29 28 27 26 25 24
CAPBOVERRI RESERVED CAPBVAL
DE
R-0Oh R-Oh R-0Oh
23 22 21 20 19 18 17 16
RESERVED ‘ CPCURRENT
R-0Oh R-0Oh
15 14 13 12 1 10 9 8
RESERVED ‘ STARTTIMELP
R-0Oh R-0Oh
7 6 5 4 3 2 1 0
RESERVED ‘ STARTTIME
R-0Oh R-0Oh
Table 3-132. PLLSTARTUPO_4_8MHZ Register Field Descriptions
Bit Field Type Reset Description
31 CAPBOVERRIDE R 1h Override Enable For Cap B
Oh=0
1th=1
30-29 RESERVED R Oh
28-24 CAPBVAL R 1h Override Value for Cap B
23-22 RESERVED R Oh
21-16 CPCURRENT R Ah Charge Pump Current
15-14 RESERVED R Oh
13-8 STARTTIMELP R 16h Startup time from Low Power Exit to Locked Clock in resolution of
1usec
7-6 RESERVED R Oh
5-0 STARTTIME R 16h Startup time from Enable to Locked Clock in resolution of 1usec
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3.16.10 PLLSTARTUP1_4_8MHZ Register (Offset = 60111024h) [Reset = 00000000h]
PLLSTARTUP1_4 8MHZ is shown in Figure 3-110 and described in Table 3-133.

Return to the Summary Table.
Figure 3-110. PLLSTARTUP1_4_8MHZ Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

LPFRESC ] RESERVED LPFRESA
R-Oh R-Oh R-Oh
15 14 13 12 1 10 9 7 6 5 2 1 0
LPFRESA RESERVED LPFCAPA
R-Oh R-Oh R-Oh

Table 3-133. PLLSTARTUP1_4_8MHZ Register Field Descriptions

Bit Field Type Reset Description
31-24 LPFRESC R FFh Loop Filter Res C
23-18 RESERVED R Oh

17-8 LPFRESA R 4h Loop Filter Res A

7-5 RESERVED R Oh

4-0 LPFCAPA R 1Fh Loop Filter Cap A
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3.16.11 PLLSTARTUPO_8_16MHZ Register (Offset = 60111028h) [Reset = 00000000h]
PLLSTARTUPO_8 16MHZ is shown in Figure 3-111 and described in Table 3-134.

Return to the Summary Table.

Figure 3-111. PLLSTARTUPO_8_16MHZ Register

31 30 29 28 27 26 25 24
CAPBOVERRI RESERVED CAPBVAL
DE
R-0Oh R-Oh R-0Oh
23 22 21 20 19 18 17 16
RESERVED ‘ CPCURRENT
R-0Oh R-0Oh
15 14 13 12 1 10 9 8
RESERVED ‘ STARTTIMELP
R-0Oh R-0Oh
7 6 5 4 3 2 1 0
RESERVED ‘ STARTTIME
R-0Oh R-0Oh
Table 3-134. PLLSTARTUPO_8_16MHZ Register Field Descriptions
Bit Field Type Reset Description
31 CAPBOVERRIDE R 1h Override Enable For Cap B
Oh=0
1th=1
30-29 RESERVED R Oh
28-24 CAPBVAL R 1h Override Value for Cap B
23-22 RESERVED R Oh
21-16 CPCURRENT R Ah Charge Pump Current
15-14 RESERVED R Oh
13-8 STARTTIMELP R 16h Startup time from Low Power Exit to Locked Clock in resolution of
1usec
7-6 RESERVED R Oh
5-0 STARTTIME R 16h Startup time from Enable to Locked Clock in resolution of 1usec
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3.16.12 PLLSTARTUP1_8_16MHZ Register (Offset = 6011102Ch) [Reset = 00000000h]
PLLSTARTUP1_8 16MHZ is shown in Figure 3-112 and described in Table 3-135.

Return to the Summary Table.

Figure 3-112. PLLSTARTUP1_8_16MHZ Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LPFRESC | RESERVED LPFRESA
R-Oh R-Oh R-Oh
15 14 13 12 1 10 9 7 6 5 4 3 2 1 0
LPFRESA RESERVED LPFCAPA
R-Oh R-Oh R-Oh
Table 3-135. PLLSTARTUP1_8_16MHZ Register Field Descriptions
Bit Field Type Reset Description
31-24 |LPFRESC R FFh Loop Filter Res C
23-18 |RESERVED R Oh
17-8 LPFRESA R 4h Loop Filter Res A
7-5 RESERVED R Oh
4-0 LPFCAPA R Fh Loop Filter Cap A
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3.16.13 PLLSTARTUPO0_16_32MHZ Register (Offset = 60111030h) [Reset = 00000000h]

PLLSTARTUPO_16_32MHZ is shown in Figure 3-113 and described in Table 3-136.

Return to the Summary Table.

Figure 3-113. PLLSTARTUPO_16_32MHZ Register

31 30 29 28 27 26 25 24
CAPBOVERRI RESERVED CAPBVAL
DE
R-0Oh R-Oh R-0Oh
23 22 21 20 19 18 17 16
RESERVED ‘ CPCURRENT
R-0Oh R-0Oh
15 14 13 12 1 10 9 8
RESERVED ‘ STARTTIMELP
R-0Oh R-0Oh
7 6 5 4 3 2 1 0
RESERVED ‘ STARTTIME
R-0Oh R-0Oh
Table 3-136. PLLSTARTUPO_16_32MHZ Register Field Descriptions
Bit Field Type Reset Description
31 CAPBOVERRIDE R 1h Override Enable For Cap B
Oh=0
1th=1
30-29 RESERVED R Oh
28-24 CAPBVAL R 1h Override Value for Cap B
23-22 RESERVED R Oh
21-16 CPCURRENT R Ah Charge Pump Current
15-14 RESERVED R Oh
13-8 STARTTIMELP R 16h Startup time from Low Power Exit to Locked Clock in resolution of
1usec
7-6 RESERVED R Oh
5-0 STARTTIME R 16h Startup time from Enable to Locked Clock in resolution of 1usec
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3.16.14 PLLSTARTUP1_16_32MHZ Register (Offset = 60111034h) [Reset = 00000000h]
PLLSTARTUP1_16_32MHZ is shown in Figure 3-114 and described in Table 3-137.

Return to the Summary Table.

Figure 3-114. PLLSTARTUP1_16_32MHZ Register

31 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LPFRESC | RESERVED LPFRESA
R-Oh R-Oh R-Oh
15 13 12 1 10 9 8 7 6 5 4 3 2 1 0
LPFRESA ] RESERVED LPFCAPA
R-Oh R-Oh R-Oh
Table 3-137. PLLSTARTUP1_16_32MHZ Register Field Descriptions
Bit Field Type Reset Description
31-24 |LPFRESC R FFh Loop Filter Res C
23-18 |RESERVED R Oh
17-8 LPFRESA R 4h Loop Filter Res A
7-5 RESERVED R Oh
4-0 LPFCAPA R Fh Loop Filter Cap A
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3.16.15 PLLSTARTUPO_32_48MHZ Register (Offset = 60111038h) [Reset = 00000000h]

PLLSTARTUPO_32_48MHZ is shown in Figure 3-115 and described in Table 3-138.

Return to the Summary Table.

Figure 3-115. PLLSTARTUPO_32_48MHZ Register

31 30 29 28 27 26 25 24
CAPBOVERRI RESERVED CAPBVAL
DE
R-0Oh R-Oh R-0Oh
23 22 21 20 19 18 17 16
RESERVED ‘ CPCURRENT
R-0Oh R-0Oh
15 14 13 12 1 10 9 8
RESERVED ‘ STARTTIMELP
R-0Oh R-0Oh
7 6 5 4 3 2 1 0
RESERVED ‘ STARTTIME
R-0Oh R-0Oh
Table 3-138. PLLSTARTUPO_32_48MHZ Register Field Descriptions
Bit Field Type Reset Description
31 CAPBOVERRIDE R 1h Override Enable For Cap B
Oh=0
1th=1
30-29 RESERVED R Oh
28-24 CAPBVAL R 1h Override Value for Cap B
23-22 RESERVED R Oh
21-16 CPCURRENT R Ah Charge Pump Current
15-14 RESERVED R Oh
13-8 STARTTIMELP R 16h Startup time from Low Power Exit to Locked Clock in resolution of
1usec
7-6 RESERVED R Oh
5-0 STARTTIME R 16h Startup time from Enable to Locked Clock in resolution of 1usec
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3.16.16 PLLSTARTUP1_32_48MHZ Register (Offset = 6011103Ch) [Reset = 00000000h]
PLLSTARTUP1_32 48MHZ is shown in Figure 3-116 and described in Table 3-139.

Return to the Summary Table.

Figure 3-116. PLLSTARTUP1_32_48MHZ Register

31 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LPFRESC | RESERVED LPFRESA
R-Oh R-Oh R-Oh
15 13 12 1 10 9 8 7 6 5 4 3 2 1 0
LPFRESA ] RESERVED LPFCAPA
R-Oh R-Oh R-Oh
Table 3-139. PLLSTARTUP1_32_48MHZ Register Field Descriptions
Bit Field Type Reset Description
31-24 |LPFRESC R FFh Loop Filter Res C
23-18 |RESERVED R Oh
17-8 LPFRESA R 4h Loop Filter Res A
7-5 RESERVED R Oh
4-0 LPFCAPA R Fh Loop Filter Cap A
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3.16.17 TEMP_SENSEO Register (Offset = 60111040h) [Reset = 00000000h]
TEMP_SENSEQO is shown in Figure 3-117 and described in Table 3-140.

Return to the Summary Table.

Temperature sensor room temperature calibration code. This is ADC conversion results of temperature sensor

output voltage. Included in BOOTCRC calculation.
Figure 3-117. TEMP_SENSEOQ Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
DATA
R-0h
Table 3-140. TEMP_SENSEOQ Register Field Descriptions
Bit Field Type Reset Description
31-0 DATA R Oh
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3.16.18 BOOTCRC Register (Offset = 60111044h) [Reset = 00000000h]
BOOTCRC is shown in Figure 3-118 and described in Table 3-141.

Return to the Summary Table.
BOOTCRC records the 32-bit CRC of all locations in OPEN including reserved locations.
Figure 3-118. BOOTCRC Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

DATA

R-0Oh

Table 3-141. BOOTCRC Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

DATA

R

Oh
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3.16.19 ROM_VERSION Register (Offset = 6011104Ch) [Reset = 01010000h]
ROM_VERSION is shown in Figure 3-119 and described in Table 3-142.
Return to the Summary Table.

Figure 3-119. ROM_VERSION Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

ROM_PG_VER \ ROM_MAJOR_VER
R-1h R-1h
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
ROM_MINOR_VER \ ROM_PATCH_VER
R-0h R-Oh

Table 3-142. ROM_VERSION Register Field Descriptions

Bit Field Type Reset Description
31-24 ROM_PG_VER R 01h
23-16 ROM_MAJOR_VER R 01h
15-8 ROM_MINOR_VER R 00h
7-0 ROM_PATCH_VER R 00h
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3.16.20 ROM_INM_VERSION Register (Offset = 60111050h) [Reset = 01010000h]
ROM_INM_VERSION is shown in Figure 3-120 and described in Table 3-143.
Return to the Summary Table.

Figure 3-120. ROM_INM_VERSION Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ROM_INM_PG_VER ‘ ROM_INM_MAJOR_VER
R-1h R-1h
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
ROM_INM_MINOR_VER ‘ ROM_INM_PATCH_VER
R-0h R-0h
Table 3-143. ROM_INM_VERSION Register Field Descriptions
Bit Field Type Reset Description
31-24 ROM_INM_PG_VER R 01h
23-16 ROM_INM_MAJOR_VER |R 01h
15-8 ROM_INM_MINOR_VER [R 00h
7-0 ROM_INM_PATCH_VER (R 00h
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3.16.21 SYSPLLPARAM2 Register (Offset = 60111054h) [Reset = 00000000h]
SYSPLLPARAM2 is shown in Figure 3-121 and described in Table 3-144.

Return to the Summary Table.

Figure 3-121. SYSPLLPARAM2 Register

31 30 29 28 27 26 25 24
RESERVED
R-0Oh
23 22 21 20 19 18 17 16
RESERVED
R-Oh
15 14 13 12 1 10 9 8
RESERVED
R-Oh
7 6 5 4 3 2 1 0
RESERVED RNGIXVCOIBIA| RESERVED LPFCAPC
SCFG
R-Oh R-Oh R-Oh R-Oh
Table 3-144. SYSPLLPARAM2 Register Field Descriptions
Bit Field Type Reset Description
31-4 RESERVED R Oh
3 RNGIXVCOIBIASCFG R 1h
2 RESERVED R Oh
1-0 LPFCAPC R 00h
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3.16.22 SYSPLLLDOCTL Register (Offset = 60111058h) [Reset = 00000000h]
SYSPLLLDOCTL is shown in Figure 3-122 and described in Table 3-145.

Return to the Summary Table.

Figure 3-122. SYSPLLLDOCTL Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

10 9 8 7 6

5 4 3 2 1 0

RESERVED

LDOCTLLOWV

R-0Oh

R-0Oh

Table 3-145. SYSPLLLDOCTL Register Field Descriptions

Bit Field Type Reset Description
31-16 RESERVED R Oh
15-0 LDOCTLLOWV R 00h
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13 TEXAS
INSTRUMENTS

www.ti.com System Controller (SYSCTL)

3.16.23 SYSPLLLDOPROG Register (Offset = 6011105Ch) [Reset = 00000000h]
SYSPLLLDOPROG is shown in Figure 3-123 and described in Table 3-146.

Return to the Summary Table.

Figure 3-123. SYSPLLLDOPROG Register

31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 11 10 9 8
RESERVED
R-0h
7 6 5 4 3 2 1 0
RESERVED LDOVOUTPROGLOWYV
R-0h R-0h
Table 3-146. SYSPLLLDOPROG Register Field Descriptions
Bit Field Type Reset Description
31-3 RESERVED R Oh
2-0 LDOVOUTPROGLOWY |R 4h
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3.16.24 EXTREF_MP3 Register (Offset = 60111060h) [Reset = 00000000h]
EXTREF_MP3 is shown in Figure 3-124 and described in Table 3-147.

Return to the Summary Table.

External Reference MP3 Temp Sense

Figure 3-124. EXTREF_MP3 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
TSOFFSET_EXTREF_MP3
R-0h
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
TSGAIN_EXTREF_MP3
R-0h
Table 3-147. EXTREF_MP3 Register Field Descriptions
Bit Field Type Reset Description
31-16 TSOFFSET_EXTREF_MP |R Oh Temperature sensor offset is recorded here
3
15-0 TSGAIN_EXTREF_MP3 |R Oh Temperature sensor gain is recorded here
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3.16.25 INTREF_MP3 Register (Offset = 60111064h) [Reset = 00000000h]
INTREF_MP3 is shown in Figure 3-125 and described in Table 3-148.
Return to the Summary Table.

Internal Refernce Temp Sene

Figure 3-125. INTREF_MP3 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

TSOFFSET_INTREF_MP3
R-0Oh

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
TSGAIN_INTREF_MP3
R-0Oh

Table 3-148. INTREF_MP3 Register Field Descriptions

Bit Field Type Reset Description
31-16 TSOFFSET_INTREF_MP |R Oh Temperature sensor offset is recorded here
3
15-0 TSGAIN_INTREF_MP3 R Oh Temperature sensor gain is recorded here
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3.16.26 TSCODE_MP1 Register (Offset = 60111068h) [Reset = 00000000h]
TSCODE_MP1 is shown in Figure 3-126 and described in Table 3-149.
Return to the Summary Table.
Tempsense Code MP1
Figure 3-126. TSCODE_MP1 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
TSCODE_INTREF_MP1
R-0h
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
TSCODE_EXTREF_MP1
R-0h
Table 3-149. TSCODE_MP1 Register Field Descriptions
Bit Field Type Reset Description
31-16 TSCODE_INTREF_MP1 |R Oh Temperature sensor value at 30C stored at this location
15-0 TSCODE_EXTREF_MP1 |R Oh Temperature sensor value at 30C stored at this location
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System Controller (SYSCTL)

3.16.27 TSCODE_MP3 Register (Offset = 6011106Ch) [Reset = 00000000h]
TSCODE_MP3 is shown in Figure 3-127 and described in Table 3-150.

Return to the Summary Table.

Tempsense code MP3
Figure 3-127. TSCODE_MP3 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
TSCODE_INTREF_MP3
R-0h
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
TSCODE_EXTREF_MP3
R-0h

Table 3-150. TSCODE_MP3 Register Field Descriptions

Bit Field Type Reset Description
31-16 TSCODE_INTREF_MP3 |R Oh Temperature sensor value at 125C stored at this location
15-0 TSCODE_EXTREF_MP3 |R Oh Temperature sensor value at 125C stored at this location
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3.16.28 TSTEMP Register (Offset = 60111070h) [Reset = 00000000h]
TSTEMP is shown in Figure 3-128 and described in Table 3-151.

Return to the Summary Table.

Temperature sense TEMP

Figure 3-128. TSTEMP Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
TSTEMP_MP3 TSTEMP_MP1
R-0Oh R-0Oh

Table 3-151. TSTEMP Register Field Descriptions

Bit Field Type Reset Description
31-16 TSTEMP_MP3 R Oh Test temperature (125C) is recorded here
15-0 TSTEMP_MP1 R Oh Test temperature (30C) is recorded here
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System Controller (SYSCTL)

3.16.29 SRAMFLASH Register (Offset = 60111074h) [Reset = 00000000h]
SRAMFLASH is shown in Figure 3-129 and described in Table 3-152.

Return to the Summary Table.

Number of banks , sram size and flash

Figure 3-129. SRAMFLASH Register

size

31 30 29 28 27 26 25 24
DATAFLASH_SZ SRAM_SZ
R-Oh R-0h
23 22 21 20 19 18 17 16
SRAM_SZ
R-0h
15 14 13 12 1 10 9 8
RESERVED MAINNUMBANKS MAINFLASH_SZ
R-0Oh R-0Oh R-0h
7 6 5 4 3 2 1 0
MAINFLASH_SZ
R-0h
Table 3-152. SRAMFLASH Register Field Descriptions
Bit Field Type Reset Description
31-26 DATAFLASH_SzZ R 00h The encoding of the field is that the value of the field is an integer to
be interpreted as number of KBs.
For eg: if the value of the field id 4, then it is 4KB, if the value is 32,
then 32KB, and so on.
25-16 SRAM_SzZ R 80h The encoding of the field is that the value of the field is an integer to
be interpreted as number of KBs.
15-14 RESERVED R Oh
13-12 MAINNUMBANKS R 2h Defines the number of main flash banks
11-0 MAINFLASH_SzZ R 200h For eg: if the value of the field id 4, then it is 4KB, if the value is 32,
then 32KB, and so on.
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3.16.30 TRIMRANGE Register (Offset = 80110120h) [Reset = 00000000h]

TRIMRANGE is shown in Figure 3-130 and described in Table 3-153.

Return to the Summary Table.

Contains the address of the TRIMCRC location. _Boot code uses this to access TRIMCRC content for

verification.

Figure 3-130. TRIMRANGE Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
TRIM_END TRIM_START
R-Oh R-Oh

Table 3-153. TRIMRANGE Register Field Descriptions

Bit Field Type Reset Description
31-16 TRIM_END R 012Ch Lower 16 bits of TRIM end address. Upper 16 bits are assumed to
be 0x8011.
15-0 TRIM_START R 0238h Lower 16 bits of TRIM start address. Upper 16 bits are assumed to
be 0x8011.
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3.16.31 GDR Register (Offset = 80110124h) [Reset = 00000000h]
GDR is shown in Figure 3-131 and described in Table 3-154.

Return to the Summary Table.

Figure 3-131. GDR Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
VERSION_FT ‘ VERSION_PROBE
R-0h R-0h
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
TEST_RECORD_FT ‘ TEST_RECORD_MP
R-0h R-0h
Table 3-154. GDR Register Field Descriptions
Bit Field Type Reset Description
31-24 VERSION_FT R Oh
23-16 VERSION_PROBE R Oh
15-8 TEST_RECORD_FT R FFh
7-0 TEST_RECORD_MP R FFh
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3.17 FLNONMAINECC Registers

Table 3-155 lists the memory-mapped registers for the FLNONMAINECC registers. All register offset addresses
not listed in Table 3-155 should be considered as reserved locations and the register contents should not be

modified.

Table 3-155. FLNONMAINECC Registers

Offset

Acronym

Register Name

Group

Section

60100800h

BCR_CONFIG_ID

Predetermined Bootcode config signature ID

Go

60100804h

BOOTCFGO

Controls enable/disable of AHB-AP, ET-AP, PWR-
AP.

Values: DEBUG_EN, DEBUG_EN_PW,
DEBUG_NS_EN, DEBUG_NS_EN_PW,
DEBUG_DIS; Serial Wire Debug Port mode.
Disabling this will disable all Debug ports
including CFG_AP, SEC_AP.

When disabled no DSSM commands are serviced

Go

60100808h

BOOTCFG1

Controls BSL pin invocation capability.

Values: BSL_PIN_INVOKE_EN,
BSL_PIN_INVOKE_DIS; Controls debug access
release until INITDONE is issued

Go

6010080C
h

BOOTCFG2

Controls CSC policy in SYSCTL.
YES enables CSC policy checking; Controls flash
bank swap policy in SYSCTL

Go

60100810h

BOOTCFG3

Fast boot mode configuration - Skips certain boot
time checks when enabled; Bootloader mode
enable/disable control.

Must be enabled for BSL functionality

Go

60100814h

BOOTCFG4

Mass erase mode configuration.

Values: BC_CFG_MASS_ERASE_EN(0xAABB),
BC_CFG_MASS_ERASE_EN_PW(0xCCDD),
BC_CFG_MASS_ERASE_DIS(0x5522); Factory
reset mode configuration.

Values:
BC_CFG_FACTORY_RESET_EN(0xAABB),
BC_CFG_FACTORY_RESET_EN_PW(0xCCDD)
, BC_CFG_FACTORY_RESET_DIS(0x5522)

Go

60100818h

MASS_ERASE_0

Password for
DSSM_BC_MASS_ERASE_REQUEST
command - Word 0

Go

6010081C
h

MASS_ERASE_1

Password for
DSSM_BC_MASS_ERASE_REQUEST
command - Word 1

Go

60100820h

MASS_ERASE_2

Password for
DSSM_BC_MASS_ERASE_REQUEST
command - Word 2

Go

60100824h

MASS_ERASE_3

Password for
DSSM_BC_MASS_ERASE_REQUEST
command - Word 3

60100828h

MASS_ERASE_4

Password for
DSSM_BC_MASS_ERASE_REQUEST
command - Word 4

Go

6010082C
h

MASS_ERASE_5

Password for
DSSM_BC_MASS_ERASE_REQUEST
command - Word 5

Go

60100830h

MASS_ERASE_6

Password for
DSSM_BC_MASS_ERASE_REQUEST
command - Word 6

Go

60100834h

MASS_ERASE_7

Password for
DSSM_BC_MASS_ERASE_REQUEST
command - Word 7

Go
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Table 3-155. FLNONMAINECC Registers (continued)

Offset Acronym Register Name Group Section
60100838h FACTORY_RESET 0 Password for factory reset command - Word 0 Go
6010083C FACTORY_RESET_1 Password for factory reset command - Word 1 Go

h
60100840h FACTORY_RESET 2 Password for factory reset command - Word 2 Go
60100844h FACTORY_RESET_3 Password for factory reset command - Word 3 Go
60100848h FACTORY_RESET_4 Password for factory reset command - Word 4 Go
6010084C FACTORY_RESET_5 Password for factory reset command - Word 5 Go
h
60100850h FACTORY_RESET_6 Password for factory reset command - Word 6 Go
60100854h FACTORY_RESET 7 Password for factory reset command - Word 7 Go
60100858h DEBUG_LOCK_0 Password for debug access authentication - Word Go
0
6010085C DEBUG_LOCK_1 Password for debug access authentication - Word Go
h 1
60100860h DEBUG_LOCK_2 Password for debug access authentication - Word Go
2
60100864h DEBUG_LOCK_3 Password for debug access authentication - Word Go
3
60100868h DEBUG_LOCK_4 Password for debug access authentication - Word Go
4
6010086C DEBUG_LOCK_5 Password for debug access authentication - Word Go
h 5
60100870h DEBUG_LOCK_6 Password for debug access authentication - Word Go
6
60100874h DEBUG_LOCK_7 Password for debug access authentication - Word Go
7
60100878h DEBUG_NS _LOCK_0 Password for non-secure debug access - Word 0 Go
6010087C DEBUG_NS LOCK_1 Password for non-secure debug access - Word 1 Go
h
60100880h DEBUG_NS LOCK_2 Password for non-secure debug access - Word 2 Go
60100884h DEBUG_NS_LOCK_3 Password for non-secure debug access - Word 3 Go
60100888h DEBUG_NS_LOCK_4 Password for non-secure debug access - Word 4 Go
6010088C DEBUG_NS_LOCK_5 Password for non-secure debug access - Word 5 Go
h
60100890h DEBUG_NS_LOCK_6 Password for non-secure debug access - Word 6 Go
60100894h DEBUG_NS _LOCK_7 Password for non-secure debug access - Word 7 Go
60100898h RESERVED_REGO
6010089C RESERVED_REG1
h
601008A0h RESERVED_REG2
601008A4h RESERVED_REG3
601008A8h RESERVED_REG4
601008AC RESERVED_REGS5 Reserved - Word 5
h
601008B0Oh RESERVED_REG6 Reserved - Word 6
601008B4h RESERVED_REG7 Reserved - Word 7
601008B8h SECURE_BOOT_MODE Controls application authentication; Reserved
field
601008BC USER_SECURE_APP_START_ADD Starting address for secure application Go
h R
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Table 3-155. FLNONMAINECC Registers (continued)
Offset Acronym Register Name Group Section
601008C0 USER_SECURE_APP_LENGTH Length of secure application Go
h
601008C4 USER_SECURE_APP_CRC_0 Secure application CRC - Word 0 Go
h
601008C8 RESERVED_REG8 Reserved field - Word 1
h
601008CC RESERVED_REG9 Reserved field - Word 2
h
601008D0 RESERVED_REG10 Reserved field - Word 3
h
601008D4 RESERVED_REG11 Reserved field - Word 4
h
601008D8 RESERVED_REG12 Reserved field - Word 5
h
601008DC RESERVED_REG13 Reserved field - Word 6
h
601008E0h RESERVED_REG14 Reserved field - Word 7
601008E4h BANKO_NM_USER_CONFIG User Config Non Main Flash Static Write
Protection.
WEP_DISABLE=0xAABB; Reserved field
601008E8h BANKO_WRITE_ERASE_PROTECT Write protection for first 32 sectors Go
ION_A
601008EC BANKO_WRITE_ERASE_PROTECT Write Protection for 512KB-64KB Go
h ION_B
601008FOh BANKO_SECURITY_PROTECTION  Security protection for first 32 sectors Go
A
601008F4h BANKO_SECURITY_PROTECTION Security protection for 512KB-64KB Go
B
601008F8h BANKO_PRIVILEGE_PROTECTION Privilege protection for first 32 sectors Go
A
601008FC BANKO_PRIVILEGE_PROTECTION Privilege protection for 512KB-64KB Go
h B
60100900h BANKO_RESERVED Reserved field for BANKO alignment
60100904h BANK1_WRITE_ERASE_PROTECT Write protection for first 32 sectors Go
ION_A
60100908h BANK1_WRITE_ERASE_PROTECT Write Protection for 512KB-64KB Go
ION_B
6010090C BANK1_SECURITY_PROTECTION Security protection for first 32 sectors Go
h A
60100910h BANK1_SECURITY_PROTECTION Security protection for 512KB-64KB Go
B
60100914h BANK1_PRIVILEGE_PROTECTION Privilege protection for first 32 sectors Go
A
60100918h BANK1_PRIVILEGE_PROTECTION Privilege protection for 512KB-64KB Go
B
6010091C BANK1_RESERVED Reserved field for BANK1
h
60100920h RESERVED_REG15 Reserved field
60100924h RESERVED_REG16 Reserved field
60100928h RESERVED_REG17 Reserved field
6010092C RESERVED_REG18 Reserved field
h
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Table 3-155. FLNONMAINECC Registers (continued)
Offset Acronym Register Name Group Section
60100930h BOOTCLKO Clock configuration; PLL multiplier value; PLL Go
divider value; PLL clock source configuration
60100934h BOOTCLK1 CPU delay cycles for PLL settling time; CPU
delay cycles for XTAL monitoring; Reserved
configuration field 0
60100938h RESERVED_REG_0 Reserved configuration field 0; Reserved
configuration field 1
6010093C RESERVED_REG_1 Reserved configuration field 2; Reserved
h configuration field 3
60100940h RESERVED_REG_2 Reserved configuration field 4; Reserved
configuration field 5
60100944h RESERVED_REG_3 Reserved configuration field 6; Reserved
configuration field 7
60100948h RESERVED_REG_4 Reserved configuration field 8; Reserved
configuration field 9
6010094C CRC JAMCRC of BCR config structure Go
h
60100C00 BSL_CONFIG_ID Predetermined Bootloader config signature ID Go
h
60100C04 BSLPINCFGO UART receive pin number configuration; UART Go
h receive pin multiplexer selection; UART transmit
pin number configuration; UART transmit pin
multiplexer selection
60100C08 BSLPINCFG1 12C data pin number configuration; 12C data Go
h pin multiplexer selection; 12C clock pin number
configuration; 12C clock pin multiplexer selection
60100CO0C BSLPINCFG2 MCAN receive pin number configuration; MCAN Go
h receive pin multiplexer selection; MCAN transmit
pin number configuration; MCAN transmit pin
multiplexer selection
60100C10 BSLCONFIGO BSL invoke pin configuration data 0; BSL invoke Go
h pin configuration data 1; Memory readout control.
ENABLE allows memory read operations
60100C14 PASSWORD_0 BSL access password - Word 0 Go
h
60100C18 PASSWORD_1 BSL access password - Word 1 Go
h
60100C1C PASSWORD_2 BSL access password - Word 2 Go
h
60100C20 PASSWORD_3 BSL access password - Word 3 Go
h
60100C24 PASSWORD_4 BSL access password - Word 4 Go
h
60100C28 PASSWORD_5 BSL access password - Word 5 Go
h
60100C2C PASSWORD_6 BSL access password - Word 6 Go
h
60100C30 PASSWORD_7 BSL access password - Word 7 Go
h
60100C34 APP_REV_POINTER Pointer to application version information in MAIN Go
h flash
60100C38 BSLCONFIG1 Security alert response: Factory Reset/Disable Go
h BSL/Ignore; UART communication speed

selection for ROM BSL
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Table 3-155. FLNONMAINECC Registers (continued)
Offset Acronym Register Name Group Section
60100C3C 12C_SLAVE_ADDR 12C slave address for ROM BSL 12C interface;
h Reserved field; Reserved field
60100C40 RESERVED_REG_0 Reserved field; Reserved field; Reserved field;
h Reserved field
60100C44 RESERVED_REG_1 Reserved field; Reserved field; Reserved field;
h Reserved field
60100C48 RESERVED_REG_2 Reserved field; Reserved field; Reserved field;
h Reserved field
60100C4C CRC JAMCRC of BSL configuration structure Go
h

Complex bit access types are encoded to fit into small table cells. Table 3-156 shows the codes that are used for
access types in this section.

Table 3-156. FLNONMAINECC Access Type Codes

Access Type ‘ Code ‘ Description

Read Type

R R |Read

Write Type

w W | write

Reset or Default Value

-n Value after reset or the default
value
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3.17.1 BCR_CONFIG_ID Register (Offset = 60100800h) [Reset = 00000000h]
BCR_CONFIG_ID is shown in Figure 3-132 and described in Table 3-157.
Return to the Summary Table.

Predetermined Bootcode config signature ID

Figure 3-132. BCR_CONFIG_ID Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

BCR_CONFIG_ID
R/W-0h

Table 3-157. BCR_CONFIG_ID Register Field Descriptions

Bit Field Type Reset Description
31-0 BCR_CONFIG_ID R/W Oh Predetermined Bootcode config signature ID
SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026 AM13E230x Microcontrollers 219

Submit Document Feedback
Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

System Controller (SYSCTL) www.ti.com

3.17.2 BOOTCFGO Register (Offset = 60100804h) [Reset = 00000000h]
BOOTCFGO is shown in Figure 3-133 and described in Table 3-158.

Return to the Summary Table.

Controls enable/disable of AHB-AP, ET-AP, PWR-AP. Values: DEBUG_EN, DEBUG_EN_PW, DEBUG_NS_EN,
DEBUG_NS_EN_PW, DEBUG_DIS

Serial Wire Debug Port mode. Disabling this will disable all Debug ports including CFG_AP, SEC_AP. When
disabled no DSSM commands are serviced

Figure 3-133. BOOTCFGO Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SWDP_MODE DEBUG_ACCESS
R/W-0h R/W-0h

Table 3-158. BOOTCFGO Register Field Descriptions
Bit Field Type Reset Description

31-16 SWDP_MODE R/W Oh Serial Wire Debug Port mode. Disabling this will disable all

Debug ports including CFG_AP, SEC_AP. When disabled no DSSM
commands are serviced

5522h = DISABLED configuration

AABBh = ENABLED configuration

15-0 DEBUG_ACCESS R/W Oh Controls enable/disable of AHB-AP, ET-AP, PWR-AP.
Values: DEBUG_EN, DEBUG_EN_PW, DEBUG_NS_EN,
DEBUG_NS_EN_PW, DEBUG_DIS

5522h = DISABLED configuration

AABBh = ENABLED configuration
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3.17.3 BOOTCFG1 Register (Offset = 60100808h) [Reset = 00000000h]
BOOTCFG1 is shown in Figure 3-134 and described in Table 3-159.
Return to the Summary Table.

Controls BSL pin invocation capability. Values: BSL_PIN_INVOKE_EN, BSL_PIN_INVOKE_DIS
Controls debug access release until INITDONE is issued

Figure 3-134. BOOTCFG1 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DEBUG_HOLD BSL_PIN_INVOKE
R/W-0h R/W-0h

Table 3-159. BOOTCFG1 Register Field Descriptions

Bit Field Type Reset Description
31-16 DEBUG_HOLD R/W Oh Controls debug access release until INITDONE is issued
15-0 BSL_PIN_INVOKE R/W Oh Controls BSL pin invocation capability. Values:

BSL_PIN_INVOKE_EN, BSL_PIN_INVOKE_DIS
5522h = DISABLED configuration
AABBh = ENABLED configuration
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3.17.4 BOOTCFG2 Register (Offset = 6010080Ch) [Reset = 00000000h]
BOOTCFG2 is shown in Figure 3-135 and described in Table 3-160.
Return to the Summary Table.
Controls CSC policy in SYSCTL. YES enables CSC policy checking
Controls flash bank swap policy in SYSCTL
Figure 3-135. BOOTCFG2 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
FLASH_BANK_SWAP_POLICY
R/W-0h
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
CSC_EXISTS
R/W-0h
Table 3-160. BOOTCFG2 Register Field Descriptions
Bit Field Type Reset Description
31-16 FLASH_BANK_SWAP_P |R/W Oh Controls flash bank swap policy in SYSCTL
oLIcy
15-0 CSC_EXISTS R/W Oh Controls CSC policy in SYSCTL. YES enables CSC policy checking
5522h = DISABLED configuration
AABBh = ENABLED configuration
222 AM13E230x Microcontrollers SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026

Submit Document Feedback

Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

www.ti.com

System Controller (SYSCTL)

3.17.5 BOOTCFG3 Register (Offset = 60100810h) [Reset = 00000000h]
BOOTCFG3 is shown in Figure 3-136 and described in Table 3-161.

Return to the Summary Table.

Fast boot mode configuration - Skips certain boot time checks when enabled
Bootloader mode enable/disable control. Must be enabled for BSL functionality

Figure 3-136. BOOTCFG3 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

BOOTLOADER_MODE

FAST_BOOT_MODE

R/W-0h

R/W-0h

Table 3-161. BOOTCFG3 Register Field Descriptions

Bit Field Type Reset Description
31-16 BOOTLOADER_MODE R/W Oh Bootloader mode enable/disable control. Must be enabled for BSL
functionality
15-0 FAST_BOOT_MODE R/W Oh Fast boot mode configuration - Skips certain boot time checks when
enabled
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3.17.6 BOOTCFG4 Register (Offset = 60100814h) [Reset = 00000000h]
BOOTCFG4 is shown in Figure 3-137 and described in Table 3-162.
Return to the Summary Table.
Mass erase mode configuration. Values: BC_CFG_MASS_ERASE_EN(0xAABB),
BC_CFG_MASS_ERASE_EN_PW(0xCCDD), BC_CFG_MASS_ERASE_DIS(0x5522)
Factory reset mode configuration. Values: BC_CFG_FACTORY_RESET_EN(0xAABB),
BC_CFG_FACTORY_RESET_EN_PW(0xCCDD), BC_CFG_FACTORY_RESET_DIS(0x5522)
Figure 3-137. BOOTCFG4 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
FACTORY_RESET_MODE
R/W-0h
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
MASS_ERASE_MODE
R/W-0h
Table 3-162. BOOTCFG4 Register Field Descriptions
Bit Field Type Reset Description
31-16 FACTORY_RESET_MOD |R/W Oh Factory reset mode configuration.
E Values: BC_CFG_FACTORY_RESET_EN(0xAABB),
BC_CFG_FACTORY_RESET_EN_PW/(0xCCDD),
BC_CFG_FACTORY_RESET_DIS(0x5522)
5522h = DISABLE configuration
AABBh = ENABLE configuration
CCDDh = ENABLE_WITH_PASSWORD configuration
15-0 MASS_ERASE_MODE R/W Oh Mass erase mode configuration.
Values: BC_CFG_MASS_ERASE_EN(OxAABB),
BC_CFG_MASS_ERASE_EN_PW(0xCCDD),
BC_CFG_MASS_ERASE_DIS(0x5522)
5522h = DISABLE configuration
AABBh = ENABLE configuration
CCDDh = ENABLE_WITH_PASSWORD configuration
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3.17.7 MASS_ERASE_0 Register (Offset = 60100818h) [Reset = 00000000h]
MASS_ERASE_Q is shown in Figure 3-138 and described in Table 3-163.
Return to the Summary Table.

Password for DSSM_BC_MASS ERASE_REQUEST command - Word 0

Figure 3-138. MASS_ERASE_0 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

MASS_ERASE_0
R/W-0h

Table 3-163. MASS_ERASE_0 Register Field Descriptions

Bit Field Type Reset Description
31-0 MASS_ERASE_0 R/W Oh Password for DSSM_BC_MASS_ERASE_REQUEST command -
Word 0
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3.17.8 MASS_ERASE_1 Register (Offset = 6010081Ch) [Reset = 00000000h]
MASS_ERASE_1 is shown in Figure 3-139 and described in Table 3-164.
Return to the Summary Table.

Password for DSSM_BC_MASS ERASE_REQUEST command - Word 1

Figure 3-139. MASS_ERASE_1 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

MASS_ERASE_1
R/W-0h

Table 3-164. MASS_ERASE_1 Register Field Descriptions

Bit Field Type Reset Description
31-0 MASS_ERASE_1 R/W Oh Password for DSSM_BC_MASS_ERASE_REQUEST command -
Word 1
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3.17.9 MASS_ERASE_2 Register (Offset = 60100820h) [Reset = 00000000h]
MASS_ERASE_2 is shown in Figure 3-140 and described in Table 3-165.
Return to the Summary Table.

Password for DSSM_BC_MASS ERASE_REQUEST command - Word 2

Figure 3-140. MASS_ERASE_2 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

MASS_ERASE_2
R/W-0h

Table 3-165. MASS_ERASE_2 Register Field Descriptions

Bit Field Type Reset Description
31-0 MASS_ERASE_2 R/W Oh Password for DSSM_BC_MASS_ERASE_REQUEST command -
Word 2
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3.17.10 MASS_ERASE_3 Register (Offset = 60100824h) [Reset = 00000000h]
MASS_ERASE_3 is shown in Figure 3-141 and described in Table 3-166.

Return to the Summary Table.

Password for DSSM_BC_MASS ERASE_REQUEST command - Word 3

Figure 3-141. MASS_ERASE_3 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

MASS_ERASE_3
R/W-0h

Table 3-166. MASS_ERASE_3 Register Field Descriptions

Bit Field Type Reset Description
31-0 MASS_ERASE_3 R/W Oh Password for DSSM_BC_MASS_ERASE_REQUEST command -
Word 3
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3.17.11 MASS_ERASE_4 Register (Offset = 60100828h) [Reset = 00000000h]
MASS_ERASE_4 is shown in Figure 3-142 and described in Table 3-167.

Return to the Summary Table.

Password for DSSM_BC_MASS ERASE_REQUEST command - Word 4

Figure 3-142. MASS_ERASE_4 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

MASS_ERASE_4
R/W-0h

Table 3-167. MASS_ERASE_4 Register Field Descriptions

Bit Field Type Reset Description
31-0 MASS_ERASE_4 R/W Oh Password for DSSM_BC_MASS_ERASE_REQUEST command -
Word 4
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3.17.12 MASS_ERASE_5 Register (Offset = 6010082Ch) [Reset = 00000000h]
MASS_ERASE_5 is shown in Figure 3-143 and described in Table 3-168.

Return to the Summary Table.

Password for DSSM_BC_MASS ERASE_REQUEST command - Word 5

Figure 3-143. MASS_ERASE_5 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

MASS_ERASE_5
R/W-0h

Table 3-168. MASS_ERASE_5 Register Field Descriptions

Bit Field Type Reset Description
31-0 MASS_ERASE_5 R/W Oh Password for DSSM_BC_MASS_ERASE_REQUEST command -
Word 5
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3.17.13 MASS_ERASE_6 Register (Offset = 60100830h) [Reset = 00000000h]
MASS_ERASE_6 is shown in Figure 3-144 and described in Table 3-169.

Return to the Summary Table.

Password for DSSM_BC_MASS ERASE_REQUEST command - Word 6

Figure 3-144. MASS_ERASE_6 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

MASS_ERASE_6
R/W-0h

Table 3-169. MASS_ERASE_6 Register Field Descriptions

Bit Field Type Reset Description
31-0 MASS_ERASE_6 R/W Oh Password for DSSM_BC_MASS_ERASE_REQUEST command -
Word 6
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3.17.14 MASS_ERASE_7 Register (Offset = 60100834h) [Reset = 00000000h]
MASS_ERASE_7 is shown in Figure 3-145 and described in Table 3-170.

Return to the Summary Table.

Password for DSSM_BC_MASS ERASE_REQUEST command - Word 7

Figure 3-145. MASS_ERASE_7 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

MASS_ERASE_7
R/W-0h

Table 3-170. MASS_ERASE_7 Register Field Descriptions

Bit Field Type Reset Description
31-0 MASS_ERASE_7 R/W Oh Password for DSSM_BC_MASS_ERASE_REQUEST command -
Word 7
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3.17.15 FACTORY_RESET_0 Register (Offset = 60100838h) [Reset = 00000000h]
FACTORY_RESET_0 is shown in Figure 3-146 and described in Table 3-171.
Return to the Summary Table.

Password for factory reset command - Word 0

Figure 3-146. FACTORY_RESET_0 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

FACTORY_RESET_0
R/W-0h

Table 3-171. FACTORY_RESET_0 Register Field Descriptions

Bit Field Type Reset Description
31-0 FACTORY_RESET_O R/W Oh Password for factory reset command - Word 0
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3.17.16 FACTORY_RESET_1 Register (Offset = 6010083Ch) [Reset = 00000000h]
FACTORY_RESET _1 is shown in Figure 3-147 and described in Table 3-172.

Return to the Summary Table.

Password for factory reset command - Word 1

Figure 3-147. FACTORY_RESET_1 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

FACTORY_RESET 1
R/W-0h

Table 3-172. FACTORY_RESET_1 Register Field Descriptions

Bit Field Type Reset Description
31-0 FACTORY_RESET _1 R/W Oh Password for factory reset command - Word 1
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3.17.17 FACTORY_RESET_2 Register (Offset = 60100840h) [Reset = 00000000h]
FACTORY_RESET_2 is shown in Figure 3-148 and described in Table 3-173.

Return to the Summary Table.

Password for factory reset command - Word 2

Figure 3-148. FACTORY_RESET_2 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

FACTORY_RESET 2
R/W-0h

Table 3-173. FACTORY_RESET_2 Register Field Descriptions

Bit Field Type Reset Description
31-0 FACTORY_RESET_2 R/W Oh Password for factory reset command - Word 2
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3.17.18 FACTORY_RESET_3 Register (Offset = 60100844h) [Reset = 00000000h]
FACTORY_RESET_3 is shown in Figure 3-149 and described in Table 3-174.

Return to the Summary Table.

Password for factory reset command - Word 3

Figure 3-149. FACTORY_RESET_3 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

FACTORY_RESET 3
R/W-0h

Table 3-174. FACTORY_RESET_3 Register Field Descriptions

Bit Field Type Reset Description
31-0 FACTORY_RESET_3 R/W Oh Password for factory reset command - Word 3
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3.17.19 FACTORY_RESET_4 Register (Offset = 60100848h) [Reset = 00000000h]
FACTORY_RESET 4 is shown in Figure 3-150 and described in Table 3-175.
Return to the Summary Table.

Password for factory reset command - Word 4

Figure 3-150. FACTORY_RESET_4 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

FACTORY_RESET 4
R/W-0h

Table 3-175. FACTORY_RESET_4 Register Field Descriptions

Bit Field Type Reset Description
31-0 FACTORY_RESET_4 R/W Oh Password for factory reset command - Word 4
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3.17.20 FACTORY_RESET_5 Register (Offset = 6010084Ch) [Reset = 00000000h]
FACTORY_RESET_5 is shown in Figure 3-151 and described in Table 3-176.

Return to the Summary Table.

Password for factory reset command - Word 5

Figure 3-151. FACTORY_RESET_5 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

FACTORY_RESET 5
R/W-0h

Table 3-176. FACTORY_RESET_5 Register Field Descriptions

Bit Field Type Reset Description
31-0 FACTORY_RESET_5 R/W Oh Password for factory reset command - Word 5
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3.17.21 FACTORY_RESET_6 Register (Offset = 60100850h) [Reset = 00000000h]
FACTORY_RESET_6 is shown in Figure 3-152 and described in Table 3-177.
Return to the Summary Table.

Password for factory reset command - Word 6

Figure 3-152. FACTORY_RESET_6 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

FACTORY_RESET 6
R/W-0h

Table 3-177. FACTORY_RESET_6 Register Field Descriptions

Bit Field Type Reset Description
31-0 FACTORY_RESET_6 R/W Oh Password for factory reset command - Word 6
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3.17.22 FACTORY_RESET_7 Register (Offset = 60100854h) [Reset = 00000000h]
FACTORY_RESET_7 is shown in Figure 3-153 and described in Table 3-178.
Return to the Summary Table.

Password for factory reset command - Word 7

Figure 3-153. FACTORY_RESET_7 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

FACTORY_RESET 7
R/W-0h

Table 3-178. FACTORY_RESET_7 Register Field Descriptions

Bit Field Type Reset Description
31-0 FACTORY_RESET_7 R/W Oh Password for factory reset command - Word 7
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3.17.23 DEBUG_LOCK_0 Register (Offset = 60100858h) [Reset = 00000000h]
DEBUG_LOCK_0 is shown in Figure 3-154 and described in Table 3-179.

Return to the Summary Table.

Password for debug access authentication - Word 0

Figure 3-154. DEBUG_LOCK_0 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DEBUG_LOCK_0
R/W-0h

Table 3-179. DEBUG_LOCK_0 Register Field Descriptions

Bit Field Type Reset Description
31-0 DEBUG_LOCK_0 R/W Oh Password for debug access authentication - Word 0
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3.17.24 DEBUG_LOCK_1 Register (Offset = 6010085Ch) [Reset = 00000000h]
DEBUG_LOCK_1 is shown in Figure 3-155 and described in Table 3-180.

Return to the Summary Table.

Password for debug access authentication - Word 1

Figure 3-155. DEBUG_LOCK_1 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DEBUG_LOCK_1
R/W-0h

Table 3-180. DEBUG_LOCK_1 Register Field Descriptions

Bit Field Type Reset Description
31-0 DEBUG_LOCK 1 R/W Oh Password for debug access authentication - Word 1
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3.17.25 DEBUG_LOCK_2 Register (Offset = 60100860h) [Reset = 00000000h]
DEBUG_LOCK_2 is shown in Figure 3-156 and described in Table 3-181.

Return to the Summary Table.

Password for debug access authentication - Word 2

Figure 3-156. DEBUG_LOCK_2 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DEBUG_LOCK_2
R/W-0h

Table 3-181. DEBUG_LOCK_2 Register Field Descriptions

Bit Field Type Reset Description
31-0 DEBUG_LOCK_2 R/W Oh Password for debug access authentication - Word 2
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3.17.26 DEBUG_LOCK_3 Register (Offset = 60100864h) [Reset = 00000000h]
DEBUG_LOCK_3 is shown in Figure 3-157 and described in Table 3-182.

Return to the Summary Table.

Password for debug access authentication - Word 3

Figure 3-157. DEBUG_LOCK_3 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DEBUG_LOCK_3
R/W-0h

Table 3-182. DEBUG_LOCK_3 Register Field Descriptions

Bit Field Type Reset Description
31-0 DEBUG_LOCK_3 R/W Oh Password for debug access authentication - Word 3
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3.17.27 DEBUG_LOCK_4 Register (Offset = 60100868h) [Reset = 00000000h]
DEBUG_LOCK_4 is shown in Figure 3-158 and described in Table 3-183.

Return to the Summary Table.

Password for debug access authentication - Word 4

Figure 3-158. DEBUG_LOCK_4 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DEBUG_LOCK_4
R/W-0h

Table 3-183. DEBUG_LOCK_4 Register Field Descriptions

Bit Field Type Reset Description
31-0 DEBUG_LOCK_4 R/W Oh Password for debug access authentication - Word 4
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3.17.28 DEBUG_LOCK_5 Register (Offset = 6010086Ch) [Reset = 00000000h]
DEBUG_LOCK_5 is shown in Figure 3-159 and described in Table 3-184.

Return to the Summary Table.

Password for debug access authentication - Word 5

Figure 3-159. DEBUG_LOCK_5 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DEBUG_LOCK_5
R/W-0h

Table 3-184. DEBUG_LOCK_5 Register Field Descriptions

Bit Field Type Reset Description
31-0 DEBUG_LOCK_5 R/W Oh Password for debug access authentication - Word 5
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3.17.29 DEBUG_LOCK_6 Register (Offset = 60100870h) [Reset = 00000000h]
DEBUG_LOCK_6 is shown in Figure 3-160 and described in Table 3-185.

Return to the Summary Table.

Password for debug access authentication - Word 6

Figure 3-160. DEBUG_LOCK_6 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DEBUG_LOCK_6
R/W-0h

Table 3-185. DEBUG_LOCK_6 Register Field Descriptions

Bit Field Type Reset Description
31-0 DEBUG_LOCK_6 R/W Oh Password for debug access authentication - Word 6
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3.17.30 DEBUG_LOCK_7 Register (Offset = 60100874h) [Reset = 00000000h]
DEBUG_LOCK_7 is shown in Figure 3-161 and described in Table 3-186.

Return to the Summary Table.

Password for debug access authentication - Word 7

Figure 3-161. DEBUG_LOCK_7 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

DEBUG_LOCK_7
R/W-0h

Table 3-186. DEBUG_LOCK_7 Register Field Descriptions

Bit Field Type Reset Description
31-0 DEBUG_LOCK_7 R/W Oh Password for debug access authentication - Word 7
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3.17.31 DEBUG_NS_LOCK_0 Register (Offset = 60100878h) [Reset = 00000000h]
DEBUG_NS_LOCK 0 is shown in Figure 3-162 and described in Table 3-187.

Return to the Summary Table.

Password for non-secure debug access - Word 0

Figure 3-162. DEBUG_NS_LOCK_0 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DEBUG_NS_LOCK_0
R/W-0h

Table 3-187. DEBUG_NS_LOCK_0 Register Field Descriptions

Bit Field Type Reset Description
31-0 DEBUG_NS LOCK_0 R/W Oh Password for non-secure debug access - Word 0
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3.17.32 DEBUG_NS_LOCK_1 Register (Offset = 6010087Ch) [Reset = 00000000h]
DEBUG_NS_LOCK 1 is shown in Figure 3-163 and described in Table 3-188.

Return to the Summary Table.

Password for non-secure debug access - Word 1

Figure 3-163. DEBUG_NS_LOCK_1 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DEBUG_NS_LOCK_1
R/W-0h

Table 3-188. DEBUG_NS_LOCK_1 Register Field Descriptions

Bit Field Type Reset Description
31-0 DEBUG_NS LOCK 1 R/W Oh Password for non-secure debug access - Word 1
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3.17.33 DEBUG_NS_LOCK_2 Register (Offset = 60100880h) [Reset = 00000000h]
DEBUG_NS_LOCK 2 is shown in Figure 3-164 and described in Table 3-189.

Return to the Summary Table.

Password for non-secure debug access - Word 2

Figure 3-164. DEBUG_NS_LOCK_2 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

DEBUG_NS_LOCK_2
R/W-0h

Table 3-189. DEBUG_NS_LOCK_2 Register Field Descriptions

Bit Field Type Reset Description
31-0 DEBUG_NS LOCK_2 R/W Oh Password for non-secure debug access - Word 2
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3.17.34 DEBUG_NS_LOCK_3 Register (Offset = 60100884h) [Reset = 00000000h]
DEBUG_NS_LOCK_3 is shown in Figure 3-165 and described in Table 3-190.

Return to the Summary Table.

Password for non-secure debug access - Word 3

Figure 3-165. DEBUG_NS_LOCK_3 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DEBUG_NS_LOCK_3
R/W-0h

Table 3-190. DEBUG_NS_LOCK_3 Register Field Descriptions

Bit Field Type Reset Description
31-0 DEBUG_NS LOCK_3 R/W Oh Password for non-secure debug access - Word 3
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3.17.35 DEBUG_NS_LOCK_4 Register (Offset = 60100888h) [Reset = 00000000h]
DEBUG_NS_LOCK 4 is shown in Figure 3-166 and described in Table 3-191.

Return to the Summary Table.

Password for non-secure debug access - Word 4

Figure 3-166. DEBUG_NS_LOCK_4 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DEBUG_NS_LOCK_4
R/W-0h

Table 3-191. DEBUG_NS_LOCK_4 Register Field Descriptions

Bit Field Type Reset Description
31-0 DEBUG_NS LOCK_4 R/W Oh Password for non-secure debug access - Word 4
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3.17.36 DEBUG_NS_LOCK_5 Register (Offset = 6010088Ch) [Reset = 00000000h]
DEBUG_NS_LOCK 5 is shown in Figure 3-167 and described in Table 3-192.

Return to the Summary Table.

Password for non-secure debug access - Word 5

Figure 3-167. DEBUG_NS_LOCK_5 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DEBUG_NS_LOCK_5
R/W-0h

Table 3-192. DEBUG_NS_LOCK_5 Register Field Descriptions

Bit Field Type Reset Description
31-0 DEBUG_NS LOCK_5 R/W Oh Password for non-secure debug access - Word 5
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3.17.37 DEBUG_NS_LOCK_6 Register (Offset = 60100890h) [Reset = 00000000h]
DEBUG_NS_LOCK_6 is shown in Figure 3-168 and described in Table 3-193.

Return to the Summary Table.

Password for non-secure debug access - Word 6

Figure 3-168. DEBUG_NS_LOCK_6 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DEBUG_NS_LOCK_6
R/W-0h

Table 3-193. DEBUG_NS_LOCK_6 Register Field Descriptions

Bit Field Type Reset Description
31-0 DEBUG_NS LOCK_6 R/W Oh Password for non-secure debug access - Word 6
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3.17.38 DEBUG_NS_LOCK_7 Register (Offset = 60100894h) [Reset = 00000000h]
DEBUG_NS_LOCK 7 is shown in Figure 3-169 and described in Table 3-194.

Return to the Summary Table.

Password for non-secure debug access - Word 7

Figure 3-169. DEBUG_NS_LOCK_7 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DEBUG_NS_LOCK_7
R/W-0h

Table 3-194. DEBUG_NS_LOCK_7 Register Field Descriptions

Bit Field Type Reset Description
31-0 DEBUG_NS LOCK_7 R/W Oh Password for non-secure debug access - Word 7
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3.17.39 SECURE_BOOT_MODE Register (Offset = 601008B8h) [Reset = 00000000h]
SECURE_BOOT_MODE is shown in Figure 3-170 and described in Table 3-195.

Return to the Summary Table.

Controls application authentication
Reserved field

Figure 3-170. SECURE_BOOT_MODE Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RESERVED SECURE_BOOT_MODE
R/W-0h R/W-0h
Table 3-195. SECURE_BOOT_MODE Register Field Descriptions
Bit Field Type Reset Description
31-16 RESERVED R/W Oh Reserved field
15-0 SECURE_BOOT_MODE |R/W Oh Controls application authentication
AABBh = BC_CFG_SECURE_BOOT_CRC_EN configuration
FFFFh = DISABLED configuration
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3.17.40 USER_SECURE_APP_START_ADDR Register (Offset = 601008BCh) [Reset = 00000000h]
USER_SECURE_APP_START_ADDR is shown in Figure 3-171 and described in Table 3-196.
Return to the Summary Table.

Starting address for secure application

Figure 3-171. USER_SECURE_APP_START_ADDR Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

USER_SECURE_APP_START_ADDR
R/W-0h

Table 3-196. USER_SECURE_APP_START_ADDR Register Field Descriptions

Bit Field Type Reset Description
31-0 USER_SECURE_APP_ST |R/W Oh Starting address for secure application
ART_ADDR
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3.17.41 USER_SECURE_APP_LENGTH Register (Offset = 601008C0h) [Reset = 00000000h]
USER_SECURE_APP_LENGTH is shown in Figure 3-172 and described in Table 3-197.

Return to the Summary Table.

Length of secure application

Figure 3-172. USER_SECURE_APP_LENGTH Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

USER_SECURE_APP_LENGTH
R/W-0h

Table 3-197. USER_SECURE_APP_LENGTH Register Field Descriptions

Bit Field Type Reset Description
31-0 USER_SECURE_APP_LE |[R/W Oh Length of secure application
NGTH
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3.17.42 USER_SECURE_APP_CRC_0 Register (Offset = 601008C4h) [Reset = 00000000h]
USER_SECURE_APP_CRC_0 is shown in Figure 3-173 and described in Table 3-198.

Return to the Summary Table.

Secure application CRC - Word 0
Figure 3-173. USER_SECURE_APP_CRC_0 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

USER_SECURE_APP_CRC_0

R/W-0h

Table 3-198. USER_SECURE_APP_CRC_0 Register Field Descriptions

Bit Field Type Reset Description
31-0 USER_SECURE_APP_C |R/W Oh Secure application CRC - Word 0
RC_0O
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3.17.43 BANKO_NM_USER_CONFIG Register (Offset = 601008E4h) [Reset = 00000000h]
BANKO_NM_USER_CONFIG is shown in Figure 3-174 and described in Table 3-199.

Return to the Summary Table.

User Config Non Main Flash Static Write Protection. WEP_DISABLE=0xAABB
Reserved field

Figure 3-174. BANKO_NM_USER_CONFIG Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
BANKO_NM_USER_CONFIG
R/W-0h
Table 3-199. BANKO_NM_USER_CONFIG Register Field Descriptions
Bit Field Type Reset Description
31-16 RESERVED R/W Oh Reserved field
15-0 BANKO_NM_USER_CON |R/W Oh User Config Non Main Flash Static Write Protection.
FIG WEP_DISABLE=0xAABB
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3.17.44 BANKO_WRITE_ERASE_PROTECTION_A Register (Offset = 601008E8h) [Reset = 00000000h]
BANKO_WRITE_ERASE_PROTECTION_A is shown in Figure 3-175 and described in Table 3-200.
Return to the Summary Table.

Write protection for first 32 sectors

Figure 3-175. BANKO_WRITE_ERASE_PROTECTION_A Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

BANKO_WRITE_ERASE_PROTECTION_A

R/W-0h

Table 3-200. BANKO_WRITE_ERASE_PROTECTION_A Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

BANKO_WRITE_ERASE_
PROTECTION_A

R/W

Oh

Write protection for first 32 sectors
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3.17.45 BANKO_WRITE_ERASE_PROTECTION_B Register (Offset = 601008ECh) [Reset = 00000000h]
BANKO_WRITE_ERASE_PROTECTION_B is shown in Figure 3-176 and described in Table 3-201.

Return to the Summary Table.

Write Protection for 512KB-64KB

Figure 3-176. BANKO_WRITE_ERASE_PROTECTION_B Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

BANKO_WRITE_ERASE_PROTECTION_B
R/W-0h

Table 3-201. BANKO_WRITE_ERASE_PROTECTION_B Register Field Descriptions
Bit Field Type Reset Description

31-0 BANKO_WRITE_ERASE_ |R/W Oh Write Protection for 512KB-64KB
PROTECTION_B
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3.17.46 BANKO_SECURITY_PROTECTION_A Register (Offset = 601008F0h) [Reset = 00000000h]
BANKO_SECURITY_PROTECTION_A is shown in Figure 3-177 and described in Table 3-202.
Return to the Summary Table.

Security protection for first 32 sectors

Figure 3-177. BANKO_SECURITY_PROTECTION_A Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

BANKO_SECURITY_PROTECTION_A

R/W-0h

Table 3-202. BANKO_SECURITY_PROTECTION_A Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

BANKO_SECURITY_PRO
TECTION_A

R/W

Oh

Security protection for first 32 sectors
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3.17.47 BANKO_SECURITY_PROTECTION_B Register (Offset = 601008F4h) [Reset = 00000000h]
BANKO_SECURITY_PROTECTION_B is shown in Figure 3-178 and described in Table 3-203.
Return to the Summary Table.

Security protection for 512KB-64KB

Figure 3-178. BANKO_SECURITY_PROTECTION_B Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

BANKO_SECURITY_PROTECTION_B
R/W-0h

Table 3-203. BANKO_SECURITY_PROTECTION_B Register Field Descriptions

Bit Field Type Reset Description
31-0 BANKO_SECURITY_PRO |R/W Oh Security protection for 512KB-64KB
TECTION_B
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3.17.48 BANKO_PRIVILEGE_PROTECTION_A Register (Offset = 601008F8h) [Reset = 00000000h]
BANKO_PRIVILEGE_PROTECTION_A is shown in Figure 3-179 and described in Table 3-204.

Return to the Summary Table.

Privilege protection for first 32 sectors
Figure 3-179. BANKO_PRIVILEGE_PROTECTION_A Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

BANKO_PRIVILEGE_PROTECTION_A

R/W-0h

Table 3-204. BANKO_PRIVILEGE_PROTECTION_A Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

BANKO_PRIVILEGE_PRO
TECTION_A

R/W

Oh

Privilege protection for first 32 sectors
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3.17.49 BANKO_PRIVILEGE_PROTECTION_B Register (Offset = 601008FCh) [Reset = 00000000h]
BANKO_PRIVILEGE_PROTECTION_B is shown in Figure 3-180 and described in Table 3-205.

Return to the Summary Table.

Privilege protection for 512KB-64KB

Figure 3-180. BANKO_PRIVILEGE_PROTECTION_B Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

BANKO_PRIVILEGE_PROTECTION_B
R/W-0h

Table 3-205. BANKO_PRIVILEGE_PROTECTION_B Register Field Descriptions

Bit Field Type Reset Description
31-0 BANKO_PRIVILEGE_PRO |R/W Oh Privilege protection for 512KB-64KB
TECTION_B
SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026 AM13E230x Microcontrollers 267

Submit Document Feedback
Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

System Controller (SYSCTL)

13 TEXAS
INSTRUMENTS

www.ti.com

3.17.50 BANK1_WRITE_ERASE_PROTECTION_A Register (Offset = 60100904h) [Reset = 00000000h]
BANK1_WRITE_ERASE_PROTECTION_A is shown in Figure 3-181 and described in Table 3-206.
Return to the Summary Table.

Write protection for first 32 sectors

Figure 3-181. BANK1_WRITE_ERASE_PROTECTION_A Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

BANK1_WRITE_ERASE_PROTECTION_A

R/W-0h

Table 3-206. BANK1_WRITE_ERASE_PROTECTION_A Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

BANK1_WRITE_ERASE_
PROTECTION_A

R/W

Oh

Write protection for first 32 sectors
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3.17.51 BANK1_WRITE_ERASE_PROTECTION_B Register (Offset = 60100908h) [Reset = 00000000h]
BANK1_WRITE_ERASE_PROTECTION_B is shown in Figure 3-182 and described in Table 3-207.

Return to the Summary Table.

Write Protection for 512KB-64KB

Figure 3-182. BANK1_WRITE_ERASE_PROTECTION_B Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

BANK1_WRITE_ERASE_PROTECTION_B
R/W-0h

Table 3-207. BANK1_WRITE_ERASE_PROTECTION_B Register Field Descriptions
Bit Field Type Reset Description

31-0 BANK1_WRITE_ERASE_ |R/W Oh Write Protection for 512KB-64KB
PROTECTION_B

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026 AM13E230x Microcontrollers 269
Submit Document Feedback

Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

System Controller (SYSCTL)

13 TEXAS
INSTRUMENTS

www.ti.com

3.17.52 BANK1_SECURITY_PROTECTION_A Register (Offset = 6010090Ch) [Reset = 00000000h]
BANK1_SECURITY_PROTECTION_A is shown in Figure 3-183 and described in Table 3-208.
Return to the Summary Table.

Security protection for first 32 sectors

Figure 3-183. BANK1_SECURITY_PROTECTION_A Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

BANK1_SECURITY_PROTECTION_A

R/W-0h

Table 3-208. BANK1_SECURITY_PROTECTION_A Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

BANK1_SECURITY_PRO
TECTION_A

R/W

Oh

Security protection for first 32 sectors
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3.17.53 BANK1_SECURITY_PROTECTION_B Register (Offset = 60100910h) [Reset = 00000000h]
BANK1_SECURITY_PROTECTION_B is shown in Figure 3-184 and described in Table 3-209.
Return to the Summary Table.

Security protection for 512KB-64KB

Figure 3-184. BANK1_SECURITY_PROTECTION_B Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

BANK1_SECURITY_PROTECTION_B
R/W-0h

Table 3-209. BANK1_SECURITY_PROTECTION_B Register Field Descriptions

Bit Field Type Reset Description
31-0 BANK1_SECURITY_PRO |R/W Oh Security protection for 512KB-64KB
TECTION_B
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3.17.54 BANK1_PRIVILEGE_PROTECTION_A Register (Offset = 60100914h) [Reset = 00000000h]
BANK1_PRIVILEGE_PROTECTION_A is shown in Figure 3-185 and described in Table 3-210.

Return to the Summary Table.

Privilege protection for first 32 sectors
Figure 3-185. BANK1_PRIVILEGE_PROTECTION_A Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

BANK1_PRIVILEGE_PROTECTION_A

R/W-0h

Table 3-210. BANK1_PRIVILEGE_PROTECTION_A Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

BANK1_PRIVILEGE_PRO
TECTION_A

R/W

Oh

Privilege protection for first 32 sectors
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3.17.55 BANK1_PRIVILEGE_PROTECTION_B Register (Offset = 60100918h) [Reset = 00000000h]
BANK1_PRIVILEGE_PROTECTION_B is shown in Figure 3-186 and described in Table 3-211.

Return to the Summary Table.

Privilege protection for 512KB-64KB

Figure 3-186. BANK1_PRIVILEGE_PROTECTION_B Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

BANK1_PRIVILEGE_PROTECTION_B
R/W-0h

Table 3-211. BANK1_PRIVILEGE_PROTECTION_B Register Field Descriptions

Bit Field Type Reset Description
31-0 BANK1_PRIVILEGE_PRO |R/W Oh Privilege protection for 512KB-64KB
TECTION_B
SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026 AM13E230x Microcontrollers 273

Submit Document Feedback
Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

System Controller (SYSCTL) www.ti.com

3.17.56 BOOTCLKO Register (Offset = 60100930h) [Reset = 00000000h]
BOOTCLKO is shown in Figure 3-187 and described in Table 3-212.
Return to the Summary Table.

Clock configuration

PLL multiplier value

PLL divider value

PLL clock source configuration

Figure 3-187. BOOTCLKO Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

SYSPLL_SOURCE \ SYSPLL_CONFIG_RDIV
R/W-0h R/W-0h
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SYSPLL_CONFIG_QDIV \ SYSPLL_CONFIG
R/W-0h R/W-0h

Table 3-212. BOOTCLKO Register Field Descriptions
Bit Field Type Reset Description

31-24 SYSPLL_SOURCE R/W Oh PLL clock source configuration
AAh = BC_CFG_PLL_SOURCE_XTAL_20MHZ configuration
FFh = DEFAULT configuration

23-16 SYSPLL_CONFIG_RDIV |R/W Oh PLL divider value
15-8 SYSPLL_CONFIG_QDIV |R/W Oh PLL multiplier value
7-0 SYSPLL_CONFIG R/wW Oh Clock configuration

AAh = PLL_80 configuration
BBh = PLL_CUSTOM configuration
FFh = NOPLL configuration
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3.17.57 BOOTCLK1 Register (Offset = 60100934h) [Reset = 00000000h]
BOOTCLK1 is shown in Figure 3-188 and described in Table 3-213.
Return to the Summary Table.

CPU delay cycles for PLL settling time
CPU delay cycles for XTAL monitoring
Reserved configuration field 0

Figure 3-188. BOOTCLK1 Register

31 30 29 28 27 26 25 24
RESVD_0

R/W-0h

23 22 21 20 19 18 17 16

RESVD_0

R/W-0h

15 14 13 12 11 10 9 8

XTAL_STARTUP_MONITOR_TIME

R/W-0h

7 6 5 4 3 2 1 0

SYSPLL_SETTLING_TIME
R/W-0h
Table 3-213. BOOTCLK1 Register Field Descriptions
Bit Field Type Reset Description
31-16 RESVD_0 R/W Oh Reserved configuration field 0
15-8 XTAL_STARTUP_MONIT |R/W Oh CPU delay cycles for XTAL monitoring
OR_TIME
7-0 SYSPLL_SETTLING_TIM |R/W Oh CPU delay cycles for PLL settling time
E
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3.17.58 CRC Register (Offset = 6010094Ch) [Reset = 00000000h]
CRC is shown in Figure 3-189 and described in Table 3-214.

Return to the Summary Table.

JAMCRC of BCR config structure

Figure 3-189. CRC Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8

CRC

R/W-0h

Table 3-214. CRC Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

CRC

R/W

Oh

CRC-32 of BCR config structure
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3.17.59 BSL_CONFIG_ID Register (Offset = 60100C00h) [Reset = 00000000h]
BSL_CONFIG_ID is shown in Figure 3-190 and described in Table 3-215.

Return to the Summary Table.

Predetermined Bootloader config signature 1D

Figure 3-190. BSL_CONFIG_ID Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

BSL_CONFIG_ID
R/W-0h

Table 3-215. BSL_CONFIG_ID Register Field Descriptions

Bit Field Type Reset Description
31-0 BSL_CONFIG_ID R/W Oh Predetermined Bootloader config signature ID
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3.17.60 BSLPINCFGO Register (Offset = 60100C04h) [Reset = 00000000h]
BSLPINCFGO is shown in Figure 3-191 and described in Table 3-216.
Return to the Summary Table.

UART receive pin number configuration
UART receive pin multiplexer selection

UART transmit pin number configuration
UART transmit pin multiplexer selection

Figure 3-191. BSLPINCFGO Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

UART_TXD_PF_MUX_SEL \ UART_TXD_PAD_NUM
R/W-0h R/W-0h
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
UART_RXD_PF_MUX_SEL \ UART_RXD_PAD_NUM
R/W-0h R/W-0h

Table 3-216. BSLPINCFGO Register Field Descriptions

Bit Field Type Reset Description
31-24 UART_TXD_PF_MUX_SE |R/W Oh UART transmit pin multiplexer selection
L
23-16 UART_TXD_PAD_NUM R/W Oh UART transmit pin number configuration
15-8 UART_RXD_PF_MUX_SE |R/W Oh UART receive pin multiplexer selection
L
7-0 UART_RXD_PAD_NUM R/W Oh UART receive pin number configuration
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3.17.61 BSLPINCFG1 Register (Offset = 60100C08h) [Reset = 00000000h]
BSLPINCFG1 is shown in Figure 3-192 and described in Table 3-217.
Return to the Summary Table.

I2C data pin number configuration
I2C data pin multiplexer selection

I2C clock pin number configuration
12C clock pin multiplexer selection

Figure 3-192. BSLPINCFG1 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

[2C_SCL_PF_MUX_SEL \ [2C_SCL_PAD_NUM
R/W-0h R/W-0h
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
12C_SDA_PF_MUX_SEL \ 12C_SDA_PAD_NUM
R/W-0h R/W-0h

Table 3-217. BSLPINCFG1 Register Field Descriptions

Bit Field Type Reset Description
31-24 12C_SCL_PF_MUX_SEL |R/W Oh 12C clock pin multiplexer selection
23-16 12C_SCL_PAD_NUM R/W Oh 12C clock pin number configuration
15-8 12C_SDA_PF_MUX_SEL |R/W Oh 12C data pin multiplexer selection
7-0 12C_SDA_PAD_NUM R/W Oh 12C data pin number configuration
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3.17.62 BSLPINCFG2 Register (Offset = 60100C0Ch) [Reset = 00000000h]
BSLPINCFG2 is shown in Figure 3-193 and described in Table 3-218.
Return to the Summary Table.

MCAN receive pin number configuration
MCAN receive pin multiplexer selection

MCAN transmit pin number configuration
MCAN transmit pin multiplexer selection

Figure 3-193. BSLPINCFG2 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

MCAN_TX_PF_MUX_SEL \ MCAN_TX_PAD_NUM
R/W-0h R/W-0h
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
MCAN_RX_PF_MUX_SEL \ MCAN_RX_PAD_NUM
R/W-0h R/W-0h

Table 3-218. BSLPINCFG2 Register Field Descriptions

Bit Field Type Reset Description
31-24 MCAN_TX_PF_MUX_SEL |R/W Oh MCAN transmit pin multiplexer selection
23-16 MCAN_TX_PAD_NUM R/W Oh MCAN transmit pin number configuration
15-8 MCAN_RX_PF_MUX_SE |R/W Oh MCAN receive pin multiplexer selection
L
7-0 MCAN_RX_PAD_NUM R/W Oh MCAN receive pin number configuration
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System Controller (SYSCTL)

3.17.63 BSLCONFIGO Register (Offs
BSLCONFIGO is shown in Figure 3-19
Return to the Summary Table.

BSL invoke pin configuration data 0
BSL invoke pin configuration data 1

et =60100C10h) [Reset = 00000000h]
4 and described in Table 3-219.

Memory readout control. ENABLE allows memory read operations

Figure 3-194. BSLCONFIGO Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
READOUT
R/W-0h
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PIN_DATA_1 PIN_DATA_O
R/W-0h R/W-0h
Table 3-219. BSLCONFIGO Register Field Descriptions
Bit Field Type Reset Description
31-16 READOUT R/W Oh Memory readout control. ENABLE allows memory read operations
15-8 PIN_DATA_1 R/W Oh BSL invoke pin configuration data 1
7-0 PIN_DATA_0O R/W Oh BSL invoke pin configuration data 0
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3.17.64 PASSWORD_0 Register (Offset = 60100C14h) [Reset = 00000000h]
PASSWORD_0 is shown in Figure 3-195 and described in Table 3-220.

Return to the Summary Table.

BSL access password - Word 0

Figure 3-195. PASSWORD_0 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

PASSWORD _0

R/W-0h

Table 3-220. PASSWORD_0 Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

PASSWORD_0

R/W

Oh

BSL access password - Word 0
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3.17.65 PASSWORD_1 Register (Offset = 60100C18h) [Reset = 00000000h]
PASSWORD_1 is shown in Figure 3-196 and described in Table 3-221.

Return to the Summary Table.

BSL access password - Word 1

Figure 3-196. PASSWORD_1 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

PASSWORD_1
R/W-0h

Table 3-221. PASSWORD_1 Register Field Descriptions

Bit Field Type Reset Description
31-0 PASSWORD_1 R/W Oh BSL access password - Word 1
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3.17.66 PASSWORD_2 Register (Offset = 60100C1Ch) [Reset = 00000000h]
PASSWORD_2 is shown in Figure 3-197 and described in Table 3-222.

Return to the Summary Table.

BSL access password - Word 2

Figure 3-197. PASSWORD_2 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

PASSWORD_2

R/W-0h

Table 3-222. PASSWORD_2 Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

PASSWORD_2

R/W

Oh

BSL access password - Word 2
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3.17.67 PASSWORD_3 Register (Offset = 60100C20h) [Reset = 00000000h]
PASSWORD_3 is shown in Figure 3-198 and described in Table 3-223.

Return to the Summary Table.

BSL access password - Word 3

Figure 3-198. PASSWORD_3 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

PASSWORD_3
R/W-0h

Table 3-223. PASSWORD_3 Register Field Descriptions

Bit Field Type Reset Description
31-0 PASSWORD_3 R/W Oh BSL access password - Word 3
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3.17.68 PASSWORD_4 Register (Offset = 60100C24h) [Reset = 00000000h]
PASSWORD_4 is shown in Figure 3-199 and described in Table 3-224.

Return to the Summary Table.

BSL access password - Word 4

Figure 3-199. PASSWORD_4 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

PASSWORD_4

R/W-0h

Table 3-224. PASSWORD_4 Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

PASSWORD_4

R/W

Oh

BSL access password - Word 4

286 AM13E230x Microcontrollers

Copyright © 2026 Texas Instruments Incorporated

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026
Submit Document Feedback


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

www.ti.com System Controller (SYSCTL)

3.17.69 PASSWORD_5 Register (Offset = 60100C28h) [Reset = 00000000h]
PASSWORD_5 is shown in Figure 3-200 and described in Table 3-225.

Return to the Summary Table.

BSL access password - Word 5

Figure 3-200. PASSWORD_5 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

PASSWORD_5
R/W-0h

Table 3-225. PASSWORD_5 Register Field Descriptions

Bit Field Type Reset Description
31-0 PASSWORD_5 R/W Oh BSL access password - Word 5
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3.17.70 PASSWORD_6 Register (Offset = 60100C2Ch) [Reset = 00000000h]
PASSWORD_6 is shown in Figure 3-201 and described in Table 3-226.

Return to the Summary Table.

BSL access password - Word 6

Figure 3-201. PASSWORD_6 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

PASSWORD_6

R/W-0h

Table 3-226. PASSWORD_6 Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

PASSWORD_6

R/W

Oh

BSL access password - Word 6
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3.17.71 PASSWORD_7 Register (Offset = 60100C30h) [Reset = 00000000h]
PASSWORD_7 is shown in Figure 3-202 and described in Table 3-227.

Return to the Summary Table.

BSL access password - Word 7

Figure 3-202. PASSWORD_7 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

PASSWORD_7
R/W-0h

Table 3-227. PASSWORD_7 Register Field Descriptions

Bit Field Type Reset Description
31-0 PASSWORD _7 R/W Oh BSL access password - Word 7
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3.17.72 APP_REV_POINTER Register (Offset = 60100C34h) [Reset = 00000000h]

APP_REV_POINTER is shown in Figure 3-203 and described in Table 3-228.
Return to the Summary Table.

Pointer to application version information in MAIN flash

Figure 3-203. APP_REV_POINTER Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

APP_REV_POINTER

R/W-0h

Table 3-228. APP_REV_POINTER Register Field Descriptions

Bit Field Type Reset Description

31-0 APP_REV_POINTER R/W Oh

Pointer to application version information in MAIN flash
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3.17.73 BSLCONFIG1 Register (Offset = 60100C38h) [Reset = 00000000h]
BSLCONFIG1 is shown in Figure 3-204 and described in Table 3-229.
Return to the Summary Table.

Security alert response: Factory Reset/Disable BSL/Ignore
UART communication speed selection for ROM BSL

Figure 3-204. BSLCONFIG1 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

UART_BAUD_RATE

R/W-0h
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
SECURITY_ALERT_LEVEL
R/W-0h

Table 3-229. BSLCONFIG1 Register Field Descriptions
Bit Field Type Reset Description

31-16 UART_BAUD_RATE R/W Oh UART communication speed selection for ROM BSL
1h = BAUDRATE_4800 configuration

2h = BAUDRATE_9600 configuration

3h = BAUDRATE_19200 configuration

4h = BAUDRATE_38400 configuration

5h = BAUDRATE_57600 configuration

6h = BAUDRATE_115200 configuration

7h = BAUDRATE_1000000 configuration

8h = BAUDRATE_2000000 configuration

9h = BAUDRATE_3000000 configuration

15-0 SECURITY_ALERT_LEV |R/W Oh Security alert response: Factory Reset/Disable BSL/Ignore
EL AABBh = FACTORY_RESET configuration

CCDDh = DISABLE_BSL configuration

FFFFh = DO_NOTHING configuration
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3.17.74 12C_SLAVE_ADDR Register (Offset = 60100C3Ch) [Reset = 00000000h]
I2C_SLAVE_ADDR is shown in Figure 3-205 and described in Table 3-230.

Return to the Summary Table.

12C slave address for ROM BSL 12C interface
Reserved field
Reserved field

Figure 3-205. 12C_SLAVE_ADDR Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

RESERVED RESERVED 12C_SLAVE_ADDR
R/W-0h R/W-0h R/W-0h
Table 3-230. 12C_SLAVE_ADDR Register Field Descriptions
Bit Field Type Reset Description
31-24 RESERVED R/W Oh Reserved field
23-16 RESERVED R/W Oh Reserved field
15-0 12C_SLAVE_ADDR R/W Oh 12C slave address for ROM BSL 12C interface
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Chapter 4
Central Processing Unit (CPU)

i3 TEXAS INSTRUMENTS

The CPU subsystem (CPUSS) includes the Arm Cortex-M33 processor and the interrupt logic.
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4.1 Overview

The AM13E230x CPU subsystem (CPUSS) contains the central processing unit (CPU) along with associated
supporting logic and read-only memory (ROM). The functional blocks that comprise the CPUSS include:

* The Arm Cortex-M33 32-bit CPU and internal peripherals

* The CPU bus splitter and router

* The interrupt management logic and DEEPSLEEP entry and exit logic

* The CPU debug interface to the Debug Subsystem (DEBUGSS)

* The Read-Only Memory (ROM) used for the BCR and BSL

The top level architecture of the CPUSS is shown in Figure 4-1.

AM13E230x CPU Subsystem (CPUSS)
5 |
: Arm Cortex-M33 Subsystem |
I
! |
| T I~
i | cDE (=1 ™U :
To DS enter «——— : - |
PMCU DS exit +—— . | '
I
wuc e[/ wask NVIC K= FPU !
| Arm | To debug
Direct IRQs IRQ ——L—p g ! subsystem
| Cortex-M33 . dy o
! CPU Core — and debug
! Interface | access port
| Armv8-M : (DAP)
: (DSP Extensions) DWT |
! |
! |
i I ! »TRACECLKIN
| | »TRACECLK
! ETM |‘3 TPIU »TRACEDATA[4:0]
,,,,,,, i jt ﬁ ﬁ | »TRACESWO
I I
' N
MCLK —» | | MPU | | BPU | | MTB — trace
CPUCLK —» : : memory
| i |
SYSRST —» : AV :
CPURST —» | | Bus Matrix | |
CPURST request «+— : :
| |
. H ,,,,,,,,,,,,,,,,,,,,,,,,,,,, !
| CPU Bus Splitter/Router
ROM
A4
External S-AHB C-AHB
SRAM
Figure 4-1. AM13E230x CPUSS Top Level Diagram
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4.2 CPU
The CPU subsystem (CPUSS) includes the Arm Cortex-M33 processor and the interrupt logic.
4.2.1 Arm Cortex-M33 CPU

The CPUSS contains an energy-efficient Arm Cortex-M33 CPU implementing the Armv8-M instruction set
architecture with support for CPU clock speeds up to 200MHz. The Cortex-M33 is a Harvard architecture style
32-bit processor with a 3-stage ultra-low power pipeline.

The Cortex-M33 implementation on AM13E230x devices has the following features:

* Up to 200MHz execution frequency

» Little-endian (least significant byte at lowest byte address location)
» Support for 32-bit word instruction fetches

» Single cycle 32x32 multiply instruction

* Integrated Memory Protection Unit (MPU)

* Integrated Floating Point Unit (FPU)

» Custom Datapath Extension Trigonometric Math Unit (CDE TMU)
+ DSP extensions

* User and privileged execution modes

* Integrated 24-bit system tick timer (SYSTICK)

» Eight hardware breakpoints and four hardware watchpoints for debug
* Micro Trace Buffer (MTB)

* Embedded Trace Macrocell (ETM) with timestamp counter

* Reset-all-registers support

» Vector table offset support

The Cortex-M33 architecture enables excellent code density, deterministic interrupt handling, and upwards
compatibility with other processor architectures in the Arm Cortex-M family.

A general overview of the Arm Cortex-M33 is given in this section to provide a basic understanding of the
features of the processor. For detailed information on developing with the Arm Cortex-M33 processor, refer to
the Arm Cortex-M33 Devices Generic User's Guide.

4.2.2 CPU Register File

The Arm Cortex-M33 processor instructions operate on registers in the CPU register file. The processor contains
a register file consisting of 16 32-bit wide standard registers and 5 special registers as shown in Figure 4-2.
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RO
R1
R2
R3
R4
R5
R6 General purpose registers
R7
R8
R9
High registers R10 Banked stack pointers
R11
- R12 ( 1
Active Stack Pointer SP (R13) | PSP | [ MSP |
Link Register LR (R14)
Program Counter PC (R15)
(" Combined Program Status Registers xPSR
PRIMASK
Exception mask registers FAULTMASK
BASEPRI
Control Register CONTROL

Low registers

I

Special registers

PSPLIM
MSPLIM

Stack Pointer Limit registers {

N—

Figure 4-2. CPU Core Registers

General Purpose Registers (R0-R12)

The processor provides 13 general purpose registers, R0-R12, for operating on data. Registers R0 to R7 (low
registers) are accessible by all instructions which specify a general purpose register. Registers R8 to R12 (high
registers) are not accessible by 16-bit instructions but are accessible by any 32-bit instructions which specify a
general purpose register.

Stack Pointer Register (R13)

The stack pointer is contained in R13, and can contain the Main Stack Pointer (MSP) or the Process Stack
Pointer (PSP). When the processor is running in handler mode, the MSP is always used. When the processor is
running in thread mode, the MSP or PSP can be used depending on the configuration of the SPSEL bit in the
CONTROL register.

After a CPURST, the processor automatically and unconditionally fetches the default stack pointer from the first
address of main flash (0x0000.0000) as the main stack pointer (MSP).

The MSPLIM and PSPLIM are registers that define the lower limit for the corresponding stack. The processor
raises an exception on most instructions that attempt to update the stack pointer below the defined limit.

Link Register (R14)

The Link Register (LR) is register R14. It stores the return information for subroutines, function calls, and
exceptions. On reset, the processor sets the LR value to OxFFFFFFFF. It is accessible in privileged and
unprivileged mode.
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Program Counter Register (R15)

The program counter register (R15) contains the address of the next instruction to be executed. The PC is
accessible in privileged and unprivileged mode.

After a CPURST, the processor automatically and unconditionally fetches the default PC from the second word
of main flash (0x0000.0004).

Special Registers

Special registers include the program status register (xPSR), the interrupt mask register (PRIMASK), fault mask
register (FAULTMASK), base priority mask register (BASEPRI), and the control register (CONTROL). Special
registers are typically accessed by using the CPS, MRS, and MSR system instructions.

Program Status Register (xPSR): The xPSR is a combination of the application status (APSR), interrupt
status (IPSR), and execution status (EPSR) registers. Application software can access the PSR with MRS
and MSR instructions, accessing either the complete PSR or a combination of one or more registers, with
some restrictions. The PSR registers can be accessed with MRS and MSR instructions using the mnemonics
given in Program Status Register (PSR) Access Mnemonics.

— The Application Program Status Register (APSR) contains the N, Z, C, V, Q, and GE flags which are
used by the processor to evaluate conditional branch instructions. These bits are located in BIT31, BIT30,
BIT29, BIT28, BIT27, and BIT16 to BIT19 of the PSR, respectively.

— The Interrupt Program Status Register (IPSR) reports the exception number of the current interrupt
service routine when in handler mode. In thread mode, this register reads as all zero. Attempts to write to
the IPSR are ignored. The exception number field is presented in from BITO to BIT5 of the PSR.

— The Execution Program Status Register (EPSR) contains the Thumb state bit and the execution state
bits for the If-Then (IT) instruction, and Interruptible-Continuable Instruction (ICI) field for an interrupted
load multiple or store multiple instruction. Attempts to read the EPSR directly through application software
using the MRS instruction always return zero. Attempts to write the EPSR using the MSR instruction in
application software are ignored.

Interrupt Mask Register (PRIMASK): BITO of the PRIMASK register (PM) can be used to mask all interrupts

to the processor which have configurable priority (see Section 4.3). This can be thought of as a global

peripheral interrupt mask control. The processor ignores unprivileged writes to PRIMASK. Clearing PM to 0

enables interrupts. Setting PM to 1 disables interrupts. The CPS instruction can be used to change the PM bit

value in the PRIMASK register.

Fault Mask Register (FAULTMASK): The Fault mask register prevents activation of all exceptions with

configurable priority and some exceptions with fixed priority. The priority it is boosted to changes based on

the value of BIT14 (PRIS) and BIT13 (BFHFNMINS) bit of the AIRCR register in the SCB.

Base Priority Mask Register (BASEPRI) The base priority mask register can be used to change the priority

level that is required for exception preemption. BITO to BIT7 of BASEPRI are used for configure what the

boosted priority will be. When the current execution priority is boosted to a particular value, all exceptions
with a lower priority are masked. Writing 0 to BASEPRI disables base priority boosting.

Control Register (CONTROL): The CONTROL register can be used to define whether the code executing in

thread mode is privileged or unprivileged by clearing or setting the nPRIV bit (BITO), respectively. It can also

be used to select the active stack pointer used in R13 as either the Main Stack Pointer (MSP) or Process

Stack Pointer (PSP) by clearing or setting the SPSEL bit (BIT1), respectively. The FPCA bit (BIT2) of the

CONTROL register also indicates whether the FPU state is active. A CPURST clears the CONTROL register

to zero. The processor ignores unprivileged writes to the CONTROL register. The SPSEL stack pointer

selection bit is updated by the processor automatically when entering and returning from exceptions.

Note
For more information on the core registers, please refer to the Arm Cortex-M33 Devices Generic User
Guide.
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Note
Software must implement an ISB barrier instruction after writing to CONTROL to ensure that any
changes take effect before the next application instruction is executed by the processor.

Table 4-1. Program Status Register (xPSR) Access Mnemonics

Mnemonic Subregisters Included
xPSR APSR, IPSR, EPSR
APSR APSR
IPSR IPSR
EPSR EPSR
IAPSR IPSR and APSR
EAPSR EPSR and APSR
IEPSR IPSR and EPSR

4.2.3 Stack Behavior

The Arm Cortex-M33 processor implements a full descending stack protocol. The stack pointer register (SP)
always indicates the location of the last stacked data. When new data is added to the call stack, the SP value is
decremented and the data is written to the location indicated by the SP after being decremented.

The Arm Cortex-M33 supports managing two independent stacks with two pointers: the main stack (MSP) and
the process stack (PSP).

4.2.4 Execution Modes and Privilege Levels
The processor supports two primary modes of execution:

» Thread mode (for executing application software)
» Handler mode (for handling processor exceptions and peripheral interrupts)

By default, the processor is in thread mode out of reset. If an exception is issued to the processor, the processor
handles the exception in handler mode and return to thread mode after handler execution is complete. Code
running in thread mode can be configured as being privileged or unprivileged, based on the configuration of the
CONTROL register. Code running in handler mode always executes as privileged.

Note

Handler mode always uses the MSP, so the processor ignores explicit writes to the active stack
pointer bit of the CONTROL register when in Handler mode. The exception entry and return
mechanisms automatically update the CONTROL register based on the EXC_RETURN value.

By default, thread mode uses the MSP. To switch the stack pointer that is used in thread mode to the
PSP, either:

1. Use the MSR instruction to set the CONTROL.SPSEL bit to 1.

2. Perform an exception return to thread mode with the appropriate EXC_RETURN value.

In general, code which executes as privileged has complete control of the processor configuration, including
control of the MPU, Systick, NVIC, and SCB. Only privileged code can change the privilege level for code
running in thread mode.

Code that is executing in thread mode in an unprivileged state cannot access the previously mentioned
resources (MPU, Systick, NVIC, and SCB).

4.2.5 Address Space and Supported Data Sizes

AM13E230x devices implement a flat memory map with a 32-bit byte-addressable address space. Byte
addresses are unsigned numbers ranging from zero to 232-1.
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Address Space

The processor sees the address space as containing 230 32-bit words, with each word being word-aligned
(4-byte aligned). Pointers are always 32-bits, and stack operations (for example, push, pop) increment the
stack pointer by 4 addresses (4 bytes). Address calculations by the processor wrap around if they overflow or
underflow the 32-bit memory space.

Instruction fetches by the processor are always 16-bit half-word aligned.

Data reads by the processor must be naturally aligned (for example, words must be word aligned, half words
must be half-word aligned, etc.).

Supported Data Sizes

The processor supports the following data types:
* 32-bit words

* 16-bit halfwords

* 8-bit bytes

» 32-bit single-precision floating point numbers

* 64-bit double-precision floating point numbers

Signed and unsigned data is supported, and signed data is stored in CPU registers in 32-bit two's complement
format. The Armv8-M instruction set does not provide native instructions supporting operations on 64-bit double-
word data.

Load operations from memory to a CPU register can be signed or unsigned when the data size is less than
32 bits. When loading unsigned half-word or byte data to a CPU register, the value is zero-extended to 32 bits
automatically. When loading signed half-word or byte data to a CPU register, the value is sign-extended to 32
bits automatically.

Stores from CPU registers to memory are sign agnostic.
All instruction and data accesses use little endian byte order.
4.3 Interrupts and Exceptions

Peripheral interrupt exceptions and system exceptions temporarily pause the processor's normal execution flow
so that the processor can be used to handle an event.

The following can cause interruption of normal execution flow:

* Reset: The exception model treats reset as a special form of exception. When either power-on or warm reset
is asserted, the operation of the processor stops, potentially at any point in an instruction. When reset is
deasserted, execution restarts from the address provided by the reset entry in the vector table. Execution
restarts as privileged execution in Thread mode.

* Non-Maskable Interrupt (NMI): A Non-Maskable Interrupt (NMI) can be signaled by a peripheral or triggered
by software. This is the highest priority exception other than reset. It is permanently enabled and has a fixed
priority of -2. NMIs cannot be masked or preempted by any exception other than Reset.

» HardFault: A HardFault is an exception that occurs because of an error during exception processing, or
because an exception cannot be managed by any other exception mechanism. HardFaults have a fixed
priority of -1, meaning they have higher priority than any exception with configurable priority.

« MemManage: A MemManage fault is an exception that occurs because of a memory protection violation,
compared to the MPU or the fixed memory protection constraints, for both instruction and data memory
transactions. This fault is always used to abort instruction accesses to "Execute Never" (XN) memory
regions.

« BusFault: A BusFault is an exception that occurs because of a memory-related fault for an instruction or data
memory transaction. This might be from an error that is detected on a bus in the memory system.

» UsageFault: A UsageFault is an exception that occurs because of a fault related to instruction execution.
This includes: an undefined instruction, an illegal unaligned access, invalid state on instruction execution,
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or an error on exception return. Software can configure the core to report a UsageFault when: there is an
unaligned address on word and halfword memory access or division by zero.

« SVCall: A Supervisor Call (SVC) is an exception that is triggered by the SVC instruction.

» DebugMonitor: A DebugMonitor exception. If halting debug is disabled and the debug monitor is enabled,
a debug event causes a DebugMonitor exception when the group priority of the DebugMonitor exception is
greater than the current execution priority.

* PendSV: PendSV is an asynchronous request for system-level service.

« SysTick: A SysTick exception is an exception the system timer generates when it reaches zero. Software
can also be configured to generate a SysTick exception.

* Interrupt (IRQ): An interrupt, or IRQ, is an exception signaled by a peripheral, or generated by a software
request. All interrupts are asynchronous to instruction execution. In the system, peripherals use interrupts to
communicate with the processor.

Properties of the different exception types are detailed in Table 4-4.

Exception States

Each exception source to the processor will be in one of the below states at any given point in time:

* Inactive (not active, not pending)

* Pending (waiting to be serviced by the processor)

» Active (actively being serviced by the processor but has not completed)

» Active and pending (actively being serviced by the processor and there is a pending exception from the
same source)

Exception Prioritization, Entry, and Exit

Exceptions are prioritized by the processor together with the Nested Vectored Interrupt Controller (NVIC). Each
exception has either a fixed priority (Reset, NMI, HardFault) or a configurable priority (MemManage, BusFault,
UsageFault, DebugMonitor, SVCall, PendSV, SysTick, peripheral IRQs). Exceptions with configurable priority
can be disabled by application software running in privileged mode. Exceptions with fixed priority cannot be
disabled.

The processor exception model supports preemption, tail-chaining, and late-arrival features to boost exception
handling performance:

* In the preemption case, if an exception of higher priority is pending when an exception of lower priority
is executing, the higher priority exception will preempt the ongoing handler servicing the lower priority
exception.

* In the tail-chaining case, if a valid-for-entry exception is pending at the time of completion of an exception
handler, then the application context is not restored from the stack and control is given immediately to the
pending exception.

* In the late-arriving case, if a higher priority exception occurs during entry to a lower priority exception, the
higher priority exception will be serviced first after the processor state is saved to the stack. Once the higher
priority exception handling is complete, the lower priority exception (which is still pending) is serviced based
on the tail-chaining procedure.

An exception entry is issued if and when all of the following are true:

* An exception is in a pending state

* The priority of the pending exception is higher than the limit set by the exception mask register (PRIMASK)

» The processor is currently in either thread mode (not servicing an exception) or the newly pending exception
is higher priority than the exception which is currently being serviced (resulting in a preemption)

Processor exceptions are vectored. When an exception occurs, the current processor state is pushed onto the
stack which was active at the time of the event, and execution is vectored to the entry point address in the vector
table corresponding to the exception which is to be processed.
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If the exception is tail-chained to a previous handler which has completed, then there is no need to push any
state to the stack and the interrupt service routine can be vectored to immediately. Likewise, if the exception is
higher priority than a previous exception which started entry but did not complete entry, then there is no need to
save the context again (late arrival).

Upon completion of an exception handler, if there is no exception pending which needs to be handled then the
processor will pop the state from the stack and restore the processor to the previous state which it was in when
the exception occurred.

4.3.1 Peripheral Interrupts (IRQs)
Peripheral interrupt functionality is managed by several components on the device:

» The Nested Vectored Interrupt Controller (NVIC)
* The Wake-Up Controller (WUC)

AM13E230x devices include an Arm Nested Vectored Interrupt Controller (NVIC) with the Cortex-M33 CPU for
managing peripheral interrupts. The NVIC operation is tightly integrated with the processor and supports 48
native peripheral interrupt sources.

The Wake-Up Controller (WUC) determines if the PD1 power domain (containing the processor) needs to be
powered up to service a peripheral interrupt if the PD1 domain is powered down in STOP or STANDBY mode.

4.3.1.1 Nested Vectored Interrupt Controller (NVIC)

The Nested Vectored Interrupt Controller (NVIC) is an industry-standard Arm component which interfaces
peripheral interrupts (which are external to the processor) into the CPU. The NVIC supports connection of

up to 48 native peripheral interrupt sources. For information on which peripheral is being mapped, please refer
to.

Table 4-2. NVIC IRQ Mapping

NVIC IRQ mapping Interrupt Source
0 SYSCTL.CPU_INT
1 DEBUGSS.CPU_INT
2 Reserved
3 WWDT.CPU_INT
4 GPIO0.CPU_INT
5 GPIO1.CPU_INT
6 GPIO2.CPU_INT
7 GPIO3.CPU_INT
8 ADCO_INT1
9 ADCO_INT2

10 ADCO_INT3
1 ADCO_INT4
12 ADCO_EVT
13 ADC1_INT1
14 ADC1_INT2
15 ADC1_INT3
16 ADC1_INT4
17 ADC1_EVT
18 ADC2_INT1
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Table 4-2. NVIC IRQ Mapping (continued)

NVIC IRQ mapping Interrupt Source
19 ADC2_INT2
20 ADC2_INT3
21 ADC2_INT4
22 ADC2_EVT
23 MCAN.CPU_INT
24 PWMO_INT
25 PWM1_INT
26 PWM2_INT
27 PWM3_INT
28 PWM4_INT
29 ECAPO
30 ECAP1
31 EQEPO
32 EQEP1
33 EQEP2
34 UNICOMMO.CPU_INT
35 UNICOMM1.CPU_INT
36 UNICOMM2.CPU_INT
37 UNICOMMS3.CPU_INT
38 UNICOMM4.CPU_INT
39 UNICOMMS5.CPU_INT
40 DMA.CPU_INT
41 NPU
42 EPI
43 AES.INT_EVENTO
44 TIMG4.CPU_INT
45 TIMG12.CPU_INT
46 TMU_LUF_INT
47 TMU_LVF_INT

48-63 Reserved

The NVIC is configured through memory-mapped registers in the system private peripheral bus (PPB) region.
See Arm Cortex-M33 NVIC Registers for the list of NVIC registers. The software development kit (SDK) provided
with the devices supports the standard Arm Cortex Microcontroller Software Interface Standard (CMSIS) register
access definitions for the NVIC. Application software must use 32-bit aligned, word-size transactions when

accessing any NVIC register.

In addition to interfacing peripheral interrupts to the processor, the NVIC also supports programmable priority for

each interrupt.
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Enabling and Disabling Interrupts

Peripheral interrupt enables can be read, set, and cleared through the interrupt set-enable (ISER) and interrupt
clear-enable (ICER) registers in the NVIC. Each ICER and ISER register supports 32 different interrupts. The
interrupts are mapped to the ISER and ICER registers with interrupt zero in the BITO position (LSB) and interrupt
31 in the BIT31 position (MSB) of each register. For example, SETENA[m] in NVIC_ISERn, allows interrupt 32n
+ m to be accessed.

To enable an interrupt, set the corresponding enable bit in the ISER register. Writing a '0' to ISER has no effect.
It is possible to read the ISER or ICER registers to determine which interrupts are enabled. Upon a read, a '1’
indicates that an interrupt is enabled; a '0' indicates disabled. To disable an interrupt, set the corresponding clear
enable bit in the ICER register. Writing a '0' to ICER has no effect.

Note
In addition to enabling a peripheral interrupt at the NVIC, it is generally necessary to also configure the
interrupt configuration of the corresponding peripheral as well. Most peripherals have multiple interrupt
sources, which are merged together in the peripheral to source a single NVIC interrupt. Masking of
individual peripheral interrupts is done within the peripheral's interrupt management registers.

In the event that an interrupt is disabled in the NVIC, if the interrupt is asserted by the corresponding peripheral
then the NVIC interrupt will go to a pending state but the processor is not interrupted. If an interrupt is disabled
when in an active state (when a handler is running) it will remain active until the exception handler returns or a
reset occurs, but no further activations will happen.

Note
If a peripheral asserts an interrupt to the NVIC, but that peripheral's interrupt in the NVIC is disabled,
the device may remain in a higher power mode than expected as the wake-up controller (WUC) is
holding an event for the processor. To prevent this situation, ensure peripheral interrupts are masked
at the peripheral directly, versus only masking interrupts at the NVIC.

Setting and Clearing Pending Interrupt Status

Pending interrupt status can be read, set, and cleared through the interrupt set-pending (ISPR) and interrupt
clear-pending (ICPR) registers in the NVIC. Each ISPR and ICPR register supports 32 interrupts, with interrupt
zero in the BITO position (LSB) and interrupt 31 in the BIT31 position (MSB) of each register. For example,
SETPEND[m] in NVIC_ISPRn, allows interrupt 32n + m to be accessed.

To read if an interrupt is pending, read either the ISPR or the ICPR. Upon a read, a '1' indicates that an

interrupt is pending; a '0' indicates not pending. To set an interrupt to a pending state through software, set the
corresponding bit in the ISPR register. Writing a '0' to ISPR has no effect. To clear an interrupt pending state, set
the corresponding bit in the ICPR register. Writing a '0' to ICPR has no effect. Note that if a peripheral interrupt
condition is still present, the pending state will be set again by hardware even if it is cleared.

Active State of Interrupts

The IABR registers in the NVIC indicate the active state of each interrupt. Each IABR register supports 32
interrupts, with interrupt 0 in the BITO position (LSB) and interrupt 31 in the BIT31 position (MSB) of each
register. For example, ACTIVE[m] in NVIC_IABRn, indicates the active state for interrupt 32n+m.

To read if an interrupt is active, read the IABR register. Upon a read, a '1' indicates that an interrupt is active; a '0’
indicates not active.

Software Triggered Interrupts

The STIR register in the NVIC is used to generate an interrupt from software. The INTID field of the STIR
register designates the interrupt ID of the interrupt to trigger, in the range of 0-48. For example, a INTID value
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of 0x03 specified IRQ3. When the USERSETMPEND bit in the CCR register is set to '1', unpriveileged software
can access the STIR register. Only privileged software can enable unprivileged access.

Setting Interrupt Priority

Interrupts on the NVIC have programmable priority. There are 16 priority levels possible. Priority is set by
programming the IPR registers in the NVIC. Each priority field is 8 bits in length, and the priority for 4 interrupts
is configured per 32-bit IPR register. AM13E230x only implements the most significant 4 bits of each 8-bit priority
field (giving the 16 priority levels). Lower priority values have higher priority. System exceptions (Reset, NMI,
and HardFault) have fixed priorities of -4, -2, and -1, respectively. As such, these exceptions always have higher
priority than peripheral interrupts. Peripheral interrupt priorities are programmable as 0, 16, 32, 48, 64, ..., 240
with 0 being highest priority and 240 being lowest priority.

If the processor is currently handling an exception, it can only be preempted by a higher priority exception. In the
event that there are multiple exceptions in a pending state which all have the same priority level assigned, the
exception with the lowest exception number is taken first.

Note
Application software must not change the priority of an interrupt while the corresponding interrupt is
either active (being handled) or enabled. Doing so can result in unpredictable behavior.

Table 4-3. Arm Cortex-M33 NVIC Registers

Address Register CMSIS Description

0XE000.E100 - |NVIC_ISERO - NVIC->ISER[O] - NVIC- [\ e ronistor
0XE000.E13C  |NVIC_ISER15 >ISER[15] P 9
0XE000.E180 - |NVIC_ICERO - NVIC->ICER[O] - NVIC- |\ e redistor
0XE000.E1BC  |NVIC_ICER15 >ICER[15] P 9
0XE000.E200 - |NVIC_ISPRO - NVIC->ISPRIO]-NVIC- [\ e
0xE000.E23C  |NVIC_ISPR15 >ISPR[15] ptset-pending reg
0XE000.E280 - | NVIC_ICPRO - NVIC->ICPRIO] - NVIC- [\ e
0XE000.E2BC  |NVIC_ICPR15 >ICPR[15] P pending reg
0xE000.E300 - |NVIC_IABRO - NVIC->IABR[O] - NVIC- [\
0xE000.E33C  |NVIC_IABR15 >IABR[15] P 9
0xE000.E400 - NVIC_IPRO - NVIC->IPR[0] - NVIC- Interrupt priority register (0 - 3) - Interrupt priority register (115 -
0xE000.E5DC  |NVIC_IPR119 >IPR[119] 119)

0xEOOOEF00 STIR NVIC->STIR Software trigger interrupt register

4.3.1.2 Wake Up Controller (WUC)

The Wake Up Controller (WUC) is responsible for monitoring for assertion of interrupts when the processor is
powered down in the STOP or STANDBY operating mode. In these modes, the entire PD1 power domain is
power gated, and as such, the processor and NVIC are not available to check for interrupts. The WUC retains
a copy of which peripheral interrupt sources to the NVIC were enabled when the processor entered STOP or
STANDBY mode. In the event that an enabled interrupt is issued, the WUC will handshake with the PMCU to
bring the device out of STOP or STANDBY mode so that the CPU can service the interrupt. The WUC will
capture the interrupt state and present it to the NVIC and processor when the processor is brought up, such
that the processor will see the interrupt even if the raw interrupt status of the peripheral is removed before the
processor finishes powering up to service the interrupt.

The WUC requires no configuration by application software upon entry to or exit from low-power modes, and
operation is transparent to application software.

4.3.2 Interrupt and Exception Table

The Arm Cortex-M33 interrupt vector table is 500 words long (2000 bytes). The complete platform interrupt and
exception table with vector table addresses is given in Table 4-4.
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See Table 4-2 for a complete list of which interrupts a particular device supports along with a more detail
interrupt vector table describing which NVIC number is used for what peripheral.

Table 4-4. AM13E230x Platform Processor Interrupt and Exception Table

E;ﬁiﬁ::_n Nu':n\cgr(” Priority Group| Secure Vector | Vector Table Address Vector Description®
- - - - 0x0000.0000 Stack pointer
1 - -4 Reset 0x0000.0004 Reset vector
2 -14 -2 NMI 0x0000.0008 NMI handler
3 -13 -1 HardFault 0x0000.000C Hard fault handler
4 -12 Configurable MemManage 0x0000.0010 Memory Protection Violation
5 -11 Configurable BusFault 0x0000.0014 Memory-related fault
6 -10 Configurable UsageFault 0x0000.0018 UsageFault
7 - - Reserved 0x0000.001C -
8 - - Reserved 0x0000.0020 -
9 - - Reserved 0x0000.0024 -
10 - - Reserved 0x0000.0028 -
1 -5 Configurable SVCall 0x0000.002C Supervisor call handler
12 -4 Configurable DebugMonitor 0x0000.0030 DebugMonitor exception
13 - - Reserved 0x0000.0034 -
14 -2 Configurable PendSV 0x0000.0038 Pended supervisor handler
15 -1 Configurable SysTick 0x0000.003C SysTick handler
16 0 Configurable | Device Interrupt O 0x0000.0040 Handler for Device Interrupt 0
17 1 Configurable | Device Interrupt 1 0x0000.0044 Handler for Device Interrupt 1
18 2 Configurable | Device Interrupt 2 0x0000.0048 Handler for Device Interrupt 2
63 47 Configurable | Device Interrupt 47 0x0000.00FC Handler for Device Interrupt 47

(1)  The NVIC number also indicates the relative interrupt priority if multiple NVIC interrupts have the same group priority. However, an
interrupt does not preempt an active handler for another interrupt with the same group priority, even if the interrupt has a higher
(numerically lower) NVIC position. For preemption to occur, the new interrupt must be configured to a higher priority group (numerically
lower).

(2) For more information on the exceptions, please see Arm Cortex-M33 Generic User Guide

Non-Maskable Interrupt (NMI)

The CPU implements a nonmaskable interrupt, which handles critical interrupts which must be serviced
immediately by the processor. The NMI interrupt sources are managed by SYSCTL. See the corresponding
NMI information in the SYSCTL section of the PMCU chapter.

4.3.3 Processor Lockup Scenario

There are several exception conditions which can cause the processor to enter a lockup state. On AM13E230x
devices, a processor lockup is considered a fatal fault which always triggers a SYSRST to clear the lockup
condition and restart the system.

A lockup state is entered by the processor if an SVC (supervisor call) or fault condition occurs while the
processor is handling an exception with priority of -1 or higher (numerically lower). Such a fault is considered by
the processor to be unexpected under normal operating conditions.

The following examples are conditions that can trigger a lockup state in the processor:

* The processor cannot fetch the stack pointer or reset vector at reset
* The processor cannot fetch the NMI vector
* The processor cannot fetch the hard fault vector
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A memory fault occurs when the processor is already handling an exception with priority of -1 or -2 (hard fault

or NMI)

* A supervisor call (SVC) occurs when the processor is already handling an exception with priority of -1 or -2
(hard fault or NMI)
» A usage fault or undefined instruction is fetched when the processor is already handling an exception with
priority of -1 or -2 (hard fault or NMI)
* A BKPT instruction is executed when the processor is already handling an exception with priority of -1 or -2
(hard fault or NMI)
* The NMI Handler function is empty

4.4 CPU Peripherals

The Arm Cortex-M33 includes tightly coupled peripherals for system timing, memory protection, floating point

computation, and security

4.4.1 System Control Block (SCB)

The System Control Block (SCB) provides system implementation information and system control functionality,
as well as configuration, control, and reporting of processor exceptions.

The SCB is configured through memory-mapped registers in the system private peripheral bus (PPB) region.
See Table 4-5 for the list of SCB registers. The software development kit (SDK) provided with the devices
supports the standard Arm Cortex Microcontroller Software Interface Standard (CMSIS) register access
definitions for the SCB. Application software must use 32-bit aligned, word-size transactions when accessing
any SCB register.

Table 4-5. Arm Cortex-M33 System Control Block Registers

Address Register CMSIS Description
0XE000.EDOO CPUID SCB->CPUID Read-only re_glster |nd|cz_at|ng the processor part number, version, and
implementation information
} Provides a set-pending bit for the non-maskable interrupt exception, and set-
OxE000.EDO4 ICSR SCB->ICSR pending and clear-pending bits for the PendSV and SysTick exceptions
0xE000.EDO8 VTOR SCB->VTOR Used to specify the vector table offset from 0x0000.0000
0xE000.EDOC AIRCR SCB->AIRCR Used to issue a CPU reset request (SYSRESETREQ)
0xE000.ED10 SCR SCB->SCR System control register, used to control low-power mode behavior
0xE000.ED14 CCR SCB->CCR Read-only register indicating behavior of the processor
0XE000.ED18 SHPR1 SCB->SHP[1] Used to configure priority level of Usagefault, BusFault, and MemManage
system handlers
0xE000.ED1C SHPR2 SCB->SHP[2] Used to configure the priority level of the SVCall system handler
OXE000.ED20 SHPR3 SCB->SHP[3] Used to configure the priority level of the SysTick and PendSV system
handlers
Enables the system handlers. Indicates the pending status of the BusFault,
0xE000.ED24 SHCSR SCB->SHCSR MemManage fault, and SVC exceptions, and indicates the active status of the
system handlers.
0xE000.ED28 CFSR SCB->CFSR Used to indicate cause of MemManage fault, BusFault, and Usage Fault
0xE000.ED2C HFSR SCB->HFSR Provides information about events that active the HardFault handler
0xE000.ED34 MMFAR SCB->MMFAR Contains the address of the MemManage fault location
0xE000.ED38 BFAR SCB->BFAR Contains the address of the BusFault location

For detailed information on the SCB register configuration, see the SCB section of the Arm Cortex-M33 Devices
Generic User Guide.
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4.4.2 System Tick Timer (SysTick)

The system tick timer (SysTick) is a tightly-coupled timer clocked by MCLK, which can be used for system time
keeping. The SysTick is available in RUN and SLEEP modes but is not available for use in STOP, STANDBY, or
SHUTDOWN modes.

The SysTick is configured through memory-mapped registers in the system private peripheral bus (PPB)
region. See SysTick Registers for the list of SysTick configuration registers. The software development kit
(SDK) provided with the devices supports the standard Arm Cortex Microcontroller Software Interface Standard
(CMSIS) register access definitions for the SysTick.

The SysTick timer can be used in several different ways, including:

* As an RTOS timer which fires at a programmable rate (for example, 100Hz) and invokes a SysTick routine
* A high-speed alarm timer

* A simple counter used to measure time to completion and time used in an application

» A timeout counter to check that a routine has not timed out within a specified period

The SysTick timer is a simple 24-bit down counter, which counts down from its reload value to zero. Upon
reaching zero, SysTick will reload the value programmed into the reload value register (SYST_RVR) on the next
clock cycle, and then again begin counting down to zero. Writing a value of zero to the SYST_RVR disables the
counter on the next wrap.

A SysTick event is generated when the SysTick counter reaches zero, and which point the COUNTFLAG status
flag will be set. Reading the SYST_CSR register will clear the COUNTFLAG status bit. Writing to the current
value register (SYST_CVR) clears the register and the COUNTFLAG status but does not generate an interrupt
to the CPU. Reading SYST_CVR returns the counter value at time of access.

Application software must only use 32-bit word-aligned word accesses to the SysTick registers. To initialize the

SysTick, follow the steps below:

1. Program the desired reload value (example: to generate a flag every 1000 MCLK cycles, program 999) to
SYST_RVR

2. Clear the current value by writing to the SYST_CVR register

3. Program the SYST_CSR register to enable SysTick

Note
The SysTick counter does not decrement when the CPU is halted for debug.

Table 4-6. SysTick Registers
Address Register CMSIS Description

Control and status register used to enable/disable SysTick and the SysTick
exception, and to check the COUNTFLAG status

Reload register used to program the counter reload value to set the SysTick

0xE002.E014 SYST_CSR SysTick->CTRL

0xE002.E014 SYST_RVR SysTick->LOAD interval in MCLK cycles

) Returns the current value of the SysTick counter; a write clears the counter to
0xE002.E018 SYST_CVR SysTick->VAL zero and clears COUNTFLAG in SYST_CSR
0xE002.E01C SYST_CALIB SysTick->CALIB |Indicates the SysTick calibration value

4.4.3 Memory Protection Unit (MPU)

The Memory Protection Unit (MPU) can be used to check all memory accesses made by the processor against
a set of access permission policies which can be defined by the programmer. When used together with the
privileged/unprivileged execution modes of the Arm Cortex-M33, the MPU supports limiting access to certain
memory locations to privileged code only. If unprivileged code accesses a nonrestricted region, execution
continues as if the MPU was not present. However, if unprivileged code issues an access to a restricted region,
a HardFault is generated if MemMange fault is not enabled in the processor. It is also possible to restrict access
to both privileged and unprivileged code (no access possible through the processor).
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The MPU is configured through memory-mapped registers in the system private peripheral bus (PPB) region.
See MPU Registers for the list of MPU configuration registers. The software development kit (SDK) provided
with the devices supports the standard Arm Cortex Microcontroller Software Interface Standard (CMSIS) register
access definitions for the MPU.

Since the MPU checks all memory accesses from the processor (including accesses to flash, SRAM, and
peripherals), it is well suited for improving reliability and robustness in threaded applications involving an
RTOS. The MPU can be used to restrict the memory access of individual threads, including establishing stack

boundaries and limiting access to specific peripherals. Key state data used by the RTOS can be protected from
modification by unprivileged threads.

Note
The MPU only monitors access to the memory map which originate from the processor. The MPU
does not restrict the access of the DMA controller.

Note
Protecting flash memory regions with the MPU does not protect the flash memory from being read
or modified by the flash controller. This is because the flash controller can take control of the flash
memory banks directly for read verify, program, and erase operations. Dedicated write protection
functions are provided within the flash controller, and these mechanisms are for use when write
protecting the flash memory. Software can configure the MPU to restrict access to the flash controller
registers, thus preventing the CPU from configuring or initiating a flash command directly.

The MPU provides a mechanism to partition the device memory map into 8 regions (numbered 0-7) plus a
default background region. Each region can be configured with access permissions and memory attributes, and
regions can be configured to overlap if desired. In the case of overlapping regions, a memory access to a
location existing in multiple regions is subjected to the attributes of the region with the highest number.

When the MPU is not enabled (ENABLE bit is cleared in the MPU_CTRL register), the device uses the default
memory map and the CPU has access to the memory map as if the MPU was not present.

When the MPU is enabled for use, access to the vector table and the system control space are always
permitted, but access to any other location depends on the following:

* The region configurations

*  Whether the access was privileged or unprivileged

» The privileged software default memory map access control configuration (PRIVDEFENA)

Because the Arm Cortex-M33 is a single-bus CPU architecture, there is no delineation between an instruction
fetch and a data access by the MPU. Instructions and data are treated the same.

Note
If the MPU is enabled (ENABLE bit is set), then PRIVDEFENA must be set to give privileged software
access to the memory map, or at least one memory region must be configured and enabled for the
CPU to proceed without a hard fault. If PRIVDEFENA is cleared, no regions are defined and enabled,
and the MPU is enabled, then the entire memory map is restricted, and any access generates a fault.

Table 4-7. MPU Registers

Address Register CMSIS Description
O0XE002.ED90 MPU TYPE MPU->TYPE Type register indicating that if the MPU is present, and if so, how many regions
- supported
0xE002.ED94 MPU_CTRL MPU->CTRL MPU control register for enabling and configuring the MPU
0xE002.ED98 MPU_RNR MPU->RNR Region select register for using MPU_RBAR and MPU_RLAR
0xE002.ED9C MPU_RBAR MPU->RBAR Defines the base address of the MPU region selected by the MPU_RNR
0XE002.EDAO MPU_RLAR MPU->RLAR The MPU_RLAR defines the limit address of the MPU region selected by the
MPU_RNR
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For detailed information on the MPU register configuration, see the MPU section of the Arm Cortex-M33 Devices
Generic User Guide.

4.4.4 Floating Point Unit (FPU)

The Cortex®-M33 Floating-Point Unit (FPU) implements the FPv5 floating-point extensions.The FPU fully
supports single-precision add, subtract, multiply, divide, multiply and accumulate, and square root operations.
It also provides conversions between fixed-point and floating-point data formats, and floating-point constant
instructions.

The FPU provides floating-point computation functionality that is compliant with the ANSI/IEEE Std 754-2008,
IEEE Standard for Binary Floating-Point Arithmetic, referred to as the IEEE 754 standard.

The FPU contains 32 single-precision extension registers, which users can also access as 16 doubleword
registers for load, store, and move operations.

Note
The FPU is not connected to the NVIC. This requires the programmer to check the FPSCR register to
see the status of the FPU, which is accessible by instruction.

Table 4-8. FPU Registers

Address Register CMSIS Description
0xE002.EF34 FPCCR FPU->FPCCR Used to control different attributes
of the FPU
0xE002.EF38 FPCAR FPU->FPCAR Holds the location of upopulated
floating-point register space
0xE002.EF3C FPDSCR FPU->FPDSCR Holds the default values for the
floating-point status control data

For detailed information on the FPU, see the FPU section of the Arm Cortex-M33 Devices Generic User Guide.
4.4.5 Digital Signal Processing Extension

The Arm Cortex-M33 allows specific instructions to be used for digital signal processing (DSP). This gives
programmers the ability to use the DSP instructions given in the Armv8-m instruction set. For more information
on these instructions please see Armv8-M Architecture Reference Manual.

4.4.6 Custom Datapath Extension TMU

The Trigonometric Math Unit (TMU) is a floating-point hardware accelerator that uses the Custom Datapath
Extension (CDE) interface of the Arm® Cortex-M33 to enable faster trigonometric math function functions. The
trigonometric math functions are supported as an enhanced instruction set on the M33 core that utilizes the
Floating Point Unit (FPU) registers for the operands and the data path implemented on the CDE interface. For
more information on these instructions, please refer to Chapter 6.

4.5 Read-Only Memory (ROM)

The CPUSS contains 48KB of read-only memory which contains the executable code for the boot configuration
routine (BCR) and bootstrap loader (BSL). The ROM is active after a BOOTRST, or after a SYSRST with BSL
entry/exit. The ROM is disabled automatically when the application is started and is not accessible by application
software.
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The read-only memory (ROM) is used to configure the device before starting the user application.
5.1 ROM Overview

The ROM contains the executable code for the boot configuration routine (BCR) and bootstrap loader (BSL). The
ROM includes:
» Lifecycle Detection of the device
» Configuring the SoC Security as per the NON-Main flash data
* Loads Tl trim data
» Authentication of the Application in Flash
» Logs boot errors in all life-cycle states
*+ ROM Services
— Authentication of service requests through DSSM
— Debug Services
— Key Services
— RMA Services
— BCR Existing Services

The ROM is active after a BOOTRST, or after a SYSRST with BSL entry/exit. The ROM is disabled automatically
when the application is started and is not accessible by application software.

AM13E230x devices provide a 48KB ROM that includes the implementation for BCR and BSL.
The DSSM Commands for the AM13E230x device are detailed in Section 32.2.4.1.
5.2 ROM Overview

The ROM contains the executable code for the boot configuration routine (BCR) and bootstrap loader (BSL). The
ROM includes:
« Lifecycle Detection of the device
» Configuring the SoC Security as per the NON-Main flash data
* Loads Tl trim data
» Authentication of the Application in Flash
* Logs boot errors in all life-cycle states
* ROM Services
— Authentication of service requests through DSSM
— Debug Services
— Key Services
— RMA Services
— BCR Existing Services

The ROM is active after a BOOTRST, or after a SYSRST with BSL entry/exit. The ROM is disabled automatically
when the application is started and is not accessible by application software.

AM13E230x devices provide a 48KB ROM that includes the implementation for BCR and BSL.
The DSSM Commands for the AM13E230x device are detailed in Section 32.2.4.1.

310 AM13E230x Microcontrollers SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026
Submit Document Feedback
Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

www.ti.com Secure Read-Only Memory (ROM)

5.3 Memory Map

Table 5-1 details the high-level overview of different Flash, Data, Engineering, and TRIM Sectors and their
associated protections.

Table 5-1. ROM Memory Map

Memory Usage |Memory Size |Start Address Permission Purpose
ROM 48KB Tl reserved Immutable BCR & BSL code
BANKO NMO 2KB 0x6010_0000 Immutable and BCR User keys
has Write/Erase/Read
permission
BANKO NM1 2KB 0x6010_0800 Reprogrammable BCR & BSL configuration
BANK1 NMO 2KB 0x6010_1000 BCR has Write/Erase/Read |Unused by ROM
permission
BANK1 NM1 2KB 0x6010_1800 Reprogrammable Additional user application storage
Note

The ROM does not utilize the BANK1 NMO/NM1 regions. BANK1 NM1 can be used by the user
application as additional storage.

5.4 Boot Configuration Routine (BCR)

The boot configuration routine is the first firmware to run on the device after a BOOTRST. The BCR manages
the following at boot time:

» Configuring the debug interface security policy

« Optionally executing a mass erase

« Optionally executing a factory reset

« Configuring the flash memory static write protection policy

» Optionally verifying the integrity of some or all of the application firmware (with a 32-bit CRC)
* Optionally starting the bootstrap loader (BSL)

5.4.1 SWD Mass Erase and Factory Reset Commands

The BCR provides mass erase and factory reset functionality through commands sent to the device over SWD
from a debug probe using the debug subsystem mailbox (DSSM). When the device is not configured for SWD
disabled, the mass erase and factory reset commands can be individually configured to be enabled with a
unique 128-bit password, or disabled. By default, both commands are enabled.

The SWD mass erase and factory reset DSSM commands supersede any static write protection policies. For
example, if SWD factory reset is configured to be enabled or enabled with password, the BCR configuration data
can be reset even if it is statically write protected.

SWD Mass Erase

A SWD mass erase is an erase of the MAIN flash regions only, which typically includes the user application. The
BCR and BSL policies stored in the NONMAIN flash region are not affected by a mass erase. A mass erase is
useful for erasing all application code and data while leaving the device configuration itself intact.

To set the mass erase command mode and password, configure the BOOTCFG3.MASSERASECMDACCESS
field and the PWDMASSERASE password fields in the NONMAIN memory.

SWD Factory Reset

A SWD factory reset is an erase of the MAIN flash regions followed by a reset of the NONMAIN flash region to
default values. Such an erase is useful for completely resetting the BCR and BSL device boot policies while also
erasing the application code and data.
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To set the factory reset command mode and password, configure the
BOOTCFG3.FACTORYRESETCMDACCESS field and the PWDFACTORYRESET password fields in the
NONMAIN memory.

5.4.2 Fast Boot

The execution time of the BCR can be reduced by enabling fast boot mode. Fast boot mode, when enabled,

speeds up the boot process using the following methods:

+ Limiting the BSL entry methods. When fast boot mode is enabled, only the SYSCTL register invoke method
and the DSSM invoke method can be used to enter the bootloader. The other BSL invoke conditions are not
tested (for example, pin based invoke).

* Bypassing the application CRC check (even if the application CRC check is enabled).

To enable fast boot mode, set the fast boot mode to enabled in the BOOTCFG2.FASTBOOTMODE field in the
configuration memory.

5.5 Bootstrap Loader (BSL)

The bootstrap loader (BSL) provides a method to program and/or verify the device memory through a standard
UART, 12C, or MCAN interface. Key features of the BSL which are accessible through the serial interface
include:

*  Programming and erase of flash memory

» Ability to return a firmware version number through a pointer to the main flash

» Ability to specify a hardware invoke GPIO

» Ability to enable code/data read-out (disabled by default)

» Ability to return a 32-bit CRC of a code/data region (2KB minimum region size) to verify programming
* Access is always protected with a 256-bit password

» Configurable security alert handling for resisting brute force attacks

» Configurable UART, 12C and MCAN pins

For a complete description of the BSL features, see the AM13E230x Bootstrap Loader User's Guide.

The BSL can be enabled or disabled by setting the bootloader mode to enabled or disabled in the
BOOTCFG2.BSLMODE field in the NONMAIN flash memory. When the BSL is disabled, the bootloader cannot
be entered through any invocation mechanism and the device will boot from the application code in the flash.

5.5.1 Application Version

The BSL supports returning an application version number through the BSL serial interface. This allows the BSL
host to interrogate the firmware version without being able to read the firmware. The version field is 32 bits in
length. To link the application version command to a version number programmed in the main flash, program the
address of the version number in the APP_REV_POINTER field in configuration memory. The version data is
only returned if the address specified in APP_REV_POINTER corresponds to a valid flash memory address.

5.5.2 GPIO Invoke

The bootloader supports hardware invoking after a BOOTRST through the use of a GPIO. The BSL configuration
in the configuration memory contains the pad, pin, and polarity definition for the GPIO invocation. Devices come
configured from TI for a specific GPIO and polarity, but software can change this default by modifying the GPIO
pin configuration in the BSL configuration in configuration memory.

To specify the polarity of the BSL_invoke pin, configure the BSLCONFIG0.BSLIVK_LVL field in the configuration
memory.

To specify the device pin to be used for BSL_invoke, configure the following fields in the configuration memory:
+ Store the IOMUX PINCMx index into the BSLCONFIGO0.BSLIVK_PAD_NUM field

+ Store the GPIO port (A/B/C/D) into the BSLCONFIG0.BSLIVK_GPIOPORT field

+ Store the GPIO pin (0-31) into the BSLCONFIGO0.BSLIVK_GPIOPIN field

See the device specific data sheet to determine the default BSL invoke GPIO.
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5.5.3 BSL Triggered Mass Erase and Factory Reset

It is possible to send a mass erase or factory reset command to the BSL. The commands work in a similar way
as the SWD mass erase and factory reset commands, with several key exceptions.

BSL Mass Erase

A mass erase command sent to the BSL will erase the MAIN flash memory.

Any MAIN flash memory sectors which are configured to be statically write

protected (via the BANKO_WRITE_ERASE_PROTECTION_A, BANKO_WRITE_ERASE_PROTECTION_B,
BANK1_WRITE_ERASE_PROTECTION_A and BANK1_WRITE_ERASE_PROTECTION_B fields in the
configuration memory) will not be erased. The device configuration memory is never erased by a mass erase.

BSL Factory Reset

A factory reset command sent to the BSL will first perform a BSL mass erase to erase the main flash
memory (excluding any sectors which are statically write protected). Then, it will additionally erase the device
configuration memory.

A BSL factory reset command is only accepted if the following are true:

1. The configuration memory itself is not currently configured to be statically write protected
(BANKO_NM_USER_CONFIG field in the configuration memory is set to not protected)

2. The factory reset command is not configured to be disabled (BOOTCFG4.FACTORY_RESET_MODE field in
the configuration memory is not set to disabled)

The BSL host must program valid configuration data back into the configuration memory (via BSL commands)
before terminating the BSL session, or the device may enter an unrecoverable state.

Note
If the configuration memory is left unprogrammed after a BSL factory reset, the device will assume
a maximally restrictive state on the next reset cycle, any application code in MAIN flash will not be
started, and it will not be possible to access the device via any means. To prevent lockout, always
ensure that valid configuration data is programmed into configuration memory following a BSL factory
reset.

5.6 Lifecycle Management

AM13E230x devices support lifecycle management to manage the device process from the Tl factory to
customer development, to production, to end-of-life. The Lifecycle Management controls which features of the
device are enabled at each stage of the product's life.

Lifecycle management allows customers to increase the level of security from open to completely closed in a
controlled manner, and prevent on-device information from getting leaked by converting the device to a specific
state when the device is at its end-of-life or in failure analysis.

The device ROM code supports the AM13E230x lifecycle with two states that represent the operation state of
the device:
» HS (High Security) - fully operational unit
— The HS lifecycle state is broken down into multiple Device Sub-Type states that represent the specific
configuration of the operational device.
+ BAD/DCOM - decomissioned or faulty unit
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‘ Operational Device

O Failure Analysis

‘ Non usable Device

Figure 5-1. AM13E230x Lifecycle Transitions

5.6.1 Device Sub-Type

HS (High Security) lifecycle state is divided into the following Device Sub-Type states. The bootcode will read
the corresponding security sector to determine the device sub-types for High Security.

» HS-FS (High Security-Field Securable): The devices are shipped from Tl in this state. In the HS-FS state, the
device can be used with or without security features. If security features are not required, then the device will
remain in this state for the rest of the device's lifecycle (unless the device enters a BAD state or a failure
analysis is performed).

» HS-SE (High Security-Security Enforced): This is the state the device moves to once the signed CSC
(Customer Secure Code) or application has been programmed and verified by Secure Boot.

In addition to the two above Operational Device states, the device enters HS-FA (High Security-Failure Analysis)
state when failure analysis is enabled on the device.

5.6.2 Lifecycle Transitions

During the life of the device, the state is changed depending on the current state of the device and the security
settings applied.

The following sequence transitions a device from HS-FS to HS-SE:

1. If debug port is not locked, application/CSC can be programmed via debug port

2. Alternatively, invoke the BSL to program the application over supported BSL interfaces (UART/I2C/MCAN)
3. Program the signed CSC or application over BSL

4. Once ROM validates the CSC or application, the device is marked as HS-SE

The following sequence transitions a device from HS-SE to HS-FA:

1. DSSM command (DSSM_COMMAND_RMA) shall be given to the device by the user

2. If Combined Certificate is received and validated, then ROM marks the device as HS-FA
3. Device will go into HS-FA Authenticated flow
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To convert a device to DCOM/BAD, the user can send the DSSM command
DSSM_COMMAND_CONVERT_BAD_ DEVICE.

Note
Customer Return Flow

Customers need to transition the device to HS-FA state from HS-SE before sending the device back to
Tl for failure analysis. Customer has the option to secure the different assets (e.g. code, keys, etc.) by
programming / erasing them. Customer should be aware that erasing the content will restrict / limit the
debug of some of the failures (e.g. flash data retention failure cannot be debugged once the content is
erased).

5.7 Boot and Startup Sequence

Figure 5-2 illustrates the boot and startup sequence in security enabled applications. At BOOTRST, Tl Bootcode
starts executing. According to the device's lifecycle status, the device will execute the corresponding process as
regular boot, secure boot, or retest flow.

The Bootloader (BSL) can be invoked by Bootcode when a valid bootloader invocation condition is detected.
The Bootloader provides a method to program and verify the device Flash memory through a standard serial
interface (see Section 5.5).

During the Bootcode execution, the Debug Subsystem Mailbox (DSSM) enables a debug probe to pass
messages to the target device through the Serial Wire Debug (SWD) interface, and for the target device to
return data to the debug probe. In Bootcode, the DSSM helps with the transmission of commands to the device
during boot, including lifecycle state change requests, authenticating the debug probe for password-protected
debug, mass erase, and factory reset operations.

After a successful boot, the Bootcode issues BOOTDONE. At this point in the sequence, SYSCTL issues a
SYSRST to the device to trigger execution from flash memory. Depending on the boot configuration record, this
leads to either the start of the main application (if CSC does not exist in this configuration) or to the start of the
CSC (if CSC is configured).

CSC (Customer Secure Code) executes from flash memory to further configure security elements. Note that
CSC is customer-owned secure software. This two-step secure boot concept enables application-specific
policies to be implemented and managed by CSC while the standard security enablers are implemented by
Bootcode. When CSC has completed execution, the system undergoes a second SYSRST followed by the start
of the main aplication.

In this security model, both Tl Bootcode and CSC are considered frusted. The main application is considered
untrusted. When execution jumps to the main application, all security elements are expected to have been
configured, including restrictions on the debug port, memory accesses, and key management.
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Figure 5-2. AM13E230x Secure Boot and Startup Sequence

The AM13E230x security architecture provides a clean separation between policies and mechanisms.
It is possible to build applications where no CSC is implemented and the main application begins
immediately following BOOTRST.

The secure exection flow is the path where CSC_EXISTS = YES. In this case, it may be observed that after
BOOTRST, two SYSRSTs will be issues before the main application is launched.

After the first SYSRST, the CSC executes. It configures security and issues INITDONE = NO. At this point, the
security configuration is locked and enforced. A second SYSRST is issued, and restarts CSC execution. At the

second SYSRST, INITDONE = YES and the main application is launched.

If CSC is not enabled, then only one SYSRST is issued and the application launches following the reset.
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5.7.1 Secure Boot

AM13E230x devices support an immutable secure boot in ROM leveraging the device's lifecycle management.
The immutable secure boot establishes a chain of trust that allows the execution of authenticated and authorized
firmware on the device, utilizing the device's lifecycle management transitions: from a provisioning state (HS-FS)
to a permanently secured operational state (HS-SE).

Secure boot provides mechanisms to validate image integrity through 128-bit CMAC, and verify key integrity via
BCH encoding. ROM secure boot supports the following features:

» \Verification of the integrity of the firmware through 128-bit CMAC

» Anti-rollback to prevent downgrade to older firmware that can be a potentail security vulberibility

» Key revocation to decomission compromised keys - support for up to 4 keys

* Tl proprietary MCUBOoot trailer processing for security metadata

AM13E230x devices support up to 4 keys. Secure boot uses the first key for verification. The rest of the keys are
utilized if the first key is revoked.

Secure boot is performed only when the device is in HS-SE state. In HS-SE state, secure boot is performed
during one of the following conditions:

« BOOTRST

* Power-on reset

*  Wake up from Shutdown

5.7.2 Customer Secure Code (CSC)

If the user wants to add additional features or functionality to the immutable secure boot on AM13E230x devices,
then a Customer Secure Code (CSC) (also referred to as the secondary bootloader) can be implemented in the
MAIN flash of the device. The ROM provides the following features to support the CSC:

* Bank swap decision

* Initialization of the secure key store

When the CSC issues INITDONE (by writing to SYSCTL.SECCFG.INITDONE MMR) then SYSCTL issues
the second SYSRST (as outlined in Section 5.7). The device again starts execution from 0x0 mapped

to flash, and the CSC executes a second time. After the second CSC execution, the CSC will find that
INITDONE has already been issued previously (from after the first CSC execution), determined by reading
the SYSCTL.SECCFG.SECSTATUS.INITDONE bit. The main application is then called.

The customer owned secure code can leverage the Global Security Controller (GSC) to implement additional
security capabilities such as:

* Flash read-execute protection

* Flash IP protection

*  SRAM write-execute mutual exclusion

The CSC specifies which bank holds the more recent authenticated application image. If that bank is physical
bank 0 (same bank as where CSC is executing from), then bank 1 is read-write only and does not have execute
privilege. If the correct application image is determined to be on physical bank 1, then the CSC must issue a
bank-swap request.

The CSC indicates the end of CSC execution by writing to the SYSCTL.SECCFG.INITDONE register with a
PASS value (0x1) along with a KEY value of 0x9d. Successfully writing to the INITDONE register results in a
second SYSRST operation during which the bank-swap takes effect.
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This chapter describes the trigonometric math unit (TMU) .
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6.1 Introduction

The Trigonometric Math Unit (TMU) is a floating-point hardware accelerator that uses the Custom Datapath
Extension (CDE) interface of the Arm® Cortex-M33 core to reduce the effective MIPS of the M33 core by
enabling faster trigonometric math function calculations. The trigonometric math functions are supported as an
enhanced instruction set on the M33 core that utilizes the M33 core's Floating Point Unit (FPU) registers for the
operands and the data path implemented on the CDE interface.

In many sensing and control algorithms, common math operations such as Sine, Cosine, Arctangent, Division,
and Square Root take many cyces to complete in a software-only implementation. The TMU hardware
accelerator significantly reduces cycle times, and thus increases the achievable control frequencies of a system
by adding custom instructions specifcally for these operations to the M33 CPU.

6.2 Features

»  TMU functions implemented as native Cortex-M33 instructions
» Utilizes Custom Datapath Extension (CDE) interface of the M33 CPU
» M33 FPU registers used to store operands, data path is implemented outside of FPU
* M33 TMU32 operations supported:
— SINPUF32
— COSPUF32
— ATANPUF32
— DIVF32
— QUADF32
— SQRTF32
— IEXP2F32
— LOG2F32
— ISQRTF32
* RSCTFLT instruction to read/write Latched Underflow (LUF) and Latched Overflow (LVF) flags
» External interface for LUF/LVF interrupts and ROM parity error
» Safety enabled through parity protection for ROM
* No pipelining of back to back instructions inside the CDE TMU - M33 CPU expected to issue new instruction
after the result is given for the previous instruction
* Interruptible multicycle instructions
+ Kill signal terminates current instruction in the M33 CDE module. The kill signal is generated when the M33
CPU encounters an interrupt while executing a CDE or FPCDE instruction.

Note
Multiple LUF/LCF interrupts could be generated due to a kill signal being asserted.

The AM13E230x SDK enables TMU usage in software. Refer to the SDK for examples using the TMU.

6.3 Functional Operation

6.3.1 Supported TMU Instructions
The following mathematical operations are supported on the M33 CDE TMU accelerator:
Table 6-1. M33 CDE TMU Instructions

Instruction Description # of Inputs # of Outputs Equivalent Operation # of M33
Cycles
SINPUF32 Returns the SINE of input value 1:Sm 1: Sd sin(Sm * 2pi rad) 5
Sm=-1.0t0 1.0
COSPUF32 Returns the COSINE of input value |1:Sm 1:8d cos(Sm * 2pi rad) 5
Sm=-1.0t01.0
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Table 6-1. M33 CDE TMU Instructions (continued)

Instruction Description # of Inputs # of Outputs Equivalent Operation # of M33
Cycles
ATANPUF32 Returns the ARCTAN of input value |1:Sm 1: Sd arctan(Sm) rad/2pi 5
Sm=-1.0t0 1.0
Sd =-0.125t0 0.125
DIVF32 Returns the DIV value of two input  |{2:Sn=X,Sm=Y |1:Sd = (X/Y) Sn/Sm 6
values
QUADF32 Returns the quadrant value of the 2:8n=X,Sm=Y |1:Sd Quadrant(X,Y) 1
(X,Y) input values
SQRTF32 Returns the Square Root of input 1:Sm 1:8d sqrt(Sm) 6
value
IEXP2F32 Returns the Inverse Exponent of 1:Sm 1:8d 1/ (25m) 5
input value.
Note
There is loss
of accuracy with
increased values of the
exponent. Refer to the
software example test
cases in the SDK for
more details.
LOG2F32 Returns the Base-2 Logarithm of 1:Sm 1:8d Logy(Sm) 6
input value
ISQRTF32 Returns the Inverse Square Root of |1:Sm 1:8d 1/ sqrt(Sm) 6
input value
RSCTFLG Read/Set/Clear the LUF and/or LVF |2: 1:Rd Operation 1
flags that are maintained inside the |Rn : 2-bit write 2-bit read value LUF = (LUF & ~Rm[0]) |
TMU CDE value (Rn[0] - LUF, |(Rd[0] - LUF, Rd[1] (Rn[0] & Rm[0])
Mot Rn[1}-LVF) - LVF) « LVF = (LVF & ~RM[1]) |
- : o ed Rm : 2-bit mask (Rn[1] & Rm[1])
onl' a. atg r? ) (Rm[0] - LUF, «  Rd[0] = LUF
only instruction, keep Rm[1] - LVF) . Rd[1]=LVF
Rm[1:0]=00
Examples
Note * Read both flags
The default value of the + Set both flags
LUV and LVF flags at + Clear both flags
reset are 0. +  Set LUF only
* SetLVF only
* Clear LUF only
* Clear LVF only

» Sd: Destination Register (floating-point)
» Sn: Source Register (floating-point)
* Sm: Source Register (floating-point)

* Rd: Destination Register (general-purpose)

* Rn: Source register (general-purpose)
* Rm: Source register (general-purpose)
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TinyEngine™ Neural Processing Unit (NPU)
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This chapter describes the features and operation of the TinyEngine™ Neural Processing Unit (NPU), used to
improve the efficiency of machine learning inferencing.
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7.1 Introduction

The TinyEngine™ NPU can support intelligent inferencing running pre-trained models. Capable of 800—
1600MOPS(Mega Operations Per Second) with example model support for ARC fault detection or Motor Fault
detection, the TinyEngine™ NPUprovides up to 10x Neural Network (NN) inferencing cycle improvement versus
a software only based implementation. Load and train models with tools from TI: Model Composer GUI or Tl's
command-line Modelmaker tool for an advanced set of capabilities. Both of these options automatically generate
source code for the ARM® Cortex® -M33 , eliminating the need to manually write code.

Figure 7-1 shows the toolchain and steps to add TinyEngine™ NPU support to a project, starting with
importing or using existing models from TI, training the models, generating the associated software libraries,
and integrating into an existing Code Composer Studio™ IDE project.

—

p
f Edge Al Studio '\ + Model
(GUI basedtool) ; Trﬂi,'.,ing & Evaluation AMA3EZ23x Model Zoo
BringYour Own Model " Data: (Models optimizedfor AM13E23x-NPU)
[@\J Acquisition & Visualization
.
L)

* Model Composer
+ Data

Acquisitionfiewer — g
' ™\ Model Compile
Tl Model Maker
(Commandline toal, “
(3 ?yTorch training
framework) 1!
~ / — Inference Library (.h, .a) J
- \ — !
User Application Code
{% Code Composer (CCS Project) —'l AM13E23x Compile Id—l AM13E23x MCU + SDK J
Studio y

< Binary Tools/ModelsiSoftware
| provided by Tl
. J/
Tl Tools Supported
development steps

Figure 7-1. TinyEngine™ NPUDevelopment Flow
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Chapter 8
Advanced Encryption Standard (AES) Accelerator

i3 TEXAS INSTRUMENTS

The AESA accelerator module accelerates encryption and decryption operations in hardware based on the FIPS
PUB 197 advanced encryption standard (AES).
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8.1 AES Overview

The AES accelerator module performs encryption and decryption of 128-bit data blocks with a 128-bit or 256-bit
key in hardware. AES is a symmetric-key block cipher algorithm specified in FIPS PUB 197.

The AES accelerator features include:

» AES 128-bit block encryption and decryption

* Key scheduling in hardware

» Enc/decrypt only modes: CBC, CFB-1, CFB-8, CFB-128, OFB-128, CTR/ICM

» Authentication only modes: CBC-MAC, CMAC

*+ AES-CCM

+ AES-GCM

* AES-CCM and AES-GCM modes support continuation with hold/resume of payload data
» 32-bit word access to provide key data, input data, and output data

* AES ready interrupt

» DMA triggers for input/output data

» Supported in RUN and SLEEP (see the Operating Modes section of the device technical reference manual)

A high level block diagram of the AES engine is shown in Figure 8-1. The AES engine consists of a processing
core that performs both encryption/decryption as well as Galois field multiplication. The core is driven with
configuration and data inputs that software will configure via memory mapped registers.

Buffered Engine

control tag_out

Keys (hash/crypto)

— AES
! \| Input IV_in IV_out Output
Reg_data 1 puffer |—— - Processing Buffer Reg_data

Core

data_in data_out

i

Reg_addr

Figure 8-1. AES Block Diagram

8.1.1 AESADYV Performance

The AESADV accelerator provides fast encryption and decryption of 128-bit blocks. AESADV accelerator
performance in both cycles and execution time for block encryption and block decryption (with pregenerated
decryption key) is given in Section 8.1. This table assumes that there are no system overheads (delays in
supplying next input or reading out available output) that stall the engine.
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Table 8-1. AESADV Hardware Accelerator Key Performance Metrics

AESADV Key Encryption Decryption

Length Cycles Time (32MHz) Time (100MHz) Cycles Time (32MHz) Time (100MHz)
128-bit 76 2.38us 0.76us 76 2.38us 0.76us
256-bit 81 2.53us 0.81us 81 2.53us 0.81us
8.2 AESADV Operation

The AESADV engine provides an efficient implementation of the Rijndael cipher (the AES algorithm) and a
128-bit polynomial multiplication (referred here to as ‘GHASH’, as per the AES-GCM specification). Rijndael is a
block cipher with each data block consisting of 128-bits.

AES encryption requires a specific number of rounds depending on the key length. Supported key lengths are
128-bit, and 256 bit, requiring 10, and 14 rounds respectively.

The AESADV engine contains the AES ECB core and a dedicated 32-cycle polynomial multiplication module for
performing GHASH operations (when GCM is configured). The polynomial multiplication operates in parallel with
the AES core, if there is data available for both modules. This is the case after encryption of the first data block.

8.2.1 Loading the Key
Keys can be configured into the engine in one of two ways.

1. Secure key initialization via keystore controller: In this method, the intended AES key is securely transferred
from the keystore controller into the engine via a secure private bus connecting the keystore controller
and the AES engine. The keystore controller initiates the key transfer and waits for the AES engine to
acknowledge transfer completion.

2. Software explicitly configures keys: In this method, software configures the key data into the engine by
writing to the KEYO0--KEY7 registers, writing 32-bits at a time starting with KEYO. For 128-bit keys, KEYO--
KEY3 register will need to be written. For 256-bit keys, KEYO0--KEY7 will need to be written.

In order to prevent key stealing attacks by partial modification method, the engine ensures that once a secure
key transfer has completed via the keystore, software can no longer explicitly configure/modify the key. This
status is provided by the STATUS.KEYWR field. If this field is 0, then software is allowed to write key data. If this
field is 1, then software is not allowed to write key data. In order to allow software to write key data, the module
has to be reset. The reset operation clears existing key data before new key data can be written by software.

8.2.2 Writing Input Data

Input data is written into the engine either through the DATAO, DATA1, DATA2, and DATAS registers or through
the DATA_IN register. If DMA is not being used to automate the input/output transfers (DMA_HS is 0), then CPU
software can perform the 128-bit data input by writing 32-bit data to each of the registers DATAO, DATA1, DATA2
and DATAS in sequence.

If DMA is being used to automate the input/output transfers (DMA_HS is 1), then the DMA channel that is
associated with DMA Trigger 0 event must be configured to perform four 32-bit writes to the DATA_IN register.

8.2.3 Reading Output Data

Output data is read from the engine either via the DATA0/1/2/3 registers or via the DATA_OUT register. If
DMA is not being used to automate the input/output transfers (DMA_HS is 0), then CPU software can read
out the 128-bit data output by reading 32-bit data from each of DATAO, DATA1, DATA2 and DATAS registers in
sequence.

If DMA is being used to automate the input/output transfers (DMA_HS is 1), then the DMA channel that is
associated with DMA Trigger 1 event will need to be configured to perform 4 32-bit reads from the DATA_OUT
register.
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8.2.4 Operation Descriptions

Both single block and block cipher mode operations are configured by writing the appropriate context to the
AESADV registers. Independently, the input and output data can be transferred via CPU software or via DMA.

Block cipher modes are used to implement the ECB, CBC, OFB, and CFB block cipher modes using AES as the
underlying block cipher. These modes work together with the DMA using the DMA triggers to support easy and
fast encryption or decryption of more than 128 bits.

8.2.4.1 Single Block Operation

A single 128-bit block of data can be encrypted or decrypted by first configuring the context registers and then
initiating input data transfer. The following pseudo code describes the actions that are typically executed by CPU
software for a basic encryption operation with 128-bit key.

wait AES_CTRL.CNTXT_RDY == '1' // wait for CNTXT_RDY to become 1
wait AES_CTRL.INPUT_RDY == '10' // wait for INPUT_RDY to become 1
write AES_KEYOQ // first 32 bits of key
write AES_KEY1l // next 32 bits of key
write AES_KEY2 // next 32 bits of key
write AES_KEY3 // final 32 bits of key

write AES_CTRL.SAVE_CNTXT == '0O' // clear AES save context
write AES_CTRL.KEYSIZE == '01' // Write AES 128 bit mode
write AES_CTRL.DIR == '1' //Write AES encrypt mode

write AES_DATAO // write 32-bit data LSW to supply 128-bit block

write AES_DATAl // write 32-bit data (LSW + 1) to supply 128-bit block

write AES_DATA2 // write 32-bit data (LSW + 2) to supply 128-bit block

write AES_DATA3 // write 32-bit data MSW to supply 128-bit block

wait AES_CTRL.OUTPUT_RDY == '1l' // wait for OUTPUT_RDY to become 1

read AES_DATAO // read 32-bit data LSW to read out 128-bit encrypted data

read AES_DATALl // read 32-bit data (LSW + 1) to read out 128-bit encrypted data
read AES_DATA2 // read 32-bit data (LSW + 2) to read out 128-bit encrypted data
read AES_DATA3 // read 32-bit data MSW to read out 128-bit encrypted data

8.2.4.2 Electronic Codebook (ECB) Mode

The electronic codebook (ECB) cipher is the simplest block cipher mode. The plaintext data is divided into
128-bit blocks, and each block is encrypted and decrypted independently from any other block. The ECB cipher
is shown in Figure 8-2. Note that each 128-bit data block can be encrypted or decrypted individually without any
knowledge of the other blocks of plaintext or ciphertext.

While ECB is simple to understand and implement, it has a key disadvantage: the same 128-bit plaintext block is
always encrypted into the same ciphertext block, allowing patterns in the ciphertext to be detected.
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First 128 data bits [0] Last 128 data bits [n]
| Plaintexty | | Plaintext; | | Plaintext, |
Y Y Y
Input Input Input
Encryption Ek Ek __________ Ek
Output Output Output
y y y
| Ciphertexty | | Ciphertext; | | Ciphertext, |
: : :
| | |
| | |
v v v
| Ciphertexty | | Ciphertext, | | Ciphertext, |
Y Y Y
Input Input Input
Decryption E" K E"’ Kk | - E"’ "
Output Output Output
v v v
| Plaintext, | | Plaintext; | | Plaintext, |

Figure 8-2. ECB Cipher

The AESADV accelerator supports automated encryption and decryption of more than 128 bits of data in ECB
block cipher mode either through interrupts or through the use of DMA. Software interrupt-based multi-block
handling uses the AESADV interrupt condition reported in the CPU_INT.IIDX.STAT field. If this field reads 0x2
(INPUTRDY), then the next block of input can be written (as 4 32-bit writes to DATA0/1/2/3). If this field reads
0x1 (OUTPUTRDY), then the output block can be read (as 4 32-bit reads from DATA0/1/2/3).

In DMA mode, ECB uses two DMA channels. Channel bound to DMA_TRIGO is the input channel. Channel
bound to DMA_TRIGH1 is the output channel. The channels need to be configured to perform one 32-bit read/
write per trigger.

8.2.4.2.1 ECB Encryption

ECB mode encryption of N blocks of plaintext into N blocks of ciphertext without CPU interaction is achieved
through the use of 2 DMA channels (referred to as DMA_A and DMA_B). To implement ECB encryption follow
these steps:

1. Configure Output DMA channel for saving ciphertext:

Set DMA channel trigger selection to AES Trig1

Set DMA channel source address to DATA_OUT

Set DMA channel destination address to location where ciphertext is to be stored (for example, SRAM)
Set DMA channel transfer size to N+4

Set DMA channel mode to single transfer mode

In the AESADV event registers, unmask Trig1 in the IMASK register of DMA_TRIG1

~0Qo0UTD

2. Configure Input DMA channel for loading plaintext:

Set DMA channel trigger selection to AES Trig0

Set DMA channel source address to location where plaintext is stored (for example, SRAM)
Set DMA channel destination address to DATA_IN

Set DMA channel transfer size to N+4

Set DMA channel mode to single transfer mode

In the AES event registers, unmask Trig0 in the IMASK register of DMA_TRIGO

~0Qo0UTD

3. Configure and enable the DMA interrupt for the Output DMA channel in the DMA controller
4. Configure DMA_HS for DMA based handshake: set DMA_HS[DMA_DATA_ACK] =1
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5. Configure the CTRL register for block cipher encryption mode for ECB:
a. Set key size in CTRL[KEY_SIZ]
b. Select Direction for Encryption by CTRL[DIR] = 1
c. Select ECB mode by setting rest of the bits in CTRL to 0

Load key as described in Section 8.2.1.

Start encryption by writing the number of bytes Nx4 to AES C_ LENGTH_0 and C_LENGTH_1 registers
Wait for the DMA channel interrupt which indicates completion of the entire operation. The ciphertext output
will be stored in the location configured in step 1c.

i

8.2.4.2.2 ECB Decryption

ECB Mode Decryption configuration is nearly identical to ECB Mode Encryption. The only difference is that the
direction bit (CTRL.DIR) has to be set to 0.

8.2.4.3 Cipher Block Chaining (CBC) Mode

The cipher block chaining (CBC) cipher mode builds upon the ECB cipher mode to make the ciphertext output
for each block dependent not only on the plaintext and the cipher key k, but also upon the ciphertext of the
previous block. The CBC cipher is shown in Figure 8-3. Like ECB mode, the plaintext data is divided into 128-bit
blocks. Unlike ECB mode, in CBC mode each new plaintext block is bit-wise XORed with the previous ciphertext
block to create the input to the AES block cipher.

In CBC mode, an unpredictable initialization vector (IV) must be provided. The initialization vector is XORed with
the first plaintext block, as there is no "previous" ciphertext block to XOR the first plaintext block with.

Initialization vector First 128 data bits [0] Last 128 data bits [n]
v [ | Plaintext, | | Plaintexty | -—————-—-—— Plaintext,
) 4 ) 4 ) 4
Wan) Wan) Wan)
U U U
Encryption Input Input Input
Ex Ex Ex
Output Output Output
y y y
| Ciphertexty | | Ciphertext, | —————————— | Ciphertext, |
| | |
| | |
| | |
| | |
| Ciphertexto | | Ciphertext, | —————————— | Ciphertext, |
Input Input Input
. E' E' E'
Decryption
v Output Output Output
) 4 ) 4 ) 4
Wan) War) War)
U U U
\ 4
| Plaintexty | | Plaintext;y | ————————— Plaintext,

Figure 8-3. CBC Cipher

The AESADV accelerator supports automated CBC mode operation of more than 128 bits of data either through
interrupts or through the use of DMA. Software interrupt-based multi-block handling uses the AES interrupt
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condition reported in the CPU_INT.IIDX.STAT field. If this field reads 0x2 (INPUTRDY), then the next block of
input can be written (as 4 32-bit writes). If this field reads 0x1 (OUTPUTRDY), then the output block can be read
(as 4 32-bit reads).

In DMA mode, CBC utilizes two DMA channels. Channel bound to DMA_TRIGO is the input channel. Channel
bound to DMA_TRIGH1 is the output channel. The channels need to be configured to perform one 32-bit read/
write per trigger.

8.2.4.3.1 CBC Encryption

CBC mode encryption of N blocks of plaintext into N blocks of ciphertext without CPU interaction is achieved
through the use of 2 DMA channels. To implement CBC encryption follow these steps:

1. Configure Output DMA channel for saving ciphertext:

Set DMA channel trigger selection to AES Trig1

Set DMA channel source address to DATA_OUT

Set DMA channel destination address to location where ciphertext is to be stored (for example, SRAM)
Set DMA channel transfer size to N+4

Set DMA channel mode to single transfer mode

In the AES event registers, unmask Trig1 in the IMASK register of DMA_TRIG1

~0 Qo0 TD

2. Configure Input DMA channel for loading plaintext:

Set DMA channel trigger selection to AES Trig0

Set DMA channel source address to location where plaintext is stored (for example, SRAM)
Set DMA channel destination address to DATA_IN

Set DMA channel transfer size to N+4

Set DMA channel mode to single transfer mode

In the AES event registers, unmask Trig0 in the IMASK register of DMA_TRIGO

"0 Q00T

Configure and enable the DMA interrupt for the Output DMA channel in the DMA controller
Configure DMA_HS for DMA based handshake: set DMA_HS[DMA_ DATA ACK] =1

Load key as described in Section 8.2.1

Load Initialization vector (IV) by writing to VO, IV1, IV2 and IV3 registers

Configure the CTRL register for block cipher encryption mode for CBC

a. Select key size via CTRLIKEY_SIZ]

b. Select Direction for Encryption by CTRL[DIR] = 1

c. Select CBC mode by setting CTRL[CBC]=1

8. Start encryption by writing the number of bytes Nx4 to AES C_LENGTH_0 and C_LENGTH_1 registers
9. Wait for the DMA channel interrupt that indicates completion of the entire operation. The ciphertext output is
stored in the location configured in step 1c.

Nookw

8.2.4.3.2 CBC Decryption

CBC-mode decryption is nearly identical to CBC-mode encryption setup, with the exception of configuring
CTRL[DIR] = 0 for decryption.

8.2.4.4 Output Feedback (OFB) Mode

The output feedback mode leverages an initialization vector (IV) to generate a keystream by repeatedly
encrypting the IV with the cipher key. The output ciphertext is obtained by XORing plaintext with the encrypted
and re-encrypted versions of the initialization vector. The OFB cipher is shown in Figure 8-4.

In OFB mode, the initialization vector must be a nonce (number used once). To prevent loss of confidentiality,
each IV must only be used one time with a given key, and any value passed into the cipher Ej for a given key k
must not be used as an initialization vector with the same key k.
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Note
As OFB is a stream cipher, the AES block function is used in the forward (encryption) mode when
performing OFB encryption or OFB decryption. When decrypting, the keystream is simply regenerated
again to be XORed with the ciphertext, giving back the plaintext.

Initialization vector
| IV (nonce) |
v : :
Input Input Input
Ex Ex Ex
Encryption Output Output Output
First 128 data bits [0] v v Last 128 data bits [n] v
Plaintexty I—»EB | Plaintext; I—»EB | Plaintext, I—»EB
A A A
| Ciphertexty | | Ciphertext, | —————————— | Ciphertext, |

T T T
| | |
| | |
| | |
| | |
| | |
| | |
| Initialization vector | |
| | |
| | IV (nonce) | | |
| | |
| | |
| l | A | A
: Input : Input : Input
| Ex | Ex | Ex
Decryption : Output : Output : Output
| | |
| t t
| | |
v il v il v il
| Ciphertexty I—»EB | Ciphertext, I—»EB | Ciphertext, I—»EB
A A4 A
| Plaintext, | | Plaintext; | —————————— | Plaintext, |

Figure 8-4. OFB Cipher

The AES accelerator supports automated OFB mode operation of more than 128 bits of data either through
interrupts or through the use of DMA. Software interrupt-based multi-block handling uses the AES interrupt
condition reported in the CPU_INT.IIDX.STAT field. If this field reads 0x2 (INPUTRDY), then the next block of
input can be written (as 4 32-bit writes). If this field reads 0x1 (OUTPUTRDY), then the output block can be read
(as 4 32-bit reads).

In DMA mode, OFB utilizes two DMA channels. Channel bound to DMA_TRIGO is the input channel. Channel
bound to DMA_TRIGH1 is the output channel. The channels need to be configured to perform one 32-bit read/
write per trigger.

8.2.4.4.1 OFB Encryption

OFB mode encryption of N blocks of plaintext into N blocks of ciphertext without CPU interaction is achieved
through the use of 2 DMA channels. To implement OFB encryption follow these steps:

1. Configure Output DMA channel for saving ciphertext:
a. Set DMA channel trigger selection to AES Trig1
b. Set DMA channel source address to DATA_OUT
c. Set DMA channel destination address to location where ciphertext is to be stored (for example, SRAM)
d. Set DMA channel transfer size to N*4
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e. Set DMA channel mode to single transfer mode
f. Inthe AES event registers, unmask Trig1 in the IMASK register of DMA_TRIG_DATAOUT

2. Configure Input DMA channel for loading plaintext:

Set DMA channel trigger selection to AES Trig0

Set DMA channel source address to location where plaintext is stored (for example, SRAM)
Set DMA channel destination address to DATA_IN

Set DMA channel transfer size to N+4

Set DMA channel mode to single transfer mode

In the AES event registers, unmask Trig0 in the IMASK register of DMA_TRIGO

Configure and enable the DMA interrupt for the Output DMA channel in the DMA controller
Configure DMA_HS for DMA based handshake: set DMA_HS[DMA_DATA_ACK] = 1

Load key as described in Section 8.2.1

Load Initialization vector (IV) by writing to IVO, IV1, IV2 and IV3 registers

Configure the CTRL register for block cipher encryption mode for OFB

a. Select key size via CTRL[KEY_SIZ]

b. Select Direction for Encryption by CTRL[DIR] = 1

c. Select OFB mode by setting CTRL[OFB_GCM_CCM_CONT]=1

8. Start encryption by writing number of bytes Nx4 to AES C_LENGTH_0 and C_LENGTH_1 registers
9. Wait for the DMA channel interrupt which indicates completion of the entire operation. The ciphertext output
will be stored in the location configured in step 1c.

~0 Qo0 TD

Nookrw

Note
OFB_GCM_CCM_CONT bit has dual use. When CCM/GCM modes are not selected, then this bit
serves to select OFB mode.

8.2.4.4.2 OFB Decryption

OFB-mode decryption is nearly identical to OFB-mode encryption setup, with the exception of configuring
CTRL[DIR] = 0 for decryption.

8.2.4.5 Cipher Feedback (CFB) Mode

The cipher feedback (CFB) mode is similar to the output feedback (OFB) mode, with the key difference being
that the input block to the block cipher E used to generate the key stream is taken from the previous ciphertext
block (after being XORed with the plaintext), vs. taken before being XORed with the plaintext (as in the case of
OFB). As a result, the keystream is dependent upon the plaintext, which is not true of OFB. The CFB cipher is
shown in Figure 8-5.

Like OFB, CFB requires an initialization vector (1V). In CFB mode, the initialization vector (IV) must be
unpredictable.
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Initialization vector
I v |
I \ \
Input Input Input
Ex Ex Ex
Encryption Output Output Output
First 128 data bits [0] v v Last 128 data bits [n] v
Plaintexty I—»EB | Plaintext; I—»EB | Plaintext, I—»EB
A A A
| Ciphertexty | | Ciphertext; | —————————— | Ciphertext, |
T T T
| | |
| | |
| | |
| | |
| | |
| | |
| Initialization vector | |
| | |
| | \% | |
| | |
| | |
| l | A | A
: Input : Input : Input
| Ex | Ex | Ex
Decryption : Output : Output : Output
| | |
| | t
| | |
e Rl e 1 ~— Y
| Ciphertexto {+>D | Ciphertext; {+>D | Ciphertext, |—>€9
A A A
| Plaintexto | | Plaintext; | —————————— | Plaintext, |

Figure 8-5. CFB Cipher

The AESADV accelerator supports automated CFB mode operation of more than 128 bits of data either through
interrupts or through the use of DMA. Software interrupt-based multi-block handling uses the AES interrupt
condition reported in the CPU_INT.IIDX.STAT field. If this field reads 0x2 (INPUTRDY), then the next block of
input can be written (as 4 32-bit writes). If this field reads 0x1 (OUTPUTRDY), then the output block can be read
(as 4 32-bit reads).

In DMA mode, CFB utilizes two DMA channels. Channel bound to DMA_TRIG_DATAIN is the input channel.
Channel bound to DMA_TRIG_DATAOUT is the output channel. The channels need to be configured to perform
one 32-bit read/write per trigger.

8.2.4.5.1 CFB Encryption

CFB mode encryption of N blocks of plaintext into N blocks of ciphertext without CPU interaction is achieved
through the use of 2 DMA channels. To implement CFB encryption follow these steps:

1. Configure Output DMA channel for saving ciphertext:

Set DMA channel trigger selection to AES Trig1

Set DMA channel source address to DATA_OUT

Set DMA channel destination address to location where ciphertext is to be stored (for example, SRAM)
Set DMA channel transfer size to N+4

Set DMA channel mode to single transfer mode

In the AES event registers, unmask Trig1 in the IMASK register of DMA_TRIG_DATAOUT

~PQo0OTD

2. Configure Input DMA channel for loading plaintext:
a. Set DMA channel trigger selection to AES Trig0
b. Set DMA channel source address to location where plaintext is stored (for example, SRAM)
c. Set DMA channel destination address to DATA_IN
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d. Set DMA channel transfer size to N+4
e. Set DMA channel mode to single transfer mode
f. Inthe AES event registers, unmask Trig0 in the IMASK register of DMA_TRIGO

Configure and enable the DMA interrupt for the Output DMA channel in the DMA controller
Configure DMA_HS for DMA based handshake: set DMA_HS[DMA_DATA_ACK] =1
Load key as described in Section 8.2.1
Load Initialization vector (IV) by writing to IVO, IV1, IV2 and V3 registers
Configure the CTRL register for block cipher encryption mode for CFB
a. Select key size via CTRLIKEY_SIZ]
b. Select Direction for Encryption by CTRL[DIR] = 1
c. Select CFB mode by setting CTRL[CFB]=1
d. Select feedback width by setting CTRL[CTR_WIDTH]
i. 00b-CFB-128
i. 01b-CFB-1
ii. 10b - CFB-8

Nookw

Start encryption by writing number of bytes Nx4 to AES C_LENGTH_0 and C_LENGTH_1 registers
Wait for the DMA channel interrupt that indicates completion of the entire operation. The ciphertext output is
stored in the location configured in step 1c.

© ©

8.2.4.5.2 CFB Decryption

CFB-mode decryption is nearly identical to CFB-mode encryption setup, with the exception of configuring
CTRLI[DIR] = 0 for decryption.

8.2.4.6 Counter (CTR) Mode

The counter mode leverages a nonce (number used once) and a counting integer to generate a keystream by
appending the counter to the nonce and encrypting the combined nonce || counter value with the cipher key.

The nonce must only be used once with a given key k. The counter value can start from any value and is
incremented for each 128-bit block of data.

The keystream is derived be encrypting the nonce || counter value for each 128-bit data block with the cipher key
k. The output ciphertext is then obtained by XORing the plaintext with the encrypted nonce || counter value for
each data block. The CTR cipher is shown in Figure 8-6.
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Figure 8-6. CTR Cipher

The AES accelerator implements logic and storage for incrementing and storing nonce || counter from one block

to the next.
8.2.4.6.1 CTR Encryption

CTR mode encryption of N blocks of plaintext into N blocks of ciphertext without CPU interaction is achieved
through the use of 2 DMA channels. To implement CTR encryption follow these steps:

1. Configure Output DMA channel for saving ciphertext:

~PQo0OTD

2. Configure Input DMA channel for loading plaintext:

Set DMA channel trigger selection to AES Trig1

Set DMA channel source address to DATA_OUT
Set DMA channel destination address to location where ciphertext is to be stored (for example, SRAM)
Set DMA channel transfer size to N+4
Set DMA channel mode to single transfer mode
In the AES event registers, unmask Trig1 in the IMASK register of DMA_TRIG_DATAOUT

a. Set DMA channel trigger selection to AES Trig0
b. Set DMA channel source address to location where plaintext is stored (for example, SRAM)
c. Set DMA channel destination address to DATA_IN
d. Set DMA channel transfer size to N+4
e. Set DMA channel mode to single transfer mode
f. In the AES event registers, unmask Trig0 in the IMASK register of DMA_TRIGO
3. Configure and enable the DMA interrupt for the Output DMA channel in the DMA controller
4. Configure DMA_HS for DMA based handshake: set DMA_HS[DMA_ DATA ACK] =1
5. Load key as described in Section 8.2.1
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6. Load Initialization vector (IV) by writing to IVO, IV1, IV2 and IV3 registers
7. Configure the CTRL register for block cipher encryption mode for CTR
a. Select key size via CTRLIKEY_SIZ]
b. Select Direction for Encryption by CTRL[DIR] = 1
c. Select CTR mode by setting CTRL[CTR]=1
d. Select CTR width by setting CTRL[CTR_WIDTH]
i. 00b-CTR32
i. 01b-CTR64
ii. 10b -CTR96
iv. 11b-CTR128

8. Start encryption by writing number of bytes Nx4 to AES C_LENGTH_0 and C_LENGTH_1 registers

9. Wait for the DMA channel interrupt which indicates completion of the entire operation. The ciphertext output
will be stored in the location configured in step 1c.

8.2.4.6.2 CTR Decryption

CTR-mode decryption is nearly identical to CTR-mode encryption setup, with the exception of configuring
CTRL[DIR] = 0 for decryption.

8.2.4.7 Galois Counter (GCM) Mode

A GCM protocol operation is a combined operation, consisting of encryption/decryption and authentication.
illustrates an overview of the GCM operation.

AAD-1 AAD-N

Temp Result

V|2 V|3 IV || N+1 V|1
AES Core AES Core AES Core AES Core
(encrypt) (encrypt) (encrypt (encrypt)

)
y
Plaintext 1 D [ Plaintext N-1 len(A) [[len(C)
Ciphertext 0 Ciphertext 1 Ciphertext N-1

D > S D O AmRe)

—>| Temp Result ( x }—>| Temp Result Temp Result X }—)' Temp Result ( x }—>| Temp Result

Figure 8-7. GCM Protocol Operation

A part of the input data stream can be authenticated only, while normally most of the input data is encrypted/
decrypted and authenticated. The authentication only data always needs to be in front of the data that requires
encryption. Within GCM, the authentication only data is called the AAD (Additional Authentication Data). The
AAD is fetched independently of the other data.

The intermediate (temp) result data is used as input for the remaining authentication operation. Since the
authentication operation does not require the encryption core but only the polynomial multiplication, both
encryption/decryption and authentication are performed in parallel. After encryption of the last data block, an
additional polynomial multiplication and encryption are required to respectively authenticate a 128-bit length
vector and finally encrypt the authentication result.
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Figure 8-8. GCM Operation on a Block

GMAC operations, as specified in [NIST-SP800-38D], are also supported via the GCM operation. GMAC is a
special use of GCM where no crypto data is processed and only AAD data is provided to produce a MAC of the

input data. The crypto data length is set to zero for this case.
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illustrates the operations performed in one round. In one round of a GCM operation for both encryption and
decryption, a 32-bit counter is used as IV (as it is for CTR mode). The data is encrypted the same way as CTR
mode, by XOR-ing the crypto output with the input. After the encryption/decryption, the ciphertext is XOR-ed with
the intermediate authentication result. The XOR-ed result is used as input for the polynomial multiplication to
create the next (intermediate) authentication result.

8.2.4.7.1 GHASH Operation

For GHASH operations, the engine performs a modular polynomial multiplication in the GF(2128) field. The
result is XOR-ed with the encrypted GCM initialization vector (referred to as ‘Y0-encrypted’). YO-encrypted is
only relevant when the engine is performing a complete GCM operation, therefore in other modes the value of
Y0-encrypted is forced to zero.

Also, for GCM mode only, the GCM ‘Hash key’ or ‘H’ input can be pre-calculated and supplied to the engine
directly, or it can be calculated by the engine internally, by encrypting the value ‘0’, using the encryption key.

8.2.4.7.2 GCM Operating Modes
For GCM three cases need to be distinguished.

* The first one is Autonomous GCM Mode where both H and Y0-encrypted are calculated internally. This mode
requires that a 128-bit YO be provided to the core via the IV together with the mode.

Note

GCM mode bits must be set to 2'b11.

» The second case is the scenario where H is pre-calculated and YO still needs to be encrypted by the
engine on a per packet basis. This can be useful when multiple packets use the same AES-key. Since H is
constant for all packets using the same key, a pre-calculation saves cycles for each packet using that key.
H can simply be calculated by performing a basic AES-ECB encryption with the AES-key and a data block
containing all zeros or more formally: H=E(K, {}). Once H is calculated, it can be loaded with the control data
every time a packet is processed that requires the same AES-key.

Note

GCM mode bits must be set to 2'b10.

* In the last case, neither H nor Y0-encrypted are calculated by the core. In this case, Y0-encrypted is forced
to zeros, such that the hash result is not encrypted but provided plain via the TAG output registers. This
scenario can be selected if a hash (GHASH) only operation needs to be performed. A scenario where this
setting can be used is GCM IV-truncation. The GCM specification [GCM] allows an IV that has a length other
than 96-bits. In this case, a basic GHASH operation needs to be performed to calculate a 128-bit YO. For
a basic GHASH operation, H needs to be pre-calculated (as explained in the previous paragraph). If H is
available, the GHASH operation is similar to that of a general GCM operation with H pre-calculated, only the
crypto input data will not be encrypted or decrypted.

Note
In the default case a 96-bit IV is combined with a 32-bit counter to create a 128-bit YO (meaning: YO =
{IV]|031]]1}).

Note
GCM mode bits must be set to 2’b01.

8.2.4.7.2.1 Autonomous GCM Operation

In this mode, the engine calculates H and Y0-encrypted internally. At the high-level, the programming involves
these steps:

* Provide GCM context (key, IV, lengths and mode).
* Provide AAD data (and wait for calculation of H and encryption of Y0).
* Provide next AAD data.
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Provide last AAD data.

Provide first crypto data.

Provide next crypto data.

Read result data and provide next crypto data.

Read result data and provide last crypto data.
Read result data.

Read result data.

Read authentication result (TAG).

To implement GCM encryption over N blocks of plaintext and M blocks of AAD, follow these steps:

1.

©®NOOhA®

10.
11.

12.
13.

Configure Output DMA channel for saving ciphertext:

Set DMA channel trigger selection to AES Trig1

Set DMA channel source address to DATA_OUT

Set DMA channel destination address to location where ciphertext is to be stored (for example, SRAM)
Set DMA channel transfer size to Nx4

Set DMA channel mode to single transfer mode

In the AES event registers, unmask Trig1 in the IMASK register of DMA_TRIG_DATAOUT

~0 Qo0 TD

Configure Input DMA channel for loading AAD and plaintext:

Set DMA channel trigger selection to AES Trig0

Set DMA channel source address to location where plaintext is stored (for example, SRAM)
Set DMA channel destination address to DATA_IN

Set DMA channel transfer size to (N+M)*4

Set DMA channel mode to single transfer mode

In the AES event registers, unmask Trig0 in the IMASK register of DMA_TRIGO

"0 Q00T

Configure and enable the DMA interrupt for the Output DMA channel in the DMA controller
Configure DMA_HS for DMA based handshake: set DMA_HS[DMA_ DATA ACK] =1
Load Encryption/Decryption key as described in Section 8.2.1

Load GCMCCM_TAGn (0,1,2,3) registers with Os.

Load Initialization vector (IV) by writing to 1VO, IV1, IV2 and IV3 registers

Configure the CTRL register for block cipher encryption mode for GCM

a. Select key size via CTRLIKEY_SIZ]

b. Select Direction for Encryption by CTRL[DIR] = 1

c. Select GCM mode by setting CTRL[GCM] = 3

d. Select CTR mode by setting CTRL[CTR] = 1

e. Enable saving of TAG by setting CTRL[SAVE_CNTXT] =1

Write encryption/decryption byte count Nx4 to AES C_LENGTH_0 and C_LENGTH_1 registers

Write authentication data (AAD) byte count M*4 to AES AAD_LENGTH register

Wait for the DMA output channel interrupt to indicate completion of the entire operation. The output is stored
started at the location configured in step 1c.

Read out the final TAG from the TAGO, TAG1, TAG2, TAG3 registers

GCM Continued Operation:

a. SW guidelines for suspend resume operation of GCM through DMA:

i. Before suspending the GCM operation (before writing to the GET_DIGEST bit in CTRL register) stop
the DMA transfer

ii. After stopping the DMA transfer, request for the GET_DIGEST

iii. Read all required fields - note where the DMA transfer is halted

iv. Use the above information as input to the engine before the resume operation starts

b. SW guidelines for saved context ready interrupt:
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i. Poll the RIS register continuously for SAVEDCNTXTRDY status instead of waiting for interrupt

Note
The AAD and cryptographic data can end misaligned. The CPU must pad both to a 128-bit boundary
with zeroes. More formally, the AAD and crypto data padding must satisfy the bit string: On, with O
<=n <= 127. This means that the AAD must be provided as separate blocks to the engine, such that
the cryptographic data starts 128-bit aligned. If the AAD/cryptographic data stream is 128-bit aligned
no padding is required. Because the engine only supports bytes, n must be such that (n MOD 8) =
0. Further, because a single DMA channel supplies both AAD and plaintext, the entire data must be
organized contiguously in memory with the first M blocks of AAD followed by N blocks of plaintext.
This memory contiguity restriction is not applicable when CPU software directly provides inputs via
interrupt handling.

Do not load both length values with zeroes. If a data stream is done and the next data stream uses the same key
and control, only the IV and length values need be re-loaded.

8.2.4.7.2.1.1 GMAC

GMAC is a special case of GCM wherein there is no payload (N=0). AES C_ LENGTH_0 and C_LENGTH_1
registers are set to 0 in this case.

8.2.4.7.2.2 GCM With Pre-Calculations
Pre-calculation of H:

1. Provide AES-ECB context (key and mode)

2. Provide zeros as data

3. Read result data (H)

IV truncation/pre-calculation (GHASH only operation):

* Provide GHASH context (H, lengths and mode)

Note
GHASH only: Y0-encrypted forced to zero, H loaded, and no crypto mode selected

Provide IV-data-block
Provide next IV-data-block
Read dummy result and provide next IVV-data-block

Read dummy result data and provide last IV-data-block
Read dummy result data

Read dummy result data

Read authentication result (TAG... this data is YO0)

NN =

GCM operation with pre-calculated H:

1. Provide GCM context (key, YO as IV, H, lengths and mode)
2. Provide AAD data (and wait for encryption of YO0)

3. Provide next AAD data

4. Provide last AAD data

5. Provide first crypto data

6. Provide next crypto data

7. Read result data and provide next crypto data

8

9

1

. Read result data and provide last crypto data
0. Read result data
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11. Read result data
12. Read authentication result (TAG)

For GCM with pre-calculated H, select GCM mode by setting CTRL[GCM] = 2
8.2.4.7.2.3 GCM Operation With Precalculated H- and Y0-Encrypted Forced to Zero
The outline of operations is listed below:

Provide GCM context (key, H, lengths and mode)
Provide AAD data

Provide next AAD data

Provide last AAD data

Provide first crypto data

Provide next crypto data

Read result data and provide next crypto data

©COENOO A WN =

. Read result data and provide last crypto data
10. Read result data

11. Read result data

12. Read plaintext authentication result

8.2.4.8 Counter With Cipher Block Chaining Message Authentication Code (CCM)

The CCM (Counter with CBC-MAC) protocol operation is a combined operation, consisting of encryption/
decryption and authentication. Both the authentication and encryption/decryption operations use the crypto core;
these are executed sequentially on the AES core. A part of the data stream can require authentication only. The
authentication only data always needs to be in front of the data that requires encryption.

illustrates the CCM protocol. The authentication starts with the encryption of a pre-defined block BO. This
block consists of flags, nonce and message length. The next blocks contain the authentication data length
concatenated with the authentication only data. After processing the authentication only data, the encryption/
decryption operations are performed, each followed by the related authentication of the plaintext data block
(which equals the input in the case of encryption and the output in the case of decryption). The final
authentication result needs to be encrypted using the output of the encryption of the IV block AO. This block
contains the IV (consisting of flags and nonce) concatenated with the counter, which is zero for AO.
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Figure 8-9. CCM Protocol Operation

shows one round of a CCM operation for both encryption and decryption. A 32-bit counter is used as IV (as it
is for CTR mode). The data is encrypted in the same way as CTR mode, by XOR-ing the crypto core output
with the input. Directly after the encrypt-operation, the plaintext is XOR-ed with the intermediate authentication
result. The XOR result is used as input for a second encrypt-operation to calculate the next (intermediate)
authentication result.
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8.2.4.8.1 CCM Operation
At the high-level, CCM operation is performed in the following sequence:

Provide CCM context (key, IV including flags, lengths and mode)

Provide hash only data
Provide next hash only data
Provide last hash only data
Provide first crypto data
Provide next crypto data

Figure 8-10. CCM Operation

127 32 31 v 0
IV Register IV register [Counter]
96 32 32
32
128¥data_in
key_in|
. AES Core Input Buffer
Key Register A (encrypt) (Plaintext)
128
128 data_out
< Temporary Buffer
IV
128 128
Output Buffer 128
(Ciphertext)
l 128 D'
128
AES Core Authentication Result
256 (encrypt) 128
Encryption
- +
1
127 32 31 v 0
IV Register IV register [Counter]
96 32 32
32
128¥1ata_in
key_in
. AES Core Input Buffer
Key Register 7‘576,: (encrypt) (Ciphertext)
dataout 128’{;
128)R‘
Temporary Buffer
A
128 128
Output Buffer
(Plaintext)
128)&
AP
128 128
/ AES Core Authentication Result
246 (encrypt) 128
Decryption

342

AM13E230x Microcontrollers

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026

Copyright © 2026 Texas Instruments Incorporated

Submit Document Feedback


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

www.ti.com Advanced Encryption Standard (AES) Accelerator

* Read result data and provide next crypto data

* Read result data and provide last crypto data
* Read result data

* Read result data

* Read authentication result (TAG)

The read/write of data can be managed via DMA or by CPU software.
To implement CCM encryption over N blocks of plaintext and M blocks of AAD, follow these steps:

1. Configure Output DMA channel for saving ciphertext:

Set DMA channel trigger selection to AES Trig1

Set DMA channel source address to DATA_OUT

Set DMA channel destination address to location where ciphertext is to be stored (for example, SRAM)
Set DMA channel transfer size to Nx4

Set DMA channel mode to single transfer mode

In the AES event registers, unmask Trig1 in the IMASK register of DMA_TRIG_DATAOUT

2. Configure Input DMA channel for loading AAD and plaintext:

~0 Qo0 TD

a. Set DMA channel trigger selection to AES Trig0

b. Set DMA channel source address to location where plaintext is stored (for example, SRAM)

c. Set DMA channel destination address to DATA_IN

d. Set DMA channel transfer size to (N+M)*4

e. Set DMA channel mode to single transfer mode

f. In the AES event registers, unmask Trig0 in the IMASK register of DMA_TRIGO

3. Configure and enable the DMA interrupt for the Output DMA channel in the DMA controller

4. Configure DMA_HS for DMA based handshake: set DMA_HS[DMA_DATA ACK] =1

5. Load Encryption/Decryption key as described in Section 8.2.1

6. Load Initialization vector (IV) by writing to VO, IV1, IV2 and IV3 registers (must contain the flags for the
cryptographic operation and the NONCE bytes, for both authentication and encryption)

7. Configure the CTRL register for block cipher encryption mode for CCM

a. Select key size via CTRLIKEY_SIZ]

b. Select Direction for Encryption by CTRL[DIR] = 1

c. Select CCM mode by setting CTRL[CCM] = 1

d. Select CTR mode by setting CTRL[CTR] =
1

e. Enabke saving of TAG by setting CTRL[SAVE_CNTXT] = 1

f. Configure CTRL[CCML] -- CCM-L can be set to any value, representing a crypto data length field of
CCML plus one Bytes.

g. Configure CTRL[CTR_WIDTH] -- Note: CCM-L sets the actual counter field width in the IV register for
CCM operations, in the range from 2 (CCM-L = 1) up to and including 8 (CCM-L = 7) Bytes. The actual
counter width chosen with the CTR_WIDTH must be long enough to cover this field. The counter field
width must be chosen so that the counter cannot overflow.

h. Configure CTRL[CCMM] -- CCM-M can be set to any value and has no effect on the actual processing
(other than being present in the special ‘B0’ block that is encrypted at the start of the operation). The
CPU must select the valid TAG bytes from the 128-bit TAG (which are in the least significant 2 * (CCMM
+ 1) Bytes).

8. Write encryption/decryption byte count Nx4 to AES C_LENGTH_0 and C_LENGTH_1 registers
9. Write authentication data (AAD) byte count M*4 to AES AAD_LENGTH register
10. Wait for the DMA output channel interrupt that indicates completion of the entire operation. The output is

stored started at the location configured in step 1c.
11. Read out the final TAG from the TAGO0/1/2/3 registers
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Note

The AAD and cryptographic data can end misaligned. The CPU must pad both to a 128-bit boundary
with zeroes. More formally, the AAD and crypto data padding must satisfy the bit string: On, with 0<=
n <= 127. This means that the AAD must be provided as separate blocks to the engine, such that the
cryptographic data starts 128-bit aligned. If the AAD/cryptographic data stream is 128-bit aligned, no
padding is required. Because the engine only supports bytes, n must be such that (n MOD 8) = 0.
Further, since a single DMA channel is used to supply both AAD and plaintext, the entire data must
be organized contiguously in memory with the first M blocks of AAD followed by N blocks of plaintext.
This memory contiguity restriction is not applicable when CPU software directly provides inputs via

interrupt handling.

Do not write both length values with zeroes. If a data stream is done and the next data stream uses the same
key and control, only the IV and length values need be re-loaded.

8.3 CPU Interrupts (IRQs)
See the Section 4.3.1 section for more details about how to configure interrupts at the CPU level.

Table 8-2. CPU Interrupts Triggered by AES

NVIC Interrupt Name

Peripheral
Instance Name

Register Group

AES Interrupt Configuration Registers

Description

AES.INT_EVENTO

AES

INT_EVENTO

IIDX, IMASK, RIS, MIS, ISET, ICLR

AES RTC interrupt.

configurable source

Multiple OR'd,

condition.

8.4 DMA Triggers

See the Section 11.2.3 section for more details about how to configure DMA triggers for individual DMA

channels.

Table 8-3. DMA Triggers from the AES

Trigger Name

Peripheral Instance
Name

Register Group AES DMA Configuration Registers

Description

AES.INT_EVENT1 AES INT_EVENT1 IIDX, IMASK, RIS, MIS, ISET, ICLR AES Data input to
engine DMA trigger.
Single, configurable

source condition.

AES.INT_EVENT2 AES INT_EVENT2 IIDX, IMASK, RIS, MIS, ISET, ICLR AES Data output

from engine DMA
trigger. Single,
configurable source
condition.

8.5 AES Registers

This Section describes the AES Registers.

8.5.1 AES Base Address Table

Table 8-4. AES Base Address Table

Bit Field Name

Instance

Structure

DriverLib Name

Base Address

AesRegs

AES_REGS

AES

0x401B_0000
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8.5.2 AES_REGS Registers

Table 8-5 lists the memory-mapped registers for the AES_REGS registers. All register offset addresses not listed
in Table 8-5 should be considered as reserved locations and the register contents should not be modified.

Table 8-5. AES_REGS Registers

Offset Acronym Register Name Group Section
800h PWREN Power enable Go
804h RSTCTL Reset Control Go
814h STAT Status Register Go
1018h  PDBGCTL Peripheral Debug Control Go
1020h  1IDX Interrupt Index Register INT_EVENTO Go
1028h  IMASK Interrupt mask INT_EVENTO Go
1030h RIS Raw interrupt status INT_EVENTO Go
1038h  MIS Masked interrupt status INT_EVENTO Go
1040h  ISET Interrupt set INT_EVENTO Go
1048h  ICLR Interrupt clear INT_EVENTO Go
1050h  1IDX Interrupt Index Register INT_EVENT1 Go
1058h  IMASK Interrupt mask INT_EVENT1 Go
1060h RIS Raw interrupt status INT_EVENT1 Go
1068h  MIS Masked interrupt status INT_EVENT1 Go
1070h ISET Interrupt set INT_EVENT1 Go
1078h ICLR Interrupt clear INT_EVENT1 Go
1080h  IIDX Interrupt Index Register INT_EVENT2 Go
1088h  IMASK Interrupt mask INT_EVENT2 Go
1090h RIS Raw interrupt status INT_EVENT2 Go
1098h  MIS Masked interrupt status INT_EVENT2 Go
10A0h  ISET Interrupt set INT_EVENT2 Go
10A8h ICLR Interrupt clear INT_EVENT2 Go
10EOh EVT_MODE Event Mode Go
1100h  GCMCCM_TAGO CBC-MAC third key (LSW)/ GCM & CCM Go
Intermediate TAG (LSW)
1104h  GCMCCM_TAG1 CBC-MAC third key / GCM & CCM Intermediate Go
TAG
1108h  GCMCCM_TAG2 CBC-MAC third key / GCM & CCM Intermediate Go
TAG
110Ch  GCMCCM_TAG3 CBC-MAC third key (MSW) / GCM & CCM Go
Intermediate TAG (MSW)
1110h  GHASH_HO CCM & CBC-MAC second key (LSW)/ GCM Go
Hash Key input (LSW)
1114h  GHASH_H1 CCM & CBC-MAC second key / GCM Hash Key Go
input
1118h  GHASH_H2 CCM & CBC-MAC second key / GCM Hash Key Go
input
111Ch  GHASH_H3 CCM & CBC-MAC second key (MSW)/ GCM Go
Hash Key input (MSW)
1120h  KEYO KEY (LSW) Go
1124h  KEY1 KEY Go
1128h  KEY2 KEY Go
112Ch  KEY3 KEY Go
1130h  KEY4 KEY Go
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Table 8-5. AES_REGS Registers (continued)
Offset Acronym Register Name Group Section
1134h  KEY5 KEY Go
1138h  KEY6 KEY Go
113Ch  KEY7 KEY (MSW) Go
1140h VO IV (LSW) Go
1144h V1 1\ Go
1148h  IV2 1\ Go
114Ch V3 \Y, Go
1150h  CTRL Input/Output Buffer Control and Mode selection Go
1154h  C_LENGTH_O Crypto data length (LSW) Go
1158h  C_LENGTH_1 Crypto data length (MSW) Go
115Ch  AAD_LENGTH AAD Data Length Go
1160h  DATAO Data input (LSW) / Data output (LSW) Go
1164h  DATA1 Data input / Data output Go
1168h  DATA2 Data input / Data output Go
116Ch  DATA3 Data input (LSW) / Data output (MSW) Go
1170h  TAGO Hash result (LSW) Go
1174h  TAG1 Hash result Go
1178h  TAG2 Hash result Go
117Ch  TAG3 Hash result (MSW) Go
1180h  STATUS Status Go
1184h  DATA_IN Data in alias register Go
1188h  DATA_OUT Data out alias register Go
11DOh  FORCE_IN_AV Data control register for input data Go
11D4h  CCM_ALN_WRD AES-CCM AAD alignment data word Go
11D8h  BLK_CNTO Internal block counter (LSW) Go
11DCh  BLK_CNT1 Internal block counter (MSW) Go
11F4h  DMA_HS Control register for DMA handshaking Go

Complex bit access types are encoded to fit into small table cells. Table 8-6 shows the codes that are used for

access types in this section.

Table 8-6. AES_REGS Access Type Codes

Access Type ‘ Code ‘ Description
Read Type
R ‘ R ‘ Read
Write Type
w w Write
WK w Write
K Write protected by a key

Reset or Default Value

-n

value

Value after reset or the default
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8.5.2.1 PWREN Register (Offset = 800h) [Reset = 00000000h]
PWREN is shown in Figure 8-11 and described in Table 8-7.
Return to the Summary Table.
Register to control the power state
Figure 8-11. PWREN Register

31 30 29 28 27 26 25 24
KEY
W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED ENABLE
R/W-0h R/WK-0h

Table 8-7. PWREN Register Field Descriptions

Bit Field Type Reset Description
31-24 KEY W Oh KEY to allow Power State Change
26h = KEY to allow write access to this register
23-1 RESERVED R/W Oh
0 ENABLE R/WK Oh Enable the power
[EXT_GPRCM.GPRCM.PWREN.KEY] must be set to 26h to write to
this bit.
Oh = Disable Power
1h = Enable Power
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8.5.2.2 RSTCTL Register (Offset = 804h) [Reset = 00000000h]
RSTCTL is shown in Figure 8-12 and described in Table 8-8.
Return to the Summary Table.
Register to control reset assertion and de-assertion
Figure 8-12. RSTCTL Register
31 30 29 28 27 26 25 24
KEY
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-0h
15 14 13 12 11 10 9 8
RESERVED
W-0h
7 6 5 4 3 2 1 0
RESERVED RESETSTKYCL | RESETASSERT
R
W-0h WK-0h WK-0h
Table 8-8. RSTCTL Register Field Descriptions
Bit Field Type Reset Description
31-24 KEY w Oh Unlock key
B1h = KEY to allow write access to this register
23-2 RESERVED w Oh
1 RESETSTKYCLR WK Oh Clear the RESETSTKY bit in the STAT register
[EXT_GPRCM.GPRCM.RSTCTL.KEY] must be set to B1h to write to
this bit.
Oh = Writing 0 has no effect
1h = Clear reset sticky bit
0 RESETASSERT WK Oh Assert reset to the peripheral
[EXT_GPRCM.GPRCM.RSTCTL.KEY] must be set to B1h to write to
this bit.
Oh = Writing 0 has no effect
1h = Assert reset
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8.5.2.3 STAT Register (Offset = 814h) [Reset = 00000000h]
STAT is shown in Figure 8-13 and described in Table 8-9.

Return to the Summary Table.

peripheral enable and reset status

Figure 8-13. STAT Register
31 30 29 28 27 26 25 24
RESERVED
R-Oh
23 22 21 20 19 18 17 16
RESERVED RESETSTKY
R-0Oh R-Oh
15 14 13 12 1 10 9 8
RESERVED
R-0h
7 6 5 4 3 2 1 0
RESERVED
R-0h
Table 8-9. STAT Register Field Descriptions
Bit Field Type Reset Description
31-17 RESERVED R Oh
16 RESETSTKY R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register
Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register
1h = The peripheral was reset since the last bit clear
15-0 RESERVED R Oh
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8.5.2.4 PDBGCTL Register (Offset = 1018h) [Reset = 00000000h]

PDBGCTL is shown in Figure 8-14 and described in Table 8-10.

Return to the Summary Table.

AES can not be halted when the core is halted. In order to halt the AES, the DMA shall be halted.
This achieves the same effect as a halt feature in the AES: when the AES submits the next DMA trigger, if the
DMA is halted, then the AES will automatically halt.

Figure 8-14. PDBGCTL Register

31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 1 10 9 8
RESERVED
R-0h
7 6 5 4 3 2 1 0
RESERVED FREE
R-0h R-0h
Table 8-10. PDBGCTL Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R Oh
0 FREE R 1h Free run control
1h = The peripheral ignores the state of the Core Halted input
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8.5.2.5 IIDX Register (Offset = 1020h) [Reset = 00000000h] (INT_EVENTO0)
[IDX is shown in Figure 8-15 and described in Table 8-11.

Return to the Summary Table.

This register provides the highest priority enabled interrupt index. Value 0x00 means no event pending. Interrupt
1 is the highest priority, IDX next highest, 4, 8, ... IDX"31 is the least priority. That is, the least bit position that is
set to 1 denotes the highest priority pending interrupt. The priority order is fixed. However, users can implement

their own prioritization schemes using other registers that expose the full set of interrupts that have occurred.

On each read, only one interrupt is indicated. On a read, the current interrupt (highest priority) is automatically

cleared by the hardware and the corresponding interrupt flag in [RIS] and [MIS] are cleared as well. After a read
from the CPU (not from the debug interface), the register is updated with the next highest priority interrupt, if
none are pending, then it should display 0x0.

Figure 8-15. IIDX Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
RESERVED STAT
R-0h R-0h

Table 8-11. IIDX Register Field Descriptions

Bit Field Type Reset Description
31-8 RESERVED R Oh
7-0 STAT R Oh Interrupt index status

00h = No interrupt pending

1h = This indicates that the core has an output available to be
read out. This should not be used if DMA handshake is used
(AES_DMA_HS.DMA_DATA_ACK set to 1)

2h = This indicates that the engine can take new input.

This should not be used if DMA handshake is used
(AES_DMA_HS.DMA_DATA_ACK set to 1)

3h = This bit indicates that an AES authentication TAG and/or IV
block(s) is/are available for the CPU to retrieve. This bit is only
asserted if the 'save_context' bit is set to '1b". The bit is mutually
exclusive with the 'context_ready' bit.

4h = This bit indicates that the context data registers can be
overwritten, and the CPU is permitted to write new context.
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8.5.2.6 IMASK Register (Offset = 1028h) [Reset = 00000000h] (INT_EVENTO0)
IMASK is shown in Figure 8-16 and described in Table 8-12.

Return to the Summary Table.

Interrupt Mask. If a bit is set, then corresponding interrupt is un-masked. Un-masking the interrupt causes the
raw interrupt to be visible in IIDX, as well as MIS.

Figure 8-16. IMASK Register

31

30 29

28 27

26

25

24

RESERVED

R/W-0h

23

22 21

20 19

17

RESERVED

R/W-0h

15

14 13

12 1

RESERVED

R/W-0h

4 3

2

1

0

RESERVED

CNTXTRDY

SAVEDCNTXT
RDY

INPUTRDY

OUTPUTRDY

R/W-0h

R/W-0h

R/W-0h

R/W-0h

R/W-0h

Table 8-12. IMASK Register Field Descriptions

Bit

Field Type

Reset Description

31-4

RESERVED R/W

Oh

CNTXTRDY R/wW

1h = Set Interrrupt

Mask

Oh This bit indicates that the context data registers can be overwritten,
and the CPU is permitted to write next context.
Oh = Clear Interrupt Mask

SAVEDCNTXTRDY

R/wW

Oh

This bit indicates that an AES authentication TAG and/or IV block(s)

is/are available for the CPU to retrieve. This bit is only asserted if the
'save_context' bit is set to "1b'. The bit is mutually exclusive with the

'context_ready' bit.

Oh = Clear Interrupt Mask

1h = Set Interrrupt Mask

INPUTRDY

R/wW

Oh

This indicates that the engine can take new input. This should not be
used if DMA handshake is used (AES_DMA_HS.DMA_DATA_ACK
setto 1)

Oh = Clear Interrupt Mask

1h = Set Interrrupt Mask

OUTPUTRDY

R/wW

Oh

This indicates that the core has an output available to be
read out. This should not be used if DMA handshake is used
(AES_DMA_HS.DMA_DATA_ACK set to 1)

Oh = Clear Interrupt Mask

1h = Set Interrrupt Mask
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8.5.2.7 RIS Register (Offset = 1030h) [Reset = 00000000h] (INT_EVENTO)

RIS is shown in Figure 8-17 and described in Table 8-13.

Return to th

e Summary Table.

Raw interrupt status. Reflects all pending interrupts, regardless of masking. The RIS register allows the user to
implement a poll scheme. A flag set in this register can be cleared by writing 1 to the ICLR register bit even if the

corresponding IMASK bit is not enabled.
Figure 8-17. RIS Register
31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 1 10 9 8
RESERVED
R-0h
7 6 5 4 3 2 1 0
RESERVED CNTXTRDY | SAVEDCNTXT INPUTRDY OUTPUTRDY
RDY
R-0h R-0h R-0h R-0h R-0h
Table 8-13. RIS Register Field Descriptions
Bit Field Type Reset Description
31-4 RESERVED R Oh
3 CNTXTRDY R Oh This bit indicates that the context data registers can be overwritten,
and the CPU is permitted to write next context.
Oh = Clear Interrupt Mask
1h = Set Interrrupt Mask
2 SAVEDCNTXTRDY R Oh This bit indicates that an AES authentication TAG and/or IV block(s)
is/are available for the CPU to retrieve. This bit is only asserted if the
'save_context' bit is set to "1b'. The bit is mutually exclusive with the
'context_ready' bit.
Oh = Clear Interrupt Mask
1h = Set Interrrupt Mask
1 INPUTRDY R Oh This indicates that the engine can take new input. This should not be
used if DMA handshake is used (AES_DMA_HS.DMA_DATA_ACK
setto 1)
Oh = Clear Interrupt Mask
1h = Set Interrrupt Mask
0 OUTPUTRDY R Oh This indicates that the core has an output available to be
read out. This should not be used if DMA handshake is used
(AES_DMA_HS.DMA_DATA_ACK set to 1)
Oh = Interrupt did not occur
1h = Interrupt occured
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8.5.2.8 MIS Register (Offset = 1038h) [Reset = 00000000h] (INT_EVENTO0)
MIS is shown in Figure 8-18 and described in Table 8-14.
Return to the Summary Table.
Masked interrupt status. This is an AND of the IMASK and RIS registers.
Figure 8-18. MIS Register
31 30 29 28 27 26 25 24
RESERVED
R-Oh
23 22 21 20 19 18 17 16
RESERVED
R-Oh
15 14 13 12 11 10 9 8
RESERVED
R-Oh
7 6 5 4 3 2 1 0
RESERVED CNTXTRDY | SAVEDCNTXT | INPUTRDY | OUTPUTRDY
RDY
R-Oh R-Oh R-Oh R-0h R-Oh
Table 8-14. MIS Register Field Descriptions
Bit Field Type Reset Description
31-4 RESERVED R Oh
3 CNTXTRDY R Oh This bit indicates that the context data registers can be overwritten,

and the CPU is permitted to write next context.
Oh = Clear Interrupt Mask
1h = Set Interrrupt Mask

2 SAVEDCNTXTRDY R Oh This bit indicates that an AES authentication TAG and/or IV block(s)

is/are available for the CPU to retrieve. This bit is only asserted if the
'save_context' bit is set to "1b'. The bit is mutually exclusive with the

'context_ready' bit.

Oh = Clear Interrupt Mask

1h = Set Interrrupt Mask

1 INPUTRDY R Oh This indicates that the engine can take new input. This should not be
used if DMA handshake is used (AES_DMA_HS.DMA_DATA_ACK
setto 1)

Oh = Clear Interrupt Mask

1h = Set Interrrupt Mask

0 OUTPUTRDY R Oh This indicates that the core has an output available to be
read out. This should not be used if DMA handshake is used
(AES_DMA_HS.DMA_DATA_ACK set to 1)

Oh = Interrupt did not occur

1h = Interrupt occured
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8.5.2.9 ISET Register (Offset = 1040h) [Reset = 00000000h] (INT_EVENTO)
ISET is shown in Figure 8-19 and described in Table 8-15.
Return to the Summary Table.

Interrupt set. Allows interrupts to be set by software (useful in diagnostics and safety checks). Writing a 1 to a bit
in ISET will set the event and therefore the related RIS bit also gets set. If the interrupt is enabled through the
mask, then the corresponding MIS bit is also set.

Figure 8-19. ISET Register

31 30 29 28 27 26 25 24
RESERVED
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-0h
15 14 13 12 1 10 9 8
RESERVED
W-0h
7 6 5 4 3 2 1 0
RESERVED CNTXTRDY | SAVEDCNTXT INPUTRDY OUTPUTRDY
RDY
W-0h W-0h W-0h W-0h W-0h

Table 8-15. ISET Register Field Descriptions

Bit Field Type Reset Description
31-4 RESERVED w Oh
3 CNTXTRDY w Oh This bit indicates that the context data registers can be overwritten,

and the CPU is permitted to write next context.
Oh = Clear Interrupt Mask
1h = Set Interrrupt Mask

2 SAVEDCNTXTRDY w Oh This bit indicates that an AES authentication TAG and/or IV block(s)

is/are available for the CPU to retrieve. This bit is only asserted if the
'save_context' bit is set to "1b'. The bit is mutually exclusive with the

'context_ready' bit.

Oh = Clear Interrupt Mask

1h = Set Interrrupt Mask

1 INPUTRDY w Oh This indicates that the engine can take new input.This should not be
used if DMA handshake is used (AES_DMA_HS.DMA_DATA_ACK
setto 1)

Oh = Clear Interrupt Mask

1h = Set Interrrupt Mask

0 OUTPUTRDY w Oh This indicates that the core has an output available to be
read out. This should not be used if DMA handshake is used
(AES_DMA_HS.DMA_DATA_ACK set to 1)

Oh = Writing 0 has no effect

1h = Set Interrupt
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8.5.2.10 ICLR Register (Offset = 1048h) [Reset = 00000000h] (INT_EVENTO)
ICLR is shown in Figure 8-20 and described in Table 8-16.
Return to the Summary Table.
Interrupt clear. Write a 1 to clear corresponding Interrupt.
Figure 8-20. ICLR Register
31 30 29 28 27 26 25 24
RESERVED
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-0h
15 14 13 12 1 10 9 8
RESERVED
W-0h
7 6 5 4 3 2 1 0
RESERVED CNTXTRDY | SAVEDCNTXT INPUTRDY OUTPUTRDY
RDY
W-0h W-0h W-0h W-0h W-0h
Table 8-16. ICLR Register Field Descriptions
Bit Field Type Reset Description
314 RESERVED w Oh
3 CNTXTRDY w Oh This bit indicates that the context data registers can be overwritten,
and the CPU is permitted to write next context.
Oh = Clear Interrupt Mask
1h = Set Interrrupt Mask
2 SAVEDCNTXTRDY w Oh This bit indicates that an AES authentication TAG and/or IV block(s)
is/are available for the CPU to retrieve. This bit is only asserted if the
'save_context' bit is set to "1b'. The bit is mutually exclusive with the
'context_ready' bit.
Oh = Clear Interrupt Mask
1h = Set Interrrupt Mask
1 INPUTRDY w Oh This indicates that the engine can take new input. This should not be
used if DMA handshake is used (AES_DMA_HS.DMA_DATA_ACK
setto 1)
Oh = Clear Interrupt Mask
1h = Set Interrrupt Mask
0 OUTPUTRDY w Oh This indicates that the core has an output available to be
read out. This should not be used if DMA handshake is used
(AES_DMA_HS.DMA_DATA_ACK set to 1)
Oh = Writing 0 has no effect
1h = Clear Interrupt
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8.5.2.11 IIDX Register (Offset = 1050h) [Reset = 00000000h] (INT_EVENT1)
[IDX is shown in Figure 8-21 and described in Table 8-17.
Return to the Summary Table.

This register provides the highest priority enabled interrupt index. Value 0x00 means no event pending. Interrupt
1 is the highest priority, IDX next highest, 4, 8, ... IDX"31 is the least priority. That is, the least bit position that is
set to 1 denotes the highest priority pending interrupt. The priority order is fixed. However, users can implement
their own prioritization schemes using other registers that expose the full set of interrupts that have occurred.

On each read, only one interrupt is indicated. On a read, the current interrupt (highest priority) is automatically
cleared by the hardware and the corresponding interrupt flag in [RIS] and [MIS] are cleared as well. After a read
from the CPU (not from the debug interface), the register is updated with the next highest priority interrupt, if
none are pending, then it should display 0x0.

Figure 8-21. IIDX Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

RESERVED STAT
R-0h R-0h

Table 8-17. IIDX Register Field Descriptions

Bit Field Type Reset Description
31-8 RESERVED R Oh
7-0 STAT R Oh Interrupt index status

00h = No interrupt pending
1h = AES trigger 0 DMA (Data Input trigger)
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8.5.2.12 IMASK Register (Offset = 1058h) [Reset = 00000000h] (INT_EVENT1)
IMASK is shown in Figure 8-22 and described in Table 8-18.

Return to the Summary Table.

Interrupt Mask. If a bit is set, then corresponding interrupt is un-masked. Un-masking the interrupt causes the
raw interrupt to be visible in IIDX, as well as MIS.

Figure 8-22. IMASK Register

31

30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED TRIGO
R/W-0h R/W-0h
Table 8-18. IMASK Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R/W Oh
0 TRIGO R/W Oh TRIGO event mask.
Oh = Clear Interrupt Mask
1h = Set Interrrupt Mask
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8.5.2.13 RIS Register (Offset = 1060h) [Reset = 00000000h] (INT_EVENT1)
RIS is shown in Figure 8-23 and described in Table 8-19.
Return to the Summary Table.

Raw interrupt status. Reflects all pending interrupts, regardless of masking. The RIS register allows the user to
implement a poll scheme. A flag set in this register can be cleared by writing 1 to the ICLR register bit even if the
corresponding IMASK bit is not enabled.

Figure 8-23. RIS Register

31 30 29 28 27 26 25 24
RESERVED
R-Oh
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 1 10 9 8
RESERVED
R-0h
7 6 5 4 3 2 1 0
RESERVED TRIGO
R-Oh R-Oh
Table 8-19. RIS Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R Oh
0 TRIGO R Oh TRIGO event
Oh = Interrupt did not occur
1h = Interrupt occured
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8.5.2.14 MIS Register (Offset = 1068h) [Reset = 00000000h] (INT_EVENT1)
MIS is shown in Figure 8-24 and described in Table 8-20.
Return to the Summary Table.
Masked interrupt status. This is an AND of the IMASK and RIS registers.
Figure 8-24. MIS Register
31 30 29 28 27 26 25 24
RESERVED
R-Oh
23 22 21 20 19 18 17 16
RESERVED
R-Oh
15 14 13 12 11 10 9 8
RESERVED
R-Oh
7 6 5 4 3 2 1 0
RESERVED TRIGO
R-Oh R-Oh
Table 8-20. MIS Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R Oh
0 TRIGO R Oh TRIGO event
Oh = Interrupt did not occur
1h = Interrupt occured
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8.5.2.15 ISET Register (Offset = 1070h) [Reset = 00000000h] (INT_EVENT1)
ISET is shown in Figure 8-25 and described in Table 8-21.

Return to the Summary Table.

Interrupt set. Allows interrupts to be set by software (useful in diagnostics and safety checks). Writing a 1 to a bit
in ISET will set the event and therefore the related RIS bit also gets set. If the interrupt is enabled through the
mask, then the corresponding MIS bit is also set.

Figure 8-25. ISET Register

31 30 29 28 27 26 25 24
RESERVED
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-0h
15 14 13 12 1 10 9 8
RESERVED
W-0h
7 6 5 4 3 2 1 0
RESERVED TRIGO
W-0h W-0h
Table 8-21. ISET Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED w Oh
0 TRIGO W Oh TRIGO
Oh = Writing 0 has no effect
1h = Set Interrupt
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8.5.2.16 ICLR Register (Offset = 1078h) [Reset = 00000000h] (INT_EVENT1)
ICLR is shown in Figure 8-26 and described in Table 8-22.
Return to the Summary Table.
Interrupt clear. Write a 1 to clear corresponding Interrupt.
Figure 8-26. ICLR Register
31 30 29 28 27 26 25 24
RESERVED
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-0h
15 14 13 12 11 10 9 8
RESERVED
W-0h
7 6 5 4 3 2 1 0
RESERVED TRIGO
W-0h W-0h
Table 8-22. ICLR Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED w Oh
0 TRIGO w Oh TRIGO event
Oh = Writing 0 has no effect
1h = Clear Interrupt
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8.5.2.17 IIDX Register (Offset = 1080h) [Reset = 00000000h] (INT_EVENT2)
[IDX is shown in Figure 8-27 and described in Table 8-23.
Return to the Summary Table.

This register provides the highest priority enabled interrupt index. Value 0x00 means no event pending. Interrupt
1 is the highest priority, IDX next highest, 4, 8, ... IDX"31 is the least priority. That is, the least bit position that is
set to 1 denotes the highest priority pending interrupt. The priority order is fixed. However, users can implement
their own prioritization schemes using other registers that expose the full set of interrupts that have occurred.

On each read, only one interrupt is indicated. On a read, the current interrupt (highest priority) is automatically
cleared by the hardware and the corresponding interrupt flag in [RIS] and [MIS] are cleared as well. After a read
from the CPU (not from the debug interface), the register is updated with the next highest priority interrupt, if
none are pending, then it should display 0x0.

Figure 8-27. IIDX Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

RESERVED STAT
R-0h R-0h

Table 8-23. IIDX Register Field Descriptions

Bit Field Type Reset Description
31-8 RESERVED R Oh
7-0 STAT R Oh Interrupt index status

00h = No interrupt pending
1h = AES DMA Trigger 1 (Data Output trigger)
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8.5.2.18 IMASK Register (Offset = 1088h) [Reset = 00000000h] (INT_EVENT2)
IMASK is shown in Figure 8-28 and described in Table 8-24.

Return to the Summary Table.

Interrupt Mask. If a bit is set, then corresponding interrupt is un-masked. Un-masking the interrupt causes the
raw interrupt to be visible in IIDX, as well as MIS.

Figure 8-28. IMASK Register

31

30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED TRIG1
R/W-0h R/W-0h
Table 8-24. IMASK Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R/W Oh
0 TRIG1 R/W Oh TRIG1 event mask.
Oh = Clear Interrupt Mask
1h = Set Interrrupt Mask
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8.5.2.19 RIS Register (Offset = 1090h) [Reset = 00000000h] (INT_EVENTZ2)
RIS is shown in Figure 8-29 and described in Table 8-25.
Return to the Summary Table.

Raw interrupt status. Reflects all pending interrupts, regardless of masking. The RIS register allows the user to
implement a poll scheme. A flag set in this register can be cleared by writing 1 to the ICLR register bit even if the
corresponding IMASK bit is not enabled.

Figure 8-29. RIS Register

31 30 29 28 27 26 25 24
RESERVED
R-Oh
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 1 10 9 8
RESERVED
R-0h
7 6 5 4 3 2 1 0
RESERVED TRIG1
R-Oh R-Oh
Table 8-25. RIS Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R Oh
0 TRIG1 R Oh TRIG1 event
Oh = Interrupt did not occur
1h = Interrupt occured
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8.5.2.20 MIS Register (Offset = 1098h) [Reset = 00000000h] (INT_EVENT2)
MIS is shown in Figure 8-30 and described in Table 8-26.
Return to the Summary Table.
Masked interrupt status. This is an AND of the IMASK and RIS registers.
Figure 8-30. MIS Register
31 30 29 28 27 26 25 24
RESERVED
R-Oh
23 22 21 20 19 18 17 16
RESERVED
R-Oh
15 14 13 12 11 10 9 8
RESERVED
R-Oh
7 6 5 4 3 2 1 0
RESERVED TRIG1
R-Oh R-Oh
Table 8-26. MIS Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R Oh
0 TRIG1 R Oh TRIG1 event
Oh = Interrupt did not occur
1h = Interrupt occured
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8.5.2.21 ISET Register (Offset = 10A0h) [Reset = 00000000h] (INT_EVENT2)
ISET is shown in Figure 8-31 and described in Table 8-27.

Return to the Summary Table.

Interrupt set. Allows interrupts to be set by software (useful in diagnostics and safety checks). Writing a 1 to a bit
in ISET will set the event and therefore the related RIS bit also gets set. If the interrupt is enabled through the
mask, then the corresponding MIS bit is also set.

Figure 8-31. ISET Register

31 30 29 28 27 26 25 24
RESERVED
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-0h
15 14 13 12 1 10 9 8
RESERVED
W-0h
7 6 5 4 3 2 1 0
RESERVED TRIG1
W-0h W-0h
Table 8-27. ISET Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED w Oh
0 TRIG1 W Oh TRIG1 event
Oh = Writing 0 has no effect
1h = Set Interrupt
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8.5.2.22 ICLR Register (Offset = 10A8h) [Reset = 00000000h] (INT_EVENT2)
ICLR is shown in Figure 8-32 and described in Table 8-28.
Return to the Summary Table.
Interrupt clear. Write a 1 to clear corresponding Interrupt.
Figure 8-32. ICLR Register
31 30 29 28 27 26 25 24
RESERVED
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-0h
15 14 13 12 11 10 9 8
RESERVED
W-0h
7 6 5 4 3 2 1 0
RESERVED TRIG1
W-0h W-0h
Table 8-28. ICLR Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED w Oh
0 TRIG1 w Oh TRIG1 event
Oh = Writing 0 has no effect
1h = Clear Interrupt
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8.5.2.23 EVT_MODE Register (Offset = 10EOh) [Reset = 00000000h]
EVT_MODE is shown in Figure 8-33 and described in Table 8-29.
Return to the Summary Table.

Event mode register. It is used to select whether each line is disabled, in software mode (software clears the
RIS) or in hardware mode (hardware clears the RIS)

Figure 8-33. EVT_MODE Register

31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED EVT2_CFG EVT1_CFG INTO_CFG
R/W-0h R-0h R-0h R-0h

Table 8-29. EVT_MODE Register Field Descriptions

Bit Field Type Reset Description
31-6 RESERVED R/W Oh
5-4 EVT2_CFG R 2h Event line mode select for event corresponding to

[IPSTANDARD.INT_EVENTZ2]

Oh = The interrupt or event line is disabled.

1h = The interrupt or event line is in software mode. Software must
clear the RIS.

2h = The interrupt or event line is in hardware mode. The hardware
(another module) clears automatically the associated RIS flag.

3-2 EVT1_CFG R 2h Event line mode select for event corresponding to
[IPSTANDARD.INT_EVENT1]

Oh = The interrupt or event line is disabled.

1h = The interrupt or event line is in software mode. Software must
clear the RIS.

2h = The interrupt or event line is in hardware mode. The hardware
(another module) clears automatically the associated RIS flag.

1-0 INTO_CFG R 1h Event line mode select for event corresponding to
[IPSTANDARD.INT_EVENTO]

Oh = The interrupt or event line is disabled.

1h = The interrupt or event line is in software mode. Software must
clear the RIS.

2h = The interrupt or event line is in hardware mode. The hardware
(another module) clears automatically the associated RIS flag.
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8.5.2.24 GCMCCM_TAGO Register (Offset = 1100h) [Reset = 00000000h]
GCMCCM_TAGQO is shown in Figure 8-34 and described in Table 8-30.
Return to the Summary Table.

CBC-MAC third key (LSW) / GCM & CCM Intermediate TAG (LSW)
For CBC-MAC: Pre-calculated CBC-MAC third key used to perform a final XOR operation on the last input data

block.

For CCM: This register is internally used to store intermediate values. This register must be initialized with
zeroes when writing a new CCM context. To restore an interrupted CCM operation, this register needs to be
loaded with the intermediate TAG.
For GCM: This register is internally used to store intermediate values. This register must be initialized with
zeroes when writing a new GCM context. To restore an interrupted GCM operation, this register needs to be
loaded with the intermediate TAG.

Figure 8-34. GCMCCM_TAGO Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

DATA

W-0h

Table 8-30. GCMCCM_TAGO Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

DATA

W

Oh

Key data
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8.5.2.25 GCMCCM_TAG1 Register (Offset = 1104h) [Reset = 00000000h]
GCMCCM_TAGH1 is shown in Figure 8-35 and described in Table 8-31.
Return to the Summary Table.

CBC-MAC third key / GCM & CCM Intermediate TAG

For CBC-MAC: Pre-calculated CBC-MAC third key used to perform a final XOR operation on the last input data
block.

For CCM: This register is internally used to store intermediate values. This register must be initialized with

zeroes when writing a new CCM context. To restore an interrupted CCM operation, this register needs to be
loaded with the intermediate TAG.

For GCM: This register is internally used to store intermediate values. This register must be initialized with
zeroes when writing a new GCM context. To restore an interrupted GCM operation, this register needs to be
loaded with the intermediate TAG.

Figure 8-35. GCMCCM_TAG1 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DATA
W-0h

Table 8-31. GCMCCM_TAG1 Register Field Descriptions

Bit Field Type Reset Description
31-0 DATA w Oh Key data
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8.5.2.26 GCMCCM_TAG2 Register (Offset = 1108h) [Reset = 00000000h]
GCMCCM_TAG?2 is shown in Figure 8-36 and described in Table 8-32.

Return to the Summary Table.

CBC-MAC third key / GCM & CCM Intermediate TAG

For CBC-MAC: Pre-calculated CBC-MAC third key used to perform a final XOR operation on the last input data

block.

For CCM: This register is internally used to store intermediate values. This register must be initialized with
zeroes when writing a new CCM context. To restore an interrupted CCM operation, this register needs to be
loaded with the intermediate TAG.
For GCM: This register is internally used to store intermediate values. This register must be initialized with
zeroes when writing a new GCM context. To restore an interrupted GCM operation, this register needs to be
loaded with the intermediate TAG.

Figure 8-36. GCMCCM_TAG2 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

DATA

W-0h

Table 8-32. GCMCCM_TAG2 Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

DATA

W

Oh

Key data
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8.5.2.27 GCMCCM_TAGS3 Register (Offset = 110Ch) [Reset = 00000000h]
GCMCCM_TAGS is shown in Figure 8-37 and described in Table 8-33.
Return to the Summary Table.

CBC-MAC third key (MSW) / GCM & CCM Intermediate TAG (MSW)

For CBC-MAC: Pre-calculated CBC-MAC third key used to perform a final XOR operation on the last input data
block.

For CCM: This register is internally used to store intermediate values. This register must be initialized with

zeroes when writing a new CCM context. To restore an interrupted CCM operation, this register needs to be
loaded with the intermediate TAG.

For GCM: This register is internally used to store intermediate values. This register must be initialized with
zeroes when writing a new GCM context. To restore an interrupted GCM operation, this register needs to be
loaded with the intermediate TAG.

Figure 8-37. GCMCCM_TAG3 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DATA
W-0h

Table 8-33. GCMCCM_TAG3 Register Field Descriptions

Bit Field Type Reset Description
31-0 DATA w Oh Key data
SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026 AM13E230x Microcontrollers 373

Submit Document Feedback
Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

Advanced Encryption Standard (AES) Accelerator www.ti.com

8.5.2.28 GHASH_HO0 Register (Offset = 1110h) [Reset = 00000000h]
GHASH_HO is shown in Figure 8-38 and described in Table 8-34.
Return to the Summary Table.

CCM & CBC-MAC second key (LSW) / GCM Hash Key input (LSW)

For CBC-MAC: Pre-calculated CBC-MAC second key used to perform a final XOR operation on the last input
data block.

For GCM: Hash key

can be calculated internal or written via these registers. Only used for GHASH (GCM) modes.

For a CPU write operation, these registers must be written with the new values to be subsequently transferred to
the engine.

Figure 8-38. GHASH_HO Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DATA
W-0h

Table 8-34. GHASH_HO Register Field Descriptions

Bit Field Type Reset Description
31-0 DATA w Oh Key data
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8.5.2.29 GHASH_H1 Register (Offset = 1114h) [Reset = 00000000h]
GHASH_H1 is shown in Figure 8-39 and described in Table 8-35.
Return to the Summary Table.

CCM & CBC-MAC second key / GCM Hash Key input

For CBC-MAC: Pre-calculated CBC-MAC second key used to perform a final XOR operation on the last input
data block.

For GCM: Hash key

can be calculated internal or written via these registers. Only used for GHASH (GCM) modes.

For a CPU write operation, these registers must be written with the new values to be subsequently transferred to
the engine.

Figure 8-39. GHASH_H1 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DATA
W-0h

Table 8-35. GHASH_H1 Register Field Descriptions

Bit Field Type Reset Description
31-0 DATA w Oh Key data
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8.5.2.30 GHASH_H2 Register (Offset = 1118h) [Reset = 00000000h]
GHASH_H2 is shown in Figure 8-40 and described in Table 8-36.
Return to the Summary Table.

CCM & CBC-MAC second key / GCM Hash Key input

For CBC-MAC: Pre-calculated CBC-MAC second key used to perform a final XOR operation on the last input
data block.

For GCM: Hash key

can be calculated internal or written via these registers. Only used for GHASH (GCM) modes.

For a CPU write operation, these registers must be written with the new values to be subsequently transferred to
the engine.

Figure 8-40. GHASH_H2 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DATA
W-0h

Table 8-36. GHASH_H2 Register Field Descriptions

Bit Field Type Reset Description
31-0 DATA w Oh Key data
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8.5.2.31 GHASH_H3 Register (Offset = 111Ch) [Reset = 00000000h]
GHASH_H3 is shown in Figure 8-41 and described in Table 8-37.
Return to the Summary Table.

CCM & CBC-MAC second key (MSW) / GCM Hash Key input (MSW)

For CBC-MAC: Pre-calculated CBC-MAC second key used to perform a final XOR operation on the last input
data block.

For GCM: Hash key

can be calculated internal or written via these registers. Only used for GHASH (GCM) modes.

For a CPU write operation, these registers must be written with the new values to be subsequently transferred to
the engine.

Figure 8-41. GHASH_H3 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

DATA
W-0h

Table 8-37. GHASH_H3 Register Field Descriptions

Bit Field Type Reset Description
31-0 DATA w Oh Key data
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8.5.2.32 KEYO0 Register (Offset = 1120h) [Reset = 00000000h]
KEYO is shown in Figure 8-42 and described in Table 8-38.

Return to the Summary Table.
KEY (LSW)

Figure 8-42. KEYO0 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

DATA

W-0h

Table 8-38. KEYO Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

DATA

W

Oh

Key data
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8.5.2.33 KEY1 Register (Offset = 1124h) [Reset = 00000000h]
KEY1 is shown in Figure 8-43 and described in Table 8-39.
Return to the Summary Table.

KEY

Figure 8-43. KEY1 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DATA
W-0h

Table 8-39. KEY1 Register Field Descriptions

Bit Field Type Reset Description
31-0 DATA w Oh Key data
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8.5.2.34 KEY2 Register (Offset = 1128h) [Reset = 00000000h]
KEY2 is shown in Figure 8-44 and described in Table 8-40.

Return to the Summary Table.

KEY

Figure 8-44. KEY2 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

DATA

W-0h

Table 8-40. KEY2 Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

DATA

W

Oh

Key data
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8.5.2.35 KEY3 Register (Offset = 112Ch) [Reset = 00000000h]
KEY3 is shown in Figure 8-45 and described in Table 8-41.
Return to the Summary Table.

KEY

Figure 8-45. KEY3 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DATA
W-0h

Table 8-41. KEY3 Register Field Descriptions

Bit Field Type Reset Description
31-0 DATA w Oh Key data
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8.5.2.36 KEY4 Register (Offset = 1130h) [Reset = 00000000h]
KEY4 is shown in Figure 8-46 and described in Table 8-42.

Return to the Summary Table.

KEY

Figure 8-46. KEY4 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

DATA

W-0h

Table 8-42. KEY4 Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

DATA

W

Oh

Key data
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8.5.2.37 KEY5 Register (Offset = 1134h) [Reset = 00000000h]
KEYS is shown in Figure 8-47 and described in Table 8-43.
Return to the Summary Table.

KEY

Figure 8-47. KEY5 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DATA
W-0h

Table 8-43. KEY5 Register Field Descriptions

Bit Field Type Reset Description
31-0 DATA w Oh Key data
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8.5.2.38 KEY6 Register (Offset = 1138h) [Reset = 00000000h]
KEY®6 is shown in Figure 8-48 and described in Table 8-44.

Return to the Summary Table.

KEY

Figure 8-48. KEY6 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

DATA

W-0h

Table 8-44. KEY6 Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

DATA

W

Oh

Key data

384

AM13E230x Microcontrollers

Copyright © 2026 Texas Instruments Incorporated

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026
Submit Document Feedback


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

www.ti.com Advanced Encryption Standard (AES) Accelerator

8.5.2.39 KEY7 Register (Offset = 113Ch) [Reset = 00000000h]
KEY7 is shown in Figure 8-49 and described in Table 8-45.
Return to the Summary Table.

KEY (MSW)

Figure 8-49. KEY7 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DATA
W-0h

Table 8-45. KEY7 Register Field Descriptions

Bit Field Type Reset Description
31-0 DATA w Oh Key data
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8.5.2.40 IV0 Register (Offset = 1140h) [Reset = 00000000h]
IVVO is shown in Figure 8-50 and described in Table 8-46.
Return to the Summary Table.
IV (LSW)
Figure 8-50. IVO Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DATA
W-0h
Table 8-46. IV0 Register Field Descriptions
Bit Field Type Reset Description
31-0 DATA w Oh Key data
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8.5.2.41 IV1 Register (Offset = 1144h) [Reset = 00000000h]
IV1 is shown in Figure 8-51 and described in Table 8-47.
Return to the Summary Table.

v

Figure 8-51. IV1 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DATA
W-0h

Table 8-47. IV1 Register Field Descriptions

Bit Field Type Reset Description
31-0 DATA w Oh Key data
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8.5.2.42 IV2 Register (Offset = 1148h) [Reset = 00000000h]
IV2 is shown in Figure 8-52 and described in Table 8-48.
Return to the Summary Table.
v
Figure 8-52. IV2 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
DATA
W-0h
Table 8-48. IV2 Register Field Descriptions
Bit Field Type Reset Description
31-0 DATA W Oh Key data
388 AM13E230x Microcontrollers SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026

Copyright © 2026 Texas Instruments Incorporated

Submit Document Feedback


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

www.ti.com Advanced Encryption Standard (AES) Accelerator

8.5.2.43 IV3 Register (Offset = 114Ch) [Reset = 00000000h]
IVV3 is shown in Figure 8-53 and described in Table 8-49.
Return to the Summary Table.

v

Figure 8-53. IV3 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DATA
W-0h

Table 8-49. IV3 Register Field Descriptions

Bit Field Type Reset Description
31-0 DATA w Oh Key data
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8.5.2.44 CTRL Register (Offset = 1150h) [Reset = 80000000h]
CTRL is shown in Figure 8-54 and described in Table 8-50.

Return to the Summary Table.

Input/Output Buffer Control and Mode selection. The content of this register determines the mode of operation of

the EIP-39.

Figure 8-54. CTRL Register

31

30

29

28

27 26 25 24

CNTXT_RDY

_RDY

SAVED_CNTXT

SAVE_CNTXT

GCM_CONT

GET_DIGEST | OFB_GCM_CC| RESERVED CCMM
M_CONT

R-1h

R-0Oh

R/W-0h

R/W-0h

R/W-0h R/W-0h R/W-0h R/W-0h

23 22 21 20 19 18 17 16
CCMM CCML \ ccM \ GCM
R/W-0h R/W-0h R/W-0h R/W-0h

15 14 13 12 11 10 9 8
CBCMAC ] RESERVED \ CFB ICM \ CTR_WIDTH
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h

7 6 5 4 3 2 1 0
CTR_WIDTH \ CTR CBC KEYSIZE \ DIR \ INPUT_RDY ‘OUTPUT_RDY
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R-Oh R-Oh

Table 8-50. CTRL Register Field Descriptions
Bit Field Type Description

31 CNTXT_RDY R 1h

Reset

If '1b', this read-only status bit indicates that the context data
registers can be overwritten, and the CPU is permitted to write the
next context.

Oh = Not ready

1h = Ready

If "1b', this read-only status bit indicates that an AES authentication
TAG and/or IV block(s) is/are available for the Host to retrieve. This
bit is only asserted if the 'save_context' bit is set to '1b'. The bit is
mutually exclusive with the 'context_ready' bit.

Oh = Not ready

1h = Ready

This bit is used to indicate that an authentication TAG or result IV
needs to be stored as a result context. If this bit is set, context output
DMA and/or interrupt will be asserted if the operation is finished, and
related signals are enabled.

Typically, this value must be set for authentication modes returning a
TAG (CBC-MAC, GCM and CCM), or for basic encryption modes that
require future continuation with the current result 1V.

If this bit is set, the engine will hold its full context until the TAG
and/or |V registers are read. Only after reading the TAG or IV, a new
DMA request for a new (input) context will be asserted.

If this bit is not set, the engine will assert the context input DMA
request signal directly after starting to process the last block with the
current context.

0h = No effect

1h = Enable

30 SAVED_CNTXT_RDY R Oh

29 SAVE_CNTXT R/wW Oh
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Table 8-50. CTRL Register Field Descriptions (continued)
Bit Field Type Reset Description
28 GCM_CONT R/W Oh Continue processing of an interrupted AES-GCM or AES-CCM
operation in the crypto/payload phase.
Set this write-only signal to '1b’ together with the regular mode bit
settings for a GCM or CCM operation, to continue processing from
the next full block (128 bits) boundary.
Before setting this bit all applicable context to resume processing
must have been loaded into the engine: Keys, 1V, intermediate
digest/TAG and block counter. The mode can be written together with
this bit, as it is part of the same register.
0h = No effect
1h = Enable
27 GET_DIGEST R/W Oh Interrupt processing and generate an intermediate digest during an
AES-GCM or AES-CCM operation.
Set this write-only signal to '1b’ to interrupt GCM or CCM processing
at the next full block (128 bits) boundary. An intermediate digest may
be requested during the encryption/decryption data phase or in the
AAD phase.
Note: Interruption can only be done on full block (128 bits)
boundaries. The minimum number of remaining bytes to resume and
finalize the operation, must be greater than or equal to 1.
0Oh = No effect
1h = Enable
26 OFB_GCM_CCM_CONT |R/W Oh This bit has a dual use, depending on the selection of CCM/GCM,
see bits [18:16].
If CCM/GCM is not selected:
If this bit is set to '1b’, full block AES output feedback mode
(OFB-128) is selected.
If CCM/GCM is selected:
Continue processing of an interrupted AES-GCM or AES-CCM
operation in the AAD phase.
Set this write-only signal to '1b’ together with the regular mode bit
settings for a GCM or CCM operation, to continue processing from
the next full AAD block (128 bits) boundary.
Before setting this bit all applicable context to resume processing
must have been loaded into the engine: Keys, 1V, intermediate
digest/TAG, block counter and the CCM align data word (the latter
is for CCM mode only). The mode can be written together with this
bit, as it is part of the same register.
1h = Continue GCM/CCM processing in AAD phase
25 RESERVED R/W Oh
24-22 CCMM R/W Oh Defines "M" that indicates the length of the authentication field for
CCM operations
the authentication field length equals two times (the value of CCM-M
plus one). Note: The EIP-39 always returns a 128-bit authentication
field, of which the M least significant bytes are valid. All values are
supported.
Oh = Length is 1
7h =Length is 8
21-19 CCML R/W Oh Defines "L" that indicates the width of the length field for CCM
operations
the length field in bytes equals the value of CMM-L plus one. All
values are supported.
Oh = Length is 1
7h = Length is 8
18 CCM R/W Oh If set to "1b', AES-CCM is selected, this is a combined mode, using
AES for both authentication and encryption. In addition to the CCM
bit, the CTR mode bit must be set such that AES-CTR is enabled.
Other combinations with CCM are invalid.
Oh = Disable CBC mode
1h = Select CBC mode
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Table 8-50. CTRL Register Field Descriptions (continued)

Bit Field Type Reset Description
17-16 GCM R/W Oh If not set to '00b’, AES-GCM mode is selected, this is a combined
mode, using the Galois field multiplier GF(2128) for authentication
and AES-CTR mode for encryption, the bits specify the GCM mode:
01b = GHASH with H loaded and Y0-encrypted forced to zero 10b =
GHASH with H loaded and Y0-encrypted calculated internally 11b =
Autonomous GHASH (both H and Y0-encrypted calculated internally)
Note: Besides GCM, the CTR mode bits must also be set to '1b' to
enable GCM with AES-CTR
if the CTR bit is not set a GHASH (authentication) only operation
is performed. A GHASH only operation is only allowed if the GCM
mode is set to '01b’ and the direction bit is set to '0Ob’. Other modes
may not be selected in combination with GCM. Table 14 below
shows the valid combinations for the GCM and CTR mode bits, all
other options are invalid and must not be selected.
1h = GHASH with H loaded and Y0-encrypted forced to 0.
2h = GHASH with H loaded and Y0-encrypted calculated internally
3h = Autonomous GHASH (both H and Y0-encrypted calculated
internally)
15 CBCMAC R/W Oh If set to "1b', AES-CBC MAC is selected, the Direction bit must be set
to '1' for this mode.
Oh = Disable CBC mode
1h = Select CBC mode
14-11 RESERVED R/W Oh
10 CFB R/W Oh If set to '"1b’', AES cipher feedback mode CFB is selected. Use the
ctr_width field to specify the feedback width.
Oh = Disable CBC mode
1h = Select CBC mode
9 ICM R/W Oh When the CFB bit is set, specifies the CFB mode feedback width:
Oh = Disable CBC mode
1h = Select CBC mode
8-7 CTR_WIDTH R/W Oh When the CTR bit is set, specifies the counter width for AES-CTR
mode.
When the CFB bit is set, specifies the CFB mode feedback width:
Oh = CFB-128 mode
1h = 64-bit counter
2h = 96-bit counter
3h = 128-bit counter
6 CTR R/W Oh If set to '"1b’, AES counter mode (CTR) is selected. Note: This bit
must also be set for GCM and CCM, when encryption/decryption is
required.
Oh = Disable CBC mode
1h = Select CBC mode
5 CBC R/W Oh If set to "1b’, cipher-block-chaining (CBC) mode is selected.
Oh = Disable CBC mode
1h = Select CBC mode
4-3 KEYSIZE R/W Oh Specifies the encryption strength / key width
1h = 128-bit key
3h = 256-bit key
2 DIR R/W Oh Direction. If set to "1b" an encrypt operation is performed. If set to '0b’
a decrypt operation is performed. Note: This bit must be written with
a '1b' when CBC-MAC is selected.
Oh = Decryption
1h = Encryption
1 INPUT_RDY R Oh Ready for input. If '1b', this read-only status bit indicates that the
16-byte input buffer is empty, and the CPU is permitted to write the
next block of data. After reset, this bit is '0'. After writing a context,
this bit will become '1b'.
Oh = Not Ready
1h = Ready
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Table 8-50. CTRL Register Field Descriptions (continued)
Bit Field Type Reset Description
0 OUTPUT_RDY R Oh Output Ready. If '"1b', this read-only status bit indicates that an AES

output block is available for the CPU to retrieve.
Oh = Not Ready
1h = Ready
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8.5.2.45 C_LENGTH_O0 Register (Offset = 1154h) [Reset = 00000000h]
C_LENGTH_O0 is shown in Figure 8-55 and described in Table 8-51.
Return to the Summary Table.

Crypto data length (LSW). These registers buffer the Length values to the EIP-39. While processing, the length
values decrement to zero. If both lengths are zero, the data stream is finished, and a new context is requested.
For basic AES modes (ECB/CBC/CTR/ICM/CFB/OFB), a crypto length of '0' can be written if the context DMA

is disabled. Writing a zero length results in continued data requests until a new context is written. For the other
modes (GCM and CCM) no (new) data requests are done if the length decrements to or equals zero.

It is advised to write a new length per packet. If the length registers decrement to zero, no new data is processed
until a new context or length value is written.

When writing a new context without writing the length registers, the length register values from the previous
context are reused.

Figure 8-55. C_LENGTH_O Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DATA
W-0h

Table 8-51. C_LENGTH_O0 Register Field Descriptions
Bit Field Type Reset Description

31-0 DATA w Oh Bits [60:0] of the crypto length registers (LSW and MSW) store the
cryptographic data length in bytes for all modes. Once processing
with this context is started, this length decrements to zero. Data
lengths up to (261-1) bytes are allowed.

For GCM, any value up to 236-32 bytes can be used. This is
because a 32-bit counter mode is used

the maximum number of 128-bit blocks is 232-2, resulting in a
maximum number of bytes of 236-32.

A write to this register triggers the engine to start using this context.
This is valid for all modes except GCM and CCM.

Note that for the combined modes, this length does not include the
authentication only data

the authentication length is specified in the AES_AAD_LENGTH
register below.

All modes must have a length > 0. For the combined modes, it is
allowed to have one of the lengths equal to zero.

For the basic encryption modes (ECB/CBC/CTR/ICM/CFB/OFB) it is
allowed to program zero to the length field

in that case the length is assumed infinite.

All data must be byte (8-bit) aligned for stream cipher modes

bit aligned data streams are not supported. For block cipher modes,
the data length must be programmed in multiples of the block cipher
size, 16 bytes.
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8.5.2.46 C_LENGTH_1 Register (Offset = 1158h) [Reset = 00000000h]
C_LENGTH_1 is shown in Figure 8-56 and described in Table 8-52.
Return to the Summary Table.

Crypto data length (MSW). These registers buffer the Length values to the EIP-39. While processing, the length
values decrement to zero. If both lengths are zero, the data stream is finished, and a new context is requested.
For basic AES modes (ECB/CBC/CTR/ICM/CFB/OFB), a crypto length of '0' can be written if the context DMA

is disabled. Writing a zero length results in continued data requests until a new context is written. For the other
modes (GCM and CCM) no (new) data requests are done if the length decrements to or equals zero.

It is advised to write a new length per packet. If the length registers decrement to zero, no new data is processed
until a new context or length value is written.

When writing a new context without writing the length registers, the length register values from the previous
context are reused.

Figure 8-56. C_LENGTH_1 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

RESERVE DATA
D
W-0h W-0h

Table 8-52. C_LENGTH_1 Register Field Descriptions

Bit Field Type Reset Description
31-29 RESERVED w Oh
28-0 DATA W Oh Bits [60:0] of the crypto length registers (LSW and MSW) store the

cryptographic data length in bytes for all modes. Once processing
with this context is started, this length decrements to zero. Data
lengths up to (261-1) bytes are allowed.

For GCM, any value up to 236-32 bytes can be used. This is
because a 32-bit counter mode is used

the maximum number of 128-bit blocks is 232-2, resulting in a
maximum number of bytes of 236-32.

A write to this register triggers the engine to start using this context.
This is valid for all modes except GCM and CCM.

Note that for the combined modes, this length does not include the
authentication only data

the authentication length is specified in the AES_AAD_LENGTH
register below.

All modes must have a length > 0. For the combined modes, it is
allowed to have one of the lengths equal to zero.

For the basic encryption modes (ECB/CBC/CTR/ICM/CFB/OFB) it is
allowed to program zero to the length field

in that case the length is assumed infinite.

All data must be byte (8-bit) aligned for stream cipher modes

bit aligned data streams are not supported. For block cipher modes,
the data length must be programmed in multiples of the block cipher
size, 16 bytes.
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8.5.2.47 AAD_LENGTH Register (Offset = 115Ch) [Reset = 00000000h]
AAD_LENGTH is shown in Figure 8-57 and described in Table 8-53.

Return to the Summary Table.

AAD Data Length

Figure 8-57. AAD_LENGTH Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

DATA

W-0h

Table 8-53. AAD_LENGTH Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

DATA

W

Oh

Bits [31:0] of the authentication length register store the
authentication data length in bytes for combined modes only (GCM
or CCM)

Supported AAD-lengths for CCM are from 0 to (216-28) bytes. For
GCM any value up to (232-1) bytes can be used. Once processing
with this context is started, this length decrements to zero.

A write to this register triggers the engine to start using this context
for GCM and CCM.
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8.5.2.48 DATAO Register (Offset = 1160h) [Reset = 00000000h]
DATAQ is shown in Figure 8-58 and described in Table 8-54.
Return to the Summary Table.

Data input (LSW) / Data output (LSW)\. The Data Input/Output Registers buffer the input/output data

blocks to/from the EIP-39. Notice that the data input buffer (AES_DATA_IN_n) and data output buffer
(AES_DATA_OUT_n) are mapped to the same address locations. Writes to these addresses load the Input
Buffer while reads pull from the Output Buffer. Therefore, for write access, the data input buffer is written

for read access, the data output buffer is read. The data input buffer must be written prior to starting an
operation. The data output buffer contains valid data on completion of an operation. All writes from, and reads
to, these registers are tracked independently per direction. Therefore, any 128-bit data block can be split over
multiple 32-bit word transfers, which can be mixed with other transfers over the external interface.

Figure 8-58. DATAO Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1

DATA

R/W-0h

Table 8-54. DATAO Register Field Descriptions

Bit Field Type Reset Description
31-0 DATA R/W Oh Data
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8.5.2.49 DATA1 Register (Offset = 1164h) [Reset = 00000000h]
DATA1 is shown in Figure 8-59 and described in Table 8-55.
Return to the Summary Table.

Data input / Data output. The Data Input/Output Registers buffer the input/output data blocks to/from the EIP-39.
Notice that the data input buffer (AES_DATA_IN_n) and data output buffer (AES_DATA_OUT _n) are mapped to
the same address locations. Writes to these addresses load the Input Buffer while reads pull from the Output
Buffer. Therefore, for write access, the data input buffer is written

for read access, the data output buffer is read. The data input buffer must be written prior to starting an
operation. The data output buffer contains valid data on completion of an operation. All writes from, and reads
to, these registers are tracked independently per direction. Therefore, any 128-bit data block can be split over
multiple 32-bit word transfers, which can be mixed with other transfers over the external interface.

Figure 8-59. DATA1 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DATA
R/W-0h

Table 8-55. DATA1 Register Field Descriptions

Bit Field Type Reset Description
31-0 DATA R/W Oh Data
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8.5.2.50 DATA2 Register (Offset = 1168h) [Reset = 00000000h]
DATAZ2 is shown in Figure 8-60 and described in Table 8-56.
Return to the Summary Table.

Data input / Data output. The Data Input/Output Registers buffer the input/output data blocks to/from the EIP-39.
Notice that the data input buffer (AES_DATA_IN_n) and data output buffer (AES_DATA_OUT _n) are mapped to
the same address locations. Writes to these addresses load the Input Buffer while reads pull from the Output
Buffer. Therefore, for write access, the data input buffer is written

for read access, the data output buffer is read. The data input buffer must be written prior to starting an
operation. The data output buffer contains valid data on completion of an operation. All writes from, and reads
to, these registers are tracked independently per direction. Therefore, any 128-bit data block can be split over
multiple 32-bit word transfers, which can be mixed with other transfers over the external interface.

Figure 8-60. DATA2 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DATA
R/W-0h

Table 8-56. DATA2 Register Field Descriptions

Bit Field Type Reset Description
31-0 DATA R/W Oh Data
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8.5.2.51 DATA3 Register (Offset = 116Ch) [Reset = 00000000h]
DATAZ3 is shown in Figure 8-61 and described in Table 8-57.
Return to the Summary Table.

Data input (MSW) / Data output (MSW). The Data Input/Output Registers buffer the input/output data

blocks to/from the EIP-39. Notice that the data input buffer (AES_DATA_IN_n) and data output buffer
(AES_DATA_OUT_n) are mapped to the same address locations. Writes to these addresses load the Input
Buffer while reads pull from the Output Buffer. Therefore, for write access, the data input buffer is written

for read access, the data output buffer is read. The data input buffer must be written prior to starting an
operation. The data output buffer contains valid data on completion of an operation. All writes from, and reads
to, these registers are tracked independently per direction. Therefore, any 128-bit data block can be split over
multiple 32-bit word transfers, which can be mixed with other transfers over the external interface.

Figure 8-61. DATA3 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DATA
R/W-0h

Table 8-57. DATA3 Register Field Descriptions

Bit Field Type Reset Description
31-0 DATA R/W Oh Data
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8.5.2.52 TAGO Register (Offset = 1170h) [Reset = 00000000h]
TAGO is shown in Figure 8-62 and described in Table 8-58.
Return to the Summary Table.

Hash result (LSW). These registers buffer the TAG from the EIP-39. The registers are shared with the
intermediate authentication result registers but cannot be read until the processing is finished.

Figure 8-62. TAGO Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DATA
R-Oh

Table 8-58. TAGO Register Field Descriptions
Bit Field Type Reset Description

31-0 DATA R Oh For a CPU read operation, these registers contain the last 128-bit
TAG output of the EIP-39

the TAG is available until the next context is written.

This register will only contain valid data if the TAG is available,
when the 'saved_context_ready' or 'get_digest' bit from AES_CTRL
register is set. In case of get_digest, the output will be an
intermediate TAG for CCM or GCM operation continuation. During
processing or for operations/modes that do not return a TAG, reads
from this register returns data from the IV register. For operations
that do return a TAG in the IV register, the IV register must be
accessed directly.
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8.5.2.53 TAG1 Register (Offset = 1174h) [Reset = 00000000h]
TAG1 is shown in Figure 8-63 and described in Table 8-59.

Return to the Summary Table.

Hash result. These registers buffer the TAG from the EIP-39. The registers are shared with the intermediate
authentication result registers but cannot be read until the processing is finished.

Figure 8-63. TAG1 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

DATA

R-0Oh

Table 8-59. TAG1 Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

DATA

R

Oh

For a CPU read operation, these registers contain the last 128-bit
TAG output of the EIP-39

the TAG is available until the next context is written.

This register will only contain valid data if the TAG is available,
when the 'saved_context_ready' or 'get_digest' bit from AES_CTRL
register is set. In case of get_digest, the output will be an
intermediate TAG for CCM or GCM operation continuation. During
processing or for operations/modes that do not return a TAG, reads
from this register returns data from the IV register. For operations
that do return a TAG in the IV register, the IV register must be
accessed directly.
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8.5.2.54 TAG2 Register (Offset = 1178h) [Reset = 00000000h]
TAG2 is shown in Figure 8-64 and described in Table 8-60.

Return to the Summary Table.

Hash result. These registers buffer the TAG from the EIP-39. The registers are shared with the intermediate
authentication result registers but cannot be read until the processing is finished.

Figure 8-64. TAG2 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

DATA

R-0Oh

Table 8-60. TAG2 Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

DATA

R

Oh

For a CPU read operation, these registers contain the last 128-bit
TAG output of the EIP-39

the TAG is available until the next context is written.

This register will only contain valid data if the TAG is available,
when the 'saved_context_ready' or 'get_digest' bit from AES_CTRL
register is set. In case of get_digest, the output will be an
intermediate TAG for CCM or GCM operation continuation. During
processing or for operations/modes that do not return a TAG, reads
from this register returns data from the IV register. For operations
that do return a TAG in the IV register, the IV register must be
accessed directly.
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8.5.2.55 TAG3 Register (Offset = 117Ch) [Reset = 00000000h]
TAG3 is shown in Figure 8-65 and described in Table 8-61.

Return to the Summary Table.

Hash result (MSW). These registers buffer the TAG from the EIP-39. The registers are shared with the
intermediate authentication result registers but cannot be read until the processing is finished.

Figure 8-65. TAG3 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

DATA

R-0Oh

Table 8-61. TAG3 Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

DATA

R

Oh

For a CPU read operation, these registers contain the last 128-bit
TAG output of the EIP-39

the TAG is available until the next context is written.

This register will only contain valid data if the TAG is available,
when the 'saved_context_ready' or 'get_digest' bit from AES_CTRL
register is set. In case of get_digest, the output will be an
intermediate TAG for CCM or GCM operation continuation. During
processing or for operations/modes that do not return a TAG, reads
from this register returns data from the IV register. For operations
that do return a TAG in the IV register, the IV register must be
accessed directly.
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8.5.2.56 STATUS Register (Offset = 1180h) [Reset = 00000000h]
STATUS is shown in Figure 8-66 and described in Table 8-62.
Return to the Summary Table.

Status register

Figure 8-66. STATUS Register

31 30 29 28 27 26 25 24
RESERVED
R-Oh
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 1 10 9 8
RESERVED
R-0h
7 6 5 4 3 2 1 0
RESERVED KEYWR
R-Oh R-Oh
Table 8-62. STATUS Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R Oh
0 KEYWR R Oh Key write status. 0 - user write to KEY register is allowed. 1 - user
write to KEY register is ignored.
In order to allow user write, perform a module reset.
Oh = User write to KEY MMR is allowed
1h = User write to KEY MMR is disabled. Writing has no effect.
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8.5.2.57 DATA_IN Register (Offset = 1184h) [Reset = 00000000h]
DATA_IN is shown in Figure 8-67 and described in Table 8-63.

Return to the Summary Table.

Data-in register: alias for DATAO/1/2/3 at a single address for DMA addressing

Figure 8-67. DATA_IN Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

DATA

W-0h

Table 8-63. DATA_IN Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

DATA

W

Oh

Data input word
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8.5.2.58 DATA_OUT Register (Offset = 1188h) [Reset = 00000000h]
DATA_OUT is shown in Figure 8-68 and described in Table 8-64.

Return to the Summary Table.

Data-out register: alias for DATA0/1/2/3 at a single address for DMA addressing

Figure 8-68. DATA_OUT Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DATA
R-0Oh

Table 8-64. DATA_OUT Register Field Descriptions

Bit Field Type Reset Description
31-0 DATA R Oh Data output word
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8.5.2.59 FORCE_IN_AV Register (Offset = 11D0h) [Reset = 00000000h]
FORCE_IN_AV is shown in Figure 8-69 and described in Table 8-65.

Return to the Summary Table.

Data control register for input data. This write-only register provides a means to force the availability of the input

data buffer of the EIP-39.

Figure 8-69. FORCE_IN_AV Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7

6 5 4 3 2 1 0

DATA

W-0h

Table 8-65. FORCE_IN_AV Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

DATA

W

Oh

data acknowledge be 1/O register based

Any write to this register forces the input data buffer to valid and will
force the engine to start processing this data. The data written here
is not used. The core must be configured to have input and output
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8.5.2.60 CCM_ALN_WRD Register (Offset = 11D4h) [Reset = 00000000h]
CCM_ALN_WRD is shown in Figure 8-70 and described in Table 8-66.
Return to the Summary Table.

AES-CCM AAD alignment data word. This register provides a means to access an internal EIP-39 register that
stores alignment data bytes during the AAD phase of AES-CCM processing. This register needs to be read and
stored when an AES-CCM operation is interrupted during the AAD phase. This value needs to be restored by
writing this register, when resuming that AES-CCM operation in a later session.

Figure 8-70. CCM_ALN_WRD Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

DATA

W-0h

Table 8-66. CCM_ALN_WRD Register Field Descriptions

Bit Field Type Reset Description

31-0 DATA W Oh This register provides a means to access an internal EIP-39 register
that stores alignment data bytes during the AAD phase of AES-CCM
processing. This register needs to be read and stored when an
AES-CCM operation is interrupted during the AAD phase. This value
needs to be restored by writing this register, when resuming that
AES-CCM operation in a later session.
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8.5.2.61 BLK_CNTO Register (Offset = 11D8h) [Reset = 00000000h]
BLK_CNTO is shown in Figure 8-71 and described in Table 8-67.
Return to the Summary Table.

Internal block counter (LSW). This register along with BLK_CNT1 register provides access to the internal data
block counter of the EIP-39. This counter keeps track of the number of data blocks during AES-CCM and
AES-GCM operations. Reading and writing this counter allows interruption and resuming of long CCM or GCM
operations. Note that internally, the block counter is used for AAD data as well as encryption/decryption data.
Interruption and resuming is only supported in the encryption/decryption data phase and not during AAD.

Figure 8-71. BLK_CNTO Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
DATA
R/W-0h

Table 8-67. BLK_CNTO Register Field Descriptions
Bit Field Type Reset Description

31-0 DATA R/W Oh Internal block counter for AES GCM and CCM operations.

These bits read the block count value that represents the number
of blocks to go. This value is valid with saved_context_ready after a
request for an intermediate GCM/CCM digest.

Writing these registers will restore the internal block counter to

the programmed value. This only needs to be done to prepare

the engine to continue processing of an interrupted GCM or CCM
operation.

Also refer to the get_digest and gcm_ccm_continue bits in
AES_CTRL register.
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8.5.2.62 BLK_CNT1 Register (Offset = 11DCh) [Reset = 00000000h]
BLK_CNT1 is shown in Figure 8-72 and described in Table 8-68.
Return to the Summary Table.

Internal block counter (MSW). This register along with BLK_CNTO register provides access to the internal data
block counter of the EIP-39. This counter keeps track of the number of data blocks during AES-CCM and
AES-GCM operations. Reading and writing this counter allows interruption and resuming of long CCM or GCM
operations. Note that internally, the block counter is used for AAD data as well as encryption/decryption data.
Interruption and resuming is only supported in the encryption/decryption data phase and not during AAD.

Figure 8-72. BLK_CNT1 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

RESERVED DATA
R/W-0h R/W-0h

Table 8-68. BLK_CNT1 Register Field Descriptions

Bit Field Type Reset Description
31-24 RESERVED R/W Oh
23-0 DATA R/W Oh Internal block counter for AES GCM and CCM operations.

These bits read the block count value that represents the number
of blocks to go. This value is valid with saved_context_ready after a
request for an intermediate GCM/CCM digest.

Writing these registers will restore the internal block counter to

the programmed value. This only needs to be done to prepare

the engine to continue processing of an interrupted GCM or CCM
operation.

Also refer to the get_digest and gcm_ccm_continue bits in
AES_CTRL register.
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8.5.2.63 DMA_HS Register (Offset = 11F4h) [Reset = 00000000h]
DMA_HS is shown in Figure 8-73 and described in Table 8-69.
Return to the Summary Table.
Control register for DMA handshaking
Figure 8-73. DMA_HS Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED DMA_DATA_AC
K
R/W-0h R/W-0h
Table 8-69. DMA_HS Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R/W Oh
0 DMA_DATA_ACK R/W Oh When this bit is Ob, input and output data acknowledge is I/O register
based, as specified in the description of the AES_DATA_IN_n/
AES_DATA_OUT_n registers.
When this bit is 1b, input and ouput data acknowledge is based on
DMA handshake signals.
Oh = Disable DMA based data handshake
1h = Enables DMA based handshake
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Keystore
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The Keystore controller provides secure management of the Advanced Encryption Engine (AES) keys.
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9.1 Detailed Description

The keystore supports storage of AES keys. Up to four 128-bit key slots are provisioned and can be used in
different software-managed configurations, such as:

» Four 128-bit keys
*  Two 256-bit keys
* One 256-bit key and two 128-bit keys

Note
Refer to the device-specific data sheet to determine the number of AES keys supported.

This configuration selection is the first to be performed by customer secure code before depositing keys into
slots. Configuration is done by writing the number of 256-bit keys into the NK256 field of the CFG register.

After configuration, the key bytes can be written to selected slots in the keystore controller register. This is done
by programming the KEYSZSEL (key size selection) and KEYSLOTSEL (key slot selection) fields of the KEYWR
register. Note that the hardware expects any 256-bit keys to be store in lower-numbered slots. For example, if
the store is configured for one 256-bit key and two 128-bit keys, the 256-bit key must be stored in slots 0 and 1.
The IP reports an error (invalid configuration) if any other slot is used for the 256-bit key. If the store is configured
for two 256-bit keys, then key 0 occupies slots 0 and 1 and key 1 occupies slots 2 and 3.

Depositing the key bytes into slots is done by writing them to the KEYIN register. Once a key write transaction
is initiated, until and unless all the key bytes are written (4 words for a 128-bit key and 8 words for a 256-bit
key), the key is not considered valid. Validity of slots is presented via a status register for the application. When
customer secure code has deposited the required number of bytes, the key becomes valid and can be used

by the application. The STATUS register provides status and validity fields to indicate status of the keystore
controller as well as the validity of key slots.

Note that key configuration operations are permitted only while customer secure code is executing.
Subsequently, the keystore configuration is locked and can not be modified. The signaling of the end of customer
secure code is discussed in the Security Architecture chapter.

At run-time (after the end of customer secure code execution), the application is able to use one of the valid keys
for an AES encryption/decryption operation. To configure the AES engine to use a specific key, the application
references a key slot and initiates a transfer of the key data into the AES engine via a secure internal bus. This is
performed by writing to the KEYSZSEL (key size selection), and KEYSLOTSEL (Key slot selection) fields of the
KEYRD register. The selected key data is securely transferred to the AES engine over a private bus that is not
accessible by software or the debugger.

The keystore holds the state and key data until a subsequent boot reset. At boot reset, customer startup code
configures the keystore. If one or more slots are not used at the end of customer startup code execution, those
slots remain unusable for the rest of the application execution.

9.2 KEYSTORE Registers
This Section describes the KEYSTORE Registers.
9.2.1 KEYSTORE Base Address Table
Table 9-1. KEYSTORE Base Address Table

Bit Field Name
DriverLib Name Base Address
Instance Structure
KeystoreRegs KEYSTORE_REGS KEYSTORE 0x401B_6000
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9.2.2 KEYSTORE_REGS Registers

Table 9-2 lists the memory-mapped registers for the KEYSTORE_REGS registers. All register offset addresses
not listed in Table 9-2 should be considered as reserved locations and the register contents should not be

modified.
Table 9-2. KEYSTORE_REGS Registers
Offset Acronym Register Name Section
1100h CFG Keystore configuration Go
1104h KEYWR Key write configuration Go
1108h KEYRD Key read configuration Go
110Ch STATUS Status Go
1110h KEYIN Input key Go
1114h KEYLOCK Keylock Go

Complex bit access types are encoded to fit into small table cells. Table 9-3 shows the codes that are used for

access types in this section.

Table 9-3. KEYSTORE_REGS Access Type Codes

Access Type ‘ Code ‘ Description
Read Type
R ‘ R ‘ Read
Write Type
w W | write

Reset or Default Value

-n

Value after reset or the default
value
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9.2.2.1 CFG Register (Offset = 1100h) [Reset = 00000001h]
CFG is shown in Figure 9-1 and described in Table 9-4.

Return to the Summary Table.

Key-store configuration register.

Figure 9-1. CFG Register

31

29

28

27

26 25 24 23 22 21 20 19 18 17 16

RESERVED

R/W-0h

15

13

12

1

10 9 8 7 6 5 4 3 2 1 0

RESERVED

NK256

R/W-0h

R/W-1h

Table 9-4. CFG Register Field Descriptions

Bit

Field

Type

Reset Description

31-4

RESERVED

R/W

Oh

3-0

NK256

R/W

held in the key-store.

Oh = No 256-bit keys
1h = One 256-bit key

1h Number of 256 bit keys to be held in the key-store.
Can not exceed the total number of slots present in the hardware / 2.
For eg: if SYS_N_SLOTS = 4, then atmost 2 256-bit keys can be

Incorrect setting of this field will be reported via STATUS register
2h = Two 256-bit keys

3h = Three 256-bit keys
4h = Four 256-bit keys
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9.2.2.2 KEYWR Register (Offset = 1104h) [Reset = 00000000h]
KEYWR is shown in Figure 9-2 and described in Table 9-5.
Return to the Summary Table.
Register to configure a key write operation
Figure 9-2. KEYWR Register

31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
KEYSLOTSEL RESERVED KEYSZSEL
R/W-0h R/W-0h R/W-0h

Table 9-5. KEYWR Register Field Descriptions

Bit Field Type Reset Description
31-8 RESERVED R/W Oh
7-4 KEYSLOTSEL R/W Oh Select the key slot to write the key into.

NOTE: SW needs to ensure that it is writing to the correct slots. The
slot numbering is from 0 through SYS_N_SLOTS-1.

Each slot is a 128-bit slot. Therefore, when writing a 256-bit key, two
slots will need to budgeted.

The selected slot for the 256-bit key needs to be an even numbered
slot (eg: 0 or 2).

Also all the 256-bit keys need to be stored in lower numbered slots
and 128-bit keys stored in higher numbered slots.

Oh = Slot 0

1h = Slot 1

2h = Slot 2

3h =Slot 3

4h = Slot 4

5h = Slot 5

6h = Slot 6

7h =Slot 7

3 RESERVED R/wW Oh

2-0 KEYSZSEL R/W Oh Key size selection. Selection of 128 or 256 bit keys
Oh = 256 bit key
1h = 128 bit key
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9.2.2.3 KEYRD Register (Offset = 1108h) [Reset = 00000000h]
KEYRD is shown in Figure 9-3 and described in Table 9-6.
Return to the Summary Table.
Register to configure a key transfer operation - transfer from keystore into a crypto engine
Figure 9-3. KEYRD Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED CRYPTOSEL
R/W-0h R/W-0h
7 6 5 4 3 2 1 0
KEYSLOTSEL RESERVED KEYSZSEL
R/W-0h R/W-0h R/W-0h
Table 9-6. KEYRD Register Field Descriptions
Bit Field Type Reset Description
31-10 RESERVED R/W Oh
9-8 CRYPTOSEL R/W Oh Crypto engine selector
7-4 KEYSLOTSEL R/W Oh Select the key slot to read the key from.
NOTE: SW needs to ensure that it is reading from the correct slots.
The slot numbering is from 0 through SYS_N_SLOTS-1.
Each slot is a 128-bit slot. Therefore, when reading a 256-bit key, two
adjacent slots will be read.
For a 256-bit key, an even numbered slot index must be specified.
3 RESERVED R/W Oh
2-0 KEYSZSEL R/W Oh Key size selection. Selection of 128 or 256 bit keys
Oh = 256 bit key
1h = 128 bit key
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9.2.2.4 STATUS Register (Offset = 110Ch) [Reset = 00020001h]
STATUS is shown in Figure 9-4 and described in Table 9-7.
Return to the Summary Table.
Status register
Figure 9-4. STATUS Register

31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED NKEYSLOTS
R-Oh R-2h

15 14 13 12 11 10 9 8
RESERVED \ VALID
R-0h R-0h

7 6 5 4 3 2 1 0
VALID \ STAT
R-0h R-1h

Table 9-7. STATUS Register Field Descriptions

Bit Field Type Reset Description
31-18 RESERVED R Oh
17-16 NKEYSLOTS R 2h Size of keystorage: Number of 128-bit key slots

Oh = Two slots
1h = Three slots
2h = Four slots

15-12 RESERVED R Oh

11-4 VALID Oh Bitvector of valid bits to indicate which slots have been configured

3-0 STAT R 1h Status information

Oh = Valid configuration

1h = Key-store has not been configured. NK256 has not been set.
2h = Invalid value for NK256 field in CFG.

3h = Busy receiving a key deposit

4h = Busy transmitting a key to a crypto engine

5h = Invalid keyslot selection for writing

6h = Invalid keyslot selection for reading

Py
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9.2.2.5 KEYIN Register (Offset = 1110h) [Reset = 00000000h]
KEYIN is shown in Figure 9-5 and described in Table 9-8.

Return to the Summary Table.

Write 32-bit key value by writing to this register. This is not readable.

Figure 9-5. KEYIN Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

DATA

W-0h

Table 9-8. KEYIN Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

DATA

W

Oh

32-bit key data
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9.2.2.6 KEYLOCK Register (Offset = 1114h) [Reset = 00000000h]
KEYLOCK is shown in Figure 9-6 and described in Table 9-9.

Return to the Summary Table.

Writing 1 to this will lock the key access to the particular one hot encoded slot
Figure 9-6. KEYLOCK Register
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 O
RESERVED LOCKBIT
R/W-0h R/W-0h
Table 9-9. KEYLOCK Register Field Descriptions
Bit Field Type Reset Description
31-8 RESERVED R/W Oh
7-0 LOCKBIT R/W Oh Bitvector of lock bits to lock certain slots from being used by
application.
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Chapter 10
Cyclic Redundancy Check (CRC)
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The cyclic redundancy check (CRC) accelerator generates signatures for a given data sequence based on the
CRC16-CCITT polynomial and CRC32-1SO3309 polynomial.
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10.1 CRC Overview

The CRC-P accelerator produces CRC signatures for given sequences of data. The CRC16-CCITT and CRC32-
ISO3309 polynomial functions are supported. Identical input data sequences result in identical CRC signatures
when the CRC is initialized with a fixed seed value. Different sequences of input data, in general, result in
different signatures for a given CRC function.

Table 10-1. CRC-P Key Features

Feature CRC-P

Support for CRC16-CCITT v
Support for CRC32-1SO3309 Polynomial v
Fast single cycle computation of new CRC output for each data input (no wait states) X
Support for input / output bit reversal v
Support for big endian and little endian operation v
Byte, Half-word, or word input to CRCIN v
512-word CRCIN_IDX input field in which all addresses are mapped to CRCIN, supporting use of a standard v
C-style memcpy() routine to load data into the CRC module for data lengths up to 2KB

User-selectable CRC32 polynomial v

10.1.1 CRC16-CCITT

For CRC16-CCITT, the CRC signature is generated based on the polynomial given in the 16-bit CCITT standard,
as shown in the equation below.

f(x)=x16+x12+X5+1 (10)

The CRC16-CCITT digest size is 16 bits (half-word).
10.1.2 CRC32-1S03309

For CRC32-1SO3309, the CRC signature is generated based on the polynomial given in the ISO3309 Ethernet
standard, as shown in the equation below.

f(X)=X32+X26+X23+X22+X1 6+X1 2+X1 1 +X1 0+X8+X7+X5+X4+X2+X+1 (1 1 )

The digest size for CRC32-1ISO3309 is 32 bits.
10.2 CRC Operation

The CRC generator is initialized by configuring the desired mode of operation in the CRCCTRL register, followed
by writing the seed value to the CRCSEED register. After the seed is loaded to the CRCSEED register, the
CRCOUT register will reflect the SEED value loaded to CRCSEED.

Note
If the endianness mode is configured to big endian before the seed value is written to CRCSEED, then
the byte order of the seed value written to CRCSEED is swapped when the seed value is loaded into
the CRC module.

Once initialized, data can be input into the CRC generator by writing to the CRCIN register using byte (8-bit),
half-word (16-bit), or word (32-bit) writes. The CPU or the DMA can be used to move input data into the CRC
accelerator.
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Note
Byte writes need not be word aligned; a byte write to any byte location in CRCIN will be interpreted the
same way (adding the 8 written bits to the computed CRC). Half-word writes also need not be word
aligned, but they must be half-word aligned. For example, a half-word can be written to BITO-BIT15 or
BIT16-BIT32 of CRCIN, but not to BIT8-BIT23.

When using the CRC generator to verify a data set, all data to be included in the CRC calculation must be
written to the CRCIN register in the same order as was used to calculate the original CRC signature. When using
the CRC generator to create a new signature to be used in the future for verification, be sure to load the data the
same way and with the same settings when performing verification.

The current CRC output can be read at any time by reading the CRCOUT register.
10.2.1 CRC Generator Implementation

The CRC generator is implemented with a set of XOR trees. After a set of 8, 16, or 32 bits is provided to the
CRC accelerator by writing to the CRCIN register, a calculation for the whole set of input bits is performed. When
new data is written to CRCIN, the CRC generator updates the CRC output in a single cycle when using the CRC
peripheral. CRC-P versions require additional cycles. Bus wait states are not required to load data back-to-back
into the CRC generator.

10.2.2 Configuration

The CRC accelerator supports polynomial selection, bit reversal selection, and byte order (endianness)
selection. This section describes these configuration aspects.

The CRC accelerator must be enabled before being used through the PWREN register (see peripheral power
enable).

The CRC accelerator is in power domain 1 (PD1), and as such can only be active in RUN or SLEEP mode. If the
CRC accelerator is configured to be enabled by application software, and the device enters STOP or STANDBY
mode, SYSCTL forces the CRC into a disabled state until the device exists STOP or STANDBY mode. All CRC
register contents are retained when the CRC is forced to a disabled state in STOP or STANDBY mode.

The CRC module only runs from the PD1 bus clock (MCLK).
10.2.2.1 Polynomial Selection

The desired polynomial (CRC16-CCITT or CRC32-ISO3309) is selected with the POLYSIZE bit in the CRCCTRL
register. The polynomial to be used must be selected before loading the seed value and any data values.

When the CRC generator is configured for a 16-bit digest (CRC16-CCITT), the following conditions apply:

* The upper half-word (16 bits) of the CRCSEED register are ignored and only the lower half-word is used
* The upper half-word (16 bits) of the CRCOUT register read back as zero and only the lower half-word is valid

When the CRC generator is configured for CRC32-ISO3309, all 32 bits of CRCSEED and CRCOUT are valid.
10.2.2.2 Bit Order

The various CRC standards were defined in the era of main frame computers. At that time, BITO was treated as
the MSB. In modern computing, BITO is typically the LSB.

The Arm Cortex-M33 CPU treats BITO as the LSB, as is typical in modern CPUs and MCUs. This sometimes
causes confusion, because BITO has been treated as the LSB in some cases and as the MSB in other cases.
Therefore, the CRC accelerator provides a bit order reversal capability to support both conventions.

Bit order reversal can be enabled by setting the BITREVERSE bit in the CRCCTRL register, giving the following
behavior for input and output data:

* Input data: The bit order of each input byte written to the CRCIN register is reversed before it is passed to
the CRC generator to be used for CRC calculation
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* Output data: The bit order of the 16-bit or 32-bit CRC result is reversed when read from the CRCOUT
register

Note
If input data must be provided bit-reversed, but the output is to be read not reversed, the
BITREVERSE bit can be set before loading data to CRCIN and then cleared after all data is written
to CRCIN but before the resulting signature is read from CRCOUT. Likewise, it is possible to load
input data to CRCIN with BITREVERSE cleared (not reversed), and flip the output before reading it
(by setting BITREVERSE before reading CRCOUT).

10.2.2.3 Byte Swap

The bit OUTPUT_BYTESWARP in the register CRCCTRL can be used to enable or disable CRC output byte
swap. This bit controls whether the output is byte-swapped upon a read of the CRCOUT register. If CRCOUT is
accessed as a half-word, and the OUTPUT_BYTESWAP is set to 1, then the two bytes in the 16-bit access are
swapped and returned. Using B0, B1, B2 and B3 to identify Byte 0, Byte 1, Byte 2, Byte 3. B1 is returned as B0
and BO is returned as B1. If CRCOUT is accessed as a word, and the OUTPUT_BYTESWAP is set to 1, then

the four bytes in the 32-bit read are swapped. B3 is returned as B0, B2 is returned as B1, B1 is returned as B2
and BO is returned as B3.

Note that if the CRC POLYSIZE is 16-bit and a 32-bit read of CRCOUT is performed with OUTPUT_BYTESWAP
enabled, then the output is: MSB LSB 0x0 0x0 BO B1. If the CRC POLYSIZE is 16-bit and a 32-bit read of
CRCOUT is performed with OUTPUT_BYTESWAP disabled, then the output is: MSB LSB 0x0 0x0 B1 BO.

10.2.2.4 Byte Order
When working with half-word or word input data, the input byte order can be configured as either little endian

or big endian. The default configuration is little endian. To reverse the byte order when using half-word or word
inputs, set the INPUT_ENDIANNESS bit in the CRCCTRL register.

Reversing the endianness will cause the following translation for half-word and word writes:
Table 10-2. CRCIN Byte Order Translation

Endianness Data Written to CRCIN Data Applied to CRC Logic
0 (little) 0x1234 0x1234

1 (big) 0x1234 0x3412

0 (little) 0x12345678 0x12345678

1 (big) 0x12345678 0x78563412

Note

If the ENDIANNESS bit is set before the seed value is written to CRCSEED, then the byte order of the
seed value written to CRCSEED is also reversed when it is loaded into the CRC, and the seed value
will read back reversed when reading the CRCOUT register after writing to the CRCSEED register.

10.2.2.5 CRC C Library Compatibility

To simplify loading of data by software into the CRC, the CRC accelerator provides a 512-word (2KB)
CRCIN_IDX region. Within the CRCIN_IDX region, a write to any word is re-mapped as, and functionally
equivalent to, a write to the CRCIN register. This mechanism enables the use of the standard C library memcpy()
routine to copy data from SRAM or flash into the CRC, provided that the source data is less than 2KB (2,048

bytes).

10.3 CRC Registers

This Section describes the CRC Registers.
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10.3.1 CRC Base Address Table

Table 10-3. CRC Base Address Table

Bit Field Name

Instance

Structure

DriverLib Name

Base Address

CrcRegs

CRCP_REGS

CRC

0x401B_2000
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10.3.2 CRCP_REGS Registers

Table 10-4 lists the memory-mapped registers for the CRCP_REGS registers. All register offset addresses not

listed in Table 10-4 should be considered as reserved locations and the register contents should not be modified.
Table 10-4. CRCP_REGS Registers

Offset Acronym Register Name Group Section
800h PWREN Power enable Go
804h RSTCTL Reset Control Go
814h STAT Status Register Go
1004h  CLKSEL Clock Select Go
10FCh DESC Module Description Go
1100h CRCCTRL CRC Control Register Go
1104h  CRCSEED CRC Seed Register Go
1108h  CRCIN CRC Input Data Register Go
110Ch  CRCOUT CRC Output Result Register Go
1110h  CRCPOLY CRC Polynomial configuration register Go
1800h + CRCIN_IDX_y CRC Input Data Array Register Go
formula

Complex bit access types are encoded to fit into small table cells. Table 10-5 shows the codes that are used for

access types in this section.

Table 10-5. CRCP_REGS Access Type Codes

Access Type Code Description

Read Type

H H Set or cleared by hardware

R R Read

Write Type

w w Write

WK w Write

K Write protected by a key

Reset or Default Value

-n

Value after reset or the default value

Register Array Variables

i,j,k,l,m,n

When these variables are used in a register name,
an offset, or an address, they refer to the value of a
register array where the register is part of a group
of repeating registers. The register groups form a
hierarchical structure and the array is represented
with a formula.

When this variable is used in a register name, an
offset, or an address it refers to the value of a
register array.
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10.3.2.1 PWREN Register (Offset = 800h) [Reset = 00000000h]
PWREN is shown in Figure 10-1 and described in Table 10-6.
Return to the Summary Table.
Register to control the power state
Figure 10-1. PWREN Register
31 30 29 28 27 26 25 24
KEY
W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 11 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED ENABLE
R/W-0h R/WK-0h
Table 10-6. PWREN Register Field Descriptions
Bit Field Type Reset Description
31-24 KEY W Oh KEY to allow Power State Change
26h = KEY to allow write access to this register
23-1 RESERVED R/W Oh
0 ENABLE R/WK Oh Enable the power
[EXT_GPRCM.GPRCM.PWREN.KEY] must be set to 26h to write to
this bit.
Oh = Disable Power
1h = Enable Power
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10.3.2.2 RSTCTL Register (Offset = 804h) [Reset = 00000000h]
RSTCTL is shown in Figure 10-2 and described in Table 10-7.

Return to the Summary Table.

Register to control reset assertion and de-assertion

Figure 10-2. RSTCTL Register

31 30 29 28 27 26 25 24
KEY
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-0h
15 14 13 12 1 10 9 8
RESERVED
W-0h
7 6 5 4 3 2 1 0
RESERVED RESETSTKYCL | RESETASSERT
R
W-0h WK-0h WK-0h
Table 10-7. RSTCTL Register Field Descriptions
Bit Field Type Reset Description
31-24 KEY w Oh Unlock key
B1h = KEY to allow write access to this register
23-2 RESERVED W Oh
1 RESETSTKYCLR WK Oh Clear the RESETSTKY bit in the STAT register
[EXT_GPRCM.GPRCM.RSTCTL.KEY] must be set to B1h to write to
this bit.
Oh = Writing 0 has no effect
1h = Clear reset sticky bit
0 RESETASSERT WK Oh Assert reset to the peripheral
[EXT_GPRCM.GPRCM.RSTCTL.KEY] must be set to B1h to write to
this bit.
Oh = Writing 0 has no effect
1h = Assert reset
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10.3.2.3 STAT Register (Offset = 814h) [Reset = 00000000h]
STAT is shown in Figure 10-3 and described in Table 10-8.
Return to the Summary Table.
peripheral enable and reset status
Figure 10-3. STAT Register
31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED RESETSTKY
R-0h R-0h
15 14 13 12 1 10 9 8
RESERVED
R-0Oh
7 6 5 4 3 2 1 0
RESERVED
R-0h
Table 10-8. STAT Register Field Descriptions
Bit Field Type Reset Description
31-17 RESERVED R Oh
16 RESETSTKY R Oh This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register
Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register
1h = The peripheral was reset since the last bit clear
15-0 RESERVED R Oh
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10.3.2.4 CLKSEL Register (Offset = 1004h) [Reset = 00000001h]
CLKSEL is shown in Figure 10-4 and described in Table 10-9.
Return to the Summary Table.

Clock source selection

Figure 10-4. CLKSEL Register

31 30 29 28 27 26 25 24
RESERVED
R-Oh
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 1 10 9 8
RESERVED
R-0h
7 6 5 4 3 2 1 0
RESERVED MCLK_SEL
R-Oh R-1h
Table 10-9. CLKSEL Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R Oh
0 MCLK_SEL R 1h Selects main clock (MCLK) if enabled
Oh = Does not select this clock as a source
1h = Select this clock as a source
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10.3.2.5 DESC Register (Offset = 10FCh) [Reset = 00000000h]
DESC is shown in Figure 10-5 and described in Table 10-10.
Return to the Summary Table.

This register identifies the peripheral and its exact version.

Figure 10-5. DESC Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

MODULEID
R-0Oh

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
FEATUREVER INSTNUM MAJREV MINREV
R-0Oh R-0Oh R-0h R-0h

Table 10-10. DESC Register Field Descriptions
Bit Field Type Reset Description

31-16 MODULEID R 2011h Module identification contains a unique peripheral identification
number. The assignments are maintained in a central database for
all of the platform modules to ensure uniqueness.

Oh = Smallest value

FFFFh = Highest possible value

15-12 FEATUREVER R 8h Feature Set for the module *instance*
Oh = Smallest value
Fh = Highest possible value

11-8 INSTNUM R Oh Instance Number within the device. This will be a parameter to the
RTL for modules that can have multiple instances

Oh = Smallest value

Fh = Highest possible value

7-4 MAJREV R 1h Major rev of the IP
Oh = Smallest value
Fh = Highest possible value

3-0 MINREV R Oh Minor rev of the IP
Oh = Smallest value
Fh = Highest possible value
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10.3.2.6 CRCCTRL Register (Offset = 1100h) [Reset = 00000000h]

CRCCTRL is shown in Figure 10-6 and described in Table 10-11.

Return to the Summary Table.

CRC Control Register. Configuration control of the CRC.

Figure 10-6. CRCCTRL Register

31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 11 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED OUTPUT_BYT | RESERVED | INPUT_ENDIA | BITREVERSE POLYSIZE
ESWAP NNESS
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h
Table 10-11. CRCCTRL Register Field Descriptions
Bit Field Type Reset Description
31-5 RESERVED R/W Oh
4 OUTPUT_BYTESWAP R/W Oh CRC Output Byteswap Enable. This bit controls whether the output is
byte-swapped upon a read of the CRCOUT register.
If CRCOUT is accessed as a half-word, and the
OUTPUT_BYTESWAP is set to to 1, then the two bytes in the 16-bit
access are swapped and returned.
B1 is returned as BO
BO is returned as B1
If CRCOUT is accessed as a word, and the OUTPUT_BYTESWAP is
set to 1, then the four bytes in the 32-bit read are swapped.
B3 is returned as BO
B2 is returned as B1
B1 is returned as B2
BO is returned as B3
Note that if the CRC POLYSIZE is 16-bit and a 32-bit read of
CRCOUT is performed with OUTPUT_BYTESWAP enabled,
then the output is:
MSB LSB
0x0 0x0 BO B1
If the CRC POLYSIZE is 16-bit and a 32-bit read of CRCOUT is
performed with OUTPUT_BYTESWAP disabled,
then the output is:
MSB LSB
0x0 0x0 B1 BO
Oh = QOutput byteswapping is disabled
1h = Output byteswapping is enabled.
RESERVED R/W Oh
INPUT_ENDIANNESS R/W Oh CRC Endian. This bit indicates the byte order within a word or half
word of input data.
Oh = LSB is lowest memory address and first to be processed.
1h = LSB is highest memory address and last to be processed.
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Table 10-11. CRCCTRL Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

BITREVERSE

R/W

Oh

CRC Bit Input and output Reverse. This bit indictes that the bit order
of each input byte used for the CRC calculation is reversed before

it is passed to the generator, and that the bit order of the calculated
CRC is be reversed when read from CRC_RESULT.

Oh = Bit order is not reversed.

1h = Bit order is reversed.

POLYSIZE

R/W

Oh

This bit indicates which CRC calculation is performed by the
generator.

Oh = CRC-32 ISO-3309 calulation is performed

1h = CRC-16 CCITT is performed

434

AM13E230x Microcontrollers

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026
Submit Document Feedback

Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

www.ti.com Cyclic Redundancy Check (CRC)

10.3.2.7 CRCSEED Register (Offset = 1104h) [Reset = 00000000h]
CRCSEED is shown in Figure 10-7 and described in Table 10-12.
Return to the Summary Table.

CRC Seed Register. The Data written to this register is used to initialize the CRC result with this SEED value.
Note that in 16-bit mode only the lower 16-bits of this value are used. After writing this register the CRC Output
Result Register will reflect this value.

Figure 10-7. CRCSEED Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

SEED
W-0h

Table 10-12. CRCSEED Register Field Descriptions
Bit Field Type Reset Description

31-0 SEED W Oh Seed Data
00000000h = Mnimum value
FFFFFFFFh = Maximum value
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10.3.2.8 CRCIN Register (Offset = 1108h) [Reset = 00000000h]
CRCIN is shown in Figure 10-8 and described in Table 10-13.

Return to the Summary Table.

CRC Input Data Register. The Data writen to this register is used along with the current CRC result to calculate
the next CRC result. This is done in a single clock cycle and requires no wait states. This register can by written
as a byte, half word or word transfer and the correct number of bits will be used for the next CRC result.

This register is also mapped to a range of registers starting at OxTDB_X000 and ending at 0OxTDB_XFFF to allow
memcpy to be used instead of DMA for CRC calculations that do not exceed the bounds of the memory range of
this register.

Figure 10-8. CRCIN Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

DATA

W-0h

Table 10-13. CRCIN Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

DATA

W

Oh

Input Data

00000000h = Mnimum value
FFFFFFFFh = Maximum value
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10.3.2.9 CRCOUT Register (Offset = 110Ch) [Reset = 00000000h]
CRCOUT is shown in Figure 10-9 and described in Table 10-14.
Return to the Summary Table.

CRC Output Result Register. This register stores the result of the currect CRC calculation. Note when configured
for 16-bit mode the upper bits will read back 0. Note that if output inversion is set in the CRC Control register it
will be applied.

Figure 10-9. CRCOUT Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RESULT
R-Oh

Table 10-14. CRCOUT Register Field Descriptions
Bit Field Type Reset Description

31-0 RESULT R Oh Result
00000000h = Mnimum value
FFFFFFFFh = Maximum value
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10.3.2.10 CRCPOLY Register (Offset = 1110h) [Reset = 00000000h]
CRCPOLY is shown in Figure 10-10 and described in Table 10-15.

Return to the Summary Table.

CRC Polynomial configuration register

Figure 10-10. CRCPOLY Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

DATA

-0

Table 10-15. CRCPOLY Register Field Descriptions

Bit Field Type Reset Description
31-0 DATA 04C11DB7h |Polynomial
definition
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10.3.2.11 CRCIN_IDX_y Register (Offset = 1800h + formula) [Reset = 00000000h]
CRCIN_IDX y is shown in Figure 10-11 and described in Table 10-16.

Return to the Summary Table.

This register is dual mapped to CRCIN and is intended to allow operation with C memcpy routine.

Offset = 1800h + (y * 4h); where y = Oh to 1FFh
Figure 10-11. CRCIN_IDX_y Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 0
DATA
HW-0h
Table 10-16. CRCIN_IDX_y Register Field Descriptions
Bit Field Type Reset Description
31-0 DATA HW Oh Input Data
00000000h = Minimum value
FFFFFFFFh = Maximum value
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Chapter 11
Direct Memory Access (DMA)

i3 TEXAS INSTRUMENTS

The direct memory access (DMA) module transfers data from one address to another, without CPU intervention.
This chapter describes the operation of the DMA module.

11.1 DMA Overview
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11.1 DMA Overview

The DMA transfers data from a source address to a destination address without CPU intervention across a
set of independently configurable channels. It does so by receiving an interrupt, or trigger through hardware or
software to initiate a data transfer. The DMA can be used to read data from the ADC result registers, transfer
data to or from memory blocks, and transfer data to or from various peripherals.

AM13E230x devices support 12 DMA channels separated into 6 BASIC and 6 FULL_FEATURE channels. Each
channel can be configured for various data sizes, transfer modes, addressing modes, and triggers.

Using the DMA controller can increase the throughput of peripheral modules. It can also reduce system power
consumption by allowing the CPU to remain in a low-power mode, without having to awaken to move data to or
from a peripheral.

DMA controller features include:

* Up to 12 independent transfer channels

+ Byte (8-bit), half-word (16-bit), word (32-bit), long-word (64-bit), and long-long-word (128-bit) or mixed byte
and word transfer capability

» Single or block transfer modes

» Seven flexible addressing modes

» Transfer counter block size supports up to 64k transfers of any data type

» Configurable DMA transfer trigger selection

» Configurable DMA channel priorities

« DMA trigger support in various operating modes

The DMA controller block diagram is shown in Figure 11-1.
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Figure 11-1. DMA Block Diagram

11.2 DMA Operation

For each DMA channel, the DMA controller utilizes a source address pointer (DMASA), a destination address
pointer (DMADA), and a transfer counter (DMASZ). After the DMA channel is configured, the channel must

be enabled by setting the DMA_CTL.DMAEN bit to begin transfers. With each transfer, the DMA reads a data
element from the source and writes the element at the destination. After the transfer, the source and the
destination addresses are updated based on the source increment (DMASRCINCR) and destination increment
(DMADSTINCR) registers, and the DMASZ is decremented. The DMA loops through this cycle until the DMASZ
reaches zero, at which point the DMA channel generates a raw interrupt status (RIS) flag.

The full setup and operation of the DMA is discussed in the following sections.
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11.2.1 Channel Types

The DMA module has six channels supporting basic (BASIC) features and six channels with full-featured
(FULL) support. BASIC channels support only single or block transfers, and FULL channels additionally support
repeated single transfers, repeated block transfers, and features such as early interrupt request generation and
extended table, fill, and gather modes.

The highest priority DMA channels, (DMAO - DMAS5) are FULL channels, and the remaining lower priority
channels are BASIC channels (DMAG6 - DMA11).

Table 11-1 shows the features supported in the available basic and full-feature DMA channel types.

Table 11-1. Feature Comparison of BASIC and FULL Channels
DMA Feature Full-Feature Basic Channel

Single/Block transfer mode v v

Repeated transfer mode

Block burst mode

4 Addressing modes

NIENIEN

Stride mode

Extended modes

Early IRQ notification

Auto enable

Configurable Trigger Selection

NENENENENEN EN ENIEN
|

NIENEN

Cascading channel support

11.2.2 Channel Priorities

The default DMA channel priorities are that DMAQO is highest priority, DMA1 has the second highest priority,
etc., down to DMA11 which has the lowest default priority. If two or three triggers happen simultaneously or

are pending, the channel with the highest priority completing the transfer (single or block transfer) first, then the
second highest priority channel, then the third priority channel and so on. Transfers in progress are not halted

if a higher-priority channel is triggered. The higher-priority channel waits until the transfer in progress completes
before starting.

The DMA channel priorities are configurable with the ROUNDROBIN bit of the DMAPRIO register. When the
ROUNDROBIN bit is set, the channel that completes a transfer becomes the lowest priority. The order of the
priority of the channels always stays the same, DMAO-DMA1-DMA2, for example, for three channels. When the
ROUNDROBIN bit is cleared, the channel priority returns to the default priority.

Table 11-2. Round-Robin DMA Priority Example Using 3 DMA Channels

Current DMA Priority Transfer Occurs New DMA Priority

DMAO - DMA1 - DMA2 DMA1 DMA2 - DMAO - DMA1
DMA2 - DMAO - DMA1 DMA2 DMAO - DMA1 - DMA2
DMA2 - DMAO - DMA1 DMAO DMA1 - DMA2 - DMAO

11.2.3 Initiating DMA Transfers

To begin a transfer, the DMA controller requires a trigger. Each DMA channel is independently configured for a
specific trigger source within the correlating DMA trigger control registers.

Note
The trigger control registers must be modified only when the DMA channel is disabled, otherwise
unpredictable DMA triggers can occur.
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The DMA can be configured for either an external trigger or an internal channel trigger via the DMATINT

bits of the DMA Trigger Select register (DMATCTL). The DMATSEL bits then configure the exact trigger. See
AM13E230x DMA Triggers for the list of external triggers available, along with the respective DMATSEL values.
When configuring for an internal channel trigger, the DMATSEL bits must be set to the desired DMA channel
index.

Note
The recommended software initialization sequence is to configure the DMA channel trigger source
before the triggering peripheral is enabled to avoid triggering the DMA before the channel is fully
configured. For DMA channels configured with DMA_TRIG_RX trigger sources, clear the RX FIFO of
the UNICOMM before enabling or re-enabling the DMA channel.

When an enabled DMA channel receives a trigger from it's trigger source, the DMA controller begins execution
of the data transfer. For both trigger types, completion of activity occurs when a DMA channel’s size (DMASZ)
counter reaches zero.

11.2.3.1 DMA - DMA Trigger Source Options
Table 11-3. DMA Trigger Source Options

Select Index Trigger Source
0 DMA_SOFTWARE_TRIGGER
1 ADCO_DMA_TRIG1
2 ADCO_DMA_TRIG2
3 ADCO_DMA_TRIG3
4 ADCO_DMA_TRIG4
5 ADC1_DMA_TRIG1
6 ADC1_DMA_TRIG2
7 ADC1_DMA_TRIG3
8 ADC1_DMA_TRIG4
9 ADC2_DMA_TRIG1
10 ADC2_DMA_TRIG2
1 ADC2_DMA_TRIG3
12 ADC2_DMA_TRIG4
13 PWMO0O_SOCA
14 PWMO0_SOCB
15 PWMO0_SOCC
16 PWMO0_SOCD
17 PWM1_SOCA
18 PWM1_SOCB
19 PWM1_SOCC
20 PWM1_SOCD
21 PWM2_SOCA
22 PWM2_SOCB
23 PWM2_SOCC
24 PWM2_SOCD
25 PWM3_SOCA
26 PWM3_SOCB
27 PWM3_SOCC
28 PWM3_SOCD
29 PWM4_SOCA
30 PWM4_SOCB
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Table 11-3. DMA Trigger Source Options (continued)

Select Index Trigger Source
31 PWM4_SOCC
32 PWM4_SOCD
33 Reserved
34 TIMG4.GEN_EVENT1
35 Reserved
36 TIMG12.GEN_EVENT1
37 AES.INT_EVENT1
38 AES.INT_EVENT2
39 ECAPODMA
40 ECAP1DMA
41 GPIO0.GEN_EVENTO
42 GPIO0.GEN_EVENT1
43 GPIO1.GEN_EVENTO
44 GPIO1.GEN_EVENT1
45 GPIO2.GEN_EVENTO
46 GPIO2.GEN_EVENT1
47 GPIO3.GEN_EVENTO
48 Reserved
49 Reserved
50 Reserved
51 Reserved
52 NPU
53 UNICOMMO.DMA_TRIG_TX
54 UNICOMMO.DMA_TRIG_RX
55 UNICOMM1.DMA_TRIG_TX
56 UNICOMM1.DMA_TRIG_RX
57 UNICOMM2.DMA_TRIG_TX
58 UNICOMM2.DMA_TRIG_RX
59 UNICOMM3.DMA_TRIG_TX
60 UNICOMM3.DMA_TRIG_RX
61 UNICOMM4.DMA_TRIG_TX
62 UNICOMM4.DMA_TRIG_RX
63 UNICOMM5.DMA_TRIG_TX
64 UNICOMM5.DMA_TRIG_RX

11.2.3.2 Cascading DMA Channels

DMA channels can be internally triggered upon the completion of activity on another DMA channel to support
cascading. This is beneficial for applications where data can be retrieved, transferred, and/or error-checked

without an interrupt or event configuration.

For example, if UART data is received and transmitted to SRAM through DMA channel 0 and DMATSEL is set
to UART RX, then DMA channel 1 can be internally triggered when the UART is finished receiving data. If DMA
channel 1 is configured to transmit the data from SRAM to CRC, then the DMA transfer will trigger once the
UART data is received. In this case, the DMA channels are cascaded from Channel 0 to Channel 1.
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Figure 11-2. DMA Cascading Channels

11.2.4 Transfer Modes

The DMA has four transfer modes that are selected by the transfer mode (DMATM) bits in the DMA channel
control registers. These transfer modes are listed in Table 11-4. The transfer mode of each channel is
individually configurable. For example, channel 0 can be configured in repeated block transfer mode, while
channel 1 is configured for block transfer mode, and channel 2 operates in single transfer mode. The

transfer mode (single, block, repeat) is configured independently from the addressing mode (decrement, fixed,
increment, stride). Any addressing mode can be used with any transfer mode.

The five types of data that can be transferred are selectable by the destination width (DMADSTWDTH) and
source width (DMASRCWDTH) control bits. The source and destination locations can be either byte (8-bit),
half-word (16-bit), word (32-bit), long-word (64-bit), or long-long-word (128-bit) data. Transfers can be byte to
byte, half-word to half-word, word to word, long-word to long-word, long-long-word to long-long-word or any
combination of the five. When transferring a wider bit width source to a shorter bit width destination, only the
lower bits of the destination data transfers. When transferring a shorter bit width source to a wider bit width
destination, the upper bytes of the destination data is cleared when the transfer occurs. There is no packing or
unpacking support by combining several source byte transfers to one single destination word or the reverse.

Table 11-4. DMA Transfer Modes

DMATM Transfer Mode Description Channel Type
0 Sinale transfer Each transfer requires a trigger. DMAEN is automatically Basic or Full-
9 cleared when DMASZ transfers have been made. Feature

A complete block of individual single transfers is transferred
with one trigger. DMASZ is equal to the block size (in amount

1 Block transfer of single transfers) and decrements after each single transfer of
data. DMAEN is automatically cleared at the end of the block
transfer (when DMASZ = 0).

Each transfer requires a trigger. The DAMSA, DMADA and
2 Repeated single transfer DMASZ registers are reloaded to the original value when the Full-feature
DMASZ counted down to zero. DMAEN remains enabled.

Basic or Full-
Feature

A complete block is transferred with one trigger and continuous
transferring. The DAMSA, DMADA and DMASZ registers are
reloaded to the original value when the DMASZ counted down
to zero. DMAEN remains enabled.

3 Repeated block transfer Full-feature

11.2.4.1 Single Transfer

In single transfer mode (DMATM = 0), each byte, half-word, word, long-word, or long-long-word transfer requires
a separate trigger.

The DMASZ register defines the number of transfers to be made. The DMADSTINCR and DMASRCINCR
bits select if the destination address and the source address's are incremented or decremented after each
transfer. If DMASZ = 0, no transfers occur. The DMASA and DMADA registers are incremented or decremented
after each transfer. DMASZ is decremented after each transfer. The DMADSTWDTH indicates whether the
destination address increments or decrements by 1, 2, 4, 8, or 16 with each transfer cycle. The same is true for
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the DMASRCWDTH and the source address respectively. When the DMASZ register decrements to zero, the
RIS.DMACHXx flag is set.

The DMAEN bit is cleared automatically when DMASZ decrements to zero and must be set again for another
transfer to occur.

11.2.4.2 Block Transfer
In block transfer mode (DMATM = 1), a transfer of a complete block of data occurs after one trigger.

The DMASZ register defines the size of the block in the number of single transfers of the specified data type,
and the DMADSTINCR and DMASRCINCR bits select if the destination address and the source address are
incremented or decremented after each transfer of the block. The DMA is done transferring the block once
DMASZ = 0, which sets the corresponding RIS.DMACHXx flag. The DMADSTWDTH indicates whether the
destination address increments or decrements by 1, 2, 4, 8 or 16 with each transfer cycle. The same is true
for the DMASRCWDTH and the source address respectively. The DMASZ register is decremented after each
transfer of one data type and shows the number of single transfers remaining.

The DMAEN bit is cleared after the completion of the block transfer and must be set again before another block
transfer can be triggered. After a block transfer has started, any other trigger signal that occurs during the block
transfer is ignored until the block transfer is complete.

11.2.4.3 Repeated Single Transfer
Repeated single transfer mode is only available in FULL feature DMA channels.

In repeated single transfer mode (DMATM = 2), the DMA controller remains enabled with DMAEN = 1, and a
transfer occurs every time a trigger occurs.

The DMASA, DMADA, and DMASZ registers are copied into internal hidden registers. The values of DMASA
and DMADA are incremented or decremented after each transfer. The DMASZ register is decremented after
each transfer. The DMADSTWDTH indicates whether the destination address increments or decrements by
1, 2, 4, 8 or 16 with each transfer cycle. The same is true for the DMASRCWDTH and the source address
respectively. When the DMASZ register decrements to zero, the intialized value is reloaded from an internal
register and the corresponding RIS.DMACHX flag is set. The DMA channel remains enabled and waits for
another trigger before starting the next transfer.

Note
When using repeated single transfer mode, the DMA does not support pausing and continuing a
transfer by disabling a channel (to pause) and then re-enabling the channel (to continue).

11.2.4.4 Repeated Block Transfer
Repeated block transfer mode is only available in FULL feature DMA channels.

In repeated block transfer mode (DMATM = 3), the DMAEN bit remains set after completion of the block transfer.
The next trigger after the completion of a repeated block transfer starts another block transfer.

The DMASA, DMADA, and DMASZ registers are copied into internal hidden registers. The temporary values

of DMASA and DMADA are incremented or decremented after each transfer in the block. The DMADSTWDTH
indicates whether the destination address increments or decrements by 1, 2, 4, 8 or 16 with each transfer
cycle. The same is true for the DMASRCWDTH and the source address respectively. The DMASZ register

is decremented after each transfer of the block and shows the number of transfers remaining in the block.
When the DMASZ register decrements to zero, the initialized value is reloaded from an internal register and the
corresponding RIS.DMACH(Xx flag is set. The DMA channel remains enabled and waits for another trigger before
starting the next transfer.

11.2.4.5 Burst Block Mode

By default, once a block transfer begins, the DMA does not service any other incoming triggers until the
transfer-in-progress is complete. In the case of larger block transfers, this can cause a delay in servicing higher
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priority channels. As such, the DMA module supports a burst block mode for suspending an active channel after
a configurable number of transfers to service other pending channels. The burst block size is configurable by
setting DMAPRIO.BURSTSZ to 8, 16, 32, or an infinite number of transfers (essentially the full block size). When
using Burst Block mode, the DMA will pause an in-progress block transfer after the configured burst block size
and check for pending triggers. If a higher priority channel is pending after the burst block, the DMA will execute
the higher priority channel and resume on the suspended channel once the higher priority channel is complete.
If no other channel is pending, the priority logic assigns the control back to the original block transfer for the next
burst.

11.2.5 Pausing DMA Transfers

A DMA block transfer in progress can be paused by clearing the DMAEN bit. The DMA stops after the
completion of the ongoing transfer cycle and all the channel registers stay in the current state during a channel
pause. The block transfer can be continued as originally configured after setting the DMAEN bit again and
resending the trigger. Please note that an additional trigger is necessary for halted transfer to resume.

Note
A single transfer in progress cannot be interrupted.

11.2.6 DMA Auto-enable

All DMA channels can be set to automatically enable based on a register write to DMASA, DMADA, or DMASZ.
The automatic DMA channel enable source is configured by the DMAAUTOEN bits of the DMA channel control
register.

This allows application software to only have to modify one register when updating a DMA channel configuration
as opposed to modifying DMASA, DMADA, or DMASZ and then also re-enabling the DMA channel by setting
DMACTL.DMAEN

11.2.7 Addressing Modes

The DMA module has seven addressing modes: 4 basic addressing modes available to all channels and

3 extended modes available on full-feature channels. The addressing mode for each DMA channel is
independently configurable. For example, channel 0 can transfer between two fixed addresses, while channel 1
transfers between two blocks of addresses.

The 4 basic addressing modes are:

1. Fixed address to fixed address

2. Fixed address to block of addresses

3. Block of addresses to fixed address

4. Block of addresses to block of addresses

The 3 extended modes are:

1. Fill data to block of addresses

2. Data table to specific address

3. Gather data from address table to fixed address or block of addresses

The configuration and operation of the addressing modes are detailed in the following sections.
11.2.7.1 Basic Addressing Modes

The basic addressing modes available on channel types are configured with the source increment
(DMASRCINCR) and destination increment (DMADSTINCR) control bits within the respective channel control
registers. The DMASRCINCR bits select if the source address is incremented, decremented, or unchanged
after each transfer. The DMADSTINCR bits select if the destination address is incremented, decremented, or
unchanged after each transfer. The basic addressing modes are showcased in DMA Basic Addressing Modes.
The configuration settings for the basic addressing modes are in DMA Basic Addressing Mode Configuration.
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Figure 11-3. DMA Basic Addressing Modes

Table 11-5. DMA Basic Addressing Mode Configuration

Addressing Mode DMASRCINCR DMADSTINCR Recommended Usage |Example
Fixed address to fixed address Unchanged Unchanged Peripheral to peripheral Transfer ADCRESULTO
register value to
UNICOMM-UART TXDATA
register
Fixed address to block of Unchanged Increment/Decrement | Peripheral to memory UNICOMM Receive
addresses operation - Transfer
RXDATA register value to a
buffer in memory
Block of addresses to fixed address | Increment/Decrement Unchanged Memory to peripheral UNICOMM Transmit
operation - Transfer buffer
in memory to TXDATA
register
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Table 11-5. DMA Basic Addressing Mode Configuration (continued)
Addressing Mode DMASRCINCR DMADSTINCR Recommended Usage |Example
Block of addresses to block of Increment/Decrement | Increment/Decrement Memory to memory Transfer memory buffer
addresses contents to another memory
buffer

11.2.7.2 Stride Mode

To make data organization easier, all channels support a “stride” mode where the DMA source and destination
addresses can be incremented to a higher value (rather than +1) after a transfer. This is helpful for re-organizing
the order of data between the source and destination.

To support incremental strides, set the DMADSTINCR and/or DMASRCINCR to STRIDE_n, where n is the
number of destination and/or source increments. The real address increment values for the source and
destination addresses are based on the definitions of DMASRCWDTH and DMADSTWDTH respectively. The
formulas for calculating the incremental strides are:

* DMASRCINCR = (STRIDE_n * DMASRCWDTH)

+ DMADSTINCR = (STRIDE_n * DMADSTWDTH)

Note
Stride mode is increment only.

11.2.7.3 Extended Modes

FULL channels have 3 extended modes selected by the DMAEM bits as listed in Table 11-6. A graphical
overview of the extended modes can be seen in Figure 11-4. Each channel is individually configurable for a
specific extended mode. For example, channel 0 can be configured in table mode while channel 1 is configured
in fill mode. These extended modes are each designed with a specific use case in mind, the recommendation
is to configure the DMASA, DMADA, DMASRCINCR, DMADSTINCR, DMASRCWDTH, and DMADSTWDTH
registers/fields as described in the below sections for each mode so the intended operation to occurs.

Table 11-6. DMA Extended Modes

DMAEM Extended Mode Description
0 Normal mode Operation is defined by the transfer mode (DMATM) and basic
addressing mode configurations.
1 Gather mode Used to read data from an address table and copy to configurable
address
2 Fill mode Used to fill predefined data patterns into memory
3 Table mode Used to help configure a table of peripheral control registers
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Figure 11-4. DMA Extended Modes Diagram

11.2.7.3.1 Fill Mode

In fill mode (DMAEM = 2h), the DMA module takes a predefined FILL value/pattern and writes this to a user
defined segment of memory. The DMATM register setting is ignored and the "block transfer" mode is used
automatically. The intended use case for this mode is to initialize or re-initialize a memory buffer with values (for
example all zeros or incrementing data) using the DMA, without the need for a software loop doing each write
individually via the CPU.

In other modes, the 32-bit value programmed to the DMASA register is used as a pointer to a memory

location, whereas in FILL mode, the value programmed to the DMASA register is used directly as the FILL
data. The DMASRCINCR bit field is used to indicate whether the FILL data remains constant or is incremented/
decremented with every write cycle. This feature allows for filling a memory block with a sequential pattern. The
DMASRCWDTH bit field indicates the magnitude to increment of the FILL mode data. Refer to Table 11-7 for
how to use DMASRCWDTH in fill mode.
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The benefit of doing this operation using FILL mode (DMAEN=2) rather than normal mode with block transfer
configured (DMAEN=2, DMATM=1), is that FILL mode has an improved performance due to the fact that the
transfer of each individual element in normal mode requires the DMA to read and write, whereas in FILL mode,
the fill data is stored inside the DMASA register, so each element only requires a write operation.

Table 11-7. DMASRCWDTH in Fill Mode

DMASRCWDTH FILL Mode Data Increment Value
0 +1
1 2
2 4
3 18

The channel destination registers and bit fields DMADA, DMADSTINCR, and DMADSTWDTH all behave as
expected and influence where and how in memory the FILL pattern is written.

11.2.7.3.2 Table Mode

In table mode (DMAEM = 3h), the DMA controller executes two 32-bit reads from the source and one 32-bit
write to a determined destination. Table mode allows the DMA to parse through a table of addresses and data
to configure peripheral memory mapped registers in a single block transfer. This feature can be leveraged to
interpret a table of addresses and data and use the DMA to efficiently program that data to the associated
addresses without CPU intervention. For example, to configure a peripheral to a default setting after an interrupt
or initialize/re-initialize a peripheral's settings after entering a low power mode.

The DMASRCWNDTH bit field must be set to "3" (64-bit mode) and the DMADSTWDTH bit field must be set to
"2" (32-bit mode). This is to make sure that the DMA controller reads the table correctly (two 32-bit reads) and
writes the table data correctly (one 32-bit write). The DMASRCINCR bit field can be set to either increment or
decrement the source address after transfers. DMASZ is set to represent the number of entries in the table and
DMATM must be set for block transfer mode. The DMADA and DMADSTINCR are ignored in table mode and
can be treated as "don’t care" values as the destination write is based on the information in the table.

For table mode to work properly, the DMASA register must be programmed with the start address of the table,
which must be aligned to 64-bit data (DMASA[2:0] = "000b"). The address stored in the table needs to be on the
lower word of a 64-bit data (ADDR[2:0] = "000b") while the data needs to be on the upper word of a 64-bit data
(ADDR[2:0] = "100b"). Table 11-8 is an example of a table in memory compatible with the DMA table mode.

Table 11-8. Example of an Incremental Table Compatible with DMA Table Mode

Table Address Table Data
0x0000 Address 0
0x0004 Data 0
0x0008 Address 1
0x000C Data 1

The DMA programs the addresses in the order laid out by the table. User must be sure the order of the
addresses/data pairs in the table complies with the requirements of the peripheral. For example, if the peripheral
requires the register containing an enable bit be written after all other register configurations, make sure this is
the last address and data pair in the table.

11.2.7.3.3 Gather Mode

In gather mode (DMAEM = 1h), the DMA controller executes two 32-bit reads and one 32-bit write based on an
address table located at the source. Different from table mode, where the table consists of an Address followed
by the Data to be written in a 64-bit block, in gather mode the initial table contains a list of source addresses to
be read from. The DMA controller reads an address, then reads the data stored at the read address, and then
writes the data read to a memory block at a specified destination. The intended use case for this feature is to
read all the registers of a specific peripheral and save the state to a buffer in memory. This feature is especially
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useful for CRC calculations, memory mapped register validation checks, or to save the register context before
entering low power mode.

DMASA points to the beginning of a table containing addresses of data to gather. DMADA points to the memory
location used to write (or "gather") the gathered data to. The DMASRCWDTH bit field and the DMADSTWDTH
bit fields must be set to "2" (32-bit mode). This is to make sure that the DMA controller reads the gather table
correctly (one 32-bit read) and writes the gathered data correctly (one 32-bit write). The DMASRCINCR bit field
and DMADSTINCR bit fieldcan be set to either increment or decrement the source address after transfers.
DMASZ is set to represent the number of entries in the table and DMATM must be set for block transfer mode.

The basic steps that the DMA controller takes in gather mode are as follows:

The DMA controller reads the data stored at the source address (DMASA).

The data read at the source address is copied into a temporary address register.

The DMA controller reads the gather data from the address stored in the temporary address register.
The DMA controller then writes the gathered data to the destination address (DMADA).

The DMASA, DMADA, and DMASZ registers are incremented or decremented as configured.

agbrON -~

11.2.8 DMA Controller Interrupts

Each DMA channel has its own raw interrupt status (RIS) flag. Each RIS flag is set in any mode when the
corresponding DMASZ register counts to zero. If the corresponding interrupt mask (MASK) and RIS bits are set,
an interrupt request is generated.

All RIS flags are prioritized, with DMAOQ being the highest, and combined to source a single interrupt vector. The
highest-priority enabled interrupt generates a number in the interrupt index (1IDX) register. This number can be
evaluated or added to the program counter (PC) to automatically enter the appropriate software routine.

Any access, read or write, of the IIDX register automatically resets the highest pending interrupt flag. If another
interrupt flag is set, another interrupt is immediately generated after servicing the initial interrupt. For example,
assume that DMAOQ has the highest priority. If the DMAO-RIS and DMA2-RIS flags are set when the interrupt
service routine accesses the [IDX register, DMAO-RIS is reset automatically. After the interrupt service routine is
executed, the DMA2-RIS generates another interrupt which can then be serviced.

11.2.8.1 Using DMA with System Interrupts

System interrupt service routines are interrupted by DMA transfers. If an interrupt service routine or other routine
must execute with no interruptions, the DMA controller should be disabled before executing the routine.

11.2.9 DMA Trigger Event Status

The DMA controller supports dedicated DMA events. See the DMA Trigger section of the Event Manager for
details on the DMA event trigger protocol. The idea is that the DMA can inform the event triggering peripheral
about the status of the assigned DMA channel. This will allow the triggering peripheral to issue an interrupt itself
after the completion of a repeated transfer, instead of the DMA issuing an interrupt event. The advantage is

that the DMA interrupt service routine does not need to keep track of the assigned function of the channel and
instead leaves that to the triggering peripheral's own interrupt service routine.

The DMA status sent to the triggering peripheral will reflect the value of the DMASZ register. If the last DMA
transfer resulted in a size decrement to zero, the DMA will return the status of 1, indicating the end of the
transfer. Otherwise the status will be 0.

Additionally, for FULL channels, the DMA module can generate an early interrupt request (IRQ) to the CPU to
indicate that a transfer will complete within a configurable number of transfers (1, 2, 4, 8, 32, 64, half-DMASZ).

An early IRQ event is enabled by setting the DMAPREIRQ bits of the channel control register to the desired
number of transfers. When the DMA has reached the number of transfers, the corresponding DMA channel’s
PREIRQ interrupt is set.

Early DMA interrupt generation is useful to:
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* Reduce the interrupt latency in timing-critical applications where it would be beneficial to let the DMA
preemptively generate the IRQ before the DMA transfer is complete

» Serve as a “progress notification” when scheduling other tasks for the CPU to complete

» Transfer weights of a neural network layer and notify the CPU to complete software configuration writes to the
IP

* Implement a ping-pong buffer (by setting DMAPREIRQ to half)

11.2.10 DMA Operating Mode Support

The DMA supports triggered transfers in RUN mode and in the SLEEP low-power mode. Refer to the following
sections for more details.

11.2.10.1 Transfer in RUN Mode

In RUN mode the system is fully operational. The CPU and all other peripherals and resources are available,
therefore there is no restriction on the DMA functionality in RUN mode.

11.2.10.2 Transfer in SLEEP Mode

In SLEEP mode only the CPU is halted. All other peripherals and resources are available as when in RUN mode,
therefore there is no restriction on the DMA functionality in SLEEP mode. All peripherals that can trigger a DMA
transfer in RUN mode will also be able to trigger a DMA transfer in SLEEP mode.

11.2.10.3 Transfer in STOP Mode

In STOP mode the CPU is halted and the ULPCLK is limited to 4MHz operation. PD1 peripherals are disabled
and in retention mode when applicable. Only PDO peripherals are functional and therefore only PDO peripherals
are able to trigger a DMA transfer in STOP mode. The DMA is located in PD1, so although the register settings
are retained, the DMA is not functional during STOP mode. If a DMA channel is triggered during this mode, the
transfer does not take place until the device leaves STOP mode.

11.2.10.4 Transfers in STANDBY Mode

In STANDBY mode the CPU is halted and the ULPCLK is limited to 32kHz operation. PD1 peripherals are
disabled and in retention mode when applicable. Only PDO peripherals are functional and therefore only PDO
peripherals are able to trigger a DMA transfer in STANDBY mode. The DMA is located in PD1, so although the
register settings are retained, the DMA is not functional during STOP mode. If a DMA channel is triggered during
this mode, the transfer does not take place until the device leaves STOP mode.

11.2.10.5 Transfers in SHUTDOWN Mode

In SHUTDOWN mode the core regulator is completely disabled and all SRAM and register contents are lost,
except general purpose memory in SYSCTL storing state information. This means the DMA register settings are
lost and the DMA is not functional during SHUTDOWN mode. After exiting SHUTDOWN mode (which triggers a
BOR), the DMA module must be reconfigured to perform any transfers.

11.2.11 DMA Address and Data Errors

The DMA has the ability to flag address or data errors. Source or destination address errors can come from
accessing a protected or nonexisting memory range. If an address error occurs, the interrupt index IIDX[j].STAT
flags a DMA address error (11h). Address error interrupts can be masked, set, and cleared using the ADDERR
bit.

Note

The DMA does not perform range checking. If the DMA transfer occurs over a protected memory
range, the destination data reports zeros (0h) for each byte of the DMA transaction that overlaps the
protected or nonexisting memory range.

Data errors can occur in SRAM or flash if there is an ECC or parity error. If a data error occurs, the interrupt
index IIDX[j].STAT flags a DMA data error (12h). Data error interrupts can be masked, set, and cleared using the
DATERR bit.
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Note
The DMA does not automatically disable if an address or data error occurs.

11.3 CPU Interrupts (IRQs)

See the Section 4.3.1 section for more details about how to configure interrupts at the CPU level.

Table 11-9. CPU Interrupts Triggered by the DMA

Peripheral
NVIC Interrupt Name . Register Group DMA Interrupt Configuration Registers Description
Instance Name
DMA interrupt. Multiple
DMA.CPU_INT DMA CPU_INT IIDX, IMASK, RIS, MIS, ISET, ICLR OR'd, configurable
source conditions.

11.4 DMA Registers

This Section describes the DMA Registers.
11.4.1 DMA Base Address Table

Table 11-10. DMA Base Address Table

Bit Field Name
DriverLib Name Base Address
Instance Structure
DmaORegs DMA_REGS DMAO 0x4002_0000
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11.4.2 DMA_REGS Registers

Table 11-11 lists the memory-mapped registers for the DMA_REGS registers. All register offset addresses
not listed in Table 11-11 should be considered as reserved locations and the register contents should not be

modified.
Table 11-11. DMA_REGS Registers
Offset Acronym Register Name Group Section
1018h  PDBGCTL Peripheral Debug Control Go
1020h  1IDX Interrupt index CPU_INT Go
1028h  IMASK Interrupt mask CPU_INT Go
1030h RIS Raw interrupt status CPU_INT Go
1038h  MIS Masked interrupt status CPU_INT Go
1040h  ISET Interrupt set CPU_INT Go
1048h ICLR Interrupt clear CPU_INT Go
10EOh  EVT_MODE Event Mode Go
10FCh DESC Module Description Go
1100h  DMAPRIO DMA Channel Priority Control Go
1110h + DMATCTL_j DMA Trigger Select Go
formula
1200h + DMACTL_j DMA Channel Control Go
formula
1204h + DMASA_j DMA Channel Source Address Go
formula
1208h + DMADA_j DMA Channel Destination Address Go
formula
120Ch + DMASZ_j DMA Channel Size Go
formula

Complex bit access types are encoded to fit into small table cells. Table 11-12 shows the codes that are used for
access types in this section.

Table 11-12. DMA_REGS Access Type Codes

Access Type ‘ Code ‘ Description
Read Type
R ‘ R ‘ Read
Write Type
W w | wite

Reset or Default Value

-n ‘

‘Value after reset or the default value

Register Array Variables

i.j,k,1,m,n

with a formula.

When these variables are used in a register name,
an offset, or an address, they refer to the value of a
register array where the register is part of a group
of repeating registers. The register groups form a
hierarchical structure and the array is represented

register array.

When this variable is used in a register name, an
offset, or an address it refers to the value of a
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11.4.2.1 PDBGCTL Register (Offset = 1018h) [Reset = 00000000h]
PDBGCTL is shown in Figure 11-5 and described in Table 11-13.
Return to the Summary Table.

This register can be used by the software developer to control the behavior of the peripheral relative to the 'Core
Halted' input

Figure 11-5. PDBGCTL Register

31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED SOFT FREE
R/W-0h R/W-0h R/W-0h

Table 11-13. PDBGCTL Register Field Descriptions

Bit Field Type Reset Description
31-2 RESERVED R/W Oh
1 SOFT R/W 1h Soft halt boundary control. This function is only available, if [FREE] is
set to 'STOP'

Oh = The peripheral will halt immediately, even if the resultant state
will result in corruption if the system is restarted

1h = The peripheral blocks the debug freeze until it has reached a
boundary where it can resume without corruption

0 FREE R/W 1h Free run control

Oh = The peripheral freezes functionality while the Core Halted input
is asserted and resumes when it is deasserted.

1h = The peripheral ignores the state of the Core Halted input
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11.4.2.2 1IDX Register (Offset = 1020h) [Reset = 00000000h] (CPU_INT)
[IDX is shown in Figure 11-6 and described in Table 11-14.
Return to the Summary Table.

This register provides the highest priority enabled interrupt index. Value 0x00 means no event pending. Interrupt
1 is the highest priority, IDX next highest, 4, 8, . . . IIDX*31 is the least priority. That is, the least bit position
that is set to 1 denotes the highest priority pending interrupt. The priority order is fixed. However, users can
implement their own prioritization schemes using other registers that expose the full set of interrupts that have
occurred.

On each read, only one interrupt is indicated. On a read, the current interrupt (highest priority) is automatically
cleared by the hardware and the corresponding interrupt flag in RIS [RIS] and MIS [MIS] are cleared as well.
After a read from the CPU (not from the debug interface), the register is updated with the next highest priority
interrupt, if none are pending, then it should display 0x0.

Note: The number of DMACH is device dependent. Please consult the datasheet of the specific device to map
which channel number is implemented.

Figure 11-6. IIDX Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

RESERVED STAT
R-0h R-0h

Table 11-14. lIDX Register Field Descriptions

Bit Field Type Reset Description
31-8 RESERVED R Oh
7-0 STAT R Oh Interrupt index status

00h = No bit is set means there is no pending interrupt request
01h = DMA Channel 0 size counter reached zero (DMASZ=0).
02h = DMA Channel 1 size counter reached zero (DMASZ=0).
03h = DMA Channel 2 size counter reached zero (DMASZ=0).
04h = DMA Channel 3 size counter reached zero (DMASZ=0).
05h = DMA Channel 4 size counter reached zero (DMASZ=0).
06h = DMA Channel 5 size counter reached zero (DMASZ=0).
07h = DMA Channel 6 size counter reached zero (DMASZ=0).
08h = DMA Channel 7 size counter reached zero (DMASZ=0).
09h = DMA Channel 8 size counter reached zero (DMASZ=0).
O0Ah = DMA Channel 9 size counter reached zero (DMASZ=0).
0Bh = DMA Channel 10 size counter reached zero (DMASZ=0).
0Ch = DMA Channel 11 size counter reached zero (DMASZ=0).
0Dh = DMA Channel 12 size counter reached zero (DMASZ=0).
OEh = DMA Channel 13 size counter reached zero (DMASZ=0).
OFh = DMA Channel 14 size counter reached zero (DMASZ=0).
10h = DMA Channel 15 size counter reached zero (DMASZ=0).
11h = PRE-IRQ event for DMA Channel 0.

12h = PRE-IRQ event for DMA Channel 1.

13h = PRE-IRQ event for DMA Channel 2.

14h = PRE-IRQ event for DMA Channel 3.

15h = PRE-IRQ event for DMA Channel 4.

16h = PRE-IRQ event for DMA Channel 5.

17h = PRE-IRQ event for DMA Channel 6.

18h = PRE-IRQ event for DMA Channel 7.

19h = DMA address error, SRC address not reachable.
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11.4.2.3 IMASK Register (Offset = 1028h) [Reset = 00000000h] (CPU_INT)
IMASK is shown in Figure 11-7 and described in Table 11-15.

Return to the Summary Table.

Interrupt Mask. If a bit is set, then the corresponding interrupt is un-masked. Un-masking the interrupt causes the

raw interrupt to be visible in [IDX [IIDX], as well as MIS [MIS].

Note: The number of DMACH is device dependent. Please consult the datasheet of the specific device to map

which channel number is implemented.
Figure 11-7. IMASK Register

31 30 29 28 27 26 25 24
RESERVED | RESERVED | ADDRERR
R/W-0h R/W-0h R/W-0h
23 22 21 20 19 18 17 16
RESERVED \ RESERVED \ PREIRQCH5 \ PREIRQCH4 \ PREIRQCH3 \ PREIRQCH2 \ PREIRQCH1 \ PREIRQCHO
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h
15 14 13 12 11 10 9 8
DMACH15 \ DMACH14 \ DMACH13 \ DMACH12 \ DMACH11 \ DMACH10 \ DMACH9 \ DMACHS
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h
7 6 5 4 3 2 1 0
DMACH7 \ DMACH6 \ DMACH5 \ DMACH4 \ DMACH3 \ DMACH2 \ DMACH1 \ DMACHO
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h
Table 11-15. IMASK Register Field Descriptions
Bit Field Type Reset Description
31-26 RESERVED R/W Oh
25 RESERVED R/W Oh Reserved
24 ADDRERR R/W Oh DMA address error, SRC address not reachable.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit
23 RESERVED R/W Oh Reserved
22 RESERVED R/W Oh Reserved
21 PREIRQCH5 R/W Oh Pre-IRQ for Channel 5. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit
20 PREIRQCH4 R/W Oh Pre-IRQ for Channel 4. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit
19 PREIRQCH3 R/W Oh Pre-IRQ for Channel 3. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit
18 PREIRQCH2 R/W Oh Pre-IRQ for Channel 2. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit
17 PREIRQCH1 R/W Oh Pre-IRQ for Channel 1. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit
16 PREIRQCHO R/W Oh Pre-IRQ for Channel 0. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026
Submit Document Feedback
Copyright © 2026 Texas Instruments Incorporated

AM13E230x Microcontrollers

459


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

Direct Memory Access (DMA) www.ti.com

Table 11-15. IMASK Register Field Descriptions (continued)
Bit Field Type Reset Description

15 DMACH15 R/W Oh DMA Channel 15 interrupt signal. Size counter reached zero
(DMASZ=0).

Oh = Clear interrupt mask bit

1h = Set interrupt mask bit

14 DMACH14 R/W Oh DMA Channel 14 interrupt signal. Size counter reached zero
(DMASZ=0).

Oh = Clear interrupt mask bit

1h = Set interrupt mask bit

13 DMACH13 R/W Oh DMA Channel 13 interrupt signal. Size counter reached zero
(DMASZ=0).

Oh = Clear interrupt mask bit

1h = Set interrupt mask bit

12 DMACH12 R/W Oh DMA Channel 12 interrupt signal. Size counter reached zero
(DMASZ=0).

Oh = Clear interrupt mask bit

1h = Set interrupt mask bit

11 DMACH11 R/W Oh DMA Channel 11 interrupt signal. Size counter reached zero
(DMASZ=0).

Oh = Clear interrupt mask bit

1h = Set interrupt mask bit

10 DMACH10 R/W Oh DMA Channel 10 interrupt signal. Size counter reached zero
(DMASZ=0).

Oh = Clear interrupt mask bit

1h = Set interrupt mask bit

9 DMACH9 R/W Oh DMA Channel 9 interrupt signal. Size counter reached zero
(DMASZ=0).

Oh = Clear interrupt mask bit

1h = Set interrupt mask bit

8 DMACHS8 R/W Oh DMA Channel 8 interrupt signal. Size counter reached zero
(DMASZ=0).

Oh = Clear interrupt mask bit

1h = Set interrupt mask bit

7 DMACH7 R/W Oh DMA Channel 7 interrupt signal. Size counter reached zero
(DMASZ=0).

Oh = Clear interrupt mask bit

1h = Set interrupt mask bit

6 DMACH®6 R/W Oh DMA Channel 6 interrupt signal. Size counter reached zero
(DMASZ=0).

Oh = Clear interrupt mask bit

1h = Set interrupt mask bit

5 DMACH5 R/W Oh DMA Channel 5 interrupt signal. Size counter reached zero
(DMASZ=0).

Oh = Clear interrupt mask bit

1h = Set interrupt mask bit

4 DMACH4 R/W Oh DMA Channel 4 interrupt signal. Size counter reached zero
(DMASZ=0).

Oh = Clear interrupt mask bit

1h = Set interrupt mask bit

3 DMACH3 R/W Oh DMA Channel 3 interrupt signal. Size counter reached zero
(DMASZ=0).

Oh = Clear interrupt mask bit

1h = Set interrupt mask bit

2 DMACH2 R/W Oh DMA Channel 2 interrupt signal. Size counter reached zero
(DMASZ=0).

Oh = Clear interrupt mask bit

1h = Set interrupt mask bit
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Table 11-15. IMASK Register Field Descriptions (continued)
Bit Field Type Reset Description
1 DMACH1 R/W Oh DMA Channel 1 interrupt signal. Size counter reached zero
(DMASZ=0).
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit
0 DMACHO R/W Oh DMA Channel 0 interrupt signal. Size counter reached zero
(DMASZ=0).
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit
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11.4.2.4 RIS Register (Offset = 1030h) [Reset = 00000000h] (CPU_INT)
RIS is shown in Figure 11-8 and described in Table 11-16.
Return to the Summary Table.

Raw interrupt status. Reflects all pending interrupts, regardless of masking. The RIS register allows the user to
implement a poll scheme. A flag set in this register can be cleared by writing 1 to the ICLR [ICLR] register bit
even if the corresponding IMASK [IMASK] bit is not enabled.

Note: The number of DMACH is device dependent. Please consult the datasheet of the specific device to map
which channel number is implemented.

Figure 11-8. RIS Register

31 30 29 28 27 26 25 24
RESERVED ] RESERVED \ ADDRERR
R-Oh R-Oh R-Oh
23 22 21 20 19 18 17 16
RESERVED \ RESERVED \ PREIRQCHS5 \ PREIRQCH4 \ PREIRQCH3 \ PREIRQCH2 \ PREIRQCH1 \ PREIRQCHO
R-Oh R-Oh R-Oh R-Oh R-Oh R-Oh R-Oh R-Oh
15 14 13 12 11 10 9 8
DMACH15 \ DMACH14 \ DMACH13 \ DMACH12 \ DMACH11 \ DMACH10 \ DMACH9 \ DMACHS
R-Oh R-Oh R-Oh R-Oh R-Oh R-Oh R-Oh R-Oh
7 6 5 4 3 2 1 0
DMACH?7 \ DMACHS \ DMACHS5 \ DMACH4 \ DMACHS3 \ DMACH?2 \ DMACH1 \ DMACHO
R-Oh R-Oh R-Oh R-Oh R-Oh R-Oh R-Oh R-Oh

Table 11-16. RIS Register Field Descriptions

Bit Field Type Reset Description
31-26 RESERVED R Oh
25 RESERVED R Oh Reserved
24 ADDRERR R Oh DMA address error, SRC address not reachable.

Oh = Clear interrupt mask bit
1h = Set interrupt mask bit

23 RESERVED R Oh Reserved
22 RESERVED R Oh Reserved
21 PREIRQCH5 R Oh Pre-IRQ for Channel 5. Size counter reached Pre-IRQ threshold.

Oh = Clear interrupt mask bit
1h = Set interrupt mask bit

20 PREIRQCH4 R Oh Pre-IRQ for Channel 4. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit

19 PREIRQCH3 R Oh Pre-IRQ for Channel 3. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit

18 PREIRQCH2 R Oh Pre-IRQ for Channel 2. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit

17 PREIRQCH1 R Oh Pre-IRQ for Channel 1. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit

16 PREIRQCHO R Oh Pre-IRQ for Channel 0. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit
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Table 11-16. RIS Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

15

DMACH15

R

Oh

DMA Channel 15 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur

1h = Interrupt occurred

14

DMACH14

Oh

DMA Channel 14 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur

1h = Interrupt occurred

13

DMACH13

Oh

DMA Channel 13 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur

1h = Interrupt occurred

12

DMACH12

Oh

DMA Channel 12 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur

1h = Interrupt occurred

11

DMACH11

Oh

DMA Channel 11 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur

1h = Interrupt occurred

10

DMACH10

Oh

DMA Channel 10 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur

1h = Interrupt occurred

DMACH9

Oh

DMA Channel 9 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur

1h = Interrupt occurred

DMACHS8

Oh

DMA Channel 8 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur

1h = Interrupt occurred

DMACH7

Oh

DMA Channel 7 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur

1h = Interrupt occurred

DMACH6

Oh

DMA Channel 6 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur

1h = Interrupt occurred

DMACH5

Oh

DMA Channel 5 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur

1h = Interrupt occurred

DMACH4

Oh

DMA Channel 4 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur

1h = Interrupt occurred

DMACH3

Oh

DMA Channel 3 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur

1h = Interrupt occurred

DMACH2

Oh

DMA Channel 2 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur

1h = Interrupt occurred
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Table 11-16. RIS Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

DMACH1

R

Oh

DMA Channel 1 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur

1h = Interrupt occurred

DMACHO

Oh

DMA Channel 0 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur

1h = Interrupt occurred

464

AM13E230x Microcontrollers

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026
Submit Document Feedback

Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

www.ti.com

Direct Memory Access (DMA)

11.4.2.5 MIS Register (Offset = 1038h) [Reset = 00000000h] (CPU_INT)

MIS is shown in Figure 11-9 and descri

Return to the Summary Table.

bed in Table 11-17.

Masked interrupt status. This is an AND of the IMASK [IMASK] and RIS [RIS] registers.
Note: The number of DMACH is device dependent. Please consult the datasheet of the specific device to map

which channel number is implemented.

Figure 11-9. MIS Register

31 30 29 28 27 26 25 24
RESERVED | RESERVED | ADDRERR
R-0h R-0h R-0h
23 22 21 20 19 18 17 16
RESERVED | RESERVED | PREIRQCH5 | PREIRQCH4 | PREIRQCH3 | PREIRQCH2 | PREIRQCH1 | PREIRQCHO
R-0h R-0h R-0h R-0h R-0h R-0h R-0h R-0h
15 14 13 12 11 10 9 8
DMACH15 | DMACH14 | DMACH13 | DMACH12 | DMACH11 | DMACH10 | DMACH9 | DMACHS
R-0h R-0h R-0h R-0h R-0h R-0h R-0h R-0h
7 6 5 4 3 2 1 0
DMACH7 | DMACH6 | DMACH5 | DMACH4 | DMACH3 | DMACH2 | DMACH1 | DMACHO
R-0h R-0h R-0h R-0h R-0h R-0h R-0h R-0h
Table 11-17. MIS Register Field Descriptions
Bit Field Type Reset Description
31-26 RESERVED R Oh
25 RESERVED R Oh Reserved
24 ADDRERR R Oh DMA address error, SRC address not reachable.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit
23 RESERVED R Oh Reserved
22 RESERVED R Oh Reserved
21 PREIRQCH5 R Oh Pre-IRQ for Channel 5. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit
20 PREIRQCH4 R Oh Pre-IRQ for Channel 4. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit
19 PREIRQCH3 R Oh Pre-IRQ for Channel 3. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit
18 PREIRQCH2 R Oh Pre-IRQ for Channel 2. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit
17 PREIRQCH1 R Oh Pre-IRQ for Channel 1. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit
16 PREIRQCHO R Oh Pre-IRQ for Channel 0. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit
15 DMACH15 R Oh DMA Channel 15 interrupt signals that size counter reached zero
(DMASZ=0).
Oh = Interrupt did not occur or is masked out
1h = Interrupt occurred
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Table 11-17. MIS Register Field Descriptions (continued)
Bit Field Type Reset Description

14 DMACH14 R Oh DMA Channel 14 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur or is masked out

1h = Interrupt occurred

13 DMACH13 R Oh DMA Channel 13 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur or is masked out

1h = Interrupt occurred

12 DMACH12 R Oh DMA Channel 12 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur or is masked out

1h = Interrupt occurred

11 DMACH11 R Oh DMA Channel 11 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur or is masked out

1h = Interrupt occurred

10 DMACH10 R Oh DMA Channel 10 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur or is masked out

1h = Interrupt occurred

9 DMACH9 R Oh DMA Channel 9 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur or is masked out

1h = Interrupt occurred

8 DMACHS8 R Oh DMA Channel 8 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur or is masked out

1h = Interrupt occurred

7 DMACH7 R Oh DMA Channel 7 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur or is masked out

1h = Interrupt occurred

6 DMACH®6 R Oh DMA Channel 6 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur or is masked out

1h = Interrupt occurred

5 DMACH5 R Oh DMA Channel 5 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur or is masked out

1h = Interrupt occurred

4 DMACH4 R Oh DMA Channel 4 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur or is masked out

1h = Interrupt occurred

3 DMACH3 R Oh DMA Channel 3 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur or is masked out

1h = Interrupt occurred

2 DMACH2 R Oh DMA Channel 2 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur or is masked out

1h = Interrupt occurred

1 DMACH1 R Oh DMA Channel 1 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Interrupt did not occur or is masked out

1h = Interrupt occurred

466 AM13E230x Microcontrollers SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026
Submit Document Feedback
Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS

INSTRUMENTS
www.ti.com Direct Memory Access (DMA)
Table 11-17. MIS Register Field Descriptions (continued)

Bit Field Type Reset Description

0 DMACHO R Oh DMA Channel 0 interrupt signals that size counter reached zero
(DMASZ=0).
Oh = Interrupt did not occur or is masked out
1h = Interrupt occurred
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11.4.2.6 ISET Register (Offset = 1040h) [Reset = 00000000h] (CPU_INT)
ISET is shown in Figure 11-10 and described in Table 11-18.
Return to the Summary Table.

Interrupt set. Allows interrupts to be set by software (useful in diagnostics and safety checks). Writing a 1 to a bit
in ISET will set the event and therefore the related RIS [RIS] bit also gets set. If the interrupt is enabled through
the mask, then the corresponding MIS [MIS] bit is also set.

Note: The number of DMACH is device dependent. Please consult the datasheet of the specific device to map
which channel number is implemented.

Figure 11-10. ISET Register

31 30 29 28 27 26 25 24
RESERVED ] RESERVED \ ADDRERR
W-0h W-0h W-0h
23 22 21 20 19 18 17 16
RESERVED \ RESERVED \ PREIRQCHS5 \ PREIRQCH4 \ PREIRQCH3 \ PREIRQCH2 \ PREIRQCH1 \ PREIRQCHO
W-0h W-0h W-0h W-0h W-0h W-0h W-0h W-0h
15 14 13 12 11 10 9 8
DMACH15 \ DMACH14 \ DMACH13 \ DMACH12 \ DMACH11 \ DMACH10 \ DMACH9 \ DMACHS
W-0h W-0h W-0h W-0h W-0h W-0h W-0h W-0h
7 6 5 4 3 2 1 0
DMACH?7 \ DMACHS \ DMACHS5 \ DMACH4 \ DMACHS3 \ DMACH?2 \ DMACH1 \ DMACHO
W-0h W-0h W-0h W-0h W-0h W-0h W-0h W-0h

Table 11-18. ISET Register Field Descriptions

Bit Field Type Reset Description
31-26 RESERVED w Oh
25 RESERVED W Oh Reserved
24 ADDRERR w Oh DMA address error, SRC address not reachable.

Oh = Clear interrupt mask bit
1h = Set interrupt mask bit

23 RESERVED W Oh Reserved
22 RESERVED W Oh Reserved
21 PREIRQCH5 W Oh Pre-IRQ for Channel 5. Size counter reached Pre-IRQ threshold.

Oh = Clear interrupt mask bit
1h = Set interrupt mask bit

20 PREIRQCH4 \W Oh Pre-IRQ for Channel 4. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit

19 PREIRQCH3 w Oh Pre-IRQ for Channel 3. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit

18 PREIRQCH2 w Oh Pre-IRQ for Channel 2. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit

17 PREIRQCH1 w Oh Pre-IRQ for Channel 1. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit

16 PREIRQCHO w Oh Pre-IRQ for Channel 0. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit
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Table 11-18. ISET Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

15

DMACH15

W

Oh

DMA Channel 0 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Set interrupt

14

DMACH14

Oh

DMA Channel 14 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Set interrupt

13

DMACH13

Oh

DMA Channel 13 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Set interrupt

12

DMACH12

Oh

DMA Channel 12 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Set interrupt

11

DMACH11

Oh

DMA Channel 11 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Set interrupt

10

DMACH10

Oh

DMA Channel 0 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Set interrupt

DMACH9

Oh

DMA Channel 9 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Set interrupt

DMACHS8

Oh

DMA Channel 8 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Set interrupt

DMACH7

Oh

DMA Channel 7 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Set interrupt

DMACH6

Oh

DMA Channel 6 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Set interrupt

DMACH5

Oh

DMA Channel 5 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Set interrupt

DMACH4

Oh

DMA Channel 4 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Set interrupt

DMACH3

Oh

DMA Channel 3 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Set interrupt

DMACH2

Oh

DMA Channel 2 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Set interrupt
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Table 11-18. ISET Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

DMACH1

W

Oh

DMA Channel 1 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Set interrupt

DMACHO

Oh

DMA Channel 0 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Set interrupt
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11.4.2.7 ICLR Register (Offset = 1048h) [Reset = 00000000h] (CPU_INT)
ICLR is shown in Figure 11-11 and described in Table 11-19.
Return to the Summary Table.

Interrupt clear. Write a 1 to clear corresponding Interrupt.
Note: The number of DMACH is device dependent. Please consult the datasheet of the specific device to map
which channel number is implemented.

Figure 11-11. ICLR Register

31 30 29 28 27 26 25 24
RESERVED ] RESERVED \ ADDRERR
W-0h W-0h W-0h
23 22 21 20 19 18 17 16
RESERVED \ RESERVED \ PREIRQCHS5 \ PREIRQCH4 \ PREIRQCH3 \ PREIRQCH2 \ PREIRQCH1 \ PREIRQCHO
W-0h W-0h W-0h W-0h W-0h W-0h W-0h W-0h
15 14 13 12 11 10 9 8
DMACH15 \ DMACH14 \ DMACH13 \ DMACH12 \ DMACH11 \ DMACH10 \ DMACH9 \ DMACHS
W-0h W-0h W-0h W-0h W-0h W-0h W-0h W-0h
7 6 5 4 3 2 1 0
DMACH?7 \ DMACHS \ DMACHS5 \ DMACH4 \ DMACHS3 \ DMACH?2 \ DMACH1 \ DMACHO
W-0h W-0h W-0h W-0h W-0h W-0h W-0h W-0h

Table 11-19. ICLR Register Field Descriptions

Bit Field Type Reset Description
31-26 RESERVED w Oh
25 RESERVED W Oh Reserved
24 ADDRERR w Oh DMA address error, SRC address not reachable.

Oh = Clear interrupt mask bit
1h = Set interrupt mask bit

23 RESERVED W Oh Reserved
22 RESERVED W Oh Reserved
21 PREIRQCH5 W Oh Pre-IRQ for Channel 5. Size counter reached Pre-IRQ threshold.

Oh = Clear interrupt mask bit
1h = Set interrupt mask bit

20 PREIRQCH4 \W Oh Pre-IRQ for Channel 4. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit

19 PREIRQCH3 w Oh Pre-IRQ for Channel 3. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit

18 PREIRQCH2 w Oh Pre-IRQ for Channel 2. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit

17 PREIRQCH1 w Oh Pre-IRQ for Channel 1. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit

16 PREIRQCHO w Oh Pre-IRQ for Channel 0. Size counter reached Pre-IRQ threshold.
Oh = Clear interrupt mask bit
1h = Set interrupt mask bit

15 DMACH15 w Oh DMA Channel 15 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Clear interrupt
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Table 11-19. ICLR Register Field Descriptions (continued)
Bit Field Type Reset Description

14 DMACH14 w Oh DMA Channel 14 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Clear interrupt

13 DMACH13 w Oh DMA Channel 13 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Clear interrupt

12 DMACH12 w Oh DMA Channel 12 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Clear interrupt

11 DMACH11 W Oh DMA Channel 11 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Clear interrupt

10 DMACH10 w Oh DMA Channel 10 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Clear interrupt

9 DMACH9 w Oh DMA Channel 9 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Clear interrupt

8 DMACHS8 w Oh DMA Channel 8 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Clear interrupt

7 DMACH7 w Oh DMA Channel 7 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Clear interrupt

6 DMACH®6 w Oh DMA Channel 6 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Clear interrupt

5 DMACH5 w Oh DMA Channel 5 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Clear interrupt

4 DMACH4 w Oh DMA Channel 4 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Clear interrupt

3 DMACH3 W Oh DMA Channel 3 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Clear interrupt

2 DMACH2 w Oh DMA Channel 2 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Clear interrupt

1 DMACH1 w Oh DMA Channel 1 interrupt signals that size counter reached zero
(DMASZ=0).

Oh = Writing 0 has no effect

1h = Clear interrupt
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Table 11-19. ICLR Register Field Descriptions (continued)
Bit Field Type Reset Description
0 DMACHO w Oh DMA Channel 0 interrupt signals that size counter reached zero

(DMASZ=0).
Oh = Writing 0 has no effect
1h = Clear interrupt
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11.4.2.8 EVT_MODE Register (Offset = 10EOh) [Reset = 00000000h]
EVT_MODE is shown in Figure 11-12 and described in Table 11-20.
Return to the Summary Table.

Event mode register. It is used to select whether each line is disabled, in software mode (software clears the
RIS) or in hardware mode (hardware clears the RIS)

Figure 11-12. EVT_MODE Register

31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED EVT1_CFG INTO_CFG
R/W-0h R-0h R-0h

Table 11-20. EVT_MODE Register Field Descriptions

Bit Field Type Reset Description
31-4 RESERVED R/W Oh
3-2 EVT1_CFG R 2h Event line mode select for event corresponding to generic event
GEN_EVENT

Oh = The interrupt or event line is disabled.

1h = The interrupt or event line is in software mode. Software must
clear the RIS.

2h = The interrupt or event line is in hardware mode. The hardware
(another module) clears automatically the associated RIS flag.

1-0 INTO_CFG R 1h Event line mode select for event corresponding to interrupt event
CPU_INT

Oh = The interrupt or event line is disabled.

1h = The interrupt or event line is in software mode. Software must
clear the RIS.

2h = The interrupt or event line is in hardware mode. The hardware
(another module) clears automatically the associated RIS flag.
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11.4.2.9 DESC Register (Offset = 10FCh) [Reset = 00000000h]
DESC is shown in Figure 11-13 and described in Table 11-21.

Return to the Summary Table.

This register identifies the peripheral and its exact version.
Figure 11-13. DESC Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
MODULEID
R-0h
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
FEATUREVER RESERVED MAJREV MINREV
R-0h R-0h R-0h R-0h
Table 11-21. DESC Register Field Descriptions
Bit Field Type Reset Description
31-16 MODULEID R 2511h Module identification contains a unique peripheral identification
number. The assignments are maintained in a central database for
all of the platform modules to ensure uniqueness.
Oh = Smallest value
FFFFh = Highest possible value
15-12 FEATUREVER R Fh Feature Set for the DMA: number of DMA channel minus one (e.g.
0->1ch, 2->3ch, 15->16¢ch).
Oh = Smallest value (1 channel)
Fh = Highest value (16 channel)
11-8 RESERVED R Oh
7-4 MAJREV R Oh Major rev of the IP
Oh = Smallest value
Fh = Highest possible value
3-0 MINREV R Oh Minor rev of the IP
Oh = Smallest value
Fh = Highest possible value
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11.4.2.10 DMAPRIO Register (Offset = 1100h) [Reset = 00000000h]
DMAPRIQ is shown in Figure 11-14 and described in Table 11-22.
Return to the Summary Table.
DMA Channel Priority Control
Figure 11-14. DMAPRIO Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED BURSTSZ
R/W-0h R/W-0h
15 14 13 12 11 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED ROUNDROBIN
R/W-0h R/W-0h
Table 11-22. DMAPRIO Register Field Descriptions
Bit Field Type Reset Description
31-18 RESERVED R/W Oh
17-16 BURSTSZ R/W Oh Define the burst size of a block transfer, before the priority is re-
evaluated
Oh = There is no burst size, the whole block transfer is completed on
one transfer without interruption
1h = The burst size is 8, after 9 transfers the block transfer is
interrupted and the priority is reevaluated
2h = The burst size is 16, after 17 transfers the block transfer is
interrupted and the priority is reevaluated
3h = The burst size is 32, after 33 transfers the block transfer is
interrupted and the priority is reevaluated
15-1 RESERVED R/W Oh
0 ROUNDROBIN R/W Oh Round robin. This bit enables the round-robin DMA channel
priorities.
Oh = Roundrobin priority disabled, DMA channel priority is fixed:
DMAO-DMA1-DMA2-...-DMA16
1h = Roundrobin priority enabled, DMA channel priority changes with
each transfer
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11.4.2.11 DMATCTL_j Register (Offset = 1110h + formula) [Reset = 00000000h]
DMATCTL_j is shown in Figure 11-15 and described in Table 11-23.
Return to the Summary Table.
DMA Trigger Control
Offset = 1110h + (j * 4h); where j = Oh to Fh
Figure 11-15. DMATCTL_j Register

31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
DMATINT DMATSEL
R/W-0h R/W-0h

Table 11-23. DMATCTL_j Register Field Descriptions

Bit Field Type Reset Description
31-8 RESERVED R/W Oh
7 DMATINT R/W Oh DMA Trigger by Internal Channel

Oh = DMATSEL will define external trigger select as transfer trigger.
1h = DMATSEL will define internal channel as transfer trigger select.
0-> Channel0-done, 1-> Channel1-done, ...

6-0 DMATSEL R/W Oh DMA Trigger Select

Note: Reference the datasheet of the device to see the specific
trigger mapping.

00h = Software trigger request

7Fh = Highest possible value
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11.4.2.12 DMACTL_j Register (Offset = 1200h + formula) [Reset = 00000000h]
DMACTL_j is shown in Figure 11-16 and described in Table 11-24.
Return to the Summary Table.
DMA Channel Control
Offset = 1200h + (j * 10h); where j = Oh to Fh
Figure 11-16. DMACTL_j Register
31 30 29 28 27 26 25 24
RESERVED \ DMATM | RESERVED DMAEM
R/W-0h R/W-0h R/W-0h R/W-0h
23 22 21 20 19 18 17 16
DMADSTINCR ‘ DMASRCINCR
R/W-0h R/W-0h
15 14 13 12 1 10 9 8
RESERVED ‘ DMADSTWDTH ] RESERVED DMASRCWDTH
R/W-0h R/W-0h R/W-0h R/W-0h
7 6 5 4 3 2 1 0
RESERVED ‘ DMAPREIRQ ‘ DMAAUTOEN DMAEN DMAREQ
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h

Table 11-24. DMACTL_j Register Field Descriptions

Bit Field Type

Reset

Description

31-30 RESERVED R/W

Oh

29-28 DMATM R/W

Oh

DMA transfer mode register

Note: The repeat-single (2h) and repeat-block (3h) transfer are

only available in a FULL-channel configuration. Please consult the
datasheet of the specific device to map which channel number has
FULL or BASIC capability. In a BASIC channel configuration only the
values for single (Oh) and block (1h) transfer can be set.

Oh = Single transfer. Each transfers requires a new trigger. When

the DMASZ counts down to zero an event can be generated and the
DMAEN is cleared.

1h = Block transfer. Each trigger transfers the complete block defined
in DMASZ. After the transfer is complete an event can be generated
and the DMAEN is cleared.

2h = Repeated single transfer. Each transfers requires a new trigger.
When the DMASZ counts down to zero an event can be generated.
After the last transfer the DMASA, DMADA, DAMSZ registers are
restored to its initial value and the DMAEN stays enabled.

3h = Repeated block transfer. Each trigger transfers the complete
block defined in DMASZ. After the last transfer the DMASA, DMADA,
DAMSZ registers are restored to its initial value and the DMAEN
stays enabled.

27-26 RESERVED R/wW

Oh
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Table 11-24. DMACTL_j Register Field Descriptions (continued)
Bit Field Type Reset Description
25-24 DMAEM R/W Oh DMA extended mode

Note: The extended transfer modes are only available in a FULL-
channel configuration. Please consult the datasheet of the specific
device to map which channel number has FULL or BASIC capability.
In a BASIC channel configuration this register is a read-only register
and reads 0x0.

Oh = Normal mode is related to transfers from SRC to DST

1h = Gather mode will read a data from an address table located at
SA, and the data is transfered to the DA

2h = Fill mode will copy the SA register content as data to DA

3h = Table mode will read an address and data value from SA and
write the data to address

23-20 DMADSTINCR R/W Oh DMA destination increment. This bit selects automatic incrementing
or decrementing of the destination address DMADA for each
transfer. The amount of change to the DMADA is based on the
definitin in the DMADSTWDTH. For example an increment of 1 (+1)
on a WORD transfer will increment the DMADA by 4.

Oh = Address is unchanged (+0)

2h = Decremented by 1 (-1 * DMADSTWDTH)

3h = Incremented by 1 (+1 * DMADSTWDTH)

8h = Stride size 2 (+2 * DMADSTWDTH)

9h = Stride size 3 (+3 * DMADSTWDTH)

Ah = Stride size 4 (+4 * DMADSTWDTH)

Bh = Stride size 5 (+5 * DMADSTWDTH)

Ch = Stride size 6 (+6 * DMADSTWDTH)

Dh = Stride size 7 (+7 * DMADSTWDTH)

Eh = Stride size 8 (+8 * DMADSTWDTH)

Fh = Stride size 9 (+9 * DMADSTWDTH)

19-16 DMASRCINCR R/W Oh DMA source increment. This bit selects automatic incrementing or
decrementing of the source address DMASA for each transfer. The
amount of change to the DMASA is based on the definitin in the
DMASRCWDTH. For example an increment of 1 (+1) on a WORD
transfer will increment the DMASA by 4.

Oh = Address is unchanged (+0)

2h = Decremented by 1 (-1 * DMASRCWDTH)

3h = Incremented by 1 (+1 * DMASRCWDTH)

8h = Stride size 2 (+2 * DMASRCWDTH)

9h = Stride size 3 (+3 * DMASRCWDTH)

Ah = Stride size 4 (+4 * DMASRCWDTH)

Bh = Stride size 5 (+5 * DMASRCWDTH)

Ch = Stride size 6 (+6 * DMASRCWDTH)

Dh = Stride size 7 (+7 * DMASRCWDTH)

Eh = Stride size 8 (+8 * DMASRCWDTH)

Fh = Stride size 9 (+9 * DMASRCWDTH)

15 RESERVED R/W Oh

14-12 DMADSTWDTH R/W Oh DMA destination width. This bit selects the destination as a byte, half
word, word, long word or long-long word.

Oh = Destination data width is BYTE (8-bit)

1h = Destination data width is HALF-WORD (16-bit)

2h = Destination data width is WORD (32-bit)

3h = Destination data width is LONG-WORD (64-bit)

4h = Source data width is LONG-LONG-WORD (128-bit)

11 RESERVED R/wW Oh

10-8 DMASRCWDTH R/W Oh DMA source width. This bit selects the source data width as a byte,
half word, word, long word or long-long word.

Oh = Source data width is BYTE (8-bit)

1h = Source data width is HALF-WORD (16-bit)

2h = Source data width is WORD (32-bit)

3h = Source data width is LONG-WORD (64-bit)

4h = Source data width is LONG-LONG-WORD (128-bit)

7 RESERVED R/wW Oh
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Table 11-24. DMACTL_j Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

6-4

DMAPREIRQ

R/W

Oh

Enable an early IRQ event. This can help software to react quicker to
and DMA done event or allows some additional configuration before
the channel is complete.

Note: This register is only available in a FULL-channel configuration.
Please consult the datasheet of the specific device to map which
channel number has FULL or BASIC capability. In a BASIC
configuration this register is a read only value and always reads as
0x0.

Oh = Pre-IRQ event disabled.

1h = Issure Pre-IRQ event when DMASZ=1

2h = Issure Pre-IRQ event when DMASZ=2

3h = Issure Pre-IRQ event when DMASZ=4

4h = Issure Pre-IRQ event when DMASZ=8

5h = Issure Pre-IRQ event when DMASZ=32

6h = Issure Pre-IRQ event when DMASZ=64

7h = Issure Pre-IRQ event when DMASZ reached the half size point
of the original transfer size

DMAAUTOEN

R/W

Oh

Automatic DMA channel enable on DMASA, DMADA, DMASZ
register write.

If channel is configured as SW trigger (DMATCTL=0), the AUTOEN
will set the DMAEN and DMAREQ.

If channel is configured as HW trigger (DMACTL!=0), the AUTOEN
will only set the DMAEN.

Oh = No automatic DMA enable

1h = Automatic DMA enable on DMASA register write.

2h = Automatic DMA enable on DMADA register write.

3h = Automatic DMA enable on DMASZ register write.

DMAEN

R/W

Oh

DMA enable
Oh = DMA channel disabled
1h = DMA channel enabled

DMAREQ

R/W

Oh

DMA request. Software-controlled DMA start. DMAREQ is reset
automatically.

Oh = Default read value

1h = DMA transfer request (start DMA)
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11.4.2.13 DMASA_j Register (Offset = 1204h + formula) [Reset = 00000000h]
DMASA_j is shown in Figure 11-17 and described in Table 11-25.

Return to the Summary Table.

DMA Channel Source Address

Offset = 1204h + (j * 10h); where j = Oh to Fh

Figure 11-17. DMASA_j Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

ADDR
R/W-0h

Table 11-25. DMASA_j Register Field Descriptions
Bit Field Type Reset Description

31-0 ADDR R/W Oh DMA Channel Source Address
Oh = Smallest value
FFFFFFFFh = Highest possible value
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11.4.2.14 DMADA_j Register (Offset = 1208h + formula) [Reset = 00000000h]
DMADA _j is shown in Figure 11-18 and described in Table 11-26.
Return to the Summary Table.
DMA Channel Destination Address
Offset = 1208h + (j * 10h); where j = Oh to Fh
Figure 11-18. DMADA_j Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7

ADDR

R/W-0h

Table 11-26. DMADA_j Register Field Descriptions

Bit Field Type Reset Description

31-0 ADDR R/W Oh DMA Channel Destination Address
Oh = Smallest value
FFFFFFFFh = Highest possible value
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11.4.2.15 DMASZ_j Register (Offset = 120Ch + formula) [Reset = 00000000h]
DMASZ_j is shown in Figure 11-19 and described in Table 11-27.

Return to the Summary Table.

DMA Channel Size

Offset = 120Ch + (j * 10h); where j = Oh to Fh

Figure 11-19. DMASZ_j Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RESERVED SIZE
R/W-0h R/W-0h

Table 11-27. DMASZ_j Register Field Descriptions

Bit Field Type Reset Description
31-16 RESERVED R/W Oh
15-0 SIZE R/W Oh DMA Channel Size in number of transfers

Oh = Smallest value
FFFFh = Highest possible value
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Chapter 12
Error Aggregator Module (EAM)

i3 TEXAS INSTRUMENTS

The Error Aggregator Module (EAM) provides a log of errors related to memory access and Error Correction
Code (ECC) failures in the device.
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Error Aggregator Module (EAM)

12.1 EAM Introduction

The EAM module's purpose is to aggregate safety and security errors from multiple sources. The EAM then

stores these errors in the Memory Mapped Registers (MMR's). The types of errors are split into three groups:
safety errors, security errors, and access errors. Each group has their own set of fixed priority which is defined in
the Section 12.2.

The top-level block diagram for the EAM is shown in Figure 12-1.

A AAAAAA A A
1
A
SYSMEM Security Error >
FRI Security Error »
FPI Security Error >
Security Errors— s?;?;lcrt(i:gn

Fixed Priority Arbiter

MMR

CPU Security Error

DMAO Security Error >

GSC Security Error

Security

EPI Security Error >
SYSMEM Safety Error >
Safety Errors FRI Safety Error Safety Error
Manager
TMU ROM Safety Error >

Error

Safety

Safety
Error

Error

Access

SYSMEM Access Error

Figure 12-1. Top-Level EAM Block Diagram

12.2 EAM Operation

Each aggregator stores the errors from various sources with their own fixed priority. The fixed priority is

Error

SYSCTL

NMI

determined by the fixed priority arbiter. The fixed priority table uses 1 as the highest priority and the largest

number being the lowest priority. See the corresponding error aggregator on details on the corresponding fixed

priority arbiter. Information on which address the error occurred, corresponding error type and error flag are
stored in the respective register.

When an error occurs the following steps are taken:

1

2.
3.
4

Error source is selected based on the fixed priority arbiter
Error flag bit, address, and id are latched into respective registers corresponding to the selected error
Selected error will be forwarded to SYSCTL generating an NMI or interrupt

Wait for software to write to the clear register
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During step 4 the corresponding clear register must be written to by software for the next error to properly
propagate. To see the corresponding register to clear please see EAM Registers.

12.2.1 Security Error Aggregator

The security error aggregator is used to handle the security errors generated from SRAM (SYSMEM), Flash
Read Interface (FRI), Flash Program Interface (FPI), CPU, DMAO, and the Global Security Controller (GSC).
These modules all generate different types of security errors that are propagated to the security error aggregator.
After receiving these errors, the security error aggregator generates an security error non-maskable interrupt
(NMI). Detailed information about the NMI can be seen in the SYSCTL Events section.

Note
AM13E230x devices do not have ARM TrustZone technology enabled. All security errors are due to
privilege policy violations.

When one of the security errors occur, the security fixed priority arbiter selects the error source based on the
Table 12-1. After the security fixed priority arbiter selects an error, the corresponding error is stored in the
SECURITY_ERR_FLAG register. Then the error is forwarded to SYSCTL and causes a security error NMI. This
transaction can be seen in the Figure 12-2.

Table 12-1. Security Error Aggregator's Fixed Priority

Priority Source
1 (Highest Priority) MEMO
2 MEM1
3 MEM2
4 MEM3
5 FRI
6 FPI
7 CPU
8 DMAO
9 Reserved
10 GSC
1 EPI
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Security Fixed Priority SECURITY
Arbiter MMR
A A AAAAAL A T
4
SYSMEM Security Error »
Security
Error SYSCTL
FRI Security Error >
FPI Security Error >
Source
Selecti
CPU Security Error > election
DMAO Security Error »
GSC Security Error
EPI Security Error »

Figure 12-2. Security Error Aggregator Block Diagram

To properly understand the error that has occurred, information about the error can be found in the
SECURITY_ERR_MSTID and SECURITY_ERR_ADDR registers. To clear the error and propagate the next
error, the SECURITY_ERR_CLR register must be written to. Please see the EAM Registers section for a more
detailed description on these registers.

12.2.2 Safety Error Aggregator

The safety error aggregator is the other error aggregator in the EAM. This error aggregator handles multiple
safety errors caused by ECC or parity failures.When the safety error aggregator receives an ECC or parity error
the module causes a NMI or an interrupt depending on the error. Information on the different types of errors can
be seen in the SYSCTL Events section. These ECC or parity errors can occur from the Flash Read Interface
(FRI) or the SRAM memory (SYSMEM). Information on the ECC or parity error can be seen in the ECC Error
Handling section of the flash chapter and information on the SRAM errors can be seen in the SRAM region
section of the Architecture chapter. The key difference is that the safety error aggregator can generate NMls as
well as interrupts to handle the different types of ECC errors. See Table 12-2for details on which interrupts are
generated from the corresponding error.

Table 12-2. Safety Error Aggregator NMI and Interrupt

Error Resulting Interrupt
Flash Read ECC SEC FLASHSEC Interrupt
Flash Read ECC DED FLASHDED NMI
SRAM MEMO - SRAM MEM3 Parity error SRAMPARITY NMI
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Due to the single bit errors (SEC) and dual bit errors (DED) generating different types of interrupts there are 4
sets of MMR's for this error aggregator: FRI_SEC, FRI_DED, SYSMEM_PARITY, and TMU_PARITY. Each one
of these groups of MMR's has an individual set of MSTID, ADDR, FLAG, and CLR registers. To see detailed
descriptions on these registers please see EAM Registers.

Note
For the FRI_SEC and FRI_DED registers, the address and master ID may hold arbitrary values if an
error has not occurred. Only read this for debugging once the corresponding flag is set.

For a visual representation of the safety error aggregator module, please see Figure 12-3 to find the
configuration of the source selectors, fixed priority arbiters, and segregation module. The fixed priority arbiter

is only used for SYSMEM errors and as such the SYSMEM_PARITY uses the same priority level. The fixed
priority arbiter is not needed for the flash read interface as there is only one type of flash error from the SEC and
DED interfaces. To see the different priority levels please see table Table 12-3.

FRI SEC
MMR
FRI »FLASHSEC
FRI MEM Error SEC & DED
Segregation
»FLASHDED
FRI DED
MMR
SYSMEM Fixed Priority
arbiter
4 A SYSMEM PARITY
MMR
> Source » SRAMPARITY
Selection
SYSMEM
PARITY
SYSMEM Error Segregation
> SYSMEM Fixed Priority
arbiter
»TMU PARITY
TMU Parity Error TMU PARITY MMR

Figure 12-3. Safety Error Aggregator Block Diagram

Table 12-3. Safety Error Aggregator's Fixed Priority

Priority Source
1 (Highest Priority) MEMO
2 MEMA1
3 MEM2
4 MEM3
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12.2.3 SYSMEM Access Error

The third type of error handled by the EAM is a SYSMEM Access Error. This error exists due to the AM13E230x
device design which dual maps SRAM3 (MEM3) to both the C-AHB (CPU bus) and S-AHB (System bus). Refer
to the Architecture chapter for more information on the AM13E230x data buses.

There are two situations in which an access error is triggered:
1. The SRAM3_STATIC_MUX is configured for C-AHB access (default, SRAM3_STATIC_MUX_SEL = 1h) and

S-AHB access is attempted.
2. The SRAM3_STATIC_MUX mux is configured for S-AHB access (SRAM3_STATIC_MUX_SEL = 0h) and
C-AHB access is attempted.

C-AHB «<——>|

S-AHB «<—>»

12.3 EAM Registers

This Section describes the EAM Registers.

SRAM3
STATIC
MUX

SRAM3

SRAM3_STATIC_MUX_SEL

Figure 12-4. SYSMEM Access Error

12.3.1 EAM Base Address Table

Table 12-4. EAM Base Address Table

Bit Field Name

DriverLib Name

Instance

Structure

Base Address

EamRegs

EAM_REGS

EAM

0x4002_C000
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12.3.2 EAM_REGS Registers

Table 12-5 lists the memory-mapped registers for the EAM_REGS registers. All register offset addresses not
listed in Table 12-5 should be considered as reserved locations and the register contents should not be modified.

Table 12-5. EAM_REGS Registers

Offset Acronym Register Name Group Section
1000h  REVISION IP revision id register Go
1010h  SECURITY_ERR_FLAG Security error flag Go
1014h  SECURITY_ERR_CLR Security error clear Go
1018h  SECURITY_ERR_MSTID Security error master id Go
101Ch  SECURITY_ERR_ADDR Security error address Go
1030h  FRI_SEC_FLAG FRI SEC flag Go
1034h  FRI_SEC_CLR FRI SEC clear Go
1038h  FRI_SEC_ADDR FRI SEC address Go
103Ch  FRI_SEC_MSTID FRI SEC master id Go
1050h  FRI_DED_FLAG FRI DED flag Go
1054h  FRI_DED_CLR FRI DED clear Go
1058h  FRI_DED_ADDR FRI DED address Go
105Ch  FRI_DED_MSTID FRI DED master id Go
10BOh  SYSMEM_PAR_FLAG SYSMEM DED flag Go
10B4h  SYSMEM_PAR_CLR SYSMEM DED clear Go
10B8h  SYSMEM_PAR_ADDR SYSMEM DED address Go
10BCh  SYSMEM_PAR_MSTID SYSMEM DED master id Go
10DOh  TMUROM_PAR_FLAG SYSMEM DED flag Go
10D4h  TMUROM_PAR_CLR SYSMEM DED clear Go
10D8h TMUROM_PAR_ADDR SYSMEM DED address Go
10DCh TMUROM_PAR_TYPE SYSMEM DED master id Go
10FOh  SYSMEM_ACC_FLAG SYSMEM access error flag Go
10F4h  SYSMEM_ACC_CLR SYSMEM access error clear Go
10F8h  SYSMEM_ACC_ADDR SYSMEM access error address Go
10FCh SYSMEM_ACC_TYPE SYSMEM access error type Go

Complex bit access types are encoded to fit into small table cells. Table 12-6 shows the codes that are used for
access types in this section.

Table 12-6. EAM_REGS Access Type Codes

Access Type Code Description
Read Type
R R Read
R-0 R Read
-0 Returns Os
Write Type
W1C w Write
1C 1 to clear

Reset or Default Value

-n

Value after reset or the default value

Register Array Variables
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Table 12-6. EAM_REGS Access Type Codes (continued)

Access Type Code Description

i,j,k,l,m,n When these variables are used in a register name,
an offset, or an address, they refer to the value of a
register array where the register is part of a group
of repeating registers. The register groups form a
hierarchical structure and the array is represented
with a formula.

y When this variable is used in a register name, an
offset, or an address it refers to the value of a
register array.
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12.3.2.1 REVISION Register (Offset = 1000h) [Reset = 00000000h]
REVISION is shown in Figure 12-5 and described in Table 12-7.
Return to the Summary Table.
IP revision id register
Figure 12-5. REVISION Register
31 30 29 28 27 26 25 24
RESERVED
R-0-Oh
23 22 21 20 19 18 17 16
RESERVED
R-0-Oh
15 14 13 12 11 10 9 8
RESERVED
R-0-Oh
7 6 5 4 3 2 1 0
RESERVED REVISION
R-0-0h R-Oh
Table 12-7. REVISION Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R-0 Oh Reserved
0 REVISION R Oh Revision register
Reset type: PORESETn
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12.3.2.2 SECURITY_ERR_FLAG Register (Offset = 1010h) [Reset = 00000000h]
SECURITY_ERR_FLAG is shown in Figure 12-6 and described in Table 12-8.

Return to the Summary Table.

Security error flag

Figure 12-6. SECURITY_ERR_FLAG Register

31 30 29 28 27 26 25 24
RESERVED
R-0-Oh
23 22 21 20 19 18 17 16
RESERVED
R-0-Oh
15 14 13 12 1 10 9 8
RESERVED FLSEM_ACCE | FLC_MMR_AC | FPI_ILLSIZE FPI_ILLCMD
SS_ERROR | CESS_ERROR
R-0-Oh R-0h R-0h R-0h R-0h
7 6 5 4 3 2 1 0
FPI_ILLMODEC | FPI_ILLRDVER | FPI_ILLERASE | FPI_ILLPROG | FPI_ILLADDR HDP PRIV RESERVED
H
R-0h R-0h R-0h R-0h R-0h R-0h R-0h R-0h
Table 12-8. SECURITY_ERR_FLAG Register Field Descriptions
Bit Field Type Reset Description
31-12 RESERVED R-0 Oh Reserved
11 FLSEM_ACCESS_ERRO (R Oh FLSEM ACCESS ERROR flag
R Reset type: PORESETn
10 FLC_MMR_ACCESS_ER [R Oh FLC MMR ACCESS ERROR flag
ROR Reset type: PORESETn
9 FPI_ILLSIZE R Oh FPI ILLSIZE flag
Reset type: PORESETn
8 FPI_ILLCMD R Oh FPI ILLCMD flag
Reset type: PORESETn
7 FPI_ILLMODECH R Oh FPI ILLMODECH flag
Reset type: PORESETn
6 FPI_ILLRDVER R Oh FPI ILLRDVER flag
Reset type: PORESETn
5 FPI_ILLERASE R Oh FPI ILLERASE flag
Reset type: PORESETn
4 FPI_ILLPROG R Oh FPI ILLPROG flag
Reset type: PORESETn
3 FPI_ILLADDR R Oh FPI ILLADDR flag
Reset type: PORESETn
2 HDP R Oh Hide protection error flag
Reset type: PORESETn
1 PRIV R Oh Privilege error flag
Reset type: PORESETn
0 RESERVED R Oh Reserved
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12.3.2.3 SECURITY_ERR_CLR Register (Offset = 1014h) [Reset = 00000000h]
SECURITY_ERR_CLR is shown in Figure 12-7 and described in Table 12-9.
Return to the Summary Table.
Security error clear
Figure 12-7. SECURITY_ERR_CLR Register
31 30 29 28 27 26 25 24
RESERVED
R-0-0h
23 22 21 20 19 18 17 16
RESERVED
R-0-0h
15 14 13 12 1 10 9 8
RESERVED FLSEM_ACCE | FLC_MMR_AC | FPI_ILLSIZE FPI_ILLCMD
SS_ERROR | CESS_ERROR
R-0-0h R-0/W1C-0h R-0/W1C-0h R-0/W1C-0h R-0/W1C-0h
7 6 5 4 3 2 1 0
FPI_ILLMODEC | FPI_ILLRDVER | FPI_ILLERASE | FPI_ILLPROG | FPI_ILLADDR HDP PRIV RESERVED
H
R-0/W1C-0h R-0/W1C-0h R-0/W1C-0h R-0/W1C-0h R-0/W1C-0h R-0/W1C-0h R-0/W1C-0h R-0/W1C-0h
Table 12-9. SECURITY_ERR_CLR Register Field Descriptions
Bit Field Type Reset Description
31-12 RESERVED R-0 Oh Reserved
11 FLSEM_ACCESS_ERRO |R-0/W1C Oh writing "1' will clear
R SECURITY_ERR_FLAG[FLSEM_ACCESS_ERROR] register.
Reset type: PORESETn
10 FLC_MMR_ACCESS_ER |R-0/W1C Oh writing "1' will clear
ROR SECURITY_ERR_FLAG[FLC_MMR_ACCESS_ERROR] register.
Reset type: PORESETn
9 FPI_ILLSIZE R-0/W1C Oh writing "1' will clear SECURITY_ERR_FLAGI[FPI_ILLSIZE] register.
Reset type: PORESETn
8 FPI_ILLCMD R-0/W1C Oh writing *1' will clear SECURITY_ERR_FLAG[FPI_ILLCMD] register.
Reset type: PORESETn
7 FPI_ILLMODECH R-0/W1C Oh writing '1' will clear SECURITY_ERR_FLAGI[FPI_ILLMODECH]
register.
Reset type: PORESETn
6 FPI_ILLRDVER R-0/W1C Oh writing '1" will clear SECURITY_ERR_FLAGI[FPI_ILLRDVER]
register.
Reset type: PORESETn
5 FPI_ILLERASE R-0/W1C Oh writing '1' will clear SECURITY_ERR_FLAGI[FPI_ILLERASE]
register.
Reset type: PORESETn
4 FPI_ILLPROG R-0/W1C Oh writing '1' will clear SECURITY_ERR_FLAGI[FPI_ILLPROG] register.
Reset type: PORESETn
3 FPI_ILLADDR R-0/W1C Oh writing '1' will clear SECURITY_ERR_FLAGI[FPI_ILLADDR] register.
Reset type: PORESETn
2 HDP R-0/W1C Oh writing "1' will clear SECURITY_ERR_FLAG[HDP] register.
Reset type: PORESETn

494

AM13E230x Microcontrollers

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026
Submit Document Feedback

Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

www.ti.com Error Aggregator Module (EAM)

Table 12-9. SECURITY_ERR_CLR Register Field Descriptions (continued)

Bit Field Type Reset Description
1 PRIV R-0/W1C Oh writing '1" will clear SECURITY_ERR_FLAG[PRIV] register.
Reset type: PORESETn
0 RESERVED R-0/W1C Oh Reserved
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12.3.2.4 SECURITY_ERR_MSTID Register (Offset = 1018h) [Reset = 00000000h]
SECURITY_ERR_MSTID is shown in Figure 12-8 and described in Table 12-10.
Return to the Summary Table.

Security error master id

Figure 12-8. SECURITY_ERR_MSTID Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RESERVED MSTID
R-0-0h R-Oh

Table 12-10. SECURITY_ERR_MSTID Register Field Descriptions

Bit Field Type Reset Description
31-8 RESERVED R-0 Oh Reserved
7-0 MSTID R Oh Security error master ID. This field will be cleared along with the

corresponding flag clear.
Reset type: PORESETn
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12.3.2.5 SECURITY_ERR_ADDR Register (Offset = 101Ch) [Reset = 00000000h]

SECURITY_ERR_ADDR is shown in Figure 12-9 and described in Table 12-11.

Return to the Summary Table.

Security error address

Figure 12-9. SECURITY_ERR_ADDR Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
ADDRESS
R-0h
Table 12-11. SECURITY_ERR_ADDR Register Field Descriptions

Bit Field Type Reset Description

31-0 ADDRESS R Oh Security error address. This field will be cleared along with the
corresponding flag clear.
Reset type: PORESETn
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12.3.2.6 FRI_SEC_FLAG Register (Offset = 1030h) [Reset = 00000000h]
FRI_SEC_FLAG is shown in Figure 12-10 and described in Table 12-12.

Return to the Summary Table.

FRI single error correction flag

Figure 12-10. FRI_SEC_FLAG Register

31 29 28 27 26 25 24 23 22 21 20 19 18 17 16
RESERVED
R-0-0h
15 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RESERVED SEC
R-0-0h R-Oh
Table 12-12. FRI_SEC_FLAG Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R-0 Oh Reserved
0 SEC R Oh Single error correction error
Reset type: PORESETn

498 AM13E230x Microcontrollers

Copyright © 2026 Texas Instruments Incorporated

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026
Submit Document Feedback


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

www.ti.com

Error Aggregator Module (EAM)

12.3.2.7 FRI_SEC_CLR Register (Offset = 1034h) [Reset = 00000000h]
FRI_SEC_CLR is shown in Figure 12-11 and described in Table 12-13.

Return to the Summary Table.

FRI single error correction clear

Figure 12-11. FRI_SEC_CLR Register

31 30 29 28 27 26 25 23 22 21 20 19 18 17 16
RESERVED
R-0-0h
15 14 13 12 11 10 9 7 6 5 4 3 2 1 0
RESERVED SEC
R-0-0h R-0/
W1C-0
h
Table 12-13. FRI_SEC_CLR Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R-0 Oh Reserved
0 SEC R-0/W1C Oh writing '1' will clear FRI_SEC_FLAGI[SEC] register.
Reset type: PORESETn
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12.3.2.8 FRI_SEC_ADDR Register (Offset = 1038h) [Reset = 00000000h]

FRI_SEC_ADDR is shown in Figure 12-12 and described in Table 12-14.

Return to the Summary Table.

FRI single error correction address

Figure 12-12. FRI_SEC_ADDR Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

ADDRESS

R-0Oh

Table 12-14. FRI_SEC_ADDR Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

ADDRESS

R

Oh

Single error correction error address. This field will be cleared along
with the corresponding flag clear.

Reset type: PORESETn
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12.3.2.9 FRI_SEC_MSTID Register (Offset = 103Ch) [Reset = 00000000h]
FRI_SEC_MSTID is shown in Figure 12-13 and described in Table 12-15.
Return to the Summary Table.

FRI single error correction master id

Figure 12-13. FRI_SEC_MSTID Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

RESERVED MSTID
R-0-0h R-0h

Table 12-15. FRI_SEC_MSTID Register Field Descriptions

Bit Field Type Reset Description
31-8 RESERVED R-0 Oh Reserved
7-0 MSTID R Oh Single error correction error master ID. This field will be cleared

along with the corresponding flag clear.
Reset type: PORESETn
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12.3.2.10 FRI_DED_FLAG Register (Offset = 1050h) [Reset = 00000000h]
FRI_DED_FLAG is shown in Figure 12-14 and described in Table 12-16.
Return to the Summary Table.
FRI double error detection flag
Figure 12-14. FRI_DED_FLAG Register
31 30 29 28 27 26 25 24
RESERVED
R-0-0h
23 22 21 20 19 18 17 16
RESERVED
R-0-0h
15 14 13 12 11 10 9 8
RESERVED
R-0-0h
7 6 5 4 3 2 1 0
RESERVED DIAG_DED DED
R-0-0h R-0h R-0h
Table 12-16. FRI_DED_FLAG Register Field Descriptions
Bit Field Type Reset Description
31-2 RESERVED R-0 Oh Reserved
1 DIAG_DED R Oh diagnostic Double error detect error
Reset type: PORESETn
0 DED R Oh Double error detect error
Reset type: PORESETn
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12.3.2.11 FRI_DED_CLR Register (Offset = 1054h) [Reset = 00000000h]
FRI_DED_CLR is shown in Figure 12-15 and described in Table 12-17.

Return to the Summary Table.

FRI double error detection clear

Figure 12-15. FRI_DED_CLR Register

31 30 29 28 27 26 25 24
RESERVED
R-0-0h
23 22 21 20 19 18 17 16
RESERVED
R-0-0h
15 14 13 12 1 10 9 8
RESERVED
R-0-0h
7 6 5 4 3 2 1 0
RESERVED DIAG_DED SEC
R-0-Oh R-0/W1C-0h R-0/W1C-0h
Table 12-17. FRI_DED_CLR Register Field Descriptions
Bit Field Type Reset Description
31-2 RESERVED R-0 Oh Reserved
1 DIAG_DED R-0/W1C Oh writing '1' will clear FRI_DED_FLAG[DIAG_DED] register.
Reset type: PORESETn
0 SEC R-0/W1C Oh writing "1' will clear FRI_DED_FLAG[DED] register.
Reset type: PORESETn
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12.3.2.12 FRI_DED_ADDR Register (Offset = 1058h) [Reset = 00000000h]

FRI_DED_ADDR is shown in Figure 12-16 and described in Table 12-18.

Return to the Summary Table.

FRI double error detection address

Figure 12-16. FRI_DED_ADDR Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

ADDRESS

R-0Oh

Table 12-18. FRI_DED_ADDR Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

ADDRESS

R

Oh

Single error correction error address. This field will be cleared along
with the corresponding flag clear.

Reset type: PORESETn
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12.3.2.13 FRI_DED_MSTID Register (Offset = 105Ch) [Reset = 00000000h]
FRI_DED_MSTID is shown in Figure 12-17 and described in Table 12-19.
Return to the Summary Table.

FRI double error detection master id

Figure 12-17. FRI_DED_MSTID Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

RESERVED MSTID
R-0-0h R-0h

Table 12-19. FRI_DED_MSTID Register Field Descriptions

Bit Field Type Reset Description
31-8 RESERVED R-0 Oh Reserved
7-0 MSTID R Oh Single error correction error master ID. This field will be cleared

along with the corresponding flag clear.
Reset type: PORESETn
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12.3.2.14 SYSMEM_PAR_FLAG Register (Offset = 10B0h) [Reset = 00000000h]
SYSMEM_PAR_FLAG is shown in Figure 12-18 and described in Table 12-20.
Return to the Summary Table.
SYSMEM parity error flag
Figure 12-18. SYSMEM_PAR_FLAG Register
31 30 29 28 27 26 25 24
RESERVED
R-0-Oh
23 22 21 20 19 18 17 16
RESERVED
R-0-Oh
15 14 13 12 11 10 9 8
RESERVED
R-0-Oh
7 6 5 4 3 2 1 0
RESERVED WR_PAR RD_PAR
R-0-0h R-Oh R-Oh
Table 12-20. SYSMEM_PAR_FLAG Register Field Descriptions
Bit Field Type Reset Description
31-2 RESERVED R-0 Oh Reserved
1 WR_PAR R Oh Parity error during write
Reset type: PORESETn
0 RD_PAR R Oh Parity error during read
Reset type: PORESETn
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12.3.2.15 SYSMEM_PAR_CLR Register (Offset = 10B4h) [Reset = 00000000h]
SYSMEM_PAR_CLR is shown in Figure 12-19 and described in Table 12-21.
Return to the Summary Table.
SYSMEM parity error clear

Figure 12-19. SYSMEM_PAR_CLR Register

31 30 29 28 27 26 25 24
RESERVED
R-0-0h
23 22 21 20 19 18 17 16
RESERVED
R-0-0h
15 14 13 12 1 10 9 8
RESERVED
R-0-0h
7 6 5 4 3 2 1 0
RESERVED WR_PAR RD_PAR
R-0-Oh R-0/W1C-0h R-0/W1C-0h
Table 12-21. SYSMEM_PAR_CLR Register Field Descriptions
Bit Field Type Reset Description
31-2 RESERVED R-0 Oh Reserved
1 WR_PAR R-0/W1C Oh writing '1' will clear SYSMEM_PAR_FLAG[WR_PAR] register.
Reset type: PORESETn
0 RD_PAR R-0/W1C Oh writing '1" will clear SYSMEM_PAR_FLAG[RD_PAR] register.
Reset type: PORESETn
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12.3.2.16 SYSMEM_PAR_ADDR Register (Offset = 10B8h) [Reset = 00000000h]
SYSMEM_PAR_ADDR is shown in Figure 12-20 and described in Table 12-22.

Return to the Summary Table.
SYSMEM parity error address

Figure 12-20. SYSMEM_PAR_ADDR Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

ADDRESS

R-0Oh

Table 12-22. SYSMEM_PAR_ADDR Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

ADDRESS

R

Oh

Parity error address. This field will be cleared along with the
corresponding flag clear.
Reset type: PORESETn

508 AM13E230x Microcontrollers

Copyright © 2026 Texas Instruments Incorporated

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026
Submit Document Feedback


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

www.ti.com Error Aggregator Module (EAM)

12.3.2.17 SYSMEM_PAR_MSTID Register (Offset = 10BCh) [Reset = 00000000h]
SYSMEM_PAR_MSTID is shown in Figure 12-21 and described in Table 12-23.
Return to the Summary Table.

SYSMEM parity error master id

Figure 12-21. SYSMEM_PAR_MSTID Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

RESERVED MSTID
R-0-0h R-0h

Table 12-23. SYSMEM_PAR_MSTID Register Field Descriptions

Bit Field Type Reset Description
31-8 RESERVED R-0 Oh Reserved
7-0 MSTID R Oh Parity error master ID. This field will be cleared along with the

corresponding flag clear.
Reset type: PORESETn
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12.3.2.18 TMUROM_PAR_FLAG Register (Offset = 10D0h) [Reset = 00000000h]
TMUROM_PAR_FLAG is shown in Figure 12-22 and described in Table 12-24.
Return to the Summary Table.

TMUROM parity error flag

Figure 12-22. TMUROM_PAR_FLAG Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

RESERVED
R-0-Oh
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
RESERVED PAR
R-0-0h R-Oh

Table 12-24. TMUROM_PAR_FLAG Register Field Descriptions

Bit Field Type Reset Description
31-1 RESERVED R-0 Oh Reserved
0 PAR R Oh Parity error
Reset type: PORESETn
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12.3.2.19 TMUROM_PAR_CLR Register (Offset = 10D4h) [Reset = 00000000h]
TMUROM_PAR_CLR is shown in Figure 12-23 and described in Table 12-25.
Return to the Summary Table.
TMUROM parity error clear

Figure 12-23. TMUROM_PAR_CLR Register

31 30 29 28 27 26 25 24 23 22 21 20

19 18 17 16

RESERVED
R-0-0h
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
RESERVED PAR
R-0-Oh R-0/
W1C-0
h

Table 12-25. TMUROM_PAR_CLR Register Field Descriptions

Bit Field Type Reset Description
31-1 RESERVED R-0 Oh Reserved
0 PAR R-0/W1C Oh writing '1" will clear TMUROM_PAR_FLAG[PAR] register.
Reset type: PORESETn
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12.3.2.20 TMUROM_PAR_ADDR Register (Offset = 10D8h) [Reset = 00000000h]
TMUROM_PAR_ADDR is shown in Figure 12-24 and described in Table 12-26.
Return to the Summary Table.

TMUROM parity error address

Figure 12-24. TMUROM_PAR_ADDR Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

RESERVED ADDRESS
R-0-0h R-0h

Table 12-26. TMUROM_PAR_ADDR Register Field Descriptions

Bit Field Type Reset Description
31-15 RESERVED R-0 Oh Reserved
14-0 ADDRESS R Oh Parity error address. This field will be cleared along with the

corresponding flag clear.
Reset type: PORESETn
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12.3.2.21 TMUROM_PAR_TYPE Register (Offset = 10DCh) [Reset = 00000000h]
TMUROM_PAR_TYPE is shown in Figure 12-25 and described in Table 12-27.
Return to the Summary Table.
TMUROM parity error type

Figure 12-25. TMUROM_PAR_TYPE Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
RESERVED
R-0-Oh
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
RESERVED TYPE
R-0-0h R-Oh

Table 12-27. TMUROM_PAR_TYPE Register Field Descriptions

Bit Field Type Reset Description
31-3 RESERVED R-0 Oh Reserved
2-0 TYPE R Oh Parity error type. This field will be cleared along with the

corresponding flag clear. [0] - YOi ROM table read has parity error
[1] - S1i ROM table read has parity error [2] - S2i ROM table read

has parity error
Reset type: PORESETn
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12.3.2.22 SYSMEM_ACC_FLAG Register (Offset = 10F0h) [Reset = 00000000h]
SYSMEM_ACC_FLAG is shown in Figure 12-26 and described in Table 12-28.
Return to the Summary Table.
SYSMEM access error flag
Figure 12-26. SYSMEM_ACC_FLAG Register
31 30 29 28 27 26 25 24
RESERVED
R-0Oh
23 22 21 20 19 18 17 16
RESERVED
R-0Oh
15 14 13 12 11 10 9 8
RESERVED
R-0h
7 6 5 4 3 2 1 0
RESERVED SYSMEM
access error
R-0h R-0h
Table 12-28. SYSMEM_ACC_FLAG Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R Oh
0 SYSMEM access error R Oh

514 AM13E230x Microcontrollers

Copyright © 2026 Texas Instruments Incorporated

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026
Submit Document Feedback


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS

INSTRUMENTS

www.ti.com
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12.3.2.23 SYSMEM_ACC_CLR Register (Offset = 10F4h) [Reset = 00000000h]
SYSMEM_ACC_CLR is shown in Figure 12-27 and described in Table 12-29.

Return to the Summary Table.

SYSMEM access error clear

Figure 12-27. SYSMEM_ACC_CLR Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
RESERVED
R-Oh
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RESERVED ERR
R-0Oh R/
W1C-0
h
Table 12-29. SYSMEM_ACC_CLR Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R Oh Reserved
0 ERR R/W1C Oh writing 1" will clear SYSMEM_ACC_FLAGIERR] register.
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12.3.2.24 SYSMEM_ACC_ADDR Register (Offset = 10F8h) [Reset = 00000000h]
SYSMEM_ACC_ADDR is shown in Figure 12-28 and described in Table 12-30.

Return to the Summary Table.

SYSMEM access error address

Figure 12-28. SYSMEM_ACC_ADDR Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

ADDRESS

R-0Oh

Table 12-30. SYSMEM_ACC_ADDR Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

ADDRESS

R

Oh

Access error address. This field will be cleared along with the
corresponding flag clear.

516 AM13E230x Microcontrollers

Copyright © 2026 Texas Instruments Incorporated

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026
Submit Document Feedback


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS

INSTRUMENTS

www.ti.com

Error Aggregator Module (EAM)

12.3.2.25 SYSMEM_ACC_TYPE Register (Offset = 10FCh) [Reset = 00000000h]
SYSMEM_ACC_TYPE is shown in Figure 12-29 and described in Table 12-31.

Return to the Summary Table.

SYSMEM access error type

Figure 12-29. SYSMEM_ACC_TYPE Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 A1
RESERVED TYPE
R-0h R-0h
Table 12-31. SYSMEM_ACC_TYPE Register Field Descriptions
Bit Field Type Reset Description
31-5 RESERVED R Oh Reserved
4-0 TYPE R Oh Access error type. This field will be cleared along with the
corresponding flag clear. [4] - CBUS Access Error [3] - SBUS Access
Error [2] - Write Error [1] - Read Error [0] - Fetch Error
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Chapter 13
Flash (NVM)

i3 TEXAS INSTRUMENTS

The Flash module provides nonvolatile memory (NVM) for storing executable code and data.
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13.1 Introduction to Flash and OTP Memory

Flash is an electrically erasable/programmable nonvolatile memory that can be programmed and erased many
times to ease code development. Flash memory can be used primarily as a program memory for the core, and
secondarily as static data memory. This section describes the proper sequence to configure the wait states and
operating mode of Flash. This section also includes information on one-time programmable (OTP) Flash, how to
improve Flash performance by enabling the Flash cache mode, and the SECDED safety feature. The nonvolatile
memory system provides in-system programmable flash memory for storing executable code and data. This
chapter describes the functionality provided by the nonvolatile memory system.

13.1.1 Flash Features
Key features of the Flash nonvolatile memory system include:

» Two Flash Banks up to 256KB each (refer to the device data sheet for flash sizes)
* In-circuit program and erase supported across the entire supply voltage range

» Flash commands for Program, Erase, Mode Change, Read-verify, and Blank-verify functions
* Internal programming voltage generation

» 128-bit flash word size (144-bit when ECC is present)

» Static write protection (latched at boot and held until Power on Reset)

» Dynamic write protection (configurable at runtime)

» Sector (1KB) and Bank (up to 256KB) Erase

» Automatic hardware pre-verification to extend flash bank longevity

» Automatic hardware post-verification of program/erase

» ECC Single Error Correction Dual Error Detection (SECDED) protection

» Bank address swap mode (for OTA dual-image firmware updates)

» Program register cache for time efficient programming (2, 4, or 8 flash words)

13.1.2 System Components

The nonvolatile memory system consists of three components (listed below):

* One or more flash memory banks (for storing code and data)

* The flash controller (for managing all program/erase operations on the flash banks)
» The read interface (for interfacing the flash banks to the CPU and peripheral bus)

Non-volatile Memory System
Peripheral Bus c Flfsrl]l - Flasé‘a':]"fg‘ory <> | Rerzfad CPU
(for software - . ontrofler nterface | 4 = Sub System
configuration) Program/ | |y FlashMemory i _|i Bank (for I/D fetch)
Erase Bank 1 Swap
IRQ - o Flash Memor L )
Write <> Bank 2 y Sl ECC Peripheral Bus
Protection SECDED : [ » (for DMA read
e Flash Memory L access)
ECC o Bank 3 g
Encoder L Flash Memory L » ECC SEC error
Il Bank 4 il » ECC DED error

Figure 13-1. Non-volatile Memory System Components

Note
AM13E23x devices have 2 flash memory banks.

13.1.3 Terminology

Key flash bank terms are defined in this section to be used as a reference for the rest of this chapter.
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Table 13-1. NVM System Terminology
Term Definition Size
Flash word Basic data size for program and read operations on the flash memory 128 data bits (144 bits with ECC)
(also the read bus width to the system)
. Group of flash words within a sector, with maximum program operation 16 flash words (256 data bytes,
Word line -~ .
limit before sector erase optionally 16 ECC bytes)
Sector Group of word lines that are erased together (minimum erase resolution |8 word lines (2048 data bytes,
of the flash memory) optionally 128 ECC bytes)
Group of sectors that can be mass erased in one operation. Only one
Bank read, program, erase, or verify operation can run concurrently on a given |Variable
bank.
Region Logical assignment of a region of flash memory from a bank. Variable

13.2 Flash Memory Bank Organization

The flash memory is used for storing application code and data, the device boot configuration, and parameters
which are preprogrammed by Tl from the factory. The flash memory is organized into one or more banks, and
the memory in each bank is further mapped into one or more logical memory regions and assigned system
address space for use by the application.

13.2.1 Banks

The nonvolatile memory system provides support for up to 5 flash memory banks (enumerated as BANKO
through BANK4). The number of flash banks present is device dependent. AM13E23x devices implement 2 flash
memory banks (BANKO and BANK1).

On AM13E23x devices, a program/erase operation on a bank will also stall read requests issued to the bank

which is executing the program/erase operation, but it will not stall read requests issued to any other bank. As

such, the presence of multiple banks enables application cases such as:

» Dual-image firmware updates (an application can execute code out of one flash bank while a second image is
programmed to a second symmetrical flash bank without stalling the application execution)

* EEPROM emulation (an application can execute code out of one flash bank while a second flash bank is
used for writing data without stalling the application execution)

13.2.2 Flash Memory Regions

The memory within each bank is mapped to one or more logical regions based upon the functions that the
memory in each bank supports. There are four regions: FACTORY, NONMAIN (Configuration NVM), MAIN
(Flash Memory), and DATA.

Table 13-2. Flash Memory Regions

Flash Memory Region Region Contents Executable Used by Programmed by
. Boot ROM TI Only
FACTORY Device ID and other parameters No Application (Read-Only)
NONMAIN Device boot configuration
(Configuration NVM) (BCR and BSL) No Boot ROM Tl, User
MAIN (Flash Memory) Application code and data Yes Application User
DATA Data, or EEPROM emulation No Application User

Devices with one bank implement the FACTORY, NONMAIN, and MAIN regions on BANKO (the only bank
present), and the data region is not available. Devices with multiple banks also implement FACTORY,
NONMAIN, and MAIN regions on BANKO, but include additional banks (BANK1 through BANKX) that can
implement MAIN or DATA regions.

All devices include a memory-mapped FACTORY region which provides read-only data describing the
capabilities of a device as well as any factory-provided trim information for use by application software.
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13.2.3 Addressing
The flash memory regions are assigned to address space in the system memory map.

The NONMAIN, DATA, and FACTORY regions are assigned to the peripheral address space (0x6000_0000) as
the memory does not contain any executable code. The CPU can not fetch executable instructions from this
region.

The MAIN region is assigned to both the code address space (0x0000_0000) and the peripheral address space
(0x6000_0000). Instruction and data fetches are recommended to always be done through the code address
space as this gives the best performance. The CPU can not fetch executable instructions from this region.

Error Correction Code (ECC)

For error correction code (ECC) support, the ECC codes for all memory regions are also assigned to an address
space and software can read the ECC codes as data for diagnostic purposes. It is also possible to read the
contents of any of the memory regions without ECC correction applied.

13.2.3.1 Flash Memory Map

The following table lists the system address space assignments. These assignments are consistent for all
devices.

Table 13-3. Flash Region Memory Map

Region Read Type ECC Behavior Base Address
NONMAIN Data read Corrected 0x6010.0000
ECC code 0x6026.0000
MAIN Instruction fetch or data read Corrected 0x0000.0000
Data read ECC code 0x6020.0000
DATA Data read Corrected 0x6011.8000
ECC code 0x6028.0000
FACTORY Data read Corrected 0x6011.0000
ECC code 0x6027.0000

NONMAIN, DATA, and FACTORY data reads are processed through the peripheral bus and peripheral address
space only. MAIN regions can be accessed through either the CPU bus matrix or through the peripheral bus,
depending on whether code address space or peripheral address space is used. The code address space

is recommended for CPU accesses (instruction fetches or data reads), as these accesses do not cross the
peripheral bus and thus do not compete with the DMA for control of the peripheral bus. See the bus architecture
section for a detailed description of the bus interconnect.

For ECC, an access to an ECC code address returns the 16-bit ECC value for the entire 128-bit flash word that
was accessed.

13.2.4 Memory Organization Examples

Figure 13-2 is an example of a single bank configuration with a 64KB MAIN region. NONMAIN and FACTORY
regions are also included in the single bank (BANKO) with the MAIN region. Most devices with a main region
<128KB in size implement a single-bank configuration.
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) CPU/DMA
Flash Banks Memory Region
ry Reg Address Space
1 sector » NONMAIN (512B) ——» 0x6010.0000 — 0x6010.01FF
1 sector » FACTORY (128B) ——» 0x6011.8000 — 0x6011.87FF
256 sectors 0x0000.0000 — 0x0003.FFFF
256kB > MAIN (256kB) > (CPU Fetch)

Figure 13-2. Memory Organization Example - Single Bank Configuration

Figure 13-3 is an example of a three bank configuration with a 512KB MAIN region split across BANKO and
BANK?1, with a 16KB DATA region provided in BANK2. Like the single bank example, NONMAIN and FACTORY
regions are included in BANKO. This example supports EEPROM emulation in the DATA region without stalling
fetches to MAIN, and it also supports dual-image applications where BANKO main can be written to without
stalling fetches to BANK1 main (and the reverse). Most devices with a main Igion 2256KB in size implement a
multibank configuration.

CPU/DMA
Address Space
» NONMAIN (512B) ———> 0x6010.0000 — 0x6010.0FFF
» FACTORY (128B) ——» 0x6011.8000 — 0x6011.87FF

MAIN (256kB)
256 sectors 0x0000.0000 — 0x0003.FFFF
256kB | Bank swap possible (CPU fetch)

with BANK1 MAIN

Flash Banks Memory Region

» NONMAIN (512B) — 0x6010.1000 — 0x6010.1FFF

» FACTORY (128B) ——— 0x6011.9000 — 0x6011.97FF

MAIN (256kB)
256 sectors 0x0004.0000 — 0x0007.FFFF
256kB "| Bank swap possible (CPU fetch)

with BANKO MAIN

Figure 13-3. Memory Organization Example - Multiple Bank Configuration
13.3 Flash Controller

The flash controller manages all program, erase, and verification operations performed on the nonvolatile
memory system. Memory-mapped registers exist in the peripheral region of the device memory map which must
be configured by software to perform operations on the flash memory.

Tl provides software abstraction for the flash controller as a part of the DriverLib layer of the software
development kit (SDK). Tl recommends using the DriverLib abstraction layer when operating on the flash
memory with software, but this is not a mandatory requirement. To use the DriverLib software abstraction layer
to perform operations on the flash memory, review the software development kit (SDK) documentation provided
separately from this document. To directly operate on the flash memory with using low level register accesses to
the flash controller, review the remainder of this section in detail.
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Note
The flash control registers (FLASH_CTRL_REGS and NVMNW_REGS) are not always be configured
to default values after a reset. This can occur if the boot configuration routine (BCR) or boot strap
loader (BSL) performs an operation on the flash memory during boot. When configuring the flash
control registers for an operation, verify that all registers which are relevant for the operation are
correctly configured.

13.3.1 Overview of Flash Controller Commands

Operations on the flash memory are executed by configuring the command type (CMDTYPE) and command
control (CMDCTL) registers for the desired command, along with any other registers which must be configured
for a particular command, and writing 0x01 to the command execute (CMDEXEC) register to initiate the
command.

When 0x01 is set in CMDEXEC, the commanded operation begins executing. While an operation is executing,
most configuration registers are blocked for writes until the operation completes. Some registers (for example,
mask registers) can change state under hardware control while the operation runs to completion. The flash
controller indicates completion of the commanded operation by setting the CMDDONE bit in the command status
(STATCMD) register. The flash controller also sources an interrupt vector to the CPU subsystem to indicate a
“DONE” status when an operation has completed.

The software sequence of setting the CMDEXEC bit and waiting for the CMDDONE response must be executed
from either the device SRAM or from a different flash bank from the bank that is being operated on, as the

flash controller takes control of the flash bank undergoing the operation. Reads to the flash bank that is being
operated on while the flash controller is executing the command are not predictable.

The flash controller provides five basic commands for operating on the flash memory, specified in the
COMMAND field of the CMDTYPE register. These commands are described in Table 13-4.

Table 13-4. Flash Controller Commands

Command Description
NOOP No operation (default setting).
PROGRAM Selects a program operation on the flash memory.
ERASE Selects an erase operation on the flash memory.
READVERIFY Selects a standalone read verify operation.

There are two additional commands: Mode Change for only changing the bank and pump modes (which are
otherwise set automatically by hardware) and no other operation; and Clear Status.

Note
Tl recommends calling the clear status command (CMDTYPE = 0x5) before calling any flash
operation.

13.3.2 Command Diagnostics

The flash controller updates several software-readable registers to communicate information about an initiated
operation.

13.3.2.1 Command Status

The STATCMD register is a read-only register which provides diagnostic information about an operation which

is been initiated or completed. The CMDINPROGRESS bit indicates that an operation is currently ongoing. The
CMDDONE bit indicates that an operation has completed. These bits can be polled by software to determine the
state of the flash controller during operations.

In addition, the STATCMD register has the following bitfields for additional diagnostic information:

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026 AM13E230x Microcontrollers 523
Submit Document Feedback
Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

Flash (NVM) www.ti.com

+« CMDPASS: Command pass bit to indicate if a command passed (valid when CMDDONE is 1).

*  FAILWEPROT: Indicates the command failed due to Write/Erase protect sector violation.

* FAILVERIFY: Indicates the command failed due to verify error.

* FAILILLADDR: Indicates the command failed due to the use of an illegal address.

* FAILMODE: Indicates the command failed because a bank is set to a mode other than READ. Program and
Erase commands cannot be initiated unless all banks are in READ mode.

* FAILINVDATA: Indicates that the PROGRAM command failed because a program attempted to store a 0
value as a 1.

* FAILMISC: This is an extra bit that indicates the command failed due to error outside of what is currently
defined.

13.3.2.2 Address Translation

The address status (STATADDR) register is a read-only register which can be read to determine the current bank
ID, region ID, and bank address which the flash controller is pointing to. These values can increment during
execution of certain commands, in which case the value present after the completion of a command indicates
the last address touched by the flash controller.

13.3.2.3 Pulse Counts

The pulse count status (STATPCNT) register is a read-only register which can be read to determine the current
pulse count applied during a program or erase operation.

13.3.3 NOOP Command

When not using the flash controller, it is best to set the COMMAND field to NOOP to prevent any unintentional
operations on the flash memory in the event that the CMDEXEC bit is unintentionally set. Executing a NOOP
command has no effect on the flash memory.

13.3.4 PROGRAM Command

The program command is used to write (program) the flash memory. Specifically, the purpose of a PROGRAM

operation is to configure the flash bits in one or more flash words from the nondeterministic erased state to the

deterministic programmed state. Once a byte is programmed using the PROGRAM command, the byte can not
be re-programmed unless the sector is erased using the ERASE command.

All devices support single flash word programming of 128 data bits (plus 16 ECC bits) at a time, with control to
limit the scope of a program operation to specific bytes within a 128-bit flash word.

AM13E23x devices additionally have support for a multi-word programming mode where 2 or 4 flash words can
be written with a single commanded operation. Multi-word programming, when available, significantly speeds
up programming when multiple words need to be programmed (for example, during production programming or
firmware updates).

13.3.4.1 Program Bit Masking Behavior

The flash controller provides a program verification mechanism to extend the lifetime of the flash bank.

During program operations, the command data (CMDDATAX) registers are used by the flash controller as a
programming bit mask to indicate which specific bits in the flash word require program pulses. As a result,
data which is loaded into the CMDDATAX registers before starting the program operation will be lost from

the CMDDATAX registers during and/or upon completion of the program operation. If the same data is to be
programmed again, the CMDDATAX registers must be re-loaded by software with the correct data values to be
programmed.

13.3.4.2 Target Data Alignment

There are two options for loading data to be programmed: direct mode or indexed mode. The programmer must
select the mode that is most suitable to the application requirements.
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Additional alignment rules apply when loading data into the CMDDATAx and CMDECCx registers on devices
that support multiword programming, even if the multiword programming feature is not used and only single word
programming is not used.

* 1-word program operations must have CMDADDR (the target system address) aligned to a ObO00 boundary
(for example, the 3 LSBs in CMDADDR must be zero).

» 2-word program operations must have CMDADDR (the target system address) aligned to a 0b0O000 boundary
(for example, the 4 LSBs in CMDADDR must be zero).

* 4-word program operations must have CMDADDR (the target system address) aligned to a 0b0.0000
boundary (for example, the 5 LSBs in CMDADDR must be zero).

Direct Data Load

To configure a program operation with direct data loading, the target data is loaded into the appropriate
CMDDATAX registers based on the number of flash words supported by the device, the target address
alignment, and the target data size. For example, if a 4-word program operation is to be initiated on a device
supporting 4-word programming, the CMDDATAO-CMDDATAY registers are populated with the target data. If
ECC is being specified directly (rather than automatically calculated by the flash controller) then the appropriate
CMDECCXx registers also needs to be populated with the ECC values for each data word being programmed.

Indexed Data Load

Rather than buffering data into all the CMDDATAX registers individually, it is possible to use only the
CMDDATAQO-CMDDATAA1 registers in combination with an index register (CMDDATAINDEX) to indicate the flash
word offset of the data being loaded. In this way, the index can be adjusted for each word loaded, and each
target data word can be written to the same 128-bit space (CMDDATAO-CMDDATA1). When an index is applied,
the loaded data is mapped by the hardware into the appropriate CMDDATAX register. For example, if a 4-word
program operation is to be initiated on a device supporting 4-word programming, the CMDDATA1:0 registers are
loaded 4 times with the target data, with CMDDATAINDEX being incremented by one before each new word is
loaded into CMDDATA1:0.

Alignment Rules

The alignment rules for each device configuration (2 or 4 words) is given in the tables below with guidance on
how target data must be placed with the CMDDATAx, CMDECCx, and CMDDATAINDEX registers for 1, 2, or 4
word programming operations.

Table 13-5. Data Load Alignment for Programming of 2 Flash Words

D;’:;i"s't-;asd Indexed Load Index | 1 Word Aligned to 0b000 2 Words Aligned to 060000 | W°;1‘;32g:ed o
CMDDATA3:2 / CMDINDEX = 1 Target data word 0 if the target Tar Not supported
CMDECC1 =1 |address ends in 061000 get data word 1
Table 13-6. Data Load Alignment for Programming of 4 Flash Words

D;’:;; L0ad | Indexed Load Index | 1 Word Aligned to 06000 2 Words Aligned to 060000 | W°;1232g:ed to
e
UTte? | cvomose | SIS I s (0 s e
URTtel | cvomomcs | SISt s 0% s
UL | cvonoescs |t st |Gyt O s
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13.3.4.3 Executing a PROGRAM Operation

To program the flash memory:

1.

No

Select the command in the CMDTYPE register:

a. Set the COMMAND field in the CMDTYPE register to PROGRAM.

b. Setthe SIZE field in the CMDTYPE register to the desired size (1, 2, or 4 flash words). The hardware
does not check for invalid configuration of the SIZE field; software must verify that the selection option
is supported by the device. Note that SECTOR and BANK sizes are not valid sizes for PROGRAM
operations. These sizes only apply to erase operations.

Configure the program command in the CMDCTL register:

a. On devices with ECC, the flash controller by default generates the needed ECC bits from the data during
the PROGRAM operation. Optionally, software can override the hardware ECC code generation and
manually provide the ECC code to be programmed by setting the ECCGENOVR bit in CMDCTL register.

Select the target programming address in the CMDADDR and CMDBYTEN register:

a. Load the target system address into the CMDADDR register to indicate the base address from which
programming starts. The target address must be a flash word address (128-bit aligned). The flash
controller translates the system address into the applicable flash region, bank ID, and bank address. If
desired, after the operation completes the flash region, bank ID, and bank address can be read from the
STATADDR register. In a multi-word program, STATADDR indicates the bank ID and the final address
programmed.

b. If subword programming (programming of less than the full 128 or 144 bit flash word) is desired,
configure the CMDBYTEN register to set the bytes within the addressed flash word which are to
be programmed. Each bit in CMDBYTEN corresponds to a byte in the addressed flash word to be
programmed, including the ECC byte. For example, programming of the ECC code can be masked by
clearing bit 8 in CMDBYTEN while programming the data bytes of the flash word. Note that there is a
maximum number of program operations allowed per word line before a sector erase must be applied
(see the device specific data sheet for the maximum).

Load the data to program into the CMDDATAX registers:

a. For a single flash word programming operation (128 or 144 bits depending on the presence of ECC),
load the data into the CMDDATAX registers consistent with the alignment requirements (for devices
which only support single-word programming, CMDDATAO and CMDDATA1 are always used regardless
of the target address).

b. For multi-word programming (if available and selected), load data into the CMDDATAX registers
consistent with the alignment rules and the size of the multi-word program operation specified in step 1.

c. IFECCGENOVR in the CMDCTL register is set above (disabling hardware ECC code generation),
then write the ECC data in the CMDDATAECCO register (for single word programming) and optionally
additional CMDDATAECCKX registers as applicable for multi-word programming.

d. Note that the CMDDATA registers are used as bit masking registers by the flash controller during the
program operation; after the operation completes, the values written to these registers are overwritten by
the flash controller.

Validate the write protection scheme is configured to allow writes to the target addresses (see the write

protection section of this guide for additional information on configuring write protection).

Execute the program operation by writing 0x1 to the CMDEXEC register.

Monitor for completion of the program operation:

a. The STATCMD register can be polled to determine the status of the program operation. The
CMDINPROGRESS bit is set by hardware as soon as the command is initiated. The CMDDONE bit
is set when the operation terminates.

b. When CMDDONE is set, the CMDPASS bit is reset or set at the same time to indicate whether the
operation completed successfully or failed. If a program attempted to load on a protected region, the
FAILWEPROT or FAILILLADDR bit is asserted depending on dynamic or static write protection. If the
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program operation cannot be completed successfully within the maximum program pulse count limit
FAILVERIFY is asserted. See the device-specific data sheet for maximum program times.

8. After completion of a program operation, the flash controller configures several settings:
a. All dynamic write protection registers are set to a protected state (to protect against inadvertent
programming)
b. All data registers are set to 1.
c. All program byte enables are cleared to 0.

9. Following programming of the flash memory, there can be stale data in the processor's cache logic. Before
reading programmed locations, Tl recommends to first flush the cache in the CPU subsystem.

Note
Direct user configuration is not required. The Tl Flash API takes care of these steps for the user. This
information is provided for debug/reference.

13.3.5 ERASE Command

The erase command is used to erase individual sectors of flash memory (for MAIN, NONMAIN, or DATA
regions) or a complete bank of flash memory (for MAIN regions only). From this erased state, bits can later be
programmed to a ‘0’ state or a '1' state as desired using the PROGRAM command. It is not possible to erase
with a resolution lower than one sector (1KB) with sector alignment. For devices with multiple banks, a bank
erase must be executed on all banks to erase the entire MAIN region on the device.

13.3.5.1 Erase Sector Masking Behavior

The flash controller provides an erase verification mechanism to extend the lifetime of the flash bank. The
CMDWEPROTXx registers are used as an erase mask and are manipulated by the flash controller during the
execution of the erase operation. At the end of all erase operations, the CMDWEPROTX registers are set to a
fully protected state to prevent against inadvertent programming and must be re-configured before attempting
another program or erase operation.

13.3.5.2 Executing an ERASE Operation

To erase a sector or bank of the flash memory, follow these steps:
1. Select the command in the CMDTYPE register:
a. Setthe COMMAND field in the CMDTYPE register to ERASE.
b. Setthe SIZE field in the CMDTYPE register to SECTOR or BANK. Sizes other than SECTOR or BANK
(for example, ONEWORD) are not supported by the ERASE command. It is the responsibility of software
to check the configuration before issuing an ERASE command.

2. Select the target erase address in the CMDADDR register:

a. Store the target system address into the CMDADDR register to indicate the base address of the sector
or bank to be erased. When performing a bank erase with write protection enabled (such that only
unprotected sectors are erased), ensure that the address written to CMDADDR is in an unprotected
sector. The flash controller will translate the system address into the applicable flash region, bank ID,
and bank address. If desired, after the operation completes the flash region, bank ID, and bank address
can be read from the STATADDR register.

3. Ensure the write protection scheme is configured to allow writes to the target sectors (see the write
protection section of this guide for additional information on configuring write protection).

4. Execute the erase operation by writing 0x1 to the CMDEXEC register.

5. Monitor for completion of the erase operation:

a. The STATCMD register can be polled to determine the status of the erase operation. The
CMDINPROGRESS bit will be set by hardware as soon as the command is initiated. The CMDDONE bit
will be set when the operation terminates. When CMDDONE is set, the CMDPASS bit will be reset or set
at the same time to indicate whether the operation completed successfully or failed.
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6.

b. If an erase was attempted on a protected region, the FAILWEPROT bit is asserted.
c. Ifthe erase operation cannot be completed successfully within the maximum erase pulse count limit,
FAILVERIFY will be asserted.

After completion of the erase operation, the flash controller will configure several settings to protect against
inadvertent programming:

a. All dynamic write protection registers are set to a protected state.

13.3.6 READVERIFY Command

The read verify command can be used to read a flash location and compare the data to data which is preloaded
into the CMDDATA registers of the flash controller. The command can be applied to a single flash word,
multiple flash words (if the device supports multi-word programming), an entire sector, or an entire bank. When
performing a read verify on an entire sector or bank, the data in CMDDATAX will be re-used.

13.3.6.1 Executing a READVERIFY Operation

To execute a read verify command, follow these steps:

1.

o

Select the command in the CMDTYPE register:

a. Set the COMMAND field in the CMDTYPE register to READVERIFY.
b. Setthe SIZE field in the CMDTYPE register to the desired size.

Configure the read verify command in the CMDCTL register:

a. If the desire is to manually provide ECC bits along with the data, set the ECCGENOVR bit in the
CMDCTL register. If ECCGENOVR is cleared, the flash controller will generate ECC bits for comparison
based on the provided compare data.

Select the target address to verify on the CMDADDR register:

a. Load the target system address into the CMDADDR register to indicate the base address to be verified.
The flash controller will translate the system address into the applicable flash region, bank ID, and bank
address. If desired, after the operation completes the flash region, bank ID, and bank address can be
read from the STATADDR register.

Load the data to verify into the CMDDATAX registers:

a. For single word verification, write the data to be verified to the CMDDATAO and CMDDATAA1 registers.
For multi-word verification, if available on the target device, write the data to be verified to the
appropriate CMDDATAX registers beyond CMDDATAO and CMDDATA1.

Configure the byte enable settings in the CMDBYTEN register:

a. Any CMDBYTEN bit set to logic “0” will mask the associated data byte from being compared during the
execution of the READVERIFY command. This can be used to verify data less than one flash word (less
than 64 bits).

Execute the read verify operation by writing 0x1 to the CMDEXEC register.

Monitor for completion of the read verify operation:

a. The STATCMD register can be polled to determine the status of the erase operation. The
CMDINPROGRESS bit will be set by hardware as soon as the command is initiated. The CMDDONE bit
will be set when the operation terminates. When CMDDONE is set, the CMDPASS bit will be reset or set
at the same time to indicate whether the read verification passed or failed.

b. The FAILVERIFY bit in STATCMD will be set if any data read from the flash did not match the expected
data loaded in CMDDATAX.

After completion of the read verify operation, the flash controller will configure several settings:

a. All dynamic write protection registers are set to a protected state (to protect against inadvertent
programming).

b. All data registers are set to ‘1’s.
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c. All program byte enables are cleared to ‘O’s.

13.3.7 Overriding the System Address With a Bank ID, Region ID, and Bank Address

Normally, flash controller commands are targeted to a specific flash location by loading a system memory
map address into the CMDADDR register. This is the recommended way to specify the target address for a
PROGRAM, ERASE, or READVERIFY command. In this mode of operation, the flash controller automatically
translates the system address into the corresponding bank ID, region ID, and bank address which are used
to execute the command on the flash memory. Application software does not need to specify these items
individually; only the system address is needed.

However, in some circumstances direct specification of the target flash bank, region, and address in the
specified bank/region is needed. For example, if the desire is to erase a complete bank when doing a mass
erase operation on the device, application software actually does not need to have any knowledge of the system
address of the bank to be erased- the software only needs to specify the bank ID and region ID to the flash
controller to erase the bank.

To use the flash controller to execute a command in address override mode, set the ADDRXLATEOVR bit in the
CMDCTL register, and specify the bank ID, region, and bank address before executing the command. To return
to system addressed mode, clear ADDRXLATEOVR. ADDRXLATEOVR is cleared by default (supporting system
address operation).

Example Case - Bank Erase with ADDRXLATEOVR

To erase the MAIN region of BANKO by specifying the bank ID and region instead of the system address, follow
the steps in Section 13.3.5.2, but replace step 2 with the alternate steps given below:

1. Setthe ADDRXLATEOVR bitin CMDCTL to enable address translation override mode
2. Specify BANKO by setting the BANKSEL field to 0x1 in the CMDCTL register

3. Specify the MAIN region by setting the REGIONSEL field to 0x1 in the CMDCTL register
4. Setthe CMDADDR register to 0x0000.0000

13.3.8 FLASHCTL Events

The flash controller contains one event publisher (CPU_INT) to manage FLASHCTL interrupt requests (IRQs) to
the CPU subsystem through a static event route.

Table 13-7 summarizes the FLASHCTL events.
Table 13-7. FLASHCTL Events

Event Type Source Destination Route Configuration Functionality
CPU Interrupt Publisher |FLASHCTL CPU Subsystem | Static route CPU_INT Fixed interrupt route from
Event registers FLASHCTL to CPU

13.4 Write Protection

The flash controller provides two write protection mechanisms (one static, one dynamic) which are applied
in parallel (logical OR) to protect user-specified sectors during any attempted program or erase operation.
If a program or erase operation is issued to a write protected flash sector, the operation terminates with a
FAILWEPROT error reported in the STATCMD register.

Note
This is the lowest priority of Write Protection, after Global Security Controller configurations of 2 layers
(Life-cycle HW Blocking + WDPROC Blocking). Refer to the GSC Chapter for additional details.
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13.4.1 Write Protection Resolution

The write protection resolution for both the static and dynamic write protection mechanisms is dependent on the
flash bank and memory region which is being protected.

Flash Bank Memory Region Write Protection Resolution
NONMAIN 512B (Entire Region)
0 MAIN 1KB (1 sector) for first 32KB (32 sectors)
8KB (8 sectors) for remaining sectors
NONMAIN 512B (Entire Region)
1 MAIN 8KB (8 sectors)
DATA 1KB (1 sector)

13.4.2 Static Write Protection

The static write protection scheme is configured and latched during device boot by the immutable ROM boot
code before the main application in flash can execute. After a flash sector is configured to be write protected
through the static write protection mechanism, software cannot remove the protection at runtime without a
reboot. Thus, sectors protected by static write protection can be thought of as immutable after boot. This type of
protection is useful for protecting a custom bootloader in a dual-image application, or for extending the secure
root of trust from the ROM boot code into a portion of the main flash region to enable a secure boot manager
with locked public keys.

The static write protection scheme is configured by programming the appropriate bits in the NONMAIN flash
region, which is read by the boot code before the main application starts. The NONMAIN flash sector can be
statically write protected, resulting in a system in which the static write protection scheme is fully permanent and
cannot be modified. If the NONMAIN sector is configured to be statically protected, along with any other flash
sectors, all statically protected flash sectors can be functionally viewed as read only memory which cannot be
updated by any means.

Static write protection can be configured for all sectors of flash memory across all banks present on a device.
Program or erase static write protected area will cause illegal address failure, and the FAILILLADDR bit in
STATCMD will be set. Instructions for configuring the static write protection, along with the rest of the NONMAIN
region, are given in Boot Configuration.

13.4.3 Dynamic Write Protection

The dynamic write protection scheme is intended to be configured at runtime by software. This scheme provides
a simple way for application software to specify sectors to protect from modification by any program or erase
operations that are issued with the flash controller. Unlike the static write protection mechanism, the dynamic
mechanism is not lockable and thus does not provide any level of data security.

There are two primary uses for dynamic write protection. First, it provides an extra level of robustness against
unintentional program or erase of specified sectors in applications that involve in-system programming for either
firmware updates or EEPROM emulation. Second, it provides a way to simplify a situation where a bank erase
is desired but a small number of sectors should not be erased when a bank erase command is issued. One
example would be an application running on a single-bank device in which most of the MAIN region sectors are
used to store the executable image, but a few sectors are used to store device-specific data that should not be
erased during a firmware update. In that case, the sectors containing the device-specific data can be protected
with dynamic write protection, and a bank erase command can be issued to erase all other sectors. This has the
benefit that the majority of the MAIN region can be erased with a single command (a bank erase) rather than
individual sector-by-sector commands, which would have a longer overall erase time and use more energy.

The dynamic write protection scheme is configured by setting up the CMDWEPROTX registers in the flash
controller. The CMDWEPROTX registers cover one flash bank at a time. This means that these registers must be
configured with knowledge of which flash bank an attempted program or erase operation will be applied to. Note
that the CMDWEPROTX registers are reset to a protected state at the end of all program and erase operations.
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These registers must be re-configured by software before a new operation is initiated. Program or erase dynamic
write protected area will cause write/erase protction failure, and the FAILWEPROT bit in STATCMD will be set.

13.4.3.1 Configuring Protection for the MAIN Region

The CMDWEPROTA register is used to configure the dynamic write protection for the first 32 sectors (32KB) of
the MAIN region in BANKO. Each bit corresponds to one sector of the MAIN region, starting from the beginning

of the MAIN region. CMDWEPROTA is only applicable to operations on the lower 32 sectors of the MAIN region
of BANKO (sectors 0-31). It is not used during program/erase operations applied to other sectors.

The CMDWEPROTB register is also used to configure the dynamic write protection for the MAIN region. There
are two modes in which CMDWEPROTB is applied, depending on whether the program/erase operation is being
applied to BANKO or BANK1. In the case of a program/erase operation on BANKO, CMDWEPROTB protects
sectors 32-255 in 8-sector increments (1 bit per 8KB), starting from BIT4. BITO-BIT3 in CMDWEPROTB are
ignored. The lower 32 sectors (sectors 0-31 of BANKO) are protected by CMDWEPROTA. In the case of a
program/erase operation on BANK1, CMDWEPROTB protects sectors 0-255 in 8-sector increments (1 bit per 8
sectors), starting from BITO in CMDWEPROTB.

13.4.3.2 Configuring Protection for the NONMAIN Region

The CMDWEPROTNM register protects the NONMAIN region from program and erase. One protection bit is
provided per sector.

13.5 Flash Read Interface

The Flash subsystem includes one Flash Read Interface modules (FRI-1). The Flash read interface modules
provide a means for the various initiators on the system to perform read operations on Flash memory. These
initiators include:

* M33 CPU: The CPU has one 128-bit instruction fetch bus, and two 64-bit data buses.

* DMA: The DMA module can perform 64-bit data reads of Flash memory.

* Debug Interface: A debugger connected to M33 CPU can perform data read accesses to Flash memory
locations.

The Flash read interface is addressable through one or more Flash read ports. Because of bank interleaving
and support for bank swapping during firmware updates, Flash code banks do not have a fixed mapping to

CPU address space. Rather, each read port has a fixed address range, but can map to a different Flash

region depending on the current system configuration. The Flash bank access router performs the background
translation, routing read access requests to the intended bank or banks as directed by the Global Security
Controller (GSC). The are two types of Flash read operations that can be performed: program instruction fetches
for CPU execution, and data accesses.

FRI-1: CPU1 Program

FRI-1 interfaces with the instruction fetch bus of the M33 CPU, and is primarily used for executing program code
on the CPU. Additionally, FRI-1 is connected to all data read initiators in the system. This read interface has four
read ports, numbered RP0 to RP3. These read ports are mapped to code banks depending on the configuration
of BANKMODE and BANKMAP.CPU1SWAP registers in the SSU. These settings are described in subsequent
sections.

FRI-3: Firmware Update Region

FRI-3 provides an address range to be used for programming and verifying an updated firmware image into
the second half of Flash memory, while the current application continues to execute from the first half through
FRI-1 and FRI-2 (if present). When the firmware update is complete, the Flash memory ranges can then be
swapped using BANKMAP.CPUxSWAP, and the newly programmed firmware now executes from FRI-1 and
FRI-2 (if present). This supports Firmware-Over-The-Air (FOTA) and Live Firmware Update (LFU) firmware
upgrade mechanisms. FRI-3 does not have an instruction fetch interface—only data reads are possible from all
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system initiators. FRI-3 has two read ports, numbered RPO to RP1, which are mapped to available Flash code
memory.

FRI-4: Data Bank

FRI-4 is exclusively used for the data bank (FLC1.B4), and does not have an instruction fetch interface. Thus,
application code cannot be executed from the data bank; only read accesses are possible from all system
initiators. FRI-4 has one read port (RPQ) which has a fixed mapping to the data Flash bank, and does not
change based on the BANKMODE or BANKMAP.CPUxSWAP settings.

13.5.1 Bank Modes and Swapping

The BANKMODE register in the SSU_GEN_REGS register range configures the system Flash bank mode
setting. These modes determine the allocation of Flash memory to primary CPUs in the system, and whether
the swapping feature is enabled for firmware updates. The BANKMODE register is loaded from the BANKMGMT
sector of the active code bank pair in FLC1 during device boot. The active BANKMGMT sector is determined
based on the values of the BANK_STATUS and BANK_UPDATE fields; afterward, the winning BANKMGMT
sector is used to configure the system BANKMODE.

The available bank mode options are described in Table 13-8.
Table 13-8. CPU Bank Modes

BANKMODE Flash Mapping Swap Enabled 1-CPU Devices
0 All program Flash mapped to CPU1 No Available
1 Yes Available
2 Reserved N/A N/A
3 N/A N/A

The FLBANKSWAP.USEUPPER register bitfield in SYSCTL is used to determine the current active A/B swap
setting for firmware updates using FOTA or LFU.

For specific mappings of Flash address ranges to read port addresses refer to the device data sheet.
13.5.2 Flash Wait States

When a CPU performs a read access to a Flash memory address, data is returned after (RWAIT + 1) MCLK
cycles.

For an access to the SECCFG or BANKMGMT Flash regions, data is returned after 10 MCLK cycles.

RWAIT defines the number of random access wait states, and is configured using the RWAIT field in the
FRDCNTL register. At reset, RWAIT defaults to a value of 2. RWAIT can be reconfigured to a lower value when
the CPU clock frequency is low enough to accommodate the Flash access time. For a table of supported RWAIT
values versus CPU clock frequency ranges, refer to the device data sheet.

For a given system clock frequency, configure RWAIT using the following formula:

RWAIT = ceiling( i - 1) (12)

where MCLK is the system operating frequency, and FCLK is the Flash clock frequency.
FCLK must be < FCLK,,ax, the allowed maximum Flash clock frequency defined in the device data sheet.

If RWAIT results in a fractional value when calculated using the above formula, round up RWAIT to the nearest
integer.

Note
Zero wait state reads are only supported when MCLK <= 50MHz.
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13.5.3 Buffer and Cache Mechanisms

Each Flash read interface includes mechanisms designed to maximize performance for read operations. These
mechanisms include:

» A program code block cache (MAIN Region Block Cache for both Data and Code Access)

* Aline buffer for data read operations (Only for NONMAIN/ENGR Regions, not MAIN region)

These mechanisms are disabled by default at device boot, and must be configured to enable them before
application execution commences.

13.5.4 Flash Read Arbitration

Each Flash read interface contains multiple levels of arbitration to determine in which order concurrent read
requests from multiple initiators are serviced.

1. The first level of arbitration is a fixed priority arbiter between CPU read buses. Data Read Bus 1 (DRB1)
always gets a higher priority than Data Read Bus 2 (DRB2). This arbitration level enables zero-wait-state
switching between the two data buses belonging to the same CPU. The actual data read bus used for a
specific read request is automatically generated by the compiler.

2. The second level of arbitration is the L1 data read pipeline. This level arbitrates between data read requests
generated by multiple initiators in the system. The initiators are selected using a round-robin pointer. The
round-robin selection order for FRI-1, FRI-3, and FRI-4 is as follows:

a. CPU1

b. DMA

c. Data Pre-read
d. DEBUGSS

Switching between initiators incurs a one-cycle pipeline delay, to allow for the round-robin pointer change.
3. For FRI-1, there is a third level of arbitration between fetch and data requests (L2). This arbiter is also a

round-robin arbiter like the second level, with selection using the following order:

a. Instruction fetch (CPU1 for FRI-1)

b. L1 data read pipeline output

Changes to the L2 round-robin pointer incur a one-cycle pipeline delay, similar to the L1 arbiter.

13.5.5 Error Correction Code (ECC) Protection

The device features an end-to-end safety architecture, with ECC logic. When a Flash data read or instruction
fetch operation is performed, ECC check bits are sent along with the data bits onto the CPU program or data
buses. The CPU automatically checks incoming instructions and data using the ECC bits, correcting single-bit
data errors, and generating a fault for double-bit (uncorrectable) errors. These errors generate a regular interrupt
for a single-bit error, or a non-masking interrupt (NMI) for a double-bit error.

Each 8-bit ECC code is computed based on the requested data address and 64 bits of data. For each 128-bit
Flash word, there are two ECC codes (8 for the upper 64 bits and 8 for the lower 64 bits), for a total of 16 ECC
bits. ECC bits can be independently read through separate FRI read port memory regions as described in the
device data sheet.

For more information on ECC protections, see the Chapter 3 chapter.

Note
Read accesses from other initiators such as the debugger or DMA do not have ECC protection. This
means flash memory reads from these initiators do not have error detection and correction enabled.

13.5.6 Procedure to Change Flash Read Interface Registers

While configuring a Flash Read Interface (FRI), no accesses to any Flash memory that is covered by the Flash
Read Interface can be in progress. This includes instructions still in the CPU pipeline, data reads, and instruction
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prefetch operations. To be sure that no access takes place during the configuration change, follow the procedure
shown below for any code that modifies the Flash Read Interface registers.

1. Start executing the application code from RAM or Flash.

2. Branch to or call the Flash configuration code (that writes the FRI registers) in RAM. This is required
to properly flush the CPU pipeline before the configuration change. Any function that changes the FRI
configuration must reside in RAM, and cannot execute from Flash memory using the same FRI.

3. Execute the Flash configuration code to configure the FRI registers (FRDCNTL, FRIX_INTF_CTRL, and so
on).

4. At the end of the Flash configuration code execution, wait nine cycles to allow the write instructions to
propagate through the CPU pipeline. This must be done before the return-from-function call is made.

5. Return to the calling function residing in Flash or RAM, and continue execution.

Note
Flash read interfaces that do not include instruction fetch capability, such as FRI-3 and FRI-4, can be
configured by code executing directly from Flash, provided that no data access to the covered Flash
banks is being made. In such cases, verify that no current data access to the target Flash banks is
being performed by placing the FRI configuration code in a separate function. Be sure to wait nine
cycles to flush the CPU pipeline before branching back to regular application execution.

13.6 Read Interface

The read interface provides the read path to the CPU subsystem (for instruction/data fetch), the read path to
the peripheral bus (for use by the DMA controller or CPU), main bank address swapping, and detection and
reporting of ECC SEC or DED errors.

13.6.1 Bank Address Swapping

Devices that contain more than one bank support swapping of the MAIN regions of the banks within the address
space. This mechanism enables two versions of application firmware to be programmed into the device without
the firmware needing to know which physical bank it exists in.

Table 13-9 gives an example of the mapping before and after a bank swap is requested for a device with a
512KB main flash split across 2 banks (256KB each).
Table 13-9. Bank Address Swap Translation

Bank and Region Address Space Before Swap Address Space After Swap
BANKO MAIN 0x0000.0000 — 0x0003.FFFF 0x0004.0000 — 0x0007.FFFF
BANK1 MAIN 0x0004.0000 — 0x0007.FFFF 0x0000.0000 — 0x0003.FFFF

After a device reset, the MAIN region of the lower bank is always mapped to the lowest address space. The
application software is responsible for determining if a bank address swap is to be applied. The bank address
swap control is contained within the SYSCTL module; see the SYSCTL chapter for register and bit definitions.
During an address swap, the application software must meet the following constraints:

1. The software must disable interrupts before issuing the bank swap command.

2. The software must poll the bank swap status after issuing the bank swap command before proceeding with
execution.

3. If the swap command and poll status routines are executing from flash, they must exist at the exact same
location in both banks such that execution resumes from where it left off after the bank swap. This restriction
does not apply if the bank swap and status polling is done from SRAM and not from flash memory.

13.6.2 ECC Error Handling

The read interface detects and corrects single bit errors in a 64-bit flash word (SEC) and detects dual-bit errors
in a 64-bit flash word (DED). ECC checks are ignored for an “all-1’s” or “all-0’s” scenario.
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13.6.2.1 Single bit (correctable) errors

Single bit errors are corrected automatically before the requested data is returned to either the CPU subsystem
or the peripheral bus (DMA). Errors occurring as a result of a debug access are not reported.

13.6.2.2 Dual bit (uncorrectable) errors

Dual bit errors are detectable but not correctable and are indicated to SYSCTL. SYSCTL can be configured to
generate either a nonmaskable interrupt (NMI) or a reset, as uncorrectable errors can be fatal. Errors occurring
as a result of a debug access are not reported.

13.7 FLASH Registers
This Section describes the FLASH Registers.
13.7.1 FLASH Base Address Table
Table 13-10. FLASH Base Address Table

Bit Field Name
DriverLib Name Base Address
Instance Structure
FlashRegs FLASH_CTRL_REGS FLASH 0x4002_8000
NvmnwRegs NVMNW_REGS NVMNW 0x4004_2000
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13.7.2 FLASH_CTRL_REGS Registers

Table 13-11 lists the memory-mapped registers for the FLASH_CTRL_REGS registers. All register offset
addresses not listed in Table 13-11 should be considered as reserved locations and the register contents should

not be modified.

Table 13-11. FLASH_CTRL_REGS Registers

Offset Acronym Register Name Group Section
1000h  FRDCNTL Flash Read Control Register Go
100Ch  FRD_INTF_CTRL Flash Read Interface Control Register Go
1100h  ECC_ENABLE ECC Enable Go
1104h  FECC_CTRL ECC Control Go

Complex bit access types are encoded to fit into small table cells. Table 13-12 shows the codes that are used for

access types in this section.

Table 13-12. FLASH_CTRL_REGS Access Type Codes

Access Type Code ‘
Read Type
R |Read
Write Type
W | write

Reset or Default Value

-n

‘Value after reset or the default value

Register Array Variables

i,j,k,l,m,n

with a formula.

When these variables are used in a register name,
an offset, or an address, they refer to the value of a
register array where the register is part of a group
of repeating registers. The register groups form a
hierarchical structure and the array is represented

register array.

When this variable is used in a register name, an
offset, or an address it refers to the value of a
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13.7.2.1 FRDCNTL Register (Offset = 1000h) [Reset = 02000201h]
FRDCNTL is shown in Figure 13-4 and described in Table 13-13.
Return to the Summary Table.
Flash Read Control Register
Figure 13-4. FRDCNTL Register

31 30 29 28 27 26 25 24
RESERVED RESERVED
R-0Oh R/W-2h
23 22 21 20 19 18 17 16
RESERVED
R-0Oh
15 14 13 12 1 10 9 8
RESERVED RWAIT
R-0Oh R/W-2h
7 6 5 4 3 2 1 0
RESERVED WS0_MODE
R-0h R/W-1h

Table 13-13. FRDCNTL Register Field Descriptions

Bit Field Type Reset Description
31-28 RESERVED R Oh Reserved
27-24 RESERVED R/W 2h Reserved
23-12 RESERVED R Oh Reserved
11-8 RWAIT R/W 2h Random read waitstate

These bits indicate how many waitstates are added to a flash read/
fetch access. The RWAIT value can be set anywhere from 0 to OxF.
For a flash access, data is returned in RWAIT+1 MCLK cycles.
Note: The required wait states for each MCLK frequency can be
found in the device data manual.

Reset type: SYSRST

7-1 RESERVED R Oh Reserved
0 WS0_MODE R/W 1h When set, waitstate of the flash will be forced to 0 Waitstate.
When this bit is set, RWAIT and TRIMENGRRWAIT values will be
ignored.

Reset type: SYSRST
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13.7.2.2 FRD_INTF_CTRL Register (Offset = 100Ch) [Reset = 00000000h]
FRD_INTF_CTRL is shown in Figure 13-5 and described in Table 13-14.
Return to the Summary Table.
Flash Read Interface Control Register
Figure 13-5. FRD_INTF_CTRL Register
31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 11 10 9 8
RESERVED
R-0h
7 6 5 4 3 2 1 0
RESERVED CODE_CACHE | DATA_CACHE_| RESERVED
_EN EN
R-0h R/W-0h R/W-0h R/W-0h
Table 13-14. FRD_INTF_CTRL Register Field Descriptions
Bit Field Type Reset Description
31-16 RESERVED R Oh Reserved
15-3 RESERVED R Oh Reserved
2 CODE_CACHE_EN R/W Oh Code cache enable.
0 A value of 0 disables the Code cache.
1 A value of 1 enables the Code cache.
Reset type: SYSRST
1 DATA_CACHE_EN R/W Oh Data cache enable.
0 A value of 0 disables the data cache.
1 A value of 1 enables the data cache.
Reset type: SYSRST
0 RESERVED R/W Oh Reserved
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13.7.2.3 ECC_ENABLE Register (Offset = 1100h) [Reset = 0000000Ah]
ECC_ENABLE is shown in Figure 13-6 and described in Table 13-15.
Return to the Summary Table.

ECC Enable

Figure 13-6. ECC_ENABLE Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

RESERVED
R-0h

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
RESERVED ENABLE
R-0h R/W-Ah

Table 13-15. ECC_ENABLE Register Field Descriptions

Bit Field Type Reset Description
31-16 RESERVED R Oh Reserved
15-4 RESERVED R Oh Reserved
3-0 ENABLE R/W Ah ECC enable. A value of 0xA would enable ECC. Any other value
would disable ECC.
Reset type: SYSRST
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13.7.2.4 FECC_CTRL Register (Offset = 1104h) [Reset = 00000000h]
FECC_CTRL is shown in Figure 13-7 and described in Table 13-16.
Return to the Summary Table.
ECC Control
Figure 13-7. FECC_CTRL Register
31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-0Oh
15 14 13 12 11 10 9 8
RESERVED
R-0Oh
7 6 5 4 3] 2 1 0
RESERVED ECC_TEST_EN
R-0h R/W-0h
Table 13-16. FECC_CTRL Register Field Descriptions
Bit Field Type Reset Description
31-16 RESERVED R Oh Reserved
15-2 RESERVED R Oh Reserved
1-0 ECC_TEST_EN R/W Oh ECC test mode enable.
00 ECC test mode disabled
01 ECC test mode enabled, one of the 64 data bits is flipped and fed
to the redundant ECC logic (on both ECC logic low and ECC logc
high blocks).
11 ECC test mode enabled, Two of the 64 data bits are flipped and
fed to the redundant ECC logic (on both ECC logic low and ECC logc
high blocks).
10 Reserved
Reset type: SYSRST
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13.7.3 NVMNW_REGS Registers

Table 13-17 lists the memory-mapped registers for the NVMNW_REGS registers. All register offset addresses
not listed in Table 13-17 should be considered as reserved locations and the register contents should not be
modified.

Table 13-17. NVMNW_REGS Registers

Offset Acronym Register Name Group Section
1100h CMDEXEC Command Execute Register Go
1104h  CMDTYPE Command Type Register Go
1108h  CMDCTL Command Control Register Go
1120h  CMDADDR Command Address Register Go
1124h  CMDBYTEN Command Program Byte Enable Register Go
112Ch  CMDDATAINDEX Command Data Index Register Go
1130h CMDDATAO Command Data Register 0 Go
1134h  CMDDATA1 Command Data Register 1 Go
1138h  CMDDATA2 Command Data Register 2 Go
113Ch  CMDDATA3 Command Data Register Bits 127:96 Go
1140h  CMDDATA4 Command Data Register 4 Go
1144h  CMDDATA5 Command Data Register 5 Go
1148h  CMDDATA6 Command Data Register 6 Go
114Ch  CMDDATA7 Command Data Register 7 Go
1150h  CMDDATAS8 Command Data Register 8 Go
1154h  CMDDATA9 Command Data Register 9 Go
1158h  CMDDATA10 Command Data Register 10 Go
115Ch  CMDDATA11 Command Data Register 11 Go
1160h  CMDDATA12 Command Data Register 12 Go
1164h  CMDDATA13 Command Data Register 13 Go
1168h  CMDDATA14 Command Data Register 14 Go
116Ch  CMDDATA15 Command Data Register 15 Go
11BOh  CMDDATAECCO Command Data Register ECC 0 Go
11B4h  CMDDATAECC1 Command Data Register ECC 1 Go
11B8h  CMDDATAECC2 Command Data Register ECC 2 Go
11BCh  CMDDATAECC3 Command Data Register ECC 3 Go
11DOh  CMDWEPROTA Command Write Erase Protect A Register Go
11D4h  CMDWEPROTB Command Write Erase Protect B Register Go
1210h  CMDWEPROTNM Command Write Erase Protect Non-Main Register Go
13DOh  STATCMD Command Status Register Go

Complex bit access types are encoded to fit into small table cells. Table 13-18 shows the codes that are used for
access types in this section.

Table 13-18. NVMNW_REGS Access Type Codes

Access Type ‘ Code ‘ Description
Read Type
R ‘ R ‘ Read
Write Type
w W | write
Reset or Default Value
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Table 13-18. NVMNW_REGS Access Type Codes
(continued)

Access Type

Code

Description

-n

Value after reset or the default

value
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13.7.3.1 CMDEXEC Register (Offset = 1100h) [Reset = 00000000h]
CMDEXEC is shown in Figure 13-8 and described in Table 13-19.

Return to the Summary Table.

Command Execute Register:

Initiates execution of the command specified in the CMDTYPE register.

This register is blocked for writes after being written to 1 and prior to
STATCMD.DONE being set by the flash wrapper hardware.

flash wrapper hardware clears this register after the processing of the command

has completed.

Figure 13-8. CMDEXEC Register

31 30 29 28 27 26 25 24

23 22 21 20 19 18 17 16

RESERVED
R-0Oh
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
RESERVED VAL
R-0Oh R/W-0h

Table 13-19. CMDEXEC Register Field Descriptions

Bit Field Type Reset Description
31-1 RESERVED R Oh Reserved
0 VAL R/W Oh Command Execute value Initiates execution of the command

specified in the CMDTYPE register.
0Oh (R/W) = Command will not execute or is not executing in flash

wrapper
1h (R/W) = Command will execute or is executing in flash wrapper
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13.7.3.2 CMDTYPE Register (Offset = 1104h) [Reset = 00000000h]
CMDTYPE is shown in Figure 13-9 and described in Table 13-20.
Return to the Summary Table.
Command Type Register
This register specifies the type of command to be executed by the flash wrapper
hardware.
This register is blocked for writes after CMDEXEC is written to a 1 and
prior to STATCMD.DONE being set by the hardware to indicate that
command execution has completed.
Figure 13-9. CMDTYPE Register
31 30 29 28 27 26 25 24
RESERVED
R-Oh
23 22 21 20 19 18 17 16
RESERVED
R-Oh
15 14 13 12 11 10 9 8
RESERVED
R-Oh
7 6 5 4 3 2 1 0
RESERVED SIZE RESERVED COMMAND
R-Oh R/W-0h R-Oh R/W-0h
Table 13-20. CMDTYPE Register Field Descriptions
Bit Field Type Reset Description
31-7 RESERVED R Oh Reserved
6-4 SIZE R/W Oh Command size
Oh (R/W) = Operate on 1 flash word
1h (R/W) = Operate on 2 flash words
2h (R/W) = Operate on 4 flash words
3h (R/W) = Operate on 8 flash words
4h (R/W) = Operate on a flash sector
5h (R/W) = Operate on an entire flash bank
3 RESERVED R Oh Reserved
2-0 COMMAND R/W Oh Command type
Oh (R/W) = No Operation
1h (R/W) = Program
2h (R/W) = Erase
3h (R/W) = ReadVerify - Perform a standalone ReadVerify operation.

operation.

= ONEWORD

4h (R/W) = Mode Change - Perform a mode change only, no other

5h (R/W) = Clear Status - Clear status bits in FW_SMSTAT only.
6h (R/W) = Blank Verify - Check whether a flash word is in the
erased state. This command may only be used with CMDTYPE.SIZE

544

AM13E230x Microcontrollers

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026

Copyright © 2026 Texas Instruments Incorporated

Submit Document Feedback


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

www.ti.com Flash (NVM)

13.7.3.3 CMDCTL Register (Offset = 1108h) [Reset = 00000000h]
CMDCTL is shown in Figure 13-10 and described in Table 13-21.
Return to the Summary Table.

Command Control Register This register configures specific capabilities of the state machine for related to the
execution of a command. This register is blocked for writes after CMDEXEC is written to a 1 and prior to
STATCMD.DONE being set by the hardware to indicate that command execution has completed.

Figure 13-10. CMDCTL Register

31 30 29 28 27 26 25 24
RESERVED
R-Oh
23 22 21 20 19 18 17 16
RESERVED DATAVEREN | SSERASEDIS |ERASEMASKDI| PROGMASKDI | ECCGENOVR | ADDRXLATEO
s s VR
R-Oh R/W-0h R/W-Oh R/W-0h R/W-0h R/W-Oh R/W-0h
15 14 13 12 11 10 9 8
POSTVEREN | PREVEREN | RESERVED | REGIONSEL RESERVED
R/W-Oh R/W-0h R-Oh R/W-0h R/W-0h
7 6 5 4 3 2 1 0
RESERVED | BANKSEL MODESEL
R/W-Oh R/W-Oh R/W-0h

Table 13-21. CMDCTL Register Field Descriptions

Bit Field Type Reset Description
31-22 RESERVED R Oh Reserved
21 DATAVEREN R/W Oh Enable invalid data verify.

This checks for 0->1 transitions in the memory when

a program operation is initiated. If such a transition is found, the
program will

fail with an error without executing the program.

Oh (R/W) = Disable

1h (R/W) = Enable

20 SSERASEDIS R/W Oh Disable Stair-Step Erase. If set, the default VHV trim voltage setting
will be used for all erase pulses. By default, this bit is reset, meaning
that the VHV voltage will be stepped during successive erase pulses.
The step count, step voltage, begin and end voltages are all hard-
wired.

Oh (R/W) = Enable

1h (R/W) = Disable

19 ERASEMASKDIS R/W Oh Disable use of erase mask for erase

Bit masking will not be used during erase verify. If one or more
sectors fail the

verify either before (prever) or after (postver) the operation, then all
specified

flash sectors will receive subsequent erase pulse.

Oh (R/W) = Enable

1h (R/W) = Disable

18 PROGMASKDIS R/W Oh Disable use of program mask for programming.

Bit masking will not be used during program verify. If one or more bits
fail the

verify either before (prever) or after (postver) the operation, then all
specified

flash entries will receive subsequent program pulse.

Oh (R/W) = Enable

1h (R/W) = Disable
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Table 13-21. CMDCTL Register Field Descriptions (continued)
Bit Field Type Reset Description
17 ECCGENOVR R/W Oh Override hardware generation of ECC data for program. Use data

written to CMDDATAECC*.
Oh (R/W) = Do not override
1h (R/W) = Override

16 ADDRXLATEOVR R/wW Oh Override hardware address translation of address in CMDADDR
from a system address to a bank address and bank ID. Use data
written to CMDADDR directly as the bank address. Use the value
written to CMDCTL.BANKSEL directly as the bank ID. Use the value
written to CMDCTL.REGIONSEL directly as the region ID.

Oh (R/W) = Do not override

1h (R/W) = Override

15 POSTVEREN R/W 1h Enable verify after program or erase
Oh (R/W) = Disable
1h (R/W) = Enable

14 PREVEREN R/W 1h Enable verify before program or erase. For program, bits already
programmed to the requested value will be masked. For erase,
sectors already erased will be masked.

Oh (R/W) = Disable

1h (R/W) = Enable

13 RESERVED R Oh Reserved
12-9 REGIONSEL R/W Oh Bank Region
A specific region ID can be written to this field to indicate to which
region an

operation is to be applied if CMDCTL.ADDRXLATEOVR is set.
1h (R/W) = Main Region

2h (R/W) = Non-Main Region
4h (R/W) = Trim Region
8h (R/W) = Engr Region
8-5 RESERVED R/W Oh
4 BANKSEL R/W Oh Bank Select
A specific Bank ID can be written to this field to indicate to which
bank an

operation is to be applied if CMDCTL.ADDRXLATEOVR is set.
1h (R/W) = Bank 0

2h (R/W) = Bank 1

4h (R/W) = Bank 2

8h (R/W) = Bank 3

10h (R/W) = Bank 4

3-0 MODESEL R/wW Oh Mode

This field is only used for the Mode Change command type.
Otherwise, bank

and pump modes are set automaticlly through the NW hardware.
Oh = Read Mode

2h = Read Margin 0 Mode

4h = Read Margin 1 Mode

6h = Read Margin 0B Mode

7h = Read Margin 1B Mode

9h = Program Verify Mode

Ah = Program Single Word

Bh = Erase Verify Mode

Ch = Erase Sector

Eh = Program Multiple Word

Fh = Erase Bank
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13.7.3.4 CMDADDR Register (Offset = 1120h) [Reset = 00000000h]
CMDADDR is shown in Figure 13-11 and described in Table 13-22.

Return to the Summary Table.

Command Address Register:

This register forms the target address of a command. The use cases are as

follows:

1) For single-word program, this address indicates the flash bank word to be
programmed.
2) For multi-word program, this address indicates the first flash bank address
for the program. The address will be incremented for further words.

3) For sector erase, this address indicates the sector to be erased.

4) For bank erase, the address indicates the bank to be erased.

Note the address written to this register will be submitted for translation to the
flash wrapper address translation interface, and the translated address

will be used to access the bank. However, if the
CMDCTL.ADDRXLATEOVR bit is set, then the address written to this register will
be used directly as the bank address.
This register is blocked for writes after a 1 is written to the CMDEXEC
register and prior to STATCMD.DONE being set by the flash wrapper

hardware.

Figure 13-11. CMDADDR Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8

7

6 5 4 3 2 1

VAL

R/W-0h

Table 13-22. CMDADDR Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

VAL

R/W

Oh

Address value
Oh = Minimum value of [VAL]

FFFFFFFFh = Maximum value of [VAL]
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13.7.3.5 CMDBYTEN Register (Offset = 1124h) [Reset = 00000000h]
CMDBYTEN is shown in Figure 13-12 and described in Table 13-23.
Return to the Summary Table.

Command Program Byte Enable Register:

This register forms a per-byte enable for programming data. For data bytes to
be programmed, a 1 must be written to the corresponding bit in this register.
Normally, all bits are written to 1, allowing program of full flash words.

However, leaving some bits 0 allows programming of 8-bit, 16-bit, 32-bit

or 64-bit portions of a flash word.

During verify, data bytes read from the flash will not be checked if the
corresponding CMDBYTEN bit is 0.

ECC data bytes are protected by the 1-2 MSB bits in this register, depending on
the presence of ECC and the flash word data width.

This register is blocked for writes after a 1 is written to the CMDEXEC

register and prior to STATCMD.DONE being set by the flash wrapper

hardware.

This register is written to all 0 after the completion of all flash wrapper commands.

Figure 13-12. CMDBYTEN Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 O
RESERVED RESERVED VAL
R-0h R/W-0h R/W-0h
Table 13-23. CMDBYTEN Register Field Descriptions
Bit Field Type Reset Description
31-18 RESERVED R Oh Reserved
17-8 RESERVED R/W Oh
7-0 VAL R/W Oh Command Byte Enable value. A 1-bit per flash word byte value is
placed in this register.
Oh = Minimum value of [VAL]
0003FFFFh = Maximum value of [VAL]
548 AM13E230x Microcontrollers SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026

Copyright © 2026 Texas Instruments Incorporated

Submit Document Feedback


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

www.ti.com Flash (NVM)

13.7.3.6 CMDDATAINDEX Register (Offset = 112Ch) [Reset = 00000000h]
CMDDATAINDEX is shown in Figure 13-13 and described in Table 13-24.
Return to the Summary Table.

Command Program Data Index Register:

When multiple data registers are available for multi-word program, this register
can be written with an index which points to one of the data registers. When
a write to CMDDATA* is done, the data will be written to the physical

data register indexed by the value in this register.

Up to 8 data registers can be present, so this register can be written with 0x0
to 0x7. If less than 8 data registers are present, successive MSB bits of this
register are ignored when indexing the CMDDATA* registers.

This register is blocked for writes after a 1 is written to the CMDEXEC
register and prior to STATCMD.DONE being set by the flash wrapper
hardware.

Figure 13-13. CMDDATAINDEX Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

RESERVED VAL
R-0Oh R/W-0h

Table 13-24. CMDDATAINDEX Register Field Descriptions

Bit Field Type Reset Description
31-3 RESERVED R Oh Reserved
2-0 VAL R/W Oh Data register index

Oh = Minimum value of [VAL]
7h = Maximum value of [VAL]
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13.7.3.7 CMDDATAO Register (Offset = 1130h) [Reset = 00000000h]
CMDDATAQ is shown in Figure 13-14 and described in Table 13-25.
Return to the Summary Table.

Command Data Register 0

This register forms the data for a command.

For DATAWIDTH == 128: This register represents bits 31:0 of flash word data register 0.
For DATAWIDTH == 64: This register represents bits 31:0 of flash word data register 0.
This register is blocked for writes after a 1 is written to the CMDEXEC

register and prior to STATCMD.DONE being set by the flash wrapper

hardware.

This register is used to aggregate masking for bits that do not

require additional program pulses during program operations, and will be

written to all 1 after the completion of all flash wrapper commands.

Use cases for the CMDDATA* registers are as follows:

1) Program - These registers contain the data to be programmed.

2) Erase - These registers are not used.

Figure 13-14. CMDDATAO Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

VAL
R/W-0h

Table 13-25. CMDDATAO Register Field Descriptions
Bit Field Type Reset Description

31-0 VAL R/W FFFFFFFFh | A 32-bit data value is placed in this field.
Oh = Minimum value of [VAL]
FFFFFFFFh = Maximum value of [VAL]
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13.7.3.8 CMDDATA1 Register (Offset = 1134h) [Reset = 00000000h]
CMDDATAA1 is shown in Figure 13-15 and described in Table 13-26.

Return to the Summary Table.

Command Data Register 1

This register forms the data for a command.
For DATAWIDTH == 128: This register represents bits 63:32 of flash word data register 0.
For DATAWIDTH == 64: This register represents bits 63:32 of flash word data register 0.
This register is blocked for writes after a 1 is written to the CMDEXEC
register and prior to CMDSTAT.DONE being set by the flash wrapper

hardware.

This register is used to aggregate masking for bits that do not

require additional program pulses during program operations, and will be
written to all 1 after the completion of all flash wrapper commands.

Use cases for the CMDDATA* registers are as follows:

1) Program - These registers contain the data to be programmed.

2) Erase - These registers are not used.

Figure 13-15. CMDDATA1 Register

Oh = Minimum value of [VAL]

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
VAL
R/W-0h
Table 13-26. CMDDATA1 Register Field Descriptions
Bit Field Type Reset Description
31-0 VAL R/W FFFFFFFFh | A 32-bit data value is placed in this field.

FFFFFFFFh = Maximum value of [VAL]
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13.7.3.9 CMDDATA2 Register (Offset = 1138h) [Reset = 00000000h]
CMDDATAZ2 is shown in Figure 13-16 and described in Table 13-27.

Return to the Summary Table.

Command Data Register 2

This register forms the data for a command.
For DATAWIDTH == 128: This register represents bits 95:64 of flash word data register 0.
For DATAWIDTH == 64: This register represents bits 31:0 of flash word data register 1.

This register is blocked for writes after a 1 is written to the CMDEXEC
register and prior to STATCMD.DONE being set by the flash wrapper

hardware.

This register is used to aggregate masking for bits that do not

require additional program pulses during program operations, and will be
written to all 1 after the completion of all flash wrapper commands.

Use cases for the CMDDATA* registers are as follows:

1) Program - These registers contain the data to be programmed.

2) Erase - These registers are not used.

Figure 13-16. CMDDATA2 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

VAL

R/W-0h

Table 13-27. CMDDATAZ2 Register Field Descriptions

Bit

Field

Type

Reset Description

31-0

VAL

R/W

FFFFFFFFh |A 32-bit data value is

Oh = Minimum value of [VAL]
FFFFFFFFh = Maximum value of [VAL]

placed in this field.
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13.7.3.10 CMDDATAZ3 Register (Offset = 113Ch) [Reset = 00000000h]
CMDDATAS3 is shown in Figure 13-17 and described in Table 13-28.
Return to the Summary Table.

Command Data Register 3

This register forms the data for a command.

For DATAWIDTH == 128: This register represents bits 127:96 of flash word data register 0.
For DATAWIDTH == 64: This register represents bits 63:32 of flash word data register 1.
This register is blocked for writes after a 1 is written to the CMDEXEC

register and prior to STATCMD.DONE being set by the flash wrapper

hardware.

This register is used to aggregate masking for bits that do not

require additional program pulses during program operations, and will be

written to all 1 after the completion of all flash wrapper commands.

Use cases for the CMDDATA* registers are as follows:

1) Program - These registers contain the data to be programmed.

2) Erase - These registers are not used.

Figure 13-17. CMDDATAS3 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 2 1 0
VAL
R/W-0h
Table 13-28. CMDDATA3 Register Field Descriptions

Bit Field Type Reset Description

31-0 VAL R/W FFFFFFFFh | A 32-bit data value is placed in this field.
Oh = Minimum value of [VAL]
FFFFFFFFh = Maximum value of [VAL]
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13.7.3.11 CMDDATA4 Register (Offset = 1140h) [Reset = 00000000h]
CMDDATAA4 is shown in Figure 13-18 and described in Table 13-29.
Return to the Summary Table.

Command Data Register 4

This register forms the data for a command.

For DATAWIDTH == 128: This register represents bits 31:0 of flash word data register 1.
For DATAWIDTH == 64: This register represents bits 31:0 of flash word data register 2.
This register is blocked for writes after a 1 is written to the CMDEXEC

register and prior to STATCMD.DONE being set by the flash wrapper

hardware.

This register is used to aggregate masking for bits that do not

require additional program pulses during program operations, and will be

written to all 1 after the completion of all flash wrapper commands.

Use cases for the CMDDATA* registers are as follows:

1) Program - These registers contain the data to be programmed.

2) Erase - These registers are not used.

Figure 13-18. CMDDATA4 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7

6

5 4 3 2 1 0

VAL

R/W-0h

Table 13-29. CMDDATAA4 Register Field Descriptions

Bit Field Type Reset Description

Oh = Minimum value of [VAL]
FFFFFFFFh = Maximum value of [VAL]

31-0 VAL R/W FFFFFFFFh | A 32-bit data value is placed in this field. T
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13.7.3.12 CMDDATAS Register (Offset = 1144h) [Reset = 00000000h]
CMDDATAS is shown in Figure 13-19 and described in Table 13-30.

Return to the Summary Table.

Command Data Register 5

This register forms the data for a command.
For DATAWIDTH == 128: This register represents bits 63:32 of flash word data register 1.
For DATAWIDTH == 64: This register represents bits 63:32 of flash word data register 2.

This register is blocked for writes after a 1 is written to the CMDEXEC
register and prior to STATCMD.DONE being set by the flash wrapper

hardware.

This register is used to aggregate masking for bits that do not

require additional program pulses during program operations, and will be
written to all 1 after the completion of all flash wrapper commands.

Use cases for the CMDDATA* registers are as follows:

1) Program - These registers contain the data to be programmed.

2) Erase - These registers are not used.

Figure 13-19. CMDDATAS Register

Oh = Minimum value of [VAL]

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
VAL
R/W-0h
Table 13-30. CMDDATAS Register Field Descriptions
Bit Field Type Reset Description
31-0 VAL R/W FFFFFFFFh | A 32-bit data value is placed in this field.

FFFFFFFFh = Maximum value of [VAL]
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13.7.3.13 CMDDATAG6 Register (Offset = 1148h) [Reset = 00000000h]
CMDDATAG is shown in Figure 13-20 and described in Table 13-31.

Return to the Summary Table.

Command Data Register 6

This register forms the data for a command.
For DATAWIDTH == 128: This register represents bits 95:64 of flash word data register 1.
For DATAWIDTH == 64: This register represents bits 31:0 of flash word data register 3.

This register is blocked for writes after a 1 is written to the CMDEXEC
register and prior to STATCMD.DONE being set by the flash wrapper

hardware.

This register is used to aggregate masking for bits that do not

require additional program pulses during program operations, and will be
written to all 1 after the completion of all flash wrapper commands.

Use cases for the CMDDATA* registers are as follows:

1) Program - These registers contain the data to be programmed.

2) Erase - These registers are not used.

Figure 13-20. CMDDATAG6 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

07 9 8 7 6 5 4 3 2 1 0

VAL

R/W-0h

Table 13-31. CMDDATAG Register Field Descriptions

Bit

Field

Type

Reset Description

31-0

VAL

R/W

FFFFFFFFh |A 32-bit data value is

Oh = Minimum value of [VAL]
FFFFFFFFh = Maximum value of [VAL]

placed in this field.
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13.7.3.14 CMDDATAY Register (Offset = 114Ch) [Reset = 00000000h]
CMDDATAY is shown in Figure 13-21 and described in Table 13-32.

Return to the Summary Table.

Command Data Register 7

This register forms the data for a command.
For DATAWIDTH == 128: This register represents bits 127:96 of flash word data register 1.
For DATAWIDTH == 64: This register represents bits 63:32 of flash word data register 3.

This register is blocked for writes after a 1 is written to the CMDEXEC
register and prior to STATCMD.DONE being set by the flash wrapper

hardware.

This register is used to aggregate masking for bits that do not

require additional program pulses during program operations, and will be
written to all 1 after the completion of all flash wrapper commands.

Use cases for the CMDDATA* registers are as follows:

1) Program - These registers contain the data to be programmed.

2) Erase - These registers are not used.

Figure 13-21. CMDDATAY7 Register

Oh = Minimum value of [VAL]

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
VAL
R/W-0h
Table 13-32. CMDDATAY7 Register Field Descriptions
Bit Field Type Reset Description
31-0 VAL R/W FFFFFFFFh | A 32-bit data value is placed in this field.

FFFFFFFFh = Maximum value of [VAL]

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026

Submit Document Feedback

Copyright © 2026 Texas Instruments Incorporated

AM13E230x Microcontrollers

557


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

Flash (NVM) www.ti.com

13.7.3.15 CMDDATAS Register (Offset = 1150h) [Reset = 00000000h]
CMDDATAS is shown in Figure 13-22 and described in Table 13-33.
Return to the Summary Table.

Command Data Register 8

This register forms the data for a command.

For DATAWIDTH == 128: This register represents bits 31:0 of flash word data register 2.
For DATAWIDTH == 64: This register represents bits 31:0 of flash word data register 4.
This register is blocked for writes after a 1 is written to the CMDEXEC

register and prior to STATCMD.DONE being set by the flash wrapper

hardware.

This register is used to aggregate masking for bits that do not

require additional program pulses during program operations, and will be

written to all 1 after the completion of all flash wrapper commands.

Use cases for the CMDDATA* registers are as follows:

1) Program - These registers contain the data to be programmed.

2) Erase - These registers are not used.

Figure 13-22. CMDDATAS Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

VAL
R/W-0h

Table 13-33. CMDDATAS Register Field Descriptions
Bit Field Type Reset Description

31-0 VAL R/W FFFFFFFFh | A 32-bit data value is placed in this field.
Oh = Minimum value of [VAL]
FFFFFFFFh = Maximum value of [VAL]
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13.7.3.16 CMDDATAO9 Register (Offset = 1154h) [Reset = 00000000h]
CMDDATAS9 is shown in Figure 13-23 and described in Table 13-34.

Return to the Summary Table.

Command Data Register 9

This register forms the data for a command.
For DATAWIDTH == 128: This register represents bits 63:32 of flash word data register 2.
For DATAWIDTH == 64: This register represents bits 63:32 of flash word data register 4.

This register is blocked for writes after a 1 is written to the CMDEXEC
register and prior to STATCMD.DONE being set by the flash wrapper

hardware.

This register is used to aggregate masking for bits that do not

require additional program pulses during program operations, and will be
written to all 1 after the completion of all flash wrapper commands.

Use cases for the CMDDATA* registers are as follows:

1) Program - These registers contain the data to be programmed.

2) Erase - These registers are not used.

Figure 13-23. CMDDATAY9 Register

Oh = Minimum value of [VAL]

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 O
VAL
R/W-0h
Table 13-34. CMDDATAS9 Register Field Descriptions
Bit Field Type Reset Description
31-0 VAL R/W FFFFFFFFh | A 32-bit data value is placed in this field.

FFFFFFFFh = Maximum value of [VAL]
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13.7.3.17 CMDDATA10 Register (Offset = 1158h) [Reset = 00000000h]
CMDDATA10 is shown in Figure 13-24 and described in Table 13-35.
Return to the Summary Table.

Command Data Register 10

This register forms the data for a command.

For DATAWIDTH == 128: This register represents bits 95:64 of flash word data register 2.
For DATAWIDTH == 64: This register represents bits 31:0 of flash word data register 5.
This register is blocked for writes after a 1 is written to the CMDEXEC

register and prior to STATCMD.DONE being set by the flash wrapper

hardware.

This register is used to aggregate masking for bits that do not

require additional program pulses during program operations, and will be

written to all 1 after the completion of all flash wrapper commands.

Use cases for the CMDDATA* registers are as follows:

1) Program - These registers contain the data to be programmed.

2) Erase - These registers are not used.

Figure 13-24. CMDDATA10 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
VAL
R/W-0h

Table 13-35. CMDDATA10 Register Field Descriptions
Bit Field Type Reset Description

31-0 VAL R/W FFFFFFFFh | A 32-bit data value is placed in this field.
Oh = Minimum value of [VAL]
FFFFFFFFh = Maximum value of [VAL]
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13.7.3.18 CMDDATA11 Register (Offset = 115Ch) [Reset = 00000000h]
CMDDATA11 is shown in Figure 13-25 and described in Table 13-36.
Return to the Summary Table.

Command Data Register 11

This register forms the data for a command.

For DATAWIDTH == 128: This register represents bits 127:96 of flash word data register 2.
For DATAWIDTH == 64: This register represents bits 63:32 of flash word data register 5.
This register is blocked for writes after a 1 is written to the CMDEXEC

register and prior to STATCMD.DONE being set by the flash wrapper

hardware.

This register is used to aggregate masking for bits that do not

require additional program pulses during program operations, and will be

written to all 1 after the completion of all flash wrapper commands.

Use cases for the CMDDATA* registers are as follows:

1) Program - These registers contain the data to be programmed.

2) Erase - These registers are not used.

Figure 13-25. CMDDATA11 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 2 1 0
VAL
R/W-0h
Table 13-36. CMDDATA11 Register Field Descriptions

Bit Field Type Reset Description

31-0 VAL R/W FFFFFFFFh | A 32-bit data value is placed in this field.
Oh = Minimum value of [VAL]
FFFFFFFFh = Maximum value of [VAL]
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13.7.3.19 CMDDATA12 Register (Offset = 1160h) [Reset = 00000000h]
CMDDATA12 is shown in Figure 13-26 and described in Table 13-37.
Return to the Summary Table.

Command Data Register 12

This register forms the data for a command.

For DATAWIDTH == 128: This register represents bits 31:0 of flash word data register 3.
For DATAWIDTH == 64: This register represents bits 31:0 of flash word data register 6.
This register is blocked for writes after a 1 is written to the CMDEXEC

register and prior to STATCMD.DONE being set by the flash wrapper

hardware.

This register is used to aggregate masking for bits that do not

require additional program pulses during program operations, and will be

written to all 1 after the completion of all flash wrapper commands.

Use cases for the CMDDATA* registers are as follows:

1) Program - These registers contain the data to be programmed.

2) Erase - These registers are not used.

Figure 13-26. CMDDATA12 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
VAL
R/W-0h

Table 13-37. CMDDATA12 Register Field Descriptions
Bit Field Type Reset Description

31-0 VAL R/W FFFFFFFFh | A 32-bit data value is placed in this field.
Oh = Minimum value of [VAL]
FFFFFFFFh = Maximum value of [VAL]
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13.7.3.20 CMDDATA13 Register (Offset = 1164h) [Reset = 00000000h]
CMDDATA13 is shown in Figure 13-27 and described in Table 13-38.

Return to the Summary Table.

Command Data Register 13

This register forms the data for a command.
For DATAWIDTH == 128: This register represents bits 63:32 of flash word data register 3.
For DATAWIDTH == 64: This register represents bits 63:32 of flash word data register 6.

This register is blocked for writes after a 1 is written to the CMDEXEC
register and prior to STATCMD.DONE being set by the flash wrapper

hardware.

This register is used to aggregate masking for bits that do not

require additional program pulses during program operations, and will be
written to all 1 after the completion of all flash wrapper commands.

Use cases for the CMDDATA* registers are as follows:

1) Program - These registers contain the data to be programmed.

2) Erase - These registers are not used.

Figure 13-27. CMDDATA13 Register

Oh = Minimum value of [VAL]

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
VAL
R/W-0h
Table 13-38. CMDDATA13 Register Field Descriptions
Bit Field Type Reset Description
31-0 VAL R/W FFFFFFFFh | A 32-bit data value is placed in this field.

FFFFFFFFh = Maximum value of [VAL]
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13.7.3.21 CMDDATA14 Register (Offset = 1168h) [Reset = 00000000h]
CMDDATA14 is shown in Figure 13-28 and described in Table 13-39.
Return to the Summary Table.

Command Data Register 14

This register forms the data for a command.

For DATAWIDTH == 128: This register represents bits 95:64 of flash word data register 3.
For DATAWIDTH == 64: This register represents bits 31:0 of flash word data register 7.
This register is blocked for writes after a 1 is written to the CMDEXEC

register and prior to STATCMD.DONE being set by the flash wrapper

hardware.

This register is used to aggregate masking for bits that do not

require additional program pulses during program operations, and will be

written to all 1 after the completion of all flash wrapper commands.

Use cases for the CMDDATA* registers are as follows:

1) Program - These registers contain the data to be programmed.

2) Erase - These registers are not used.

Figure 13-28. CMDDATA14 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
VAL
R/W-0h

Table 13-39. CMDDATA14 Register Field Descriptions
Bit Field Type Reset Description

31-0 VAL R/W FFFFFFFFh | A 32-bit data value is placed in this field.
Oh = Minimum value of [VAL]
FFFFFFFFh = Maximum value of [VAL]
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13.7.3.22 CMDDATA15 Register (Offset = 116Ch) [Reset = 00000000h]
CMDDATA15 is shown in Figure 13-29 and described in Table 13-40.
Return to the Summary Table.

Command Data Register 15

This register forms the data for a command.

For DATAWIDTH == 128: This register represents bits 127:96 of flash word data register 3.
For DATAWIDTH == 64: This register represents bits 63:32 of flash word data register 7.
This register is blocked for writes after a 1 is written to the CMDEXEC

register and prior to STATCMD.DONE being set by the flash wrapper

hardware.

This register is used to aggregate masking for bits that do not

require additional program pulses during program operations, and will be

written to all 1 after the completion of all flash wrapper commands.

Use cases for the CMDDATA* registers are as follows:

1) Program - These registers contain the data to be programmed.

2) Erase - These registers are not used.

Figure 13-29. CMDDATA15 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 2 1 0
VAL
R/W-0h
Table 13-40. CMDDATA15 Register Field Descriptions

Bit Field Type Reset Description

31-0 VAL R/W FFFFFFFFh | A 32-bit data value is placed in this field.
Oh = Minimum value of [VAL]
FFFFFFFFh = Maximum value of [VAL]
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13.7.3.23 CMDDATAECCO Register (Offset = 11B0h) [Reset = 00000000h]
CMDDATAECCO is shown in Figure 13-30 and described in Table 13-41.
Return to the Summary Table.

Command Data Register 0

This register forms the ECC portion of the data for a command. This ECC data
in this register covers flash data register 0.

The hardware ECC generation in flash wrapper can be overridden and ECC data
developed elsewhere can be used. ECC data is placed in this register.

This register is blocked for writes after a 1 is written to the CMDEXEC

register and prior to STATCMD.DONE being set by the flash wrapper
hardware.

Use cases for the CMDDATA* registers are as follows:

1) Program - These registers contain the data to be programmed.

2) Erase - These registers are not used.

This register is used to aggregate masking for bits that do not

require additional program pulses during program operations, and will be
written to all 1 after the completion of all flash wrapper commands.

Figure 13-30. CMDDATAECCO Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

10 9 8

7

6

5 4 3

2 1 0

RESERVED VAL1

VALO

R-0Oh R/W-0h

R/W-0h

Table 13-41. CMDDATAECCO Register Field Descriptions

Bit Field Type Reset Description
31-16 RESERVED R Oh Reserved
15-8 VAL1 R/W FFh ECC data for bits 127:64 of the data is placed here.
Oh = Minimum value
FFh = Maximum value
7-0 VALO R/W FFh ECC data for bits 63:0 of the data is placed here.
Oh = Minimum value
FFh = Maximum value
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13.7.3.24 CMDDATAECC1 Register (Offset = 11B4h) [Reset = 00000000h]
CMDDATAECCH1 is shown in Figure 13-31 and described in Table 13-42.
Return to the Summary Table.

Command Data Register 1

This register forms the ECC portion of the data for a command. This ECC data
in this register covers flash data register 0.

The hardware ECC generation in flash wrapper can be overridden and ECC data
developed elsewhere can be used. ECC data is placed in this register.

This register is blocked for writes after a 1 is written to the CMDEXEC

register and prior to STATCMD.DONE being set by the flash wrapper
hardware.

Use cases for the CMDDATA* registers are as follows:

1) Program - These registers contain the data to be programmed.

2) Erase - These registers are not used.

This register is used to aggregate masking for bits that do not

require additional program pulses during program operations, and will be
written to all 1 after the completion of all flash wrapper commands.

Figure 13-31. CMDDATAECC1 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
RESERVED VAL1 VALO
R-0Oh R/W-0h R/W-0h

Table 13-42. CMDDATAECC1 Register Field Descriptions

Bit Field Type Reset Description
31-16 RESERVED R Oh Reserved
15-8 VAL1 R/W FFh ECC data for bits 127:64 of the data is placed here.
Oh = Minimum value
FFh = Maximum value
7-0 VALO R/W FFh ECC data for bits 63:0 of the data is placed here.
Oh = Minimum value
FFh = Maximum value
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13.7.3.25 CMDDATAECC2 Register (Offset = 11B8h) [Reset = 00000000h]
CMDDATAECC?2 is shown in Figure 13-32 and described in Table 13-43.
Return to the Summary Table.

Command Data Register 2

This register forms the ECC portion of the data for a command. This ECC data
in this register covers flash data register 2.

The hardware ECC generation in flash wrapper can be overridden and ECC data
developed elsewhere can be used. ECC data is placed in this register.

This register is blocked for writes after a 1 is written to the CMDEXEC

register and prior to STATCMD.DONE being set by the flash wrapper
hardware.

Use cases for the CMDDATA* registers are as follows:

1) Program - These registers contain the data to be programmed.

2) Erase - These registers are not used.

This register is used to aggregate masking for bits that do not

require additional program pulses during program operations, and will be
written to all 1 after the completion of all flash wrapper commands.

Figure 13-32. CMDDATAECC2 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11

10 9 8

7

6

5 4 3

2 1 0

RESERVED VAL1

VALO

R-0Oh R/W-0h

R/W-0h

Table 13-43. CMDDATAECC2 Register Field Descriptions

Bit Field Type Reset Description
31-16 RESERVED R Oh Reserved
15-8 VAL1 R/W FFh ECC data for bits 127:64 of the data is placed here.
Oh = Minimum value
FFh = Maximum value
7-0 VALO R/W FFh ECC data for bits 63:0 of the data is placed here.
Oh = Minimum value
FFh = Maximum value
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13.7.3.26 CMDDATAECC3 Register (Offset = 11BCh) [Reset = 00000000h]
CMDDATAECCS3 is shown in Figure 13-33 and described in Table 13-44.
Return to the Summary Table.

Command Data Register 3

This register forms the ECC portion of the data for a command. This ECC data
in this register covers flash data register 3.

The hardware ECC generation in flash wrapper can be overridden and ECC data
developed elsewhere can be used. ECC data is placed in this register.

This register is blocked for writes after a 1 is written to the CMDEXEC

register and prior to STATCMD.DONE being set by the flash wrapper
hardware.

Use cases for the CMDDATA* registers are as follows:

1) Program - These registers contain the data to be programmed.

2) Erase - These registers are not used.

This register is used to aggregate masking for bits that do not

require additional program pulses during program operations, and will be
written to all 1 after the completion of all flash wrapper commands.

Figure 13-33. CMDDATAECC3 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
RESERVED VAL1 VALO
R-0Oh R/W-0h R/W-0h

Table 13-44. CMDDATAECC3 Register Field Descriptions

Bit Field Type Reset Description
31-16 RESERVED R Oh Reserved
15-8 VAL1 R/W FFh ECC data for bits 127:64 of the data is placed here.
Oh = Minimum value
FFh = Maximum value
7-0 VALO R/W FFh ECC data for bits 63:0 of the data is placed here.
Oh = Minimum value
FFh = Maximum value
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13.7.3.27 CMDWEPROTA Register (Offset = 11D0h) [Reset = 00000000h]
CMDWEPROTA is shown in Figure 13-34 and described in Table 13-45.
Return to the Summary Table.

Command WriteErase Protect A Register

This register allows the first 32 sectors of the main region to be protected from

program or erase, with 1 bit protecting each sector. If the main region size is smaller than 32
sectors, then this register provides protection for the whole region.

This register is blocked for writes after a 1 is written to the CMDEXEC

register and prior to STATCMD.DONE being set by the flash wrapper

hardware.

In addition, this register is used to aggregate masking for sectors that do not

require additional erase pulses during bank erase operations, and will be

written to all 1 after the completion of all flash wrapper commands.

Figure 13-34. CMDWEPROTA Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6

5 4 3 2 1 0

VAL

R/W-0h

Table 13-45. CMDWEPROTA Register Field Descriptions

Bit Field Type Reset Description

protected from program and erase.
Oh = Minimum value of [VAL]
FFFFFFFFh = Maximum value of [VAL]

31-0 VAL R/W FFFFFFFFh |Each bit protects 1 sector. bit [0]: When 1, sector 0 of the flash
memory will be protected from program and erase. bit [1]: When 1,
sector 1 of the flash memory will be protected from program and
erase. : : bit [31]: When 1, sector 31 of the flash memory will be
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13.7.3.28 CMDWEPROTB Register (Offset = 11D4h) [Reset = 00000000h]
CMDWEPROTB is shown in Figure 13-35 and described in Table 13-46.
Return to the Summary Table.

Command WriteErase Protect B Register

This register allows main region sectors to be protected from program and
erase. Each bit corresponds to a group of 8 sectors.

There are multiple cases for how these protect bits are applied:

1. Single-bank system, CMDWEPROTA register present:

The first 32 sectors are protected via the CMDWEPROTA register. Thus, the
protection given by the bits in CMDWEPROTB begin with sector 32.

2. Single-bank system, CMDWEPROTA register not present:

The protection given by the bits in CMDWEPROTB begin with sector 0.

3. Multi-bank system, CMDWEPROTA register present - Bank 0:

The first 32 sectors of bank 0 are protected via the CMDWEPROTA register.

Thus, only bits 4 and above of CMDWEPROTB would be applicable to bank 0.

The protection of bit 4 and above would begin at sector 32. Bits 3:0

of WEPROTB are ignored for bank 0.

4. Multi-bank system, CMDWEPROTA register present, Banks 1-N:

For banks other than bank 0 in a multi-bank system, CMDWEPROTA has
no effect, so the bits in CMDWEPROTB will protect these banks starting
from sector 0.

5. Multi-bank system, CMDWEPROTA register not present:

The bits in CMDWEPROTB will protect any of the banks starting from sector 0.

This register is blocked for writes after a 1 is written to the CMDEXEC
register and prior to STATCMD.DONE being set by the flash wrapper
hardware.

In addition, this register is used to aggregate masking for sectors that do not
require additional erase pulses during bank erase operations, and will be
written to all 1 after the completion of all flash wrapper commands.

Figure 13-35. CMDWEPROTB Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8

7

6 5 4 3 2 1

VAL

R/W-0h

Table 13-46. CMDWEPROTB Register Field Descriptions

Bit Field Type Reset Description

31-0 VAL R/W FFFFFFFFh |Each bit protects a group of 8 sectors. When a bit is 1, the
associated 8 sectors in the flash will be protected from program and
erase. A maximum of 256 sectors can be protected with this register.
Oh = Minimum value of [VAL]

FFFFFFFFh = Maximum value of [VAL]
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13.7.3.29 CMDWEPROTNM Register (Offset = 1210h) [Reset = 00000000h]
CMDWEPROTNM is shown in Figure 13-36 and described in Table 13-47.

Return to the Summary Table.

Command WriteErase Protect Non-Main

Register

This register allows non-main region region sectors to be protected
from program and erase. Each bit corresponds to 1 sector.

This register is blocked for writes after a 1 is written to the CMDEXEC
register and prior to STATCMD.DONE being set by the flash wrapper

hardware.

In addition, this register is used to aggregate masking for sectors that do not
require additional erase pulses during bank erase operations, and will be
written to all 1 after the completion of all flash wrapper commands.

Figure 13-36. CMDWEPROTNM Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

VAL

R/W-0h

Table 13-47. CMDWEPROTNM Register Field Descriptions

Bit

Field

Type

Reset

Description

31-0

VAL

R/W

FFFFFFFFh |Each bit protects 1 sector. bit [0]: When 1, sector 0 of the non-main

region will be protected from program and erase. bit [1]: When 1,
sector 1 of the non-main region will be protected from program and
erase. : : bit [31]: When 1, sector 31 of the non-main will be protected
from program and erase.

Oh = Minimum value of [VAL]

FFFFFFFFh = Maximum value of [VAL]

572 AM13E230x Microcontrollers

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026
Submit Document Feedback

Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS

INSTRUMENTS

www.ti.com

Flash (NVM)

13.7.3.30 STATCMD Register (Offset = 13D0h) [Reset = 00000000h]

STATCMD is shown in Figure 13-37 and described in Table 13-48.

Return to the Summary Table.

Command Status Register This register contains status regarding completion and errors of command execution.
Figure 13-37. STATCMD Register

31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 1 10 9 8
RESERVED FAILMISC RESERVED FAILINVDATA
R-0h R-0h R-0h R-0h
7 6 5 4 3 2 1 0
FAILMODE FAILILLADDR | FAILVERIFY | FAILWEPROT | RESERVED | CMDINPROGR CMDPASS CMDDONE
ESS
R-0h R-0h R-0h R-0h R-0h R-0h R-0h R-0h
Table 13-48. STATCMD Register Field Descriptions
Bit Field Type Reset Description
31-13 RESERVED R Oh Reserved
12 FAILMISC R Oh Command failed due to error other than write/erase protect violation
or verify error. This is an extra bit in case a new failure mechanism is
added which requires a status bit.
Oh = No Fail
1h = Fail
11-9 RESERVED R Oh Reserved
8 FAILINVDATA R Oh Program command failed because an attempt was made to program
a stored O value to a 1.
Oh = No Fail
1h = Fail
7 FAILMODE R Oh Command failed because a bank has been set to a mode other than
READ. Program and Erase commands cannot be initiated unless all
banks are in READ mode.
Oh = No Fail
1h = Fail
6 FAILILLADDR R Oh Command failed due to the use of an illegal address
Oh = No Fail
1h = Fail
5 FAILVERIFY R Oh Command failed due to verify error
Oh = No Fail
1h = Fail
4 FAILWEPROT R Oh Command failed due to Write/Erase Protect Sector Violation
Oh = No Fail
1h = Fail
RESERVED R Oh Reserved
CMDINPROGRESS R Oh Command In Progress
Oh = Complete
1h = In Progress

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026
Submit Document Feedback

AM13E230x Microcontrollers 573

Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

Flash (NVM)

13 TEXAS
INSTRUMENTS

www.ti.com

Table 13-48. STATCMD Register Field Descriptions (continued)

Bit Field

Type

Reset

Description

1 CMDPASS

R

Oh

Command Pass - valid when CMD_DONE field is 1
Oh = Fail
1h = Pass

0 CMDDONE

Oh

Command Done
Oh = Not Done
1h = Done
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Chapter 14
General-Purpose Input/Output (GPIO)

i3 TEXAS INSTRUMENTS

The GPIO peripheral provides the user with a means to write data out and read data in to and from the device
pins. The GPIO also provides a way to detect wakeup events while the device is in a low power state. This
chapter describes the operation of the GPIO peripheral.
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14.1 GPIO Overview
The GPIO is used to read in digital data from the device pins and to send digital data out to the device pins.
The GPIO module features include:

» Single CLK cycle access to registers (zero wait state MMR access from CPU)

» Set/clear/toggle multiple bits without the need of a read-modify-write construct in software

» Direct writes to individual GPIO output bits (DOUT) without the need of a read-modify-write construct in
software

» Direct read comparisons of individual GPIO input bits (DIN) without the need to use masking in software

» DOUT serviceable by DMA to generate a predefined output sequence on specified pins using DMAMASK

register
+ "FastWake" feature enables low-power wakeup from STOP and STANDBY modes based on input edge
detection
* User controlled input filtering (configurable per 10)
G0 IOMUX
| DOUT31:0 |
| DOUT [SET/CLR/TGL] | 1 DOE is st
DOE31:0 connect to
| DOE [SET/CLR] | »| Output MUX
- Fpuﬁlo; - _i
l DIN31:0
|| DIN | < Input Mux
I I
I POLARITY I
I I
CTL
I I
| FASTWAKE |
I I
CPU | FILTEREN I
I DMAMASK I
—_——————— = Jd
I CPU_INT |
DMA | GEN_EVENTO:1 n
L

Figure 14-1. GPIO Block Diagram

Note
The GPIO module for the AM13E230x platform does not manage the complete digital 1O functionality
(for example, pullup, pulldown, or other functional muxing). For complete digital IO control details,
refer to IOMUX chapter. Similar to any other peripheral, the GPIO has inputs and outputs (with output
enable) that interface with the IOMUX to make connections to the physical device pins.

14.2 GPIO Operation

The GPIO peripheral is configured with user software. The GPIO peripheral mainly controls output functionality,
but is able to read and filter input signals as long as the digital input on a pin is enabled by the IOMUX. The
value of an input or an output on a specified pin is stored within the DIOx bits of the Data Output registers
(DOUT31_0) and Data Input registers (DIN31_0) for a given GPIO instance.
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GPIO Outputs

To output a signal on a pin, the output enable bit (DIOx) within the output enable register (DOE31_0) must be set
for the specified pin. The output enable bits can be set and cleared directly within the DOE31_0 register, but can
also be set and cleared by writing to the data output enable set (DOESET31_0) and data output enable clear
(DOECLR 31_0) registers.

Once an output is enabled, the output value can be updated within the DOUT31_0 register. For full explanation
of output value manipulation, please see GPIO Read/Write Interface.

GPIO Inputs

To read an input value on a specified pin, the IOMUX must enable the digital input on the pin, allowing the signal
to propagate internally to the device. From there, the GPIO can read the value of a specified pin by reading the
respective bit within the DIN31_0 register.

As long as the GPIO peripheral is enabled, the GPIO peripheral can read the input of an associated pin as
long as the input is enabled by the IOMUX. This means that as long as a pin is enabled for digital input by the
IOMUX, regardless of what the peripheral function of the pin is, the GPIO peripheral can read the state of the

pin.

In addition to reading the input value of a signal, the GPIO can also filter the input signal to detect pulses greater
than a specified amount of ULPCLK cycles. See GPIO Input Glitch Filtering and Synchronization for more
details. The GPIO peripheral can also generate interrupts to both the CPU and the DMA based on input edge

detection by configuring the polarity registers. More information on interrupts can be found in Event Publishers
and Event Manager.

Table 14-1. GPIO Event Publishers

GPIO Instance Event Publishers
GPI0[0:2] 2x
GPIO3 1x

14.2.1 GPIO Ports

Each instance of the GPIO peripheral supports up to 32 data input/output (DIO) bits. For devices with greater
than 32 GPIOs, multiple instances of the GPIO peripheral are used to address all of the device pins. Each GPIO
instance is associated with a port name to differentiate pins by name. Please see the Pin Configuration and
Functions section of the device data sheet to determine which GPIO signal is associated with which pin.

Table 14-2. GPIO Instances

GPIO Instance GPIO Port Name
GPIOO0 PA
GPIO1 PB
GPIO2 PC
GPIO3 PD

14.2.2 GPIO Read/Write Interface

The GPIO peripheral has features and dedicated registers to allow for advanced bit manipulations without the
need to execute a read-modify-write construct in software.

For both input and output data registers, there exists a set of alias registers to allow read/write byte access of a
single GPIO pin instead of bit-wise access.

In addition, for output data, there are specific write to set (DOUTSET31_0), clear (DOUTCLR31_0), and toggle
(DOUTTGL31_0) registers to set, clear, and toggle the outputs of a pin without the need to read-modify-write,
preventing the known state of a GPIO pin from changing while updating the output value.

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026 AM13E230x Microcontrollers 577
Submit Document Feedback
Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS
INSTRUMENTS

General-Purpose Input/Output (GPIO) www.ti.com

14.2.3 GPIO Input Glitch Filtering and Synchronization

The GPIO module evaluates the state of input pins at the ULPCLK (PDO bus clock) rate, synchronizing the pin
state to ULPCLK through a 2-stage synchronizer before passing the GPIO state to the input glitch filter.

I
: GPIO Module
|

External input —D D Q—D Q}— |‘t|nr$?'}t — Input state
glitch filter

I’P [> [POff, >1,>3,>8
. _ ULPCLK

Figure 14-2. GPIO Input Synchronizer

A programmable input glitch filter is provided for suppressing noise on digital input pins. The glitch filter runs at
ULPCLK rate. Four levels of user-specified input filtering are possible:

» Sampled input without filtering (the minimum reliably detected pulse width is one ULPCLK cycle due to
synchronization)

» Synchronized inputs which are not greater than 1 ULPCLK periods are filtered out (glitch filter value of >1)

» Synchronized inputs which are not greater than 3 ULPCLK periods are filtered out (glitch filter value of >3)

» Synchronized inputs which are not greater than 8 ULPCLK periods are filtered out (glitch filter value of >8)

Note
Inputs are synchronized to ULPCLK, causing up to one ULPCLK cycle of uncertainty in the
synchronization. Input signals that are shorter than one ULPCLK cycle can be missed.

Note
For pins with fast wake enable, there is an input delay time equal to the time between the edge of the
un-synchronized input edge to the first MCLK edge in STANDBYO0/1, STOP1/2 and SLEEP2 modes.

This feature allows users to easily implement input filtering in hardware for cases where fast switching on the
input pin is needed to be filtered out. The bit fields in the FILTEREN31_16 and FILTEREN15_0 registers allow
users to configure the level of filtering needed for the corresponding GPIO bit.

Input pulses of the same pulse length can be passed in some cases while being filtered in other cases due to the
uncertainty in synchronization. GPIO Input Synchronizer and Glitch Filtering Scenarios demonstrates different
scenarios and how synchronization affects input detection.

Scenario A Scenario B Scenario C Scenario D

oo ]| mn ma L
N R BER

Input pulse width was <1 ULPCLK cycle. Input pulse width was >1 ULPCLK cycle. Input pulse width was >1 ULPCLK cycle. Input pulse width was >1 ULPCLK cycle.

The pulse is not synchronized. The pulse is synchronized. The pulse is synchronized. The pulse is synchronized.

Due to the phase relationship of inputto  Due to phase relationship of input to Due to phase relationship of input to Due to phase relationship of input to
ULPCLK, no ULPCLK cycle is passed to  ULPCLK, only 1 ULPCLK cycle was ULPCLK, 2 ULPCLK cycles were ULPCLK, 3 ULPCLK cycles were
the glitch filter. passed to the glitch filter. passed to the glitch filter. passed to the glitch filter.

Figure 14-3. GPIO Input Synchronizer and Glitch Filtering Scenarios
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* In Scenario A, the input pulse is less than one ULPCLK cycle. Pulses less than one ULPCLK cycle may not
be captured. To ensure that GPIO inputs are always captured, the GPIO input pulse width must be greater
than the ULPCLK period.

* In Scenario B, the input pulse is nearly two ULPCLK cycles in length, but because the rising edge occurs just
after the ULPCLK edge, the GPIO synchronizer only views the input pin as having been high for 1 ULPCLK
period. This scenario would not be filtered out by the glitch filter when the glitch filter is disabled, but a glitch
filter value of >1 would result in this pulse being filtered. Conversely, the same input pulse width in Scenario
C results in the input pin being considered high for two ULPCLK periods, as the rising edge occurred just
before the ULPCLK edge. In this case, this scenario would not be filtered out when a glitch filter value of >1 is
specified.

* In Scenario D, three ULPCLK cycles are passed to the glitch filter. In this case, the scenario would not be
filtered out when a glitch filter value of >1 is specified, but it would be filtered out for a glitch filter value of >3
or >8.

Note
When the fast wake mode is enabled (SYSOSC is requested asynchronously upon input pin activity),
the ULPCLK will switch from off (as would be the case in STANDBY1) or 32kHz (as would be the case
in STANDBYO) to 24Mhz/32MHz, resulting in the input synchronization logic and glitch filter running at
24Mhz/32MHz after some latency. See the device specific data sheet for the asynchronous fast clock
request wake time, and budget this time into any minimum pulse width calculations when using fast
wake.

14.2.4 GPIO Fast Wake

The fast wake feature in the GPIO peripheral allows the GPIO module to stay in a low-power state and detect
interrupt events on the device pins without requiring a high-speed clock. This allows the device to support fast
wakeup from low-power modes, such as STOP and STANDBY, on any GPIO pin.

Fast wake can be enabled on a bit-wise basis using the FASTWAKE register. Setting a bit in the FASTWAKE
register enables the corresponding device pin signal to support fast wakeup functionality. The CTL register
contains a bit field named FASTWAKEONLY which allows for global control of the fast wake feature. Setting the
FASTWAKEONLY bit enables all of the bits in the corresponding GPIO port to support fast wakeup functionality.

Note
Do not enable fast wake in the GPIO while simultaneously blocking asynchronous fast clock requests
in SYSCTL. When fast wake is enabled, the GPIO expects to handshake with SYSCTL for the fast
clock. If SYSCTL ignores the request, the GPIO does not receive a clock until SYSCTL completes the
asynchronous fast clock request handshake.

14.2.5 GPIO DMA Interface

The GPIO peripheral allows the DMA write-access to the DOUT31_0 register. This functionality allows users
to generate predefined output sequences on specified device pins. Some applications require preloaded
sequences of GPIO pin changes. The device also allows for the DMA to run a given sequence so that the
CPU can remain asleep and conserve energy.

The DMAMASK register is used to indicate which GPIO bits the DMA is allowed to modify. Setting a bit in the
DMAMASK register enables the corresponding DOUT bit to be modified by the DMA.

Note
The CPU can write to any DOUT31_0 bit regardless of the DMAMASK value.

In cases where the DMA and the CPU both attempt to access and modify the DOUT31_0 register concurrently,
it is the user's responsibility to manage the DMA and CPU bus transactions that are targeting the same bit to be
modified.

» |f a DMAMASK bit is set (1), the DMA will have priority when modifying the corresponding DOUT bit.
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« If a DMAMASK bit is cleared (0), the CPU will have priority when modifying the corresponding DOUT bit.
14.3 CPU Interrupts (IRQs)
See the Section 4.3.1 section for more details about how to configure interrupts at the CPU level.

Table 14-3. CPU Interrupts Triggered by GPIO

Peripheral

NVIC Interrupt Name
Instance Name

Register Group GPIO Interrupt Configuration Registers Description

GPIOQ interrupt. Multiple
GPIOO0.CPU_INT GPIO0 CPU_INT IIDX, IMASK, RIS, MIS, ISET, ICLR OR'd, configurable
source condition.

GPIO1 interrupt. Multiple
GPIO1.CPU_INT GPIO1 CPU_INT IIDX, IMASK, RIS, MIS, ISET, ICLR OR'd, configurable
source condition.

GPIO2 interrupt. Multiple
GPIO2.CPU_INT GPIO2 CPU_INT IIDX, IMASK, RIS, MIS, ISET, ICLR OR'd, configurable
source condition.

GPIO3 interrupt. Multiple
GPIO3.CPU_INT GPIO3 CPU_INT IIDX, IMASK, RIS, MIS, ISET, ICLR OR'd, configurable
source condition.

14.4 DMA Triggers

See the Section 11.2.3 section for more details about how to configure DMA triggers for individual DMA
channels.
Table 14-4. DMA Triggers from the GPIO

Trigger Name Peripheral Instance |Register Group GPIO DMA Configuration Registers Description
Name

GPIO0.GEN_EVENTO GPIOO IIDX, IMASK, RIS, MIS, ISET, ICLR | GPIO0 DMA trigger
for bits 15 to
GEN_EVENTO 0. Multiple OR'd,
configurable source
conditions.

GPIO0.GEN_EVENT1 GPIOO IIDX, IMASK, RIS, MIS, ISET, ICLR | GPIOO DMA trigger
for bits 31 to
GEN_EVENT1 16. Multiple OR'd,
configurable source
conditions.

GPIO1.GEN_EVENTO GPIO1 IIDX, IMASK, RIS, MIS, ISET, ICLR | GPIO1 DMA trigger
for bits 15 to
GEN_EVENTO 0. Multiple OR'd,
configurable source
conditions.

GPIO1.GEN_EVENT1 GPIO1 IIDX, IMASK, RIS, MIS, ISET, ICLR | GPIO1 DMA trigger
for bits 31 to
GEN_EVENT1 16. Multiple OR'd,
configurable source
conditions.
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Table 14-4. DMA Triggers from the GPIO (continued)
Trigger Name Peripheral Instance |Register Group GPIO DMA Configuration Registers Description

Name

GPIO2.GEN_EVENTO

GPI102

GEN_EVENTO

IIDX, IMASK, RIS, MIS, ISET, ICLR

GPIO2 DMA trigger
for bits 15 to
0. Multiple OR'd,
configurable source
conditions.

GPIO2.GEN_EVENT1

GPI102

GEN_EVENT1

IIDX, IMASK, RIS, MIS, ISET, ICLR

GPIO2 DMA trigger
for bits 31 to
16. Multiple OR'd,
configurable source
conditions.

GPIO3.GEN_EVENTO

GPIO3

GEN_EVENTO

IIDX, IMASK, RIS, MIS, ISET, ICLR

GPIO3 DMA trigger
for bits 15 to
0. Multiple OR'd,
configurable source
conditions.

14.5 GPIO Registers
This Section describes the GPIO Registers.

14.5.1 GPIO Base Address Table

Table 14-5. GPIO Base Address Table

Bit Field Name
DriverLib Name Base Address
Instance Structure
GpioORegs GPIO_REGS GPIOO0 0x400F_0000
Gpio1Regs GPIO_REGS GPIO1 0x400F_2000
Gpio2Regs GPIO_REGS GPIO2 0x400F_4000
Gpio3Regs GPIO_REGS GPIO3 0x400F_6000
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14.5.2 GPIO_REGS Registers

Table 14-6 lists the memory-mapped registers for the GPIO_REGS registers. All register offset addresses not
listed in Table 14-6 should be considered as reserved locations and the register contents should not be modified.

Table 14-6. GPIO_REGS Registers

Offset Acronym Register Name Group Section
800h PWREN Power enable Go
804h RSTCTL Reset Control Go
814h STAT Status Register Go
1010h  CLKOVR Clock Override Go
1018h  PDBGCTL Peripheral Debug Control Go
1020h  1IDX Interrupt index CPU_INT Go
1028h  IMASK Interrupt mask CPU_INT Go
1030h RIS Raw interrupt status CPU_INT Go
1038h  MIS Masked interrupt status CPU_INT Go
1040h  ISET Interrupt set CPU_INT Go
1048h ICLR Interrupt clear CPU_INT Go
1050h  1IDX Interrupt index GEN_EVENTO Go
1058h  IMASK Interrupt mask GEN_EVENTO Go
1060h RIS Raw interrupt status GEN_EVENTO Go
1068h  MIS Masked interrupt status GEN_EVENTO Go
1070h  ISET Interrupt set GEN_EVENTO Go
1078h ICLR Interrupt clear GEN_EVENTO Go
1080h  1IDX Interrupt index GEN_EVENT1 Go
1088h  IMASK Interrupt mask GEN_EVENT1 Go
1090h RIS Raw interrupt status GEN_EVENT1 Go
1098h  MIS Masked interrupt status GEN_EVENT1 Go
10A0h ISET Interrupt set GEN_EVENT1 Go
10A8h ICLR Interrupt clear GEN_EVENT1 Go
10EOh  EVT_MODE Event Mode Go
10FCh DESC Module Description Go
1200h  DOUT3_0 Data output 3to 0 Go
1204h  DOUT7_4 Data output 7 to 4 Go
1208h  DOUT11_8 Data output 11 to 8 Go
120Ch  DOUT15_12 Data output 15 to 12 Go
1210h  DOUT19_16 Data output 19 to 16 Go
1214h DOUT23_ 20 Data output 23 to 20 Go
1218h  DOUT27_24 Data output 27 to 24 Go
121Ch  DOUT31_28 Data output 31 to 28 Go
1280h  DOUT31_0 Data output 31 to 0 Go
1290h  DOUTSET31_0 Data output set 31 to 0 Go
12A0h  DOUTCLR31_0 Data output clear 31 to 0 Go
12BOh  DOUTTGL31_0 Data output toggle 31 to 0 Go
12C0h DOE31_0 Data output enable 31 to 0 Go
12D0h DOESET31_0 Data output enable set 31 to 0 Go
12EO0h DOECLR31_0 Data output enable clear 31 to 0 Go
1300h  DIN3_0 Data input 3to 0 Go
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Table 14-6. GPIO_REGS Registers (continued)

Offset Acronym Register Name Group Section
1304h  DIN7_4 Data input 7 to 4 Go
1308h DIN11_8 Data input 11 to 8 Go
130Ch  DIN15_12 Data input 15 to 12 Go
1310h  DIN19_16 Data input 19 to 16 Go
1314h  DIN23_20 Data input 23 to 20 Go
1318h  DIN27_24 Data input 27 to 24 Go
131Ch  DIN31_28 Data input 31 to 28 Go
1380h  DIN31_0 Data input 31 to O Go
1390h  POLARITY15_0 Polarity 15 to 0 Go
13A0h  POLARITY31_16 Polarity 31 to 16 Go
1400h CTL FAST WAKE GLOBAL EN Go
1404h  FASTWAKE FAST WAKE ENABLE Go
1500h  SUBOCFG Subscriber 0 configuration Go
1508h  FILTEREN15_0 Filter Enable 15 to 0 Go
150Ch  FILTEREN31_16 Filter Enable 31 to 16 Go
1510h  DMAMASK DMA Write MASK Go
1520h  SUB1CFG Subscriber 1 configuration Go

Complex bit access types are encoded to fit into small table cells. Table 14-7 shows the codes that are used for
access types in this section.

Table 14-7. GPIO_REGS Access Type Codes

Access Type ‘ Code ‘ Description
Read Type
R ‘ R ‘ Read
Write Type
w W Write
WK w Write
K Write protected by a key
Reset or Default Value
-n Value after reset or the default
value
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14.5.2.1 PWREN Register (Offset = 800h) [Reset = 00000000h]
PWREN is shown in Figure 14-4 and described in Table 14-8.
Return to the Summary Table.
Register to control the power state
Figure 14-4. PWREN Register
31 30 29 28 27 26 25 24
KEY
W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED ENABLE
R/W-0h R/WK-0h

Table 14-8. PWREN Register Field Descriptions

Bit Field Type Reset Description
31-24 KEY W Oh KEY to allow Power State Change
Reset type: SYSRST
26h = KEY to allow write access to this register
23-1 RESERVED R/W Oh
0 ENABLE R/WK Oh Enable the power
Reset type: SYSRST
[EXT_GPRCM.GPRCM.PWREN.KEY] must be set to 26h to write to
this bit.
Oh = Disable Power
1h = Enable Power
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14.5.2.2 RSTCTL Register (Offset = 804h) [Reset = 00000000h]
RSTCTL is shown in Figure 14-5 and described in Table 14-9.

Return to the Summary Table.

Register to control reset assertion and de-assertion

Figure 14-5. RSTCTL Register

31 30 29 28 27 26 25 24
KEY
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-0h
15 14 13 12 1 10 9 8
RESERVED
W-0h
7 6 5 4 3 2 1 0
RESERVED RESETSTKYCL | RESETASSERT
R
W-0h WK-0h WK-0h
Table 14-9. RSTCTL Register Field Descriptions
Bit Field Type Reset Description
31-24 KEY w Oh Unlock key
Reset type: SYSRST
B1h = KEY to allow write access to this register
23-2 RESERVED W Oh
1 RESETSTKYCLR WK Oh Clear the RESETSTKY bit in the STAT register
Reset type: SYSRST
[EXT_GPRCM.GPRCM.RSTCTL.KEY] must be set to B1h to write to
this bit.
Oh = Writing 0 has no effect
1h = Clear reset sticky bit
0 RESETASSERT WK Oh Assert reset to the peripheral
Reset type: SYSRST
[EXT_GPRCM.GPRCM.RSTCTL.KEY] must be set to B1h to write to
this bit.
Oh = Writing 0 has no effect
1h = Assert reset
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14.5.2.3 STAT Register (Offset = 814h) [Reset = 00000000h]
STAT is shown in Figure 14-6 and described in Table 14-10.
Return to the Summary Table.
peripheral enable and reset status
Figure 14-6. STAT Register
31 30 29 28 27 26 25 24
RESERVED
R-Oh
23 22 21 20 19 18 17 16
RESERVED RESETSTKY
R-Oh R-Oh
15 14 13 12 11 10 9 8
RESERVED
R-Oh
7 6 5 4 3 2 1 0
RESERVED
R-Oh

Table 14-10. STAT Register Field Descriptions

Bit Field Type Reset Description
31-17 RESERVED R Oh
16 RESETSTKY R Oh

This bit indicates, if the peripheral was reset, since this bit was
cleared by RESETSTKYCLR in the RSTCTL register

Reset type: SYSRST

Oh = The peripheral has not been reset since this bit was last cleared
by RESETSTKYCLR in the RSTCTL register

1h = The peripheral was reset since the last bit clear

15-0 RESERVED R Oh
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14.5.2.4 CLKOVR Register (Offset = 1010h) [Reset = 00000000h]

CLKOVR is shown in Figure 14-7 and described in Table 14-11.

Return to the Summary Table.
This register overrides the functional clock request by this peripheral to the system
Figure 14-7. CLKOVR Register

31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 11 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED RESERVED RESERVED
R/W-0h R/W-0h R/W-0h
Table 14-11. CLKOVR Register Field Descriptions
Bit Field Type Reset Description
31-2 RESERVED R/W Oh
1 RESERVED R/W Oh Reserved
0 RESERVED R/W Oh Reserved
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14.5.2.5 PDBGCTL Register (Offset = 1018h) [Reset = 00000001h]
PDBGCTL is shown in Figure 14-8 and described in Table 14-12.

Return to the Summary Table.

This register can be used by the software developer to control the behavior of the peripheral relative to the 'Core

Halted' input
Figure 14-8. PDBGCTL Register
31 30 29 28 27 26 25 24
RESERVED
R/W-0h
23 22 21 20 19 18 17 16
RESERVED
R/W-0h
15 14 13 12 1 10 9 8
RESERVED
R/W-0h
7 6 5 4 3 2 1 0
RESERVED FREE
R/W-0h R/W-1h
Table 14-12. PDBGCTL Register Field Descriptions
Bit Field Type Reset Description
31-1 RESERVED R/W Oh
0 FREE R/W 1h Free run control
Reset type: SYSRST
Oh = The peripheral freezes functionality while the Core Halted input
is asserted and resumes when it is deasserted.
1h = The peripheral ignores the state of the Core Halted input
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14.5.2.6 IIDX Register (Offset = 1020h) [Reset = 00000000h] (CPU_INT)
[IDX is shown in Figure 14-9 and described in Table 14-13.

Return to the Summary Table.

This register provides the highest priority enabled interrupt index. Value 0x00 means no event pending. Interrupt
1 is the highest priority, IDX next highest, 4, 8, ... IDX"31 is the least priority. That is, the least bit position that is
set to 1 denotes the highest priority pending interrupt. The priority order is fixed. However, users can implement
their own prioritization schemes using other registers that expose the full set of interrupts that have occurred.

On each read, only one interrupt is indicated. On a read, the current interrupt (highest priority) is automatically
cleared by the hardware and the corresponding interrupt flag in [RIS] and [MIS] are cleared as well. After a read
from the CPU (not from the debug interface), the register is updated with the next highest priority interrupt, if
none are pending, then it should display 0x0.

Figure 14-9. IIDX Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

RESERVED STAT
R-0h R-0h

Table 14-13. IIDX Register Field Descriptions

Bit Field Type Reset Description
31-8 RESERVED R Oh
7-0 STAT R Oh Interrupt index status

Reset type: SYSRST
Oh = No bit is set means there is no pending interrupt request
1h = DIOO interrupt
2h = DIO1 interrupt
3h = DIO2 interrupt
4h = DIO3 interrupt
5h = DIO4 interrupt
6h = DIOS interrupt
7h = DIOG interrupt
8h = DIO7 interrupt
9h = DIO8 interrupt
Ah = DIO9 interrupt
Bh = DIO10 interrupt
Ch = DIO11 interrupt
Dh = DIO12 interrupt
Eh = DIO13 interrupt
Fh = DIO14 interrupt
10h = DIO15 interrupt
11h = DIO16 interrupt
12h = DIO17 interrupt
13h = DIO18 interrupt
14h = DIO19 interrupt
15h = DIO20 interrupt
16h = DIO21 interrupt
17h = DIO22 interrupt
18h = DIO23 interrupt
19h = DIO24 interrupt
1Ah = DIO25 interrupt
1Bh = DIO26 interrupt
1Ch = DIO27 interrupt
1Dh = DIO28 interrupt
1Eh = DIO29 interrupt
1Fh = DIO30 interrupt
20h = DIO31 interrupt

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026 AM13E230x Microcontrollers 589
Submit Document Feedback
Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

General-Purpose Input/Output (GPIO)

|

TEXAS
INSTRUMENTS

www.ti.com

14.5.2.7 IMASK Register (Offset = 1028h) [Reset = 00000000h] (CPU_INT)
IMASK is shown in Figure 14-10 and described in Table 14-14.

Return to the Summary Table.

Interrupt Mask. If a bit is set, then corresponding interrupt is un-masked. Un-masking the interrupt causes the
raw interrupt to be visible in IIDX, as well as MIS.

Figure 14-10. IMASK Register

Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

31 30 29 28 27 26 25 24
DIO31 \ DIO30 DIO29 \ DIO28 \ DIO27 \ DIO26 \ DIO25 \ DIO24
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h

23 22 21 20 19 18 17 16
DIO23 \ DIO22 DIO21 \ DIO20 \ DIO19 \ DIO18 \ DIO17 \ DIO16
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h

15 14 13 12 11 10 9 8
DIO15 \ DIO14 DIO13 \ DIO12 \ DIOT \ DIO10 \ DIO9 \ DIO8
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h

7 6 5 4 3 2 1 0

DIO7 \ DIO6 DIO5 \ DIO4 \ DIO3 \ DIO2 \ DIOA \ DIOO
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h
Table 14-14. IMASK Register Field Descriptions

Bit Field Type Reset Description
31 DIO31 RIW oh DIO31 event mask

30 DIO30 R/W Oh DIO30 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

29 DIO29 R/W Oh DIO29 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

28 DIO28 R/W Oh DIO28 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

27 DIO27 R/W Oh DIO27 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

26 DIO26 R/W Oh DIO26 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

25 DIO25 R/W Oh DIO25 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
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Table 14-14. IMASK Register Field Descriptions (continued)
Bit Field Type Reset Description
24 DI024 R/W Oh DI024 event mask

Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
23 DIO23 R/W Oh DIO23 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
22 DI022 R/W Oh DIO22 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
21 DI021 R/W Oh DIO21 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
20 DIO20 R/W Oh DI020 event mask
Reset type: SYSRST

Oh = Event is masked
1h = Event is unmasked

19 DIO19 R/W Oh DIO19 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
18 DIO18 R/W Oh DIO18 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
17 DIO17 R/W Oh DIO17 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
16 DIO16 R/W Oh DIO16 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
15 DIO15 R/W Oh DIO15 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
14 DIO14 R/W Oh DIO14 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
13 DIO13 R/W Oh DIO13 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
12 DIO12 R/W Oh DIO12 event mask
Reset type: SYSRST

Oh = Event is masked
1h = Event is unmasked

11 DIO11 R/W Oh DIO11 event mask
Reset type: SYSRST

Oh = Event is masked
1h = Event is unmasked
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Table 14-14. IMASK Register Field Descriptions (continued)

Bit Field

Type

Reset

Description

10 DIO10

R/W

Oh

DIO10 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

9 DIO9

R/W

Oh

DIO9 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

8 DIO8

R/W

Oh

DIO8 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

7 DIO7

R/W

Oh

DIO7 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

6 DIO6

R/W

Oh

DIOG6 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

5 DIO5

R/wW

Oh

DIO5 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

4 DIO4

R/wW

Oh

DIO4 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

3 DIO3

R/wW

Oh

DIO3 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

2 DIO2

R/W

Oh

DIO2 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

1 DIO1

R/W

Oh

DIO1 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

0 DIOO

R/W

Oh

DIOO0 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
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14.5.2.8 RIS Register (Offset = 1030h) [Reset = 00000000h] (CPU_INT)
RIS is shown in Figure 14-11 and described in Table 14-15.

Return to the Summary Table.

Raw interrupt status. Reflects all pending interrupts, regardless of masking. The RIS register allows the user to

implement a poll scheme. A flag set in this register can be cleared by writing 1 to the ICLR register bit even if the
corresponding IMASK bit is not enabled.

Figure 14-11. RIS Register

31 30 29 28 27 26 25 24
D031 |  DIO30 D029 |  DIO28 D027 | D026 | DIO25 DIO24
R-0h R-0h R-0h R-0h R-0h R-0h R-0h R-0h
23 22 21 20 19 18 17 16
DIO23 \ DIO22 DIO21 \ DIO20 DIO19 \ DIO18 \ DIO17 DIO16
R-0h R-0h R-0h R-0h R-0h R-0h R-0h R-0h
15 14 13 12 11 10 9 8
DIO15 \ DIO14 DIO13 \ DIO12 DIO11 \ DIO10 \ DIO9 DIOS8
R-0h R-0h R-0h R-0h R-0h R-0h R-0h R-0h
7 6 5 4 3 2 1 0
DIO7 \ DIO6 DIO5 \ DIO4 DIO3 \ DIO2 \ DIO1 DIOO
R-0h R-0h R-0h R-0h R-0h R-0h R-0h R-0h
Table 14-15. RIS Register Field Descriptions

Bit Field Type Reset Description

31 DIO31 R Oh DIO31 event
Reset type: SYSRST
Oh = DIO31 event did not occur
1h = DIO31 event occurred

30 DIO30 R Oh DIO30 event
Reset type: SYSRST
Oh = DIO30 event did not occur
1h = DIO30 event occurred

29 DIO29 R Oh DIO29 event
Reset type: SYSRST
Oh = DIO29 event did not occur
1h = DIO29 event occurred

28 DIO28 R Oh DIO28 event
Reset type: SYSRST
Oh = DIO28 event did not occur
1h = DIO28 event occurred

27 DIO27 R Oh DIO27 event
Reset type: SYSRST
Oh = DIO27 event did not occur
1h = DIO27 event occurred

26 DIO26 R Oh DIO26 event
Reset type: SYSRST
Oh = DIO26 event did not occur
1h = DIO26 event occurred

25 DIO25 R Oh DIO25 event
Reset type: SYSRST
Oh = DIO25 event did not occur
1h = DIO25 event occurred

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026

Submit Document Feedback

Copyright © 2026 Texas Instruments Incorporated

AM13E230x Microcontrollers

593


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

General-Purpose Input/Output (GPIO)

13 TEXAS
INSTRUMENTS

www.ti.com

Table 14-15. RIS Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

24

DIO24

R

Oh

DIO24 event
Reset type: SYSRST

Oh = DIO24 event did not occur
1h = DIO24 event occurred

23

DIO23

Oh

DIO23 event
Reset type: SYSRST

Oh = DIO23 event did not occur
1h = DIO23 event occurred

22

DIO22

Oh

DIO22 event
Reset type: SYSRST

Oh = DIO22 event did not occur
1h = DIO22 event occurred

21

DI021

Oh

DIO21 event
Reset type: SYSRST

Oh = DIO21 event did not occur
1h = DIO21 event occurred

20

DIO20

Oh

DIO20 event
Reset type: SYSRST

Oh = DIO20 event did not occur
1h = DIO20 event occurred

19

DIO19

Oh

DIO19 event

Reset type: SYSRST

Oh = DIO19 event did not occur
1h = DIO19 event occurred

18

DIO18

Oh

DIO18 event

Reset type: SYSRST

Oh = DIO18 event did not occur
1h = DIO18 event occurred

17

DIO17

Oh

DIO17 event

Reset type: SYSRST

Oh = DIO17 event did not occur
1h = DIO17 event occurred

16

DIO16

Oh

DIO16 event
Reset type: SYSRST

Oh = DIO16 event did not occur
1h = DIO16 event occurred

15

DIO15

Oh

DIO15 event
Reset type: SYSRST

Oh = DIO15 event did not occur
1h = DIO15 event occurred

14

DIO14

Oh

DIO14 event
Reset type: SYSRST

Oh = DIO14 event did not occur
1h = DIO14 event occurred

13

DIO13

Oh

DIO13 event
Reset type: SYSRST

Oh = DIO13 event did not occur
1h = DIO13 event occurred

12

DIO12

Oh

DIO12 event
Reset type: SYSRST

Oh = DIO12 event did not occur
1h = DIO12 event occurred

11

DIOM

Oh

DIO11 event

Reset type: SYSRST

Oh = DIO11 event did not occur
1h = DIO11 event occurred
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Table 14-15. RIS Register Field Descriptions (continued)
Bit Field Type Reset Description
10 DIO10 R Oh DIO10 event

Reset type: SYSRST
Oh = DIO10 event did not occur
1h = DIO10 event occurred

9 DIO9 R Oh DIO9 event

Reset type: SYSRST

Oh = DIO9 event did not occur
1h = DIO9 event occurred

8 DIO8 R Oh DIO8 event

Reset type: SYSRST

Oh = DIO8 event did not occur
1h = DIO8 event occurred

7 DIO7 R Oh DIO7 event

Reset type: SYSRST

Oh = DIO7 event did not occur
1h = DIO7 event occurred

6 DIO6 R Oh DIO6 event

Reset type: SYSRST

Oh = DIO6 event did not occur
1h = DIO6 event occurred

5 DIO5 R Oh DIO5 event

Reset type: SYSRST

Oh = DIOS5 event did not occur
1h = DIO5 event occurred

4 DIO4 R Oh DIO4 event

Reset type: SYSRST

Oh = DIO4 event did not occur
1h = DIO4 event occurred

3 DIO3 R Oh DIO3 event

Reset type: SYSRST

Oh = DIO3 event did not occur
1h = DIO3 event occurred

2 DIO2 R Oh DIO2 event

Reset type: SYSRST

Oh = DIO2 event did not occur
1h = DIO2 event occurred

1 DIO1 R Oh DIO1 event

Reset type: SYSRST

Oh = DIO1 event did not occur
1h = DIO1 event occurred

0 DIOO R Oh DIOO event

Reset type: SYSRST

Oh = DIOO0 event did not occur
1h = DIOQ event occurred
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14.5.2.9 MIS Register (Offset = 1038h) [Reset = 00000000h] (CPU_INT)
MIS is shown in Figure 14-12 and described in Table 14-16.
Return to the Summary Table.
Masked interrupt status. This is an AND of the IMASK and RIS registers.
Figure 14-12. MIS Register
31 30 29 28 27 26 25 24
D031 |  DIO30 D029 |  DIO28 D027 |  DIO26 DI025 | DI04
R-Oh R-0h R-Oh R-0h R-0h R-Oh R-Oh R-Oh
23 22 21 20 19 18 17 16
DIO23 \ DIO22 DIO21 \ DIO20 DIO19 \ DIO18 DIO17 \ DIO16
R-Oh R-0Oh R-Oh R-0h R-0h R-Oh R-Oh R-Oh
15 14 13 12 11 10 9 8
DIO15 \ DIO14 DIO13 \ DIO12 DIO11 \ DIO10 DIO9 \ DIOS8
R-Oh R-0Oh R-Oh R-Oh R-0h R-Oh R-0h R-Oh
7 6 5 4 3 2 1 0
DIO7 \ DIO6 DIO5 \ DIO4 DIO3 \ DIO2 DIOA \ DIOO
R-0h R-0h R-0h R-Oh R-0h R-Oh R-Oh R-0h
Table 14-16. MIS Register Field Descriptions
Bit Field Type Reset Description
31 DIO31 R Oh DIO31 event
Reset type: SYSRST
Oh = DIO31 event did not occur
1h = DIO31 event occurred
30 DIO30 R Oh DIO30 event
Reset type: SYSRST
Oh = DIO30 event did not occur
1h = DIO30 event occurred
29 DIO29 R Oh DIO29 event
Reset type: SYSRST
Oh = DIO29 event did not occur
1h = DIO29 event occurred
28 DIO28 R Oh DIO28 event
Reset type: SYSRST
Oh = DIO28 event did not occur
1h = DIO28 event occurred
27 DIO27 R Oh DIO27 event
Reset type: SYSRST
Oh = DIO27 event did not occur
1h = DIO27 event occurred
26 DIO26 R Oh DIO26 event
Reset type: SYSRST
Oh = DIO26 event did not occur
1h = DIO26 event occurred
25 DIO25 R Oh DIO25 event
Reset type: SYSRST
Oh = DIO25 event did not occur
1h = DIO25 event occurred
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Table 14-16. MIS Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

24

DIO24

R

Oh

DIO24 event
Reset type: SYSRST

Oh = DIO24 event did not occur
1h = DIO24 event occurred

23

DIO23

Oh

DIO23 event
Reset type: SYSRST

Oh = DIO23 event did not occur
1h = DIO23 event occurred

22

DIO22

Oh

DIO22 event
Reset type: SYSRST

Oh = DIO22 event did not occur
1h = DIO22 event occurred

21

DI021

Oh

DIO21 event
Reset type: SYSRST

Oh = DIO21 event did not occur
1h = DIO21 event occurred

20

DIO20

Oh

DIO20 event
Reset type: SYSRST

Oh = DIO20 event did not occur
1h = DIO20 event occurred

19

DIO19

Oh

DIO19 event

Reset type: SYSRST

Oh = DIO19 event did not occur
1h = DIO19 event occurred

18

DIO18

Oh

DIO18 event

Reset type: SYSRST

Oh = DIO18 event did not occur
1h = DIO18 event occurred

17

DIO17

Oh

DIO17 event

Reset type: SYSRST

Oh = DIO17 event did not occur
1h = DIO17 event occurred

16

DIO16

Oh

DIO16 event
Reset type: SYSRST

Oh = DIO16 event did not occur
1h = DIO16 event occurred

15

DIO15

Oh

DIO15 event
Reset type: SYSRST

Oh = DIO15 event did not occur
1h = DIO15 event occurred

14

DIO14

Oh

DIO14 event
Reset type: SYSRST

Oh = DIO14 event did not occur
1h = DIO14 event occurred

13

DIO13

Oh

DIO13 event
Reset type: SYSRST

Oh = DIO13 event did not occur
1h = DIO13 event occurred

12

DIO12

Oh

DIO12 event
Reset type: SYSRST

Oh = DIO12 event did not occur
1h = DIO12 event occurred

11

DIOM

Oh

DIO11 event

Reset type: SYSRST

Oh = DIO11 event did not occur
1h = DIO11 event occurred
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Table 14-16. MIS Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

10

DIO10

R

Oh

DIO10 event

Reset type: SYSRST

Oh = DIO10 event did not occur
1h = DIO10 event occurred

DIO9

Oh

DIO9 event

Reset type: SYSRST

Oh = DIO9 event did not occur
1h = DIO9 event occurred

DIO8

Oh

DIO8 event

Reset type: SYSRST

Oh = DIO8 event did not occur
1h = DIO8 event occurred

DIO7

Oh

DIO7 event

Reset type: SYSRST

Oh = DIO7 event did not occur
1h = DIO7 event occurred

DIO6

Oh

DIOG6 event

Reset type: SYSRST

Oh = DIO6 event did not occur
1h = DIO6 event occurred

DIO5

Oh

DIO5 event

Reset type: SYSRST

Oh = DIOS5 event did not occur
1h = DIO5 event occurred

DIO4

Oh

DIO4 event

Reset type: SYSRST

Oh = DIO4 event did not occur
1h = DIO4 event occurred

DIO3

Oh

DIO3 event

Reset type: SYSRST

Oh = DIO3 event did not occur
1h = DIO3 event occurred

DIO2

Oh

DIO2 event

Reset type: SYSRST

Oh = DIO2 event did not occur
1h = DIO2 event occurred

DIO1

Oh

DIO1 event

Reset type: SYSRST

Oh = DIO1 event did not occur
1h = DIO1 event occurred

DIOO

Oh

DIOO event

Reset type: SYSRST

Oh = DIOO0 event did not occur
1h = DIOQ event occurred
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14.5.2.10 ISET Register (Offset = 1040h) [Reset = 00000000h] (CPU_INT)
ISET is shown in Figure 14-13 and described in Table 14-17.
Return to the Summary Table.

Interrupt set. Allows interrupts to be set by software (useful in diagnostics and safety checks). Writing a 1 to a bit
in ISET will set the event and therefore the related RIS bit also gets set. If the interrupt is enabled through the
mask, then the corresponding MIS bit is also set.

Figure 14-13. ISET Register

31 30 29 28 27 26 25 24
DIO31 \ DIO30 \ DIO29 \ DIO28 \ DIO27 \ DIO26 \ DIO25 \ DIO24
W-0h W-0h W-0h W-0h W-0h W-0h W-0h W-0h

23 22 21 20 19 18 17 16
DIO23 \ DIO22 \ DIO21 \ DIO20 \ DIO19 \ DIO18 \ DIO17 \ DIO16
W-0h W-0h W-0h W-0h W-0h W-0h W-0h W-0h

15 14 13 12 11 10 9 8
DIO15 \ DIO14 \ DIO13 \ DIO12 \ DIOT \ DIO10 \ DIO9 \ DIO8
W-0h W-0h W-0h W-0h W-0h W-0h W-0h W-0h

7 6 5 4 3 2 1 0
DIO7 \ DIO6 \ DIO5 \ DIO4 \ DIO3 \ DIO2 \ DIOA \ DIOO
W-0h W-0h W-0h W-0h W-0h W-0h W-0h W-0h

Table 14-17. ISET Register Field Descriptions
Bit Field Type Reset Description

31 DIO31 w Oh DIO31 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO31 in RIS register

30 DIO30 W Oh DIO30 event

Reset type: SYSRST

0Oh = No effect

1h = Sets DIO30 in RIS register

29 DIO29 w Oh DIO29 event

Reset type: SYSRST

0h = No effect

1h = Sets DIO29 in RIS register
28 DIO28 w Oh DIO28 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO28 in RIS register
27 DIO27 w Oh DIO27 event

Reset type: SYSRST

0Oh = No effect
1h = Sets DIO27 in RIS register

26 DIO26 W Oh DIO26 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO26 in RIS register
25 DIO25 W Oh DIO25 event

Reset type: SYSRST

Oh = No effect
1h = Sets DIO25 in RIS register
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Table 14-17. ISET Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

24

DIO24

W

Oh

DIO24 event

Reset type: SYSRST

0Oh = No effect

1h = Sets DIO24 in RIS register

23

DIO23

Oh

DIO23 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO23 in RIS register

22

DIO22

Oh

DIO22 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO22 in RIS register

21

DI021

Oh

DIO21 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO21 in RIS register

20

DIO20

Oh

DIO20 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO20 in RIS register

19

DIO19

Oh

DIO19 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO19 in RIS register

18

DIO18

Oh

DIO18 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO18 in RIS register

17

DIO17

Oh

DIO17 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO17 in RIS register

16

DIO16

Oh

DIO16 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO16 in RIS register

15

DIO15

Oh

DIO15 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO15 in RIS register

14

DIO14

Oh

DIO14 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO14 in RIS register

13

DIO13

Oh

DIO13 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO13 in RIS register

12

DIO12

Oh

DIO12 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO12 in RIS register

11

DIOM

Oh

DIO11 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO11 in RIS register
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Table 14-17. ISET Register Field Descriptions (continued)
Bit Field Type Reset Description

10 DIO10 W Oh DIO10 event

Reset type: SYSRST

0Oh = No effect

1h = Sets DIO10 in RIS register

9 DIO9 W Oh DIO9 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO9 in RIS register

8 DIO8 w Oh DIO8 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO8 in RIS register

7 DIO7 w Oh DIO7 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO7 in RIS register

6 DIO6 w Oh DIO6 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO6 in RIS register

5 DIO5 w Oh DIO5 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO5 in RIS register
4 DIO4 w Oh DIO4 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO4 in RIS register
3 DIO3 W Oh DIO3 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO3 in RIS register
2 DIO2 w Oh DIO2 event

Reset type: SYSRST

Oh = No effect
1h = Sets DIO2 in RIS register

1 DIO1 W Oh DIO1 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO1 in RIS register

0 DIOO w Oh DIOO event
Reset type: SYSRST

Oh = No effect
1h = Sets DIOO in RIS register
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14.5.2.11 ICLR Register (Offset = 1048h) [Reset = 00000000h] (CPU_INT)
ICLR is shown in Figure 14-14 and described in Table 14-18.
Return to the Summary Table.
Interrupt clear. Write a 1 to clear corresponding Interrupt.
Figure 14-14. ICLR Register
31 30 29 28 27 26 25 24
D031 |  DIO30 D029 |  DIO28 D027 |  DIO26 DI025 | DI04
W-0h W-0h W-0h W-0h W-0h W-0h W-0h W-0h
23 22 21 20 19 18 17 16
DIO23 \ DIO22 DIO21 \ DIO20 DIO19 \ DIO18 DIO17 \ DIO16
W-0h W-0h W-0h W-0h W-0h W-0h W-0h W-0h
15 14 13 12 11 10 9 8
DIO15 \ DIO14 DIO13 \ DIO12 DIO11 \ DIO10 DIO9 \ DIOS8
W-0h W-0h W-0h W-0h W-0h W-0h W-0h W-0h
7 6 5 4 3 2 1 0
DIO7 \ DIO6 DIO5 \ DIO4 DIO3 \ DIO2 DIO1 \ DIOO
W-0h W-0h W-0h W-0h W-0h W-0h W-0h W-0h
Table 14-18. ICLR Register Field Descriptions
Bit Field Type Reset Description
31 DIO31 w Oh DIO31 event
Reset type: SYSRST
Oh = No effect
1h = Clears DIO31 in RIS register
30 DIO30 w Oh DIO30 event
Reset type: SYSRST
Oh = No effect
1h = Clears DIO30 in RIS register
29 DIO29 W Oh DIO29 event
Reset type: SYSRST
Oh = No effect
1h = Clears DIO29 in RIS register
28 DIO28 W Oh DIO28 event
Reset type: SYSRST
Oh = No effect
1h = Clears DIO28 in RIS register
27 DIO27 W Oh DIO27 event
Reset type: SYSRST
Oh = No effect
1h = Clears DIO27 in RIS register
26 DIO26 W Oh DIO26 event
Reset type: SYSRST
Oh = No effect
1h = Clears DIO26 in RIS register
25 DIO25 W Oh DIO25 event
Reset type: SYSRST
Oh = No effect
1h = Clears DIO25 in RIS register

602 AM13E230x Microcontrollers

SPRUJF2B — MARCH 2026 — REVISED AUGUST 2026
Submit Document Feedback

Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUJF2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUJF2B&partnum=AM13E23x

13 TEXAS

INSTRUMENTS

www.ti.com
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Table 14-18. ICLR Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

24

DIO24

W

Oh

DIO24 event

Reset type: SYSRST

0Oh = No effect

1h = Clears DIO24 in RIS register

23

DIO23

Oh

DIO23 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO23 in RIS register

22

DIO22

Oh

DIO22 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO22 in RIS register

21

DI021

Oh

DIO21 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO21 in RIS register

20

DIO20

Oh

DIO20 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO20 in RIS register

19

DIO19

Oh

DIO19 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO19 in RIS register

18

DIO18

Oh

DIO18 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO18 in RIS register

17

DIO17

Oh

DIO17 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO17 in RIS register

16

DIO16

Oh

DIO16 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO16 in RIS register

15

DIO15

Oh

DIO15 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO15 in RIS register

14

DIO14

Oh

DIO14 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO14 in RIS register

13

DIO13

Oh

DIO13 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO13 in RIS register

12

DIO12

Oh

DIO12 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO12 in RIS register

11

DIOM

Oh

DIO11 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO11 in RIS register
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Table 14-18. ICLR Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

10

DIO10

W

Oh

DIO10 event

Reset type: SYSRST

0Oh = No effect

1h = Clears DIO10 in RIS register

DIO9

Oh

DIO9 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO9 in RIS register

DIO8

Oh

DIO8 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO8 in RIS register

DIO7

Oh

DIO7 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO7 in RIS register

DIO6

Oh

DIOG6 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO6 in RIS register

DIO5

Oh

DIO5 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO5 in RIS register

DIO4

Oh

DIO4 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO4 in RIS register

DIO3

Oh

DIO3 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO3 in RIS register

DIO2

Oh

DIO2 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO2 in RIS register

DIO1

Oh

DIO1 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO1 in RIS register

DIOO

Oh

DIOO event

Reset type: SYSRST

Oh = No effect

1h = Clears DIOO in RIS register
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14.5.2.12 1IDX Register (Offset = 1050h) [Reset = 00000000h] (GEN_EVENTO0)
[IDX is shown in Figure 14-15 and described in Table 14-19.

Return to the Summary Table.

This register provides the highest priority enabled interrupt index. Value 0x00 means no event pending. Interrupt
1 is the highest priority, IDX next highest, 4, 8, ... IDX"31 is the least priority. That is, the least bit position that is
set to 1 denotes the highest priority pending interrupt. The priority order is fixed. However, users can implement
their own prioritization schemes using other registers that expose the full set of interrupts that have occurred.

On each read, only one interrupt is indicated. On a read, the current interrupt (highest priority) is automatically
cleared by the hardware and the corresponding interrupt flag in [RIS] and [MIS] are cleared as well. After a read
from the CPU (not from the debug interface), the register is updated with the next highest priority interrupt, if
none are pending, then it should display 0x0.

Figure 14-15. lIDX Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

RESERVED STAT
R-0h R-0h

Table 14-19. IIDX Register Field Descriptions

Bit Field Type Reset Description
31-8 RESERVED R Oh
7-0 STAT R Oh Interrupt index status

Reset type: SYSRST
Oh = No bit is set means there is no pending interrupt request
1h = DIOO interrupt
2h = DIO1 interrupt
3h = DIO2 interrupt
4h = DIO3 interrupt
5h = DIO4 interrupt
6h = DIOS interrupt
7h = DIOG interrupt
8h = DIO7 interrupt
9h = DIO8 interrupt
Ah = DIO9 interrupt
Bh = DIO10 interrupt
Ch = DIO11 interrupt
Dh = DIO12 interrupt
Eh = DIO13 interrupt
Fh = DIO14 interrupt
10h = DIO15 interrupt
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14.5.2.13 IMASK Register (Offset = 1058h) [Reset = 00000000h] (GEN_EVENTO)

IMASK is shown in Figure 14-16 and described in Table 14-20.

Return to the Summary Table.

Interrupt Mask. If a bit is set, then corresponding interrupt is un-masked. Un-masking the interrupt causes the
raw interrupt to be visible in IIDX, as well as MIS.

Figure 14-16. IMASK Register

31 30 29 28 27 24
RESERVED
R/W-0h
23 22 21 20 19 16
RESERVED
R/W-0h
15 14 13 12 11 8
DIO15 \ DIO14 DIO13 \ DIO12 DIO11 \ DIO10 DIO9 \ DIOS8
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h
7 6 5 4 3 0
DIO7 \ DIO6 DIO5 \ DIO4 DIO3 \ DIO2 DIO1 \ DIOO
R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h R/W-0h
Table 14-20. IMASK Register Field Descriptions
Bit Field Type Reset Description
31-16 RESERVED R/W Oh
15 DIO15 R/W Oh DIO15 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
14 DIO14 R/W Oh DIO14 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
13 DIO13 R/W Oh DIO13 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
12 DIO12 R/W Oh DIO12 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
11 DIOM1 R/W Oh DIO11 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
10 DIO10 R/W Oh DIO10 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
9 DIO9 R/W Oh DIO9 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
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Table 14-20. IMASK Register Field Descriptions (continued)

Bit Field

Type

Reset

Description

8 DIO8

R/W

Oh

DIO8 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

7 DIO7

R/W

Oh

DIO7 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

6 DIO6

R/W

Oh

DIO6 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

5 DIO5

R/W

Oh

DIO5 event mask

Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

4 DIO4

R/W

Oh

DIO4 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

3 DIO3

R/wW

Oh

DIO3 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

2 DIO2

R/wW

Oh

DIO2 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

1 DIO1

R/wW

Oh

DIO1 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

0 DIOO

R/W

Oh

DIOO0 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked
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14.5.2.14 RIS Register (Offset = 1060h) [Reset = 00000000h] (GEN_EVENTO0)
RIS is shown in Figure 14-17 and described in Table 14-21.

Return to the Summary Table.

Raw interrupt status. Reflects all pending interrupts, regardless of masking. The RIS register allows the user to
implement a poll scheme. A flag set in this register can be cleared by writing 1 to the ICLR register bit even if the

corresponding IMASK bit is not enabled.
Figure 14-17. RIS Register

31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 11 10 9 8
DIO15 \ DIO14 \ DIO13 \ DIO12 \ DIO11 \ DIO10 DIO9 \ DIOS8
R-0h R-0h R-0h R-0h R-0h R-0h R-0h R-0h
7 6 5 4 3 2 1 0
DIO7 \ DIO6 \ DIO5 \ DIO4 \ DIO3 \ DIO2 DIO1 \ DIOO
R-0h R-0h R-0h R-0h R-0h R-0h R-0h R-0h
Table 14-21. RIS Register Field Descriptions
Bit Field Type Reset Description
31-16 RESERVED R Oh
15 DIO15 R Oh DIO15 event
Reset type: SYSRST
Oh = DIO15 event did not occur
1h = DIO15 event occurred
14 DIO14 R Oh DIO14 event
Reset type: SYSRST
Oh = DIO14 event did not occur
1h = DIO14 event occurred
13 DIO13 R Oh DIO13 event
Reset type: SYSRST
Oh = DIO13 event did not occur
1h = DIO13 event occurred
12 DIO12 R Oh DIO12 event
Reset type: SYSRST
Oh = DIO12 event did not occur
1h = DIO12 event occurred
11 DIO11 R Oh DIO11 event
Reset type: SYSRST
Oh = DIO11 event did not occur
1h = DIO11 event occurred
10 DIO10 R Oh DIO10 event
Reset type: SYSRST
Oh = DIO10 event did not occur
1h = DIO10 event occurred
9 DIO9 R Oh DIO9 event
Reset type: SYSRST
Oh = DIO9 event did not occur
1h = DIO9 event occurred
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Table 14-21. RIS Register Field Descriptions (continued)

Bit Field

Type

Reset

Description

8 DIO8

R

Oh

DIO8 event

Reset type: SYSRST

Oh = DIO8 event did not occur
1h = DIO8 event occurred

7 DIO7

Oh

DIO7 event

Reset type: SYSRST

Oh = DIO7 event did not occur
1h = DIO7 event occurred

6 DIO6

Oh

DIO6 event

Reset type: SYSRST

Oh = DIO6 event did not occur
1h = DIO6 event occurred

5 DIO5

Oh

DIO5 event

Reset type: SYSRST

Oh = DIO5 event did not occur
1h = DIO5 event occurred

4 DIO4

Oh

DIO4 event

Reset type: SYSRST

Oh = DIO4 event did not occur
1h = DIO4 event occurred

3 DIO3

Oh

DIO3 event

Reset type: SYSRST

Oh = DIO3 event did not occur
1h = DIO3 event occurred

2 DIO2

Oh

DIO2 event

Reset type: SYSRST

Oh = DIO2 event did not occur
1h = DIO2 event occurred

1 DIO1

Oh

DIO1 event

Reset type: SYSRST

Oh = DIO1 event did not occur
1h = DIO1 event occurred

0 DIOO

Oh

DIOO event

Reset type: SYSRST

Oh = DIOO0 event did not occur
1h = DIOO event occurred
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14.5.2.15 MIS Register (Offset = 1068h) [Reset = 00000000h] (GEN_EVENTO)
MIS is shown in Figure 14-18 and described in Table 14-22.
Return to the Summary Table.
Masked interrupt status. This is an AND of the IMASK and RIS registers.
Figure 14-18. MIS Register
31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 11 10 9 8
DIo15 |  DIO4 D013 |  DIO12 pott |  DIO0 DI09 | DIOS8
R-0h R-0h R-0h R-0h R-0h R-0h R-0h R-0h
7 6 5 4 3 2 1 0
pio7 | DIO6 DIo5s | DIO4 DI03 | DIO2 DIO1 | DIOO
R-0h R-0h R-0h R-0h R-0h R-0h R-0h R-0h
Table 14-22. MIS Register Field Descriptions
Bit Field Type Reset Description
31-16 RESERVED R Oh
15 DIO15 R Oh DIO15 event
Reset type: SYSRST
Oh = DIO15 event did not occur
1h = DIO15 event occurred
14 DIO14 R Oh DIO14 event
Reset type: SYSRST
Oh = DIO14 event did not occur
1h = DIO14 event occurred
13 DIO13 R Oh DIO13 event
Reset type: SYSRST
Oh = DIO13 event did not occur
1h = DIO13 event occurred
12 DIO12 R Oh DIO12 event
Reset type: SYSRST
Oh = DIO12 event did not occur
1h = DIO12 event occurred
11 DIO11 R Oh DIO11 event
Reset type: SYSRST
Oh = DIO11 event did not occur
1h = DIO11 event occurred
10 DIO10 R Oh DIO10 event
Reset type: SYSRST
Oh = DIO10 event did not occur
1h = DIO10 event occurred
9 DIO9 R Oh DIO9 event
Reset type: SYSRST
Oh = DIO9 event did not occur
1h = DIO9 event occurred
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Table 14-22. MIS Register Field Descriptions (continued)
Bit Field Type Reset Description
8 DIO8 R Oh DIO8 event

Reset type: SYSRST
Oh = DIO8 event did not occur
1h = DIO8 event occurred

7 DIO7 R Oh DIO7 event

Reset type: SYSRST

Oh = DIO7 event did not occur
1h = DIO7 event occurred

6 DIO6 R Oh DIO6 event

Reset type: SYSRST

Oh = DIO6 event did not occur
1h = DIO6 event occurred

5 DIO5 R Oh DIO5 event

Reset type: SYSRST

Oh = DIO5 event did not occur
1h = DIO5 event occurred

4 DIO4 R Oh DIO4 event

Reset type: SYSRST

Oh = DIO4 event did not occur
1h = DIO4 event occurred

3 DIO3 R Oh DIO3 event

Reset type: SYSRST

Oh = DIO3 event did not occur
1h = DIO3 event occurred

2 DIO2 R Oh DIO2 event

Reset type: SYSRST

Oh = DIO2 event did not occur
1h = DIO2 event occurred

1 DIO1 R Oh DIO1 event

Reset type: SYSRST

Oh = DIO1 event did not occur
1h = DIO1 event occurred

0 DIOO R Oh DIOO event
Reset type: SYSRST

Oh = DIOO0 event did not occur
1h = DIOO event occurred
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14.5.2.16 ISET Register (Offset = 1070h) [Reset = 00000000h] (GEN_EVENTO0)
ISET is shown in Figure 14-19 and described in Table 14-23.

Return to the Summary Table.

Interrupt set. Allows interrupts to be set by software (useful in diagnostics and safety checks). Writing a 1 to a bit
in ISET will set the event and therefore the related RIS bit also gets set. If the interrupt is enabled through the
mask, then the corresponding MIS bit is also set.

Figure 14-19. ISET Register

31 30 29 28 27 26 25 24
RESERVED
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-0h
15 14 13 12 11 10 9 8
DIo15 |  DIOt4 D013 |  DIO12 pott |  DIO0 pos |  Dios
W-0h W-0h W-0h W-0h W-0h W-0h W-0h W-0h
7 6 5 4 3] 2 1 0
po7 |  Dios pos |  Dlo4 D03 | Doz DIO1 | Dioo
W-0h W-0h W-0h W-0h W-0h W-0h W-0h W-0h
Table 14-23. ISET Register Field Descriptions
Bit Field Type Reset Description
31-16 RESERVED w Oh
15 DIO15 W Oh DIO15 event
Reset type: SYSRST
Oh = No effect
1h = Sets DIO15 in RIS register
14 DIO14 W Oh DIO14 event
Reset type: SYSRST
0h = No effect
1h = Sets DIO14 in RIS register
13 DIO13 w Oh DIO13 event
Reset type: SYSRST
Oh = No effect
1h = Sets DIO13 in RIS register
12 DIO12 W Oh DIO12 event
Reset type: SYSRST
Oh = No effect
1h = Sets DIO12 in RIS register
11 DIOM1 W Oh DIO11 event
Reset type: SYSRST
0h = No effect
1h = Sets DIO11 in RIS register
10 DIO10 W Oh DIO10 event
Reset type: SYSRST
0h = No effect
1h = Sets DIO10 in RIS register
9 DIO9 w Oh DIO9 event
Reset type: SYSRST
0Oh = No effect
1h = Sets DIO9 in RIS register
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Table 14-23. ISET Register Field Descriptions (continued)

Bit Field

Type

Reset

Description

8 DIO8

W

Oh

DIO8 event

Reset type: SYSRST

0Oh = No effect

1h = Sets DIO8 in RIS register

7 DIO7

Oh

DIO7 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO7 in RIS register

6 DIO6

Oh

DIO6 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIOG6 in RIS register

5 DIO5

Oh

DIO5 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO5 in RIS register

4 DIO4

Oh

DIO4 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO4 in RIS register

3 DIO3

Oh

DIO3 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO3 in RIS register

2 DIO2

Oh

DIO2 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO2 in RIS register

1 DIO1

Oh

DIO1 event

Reset type: SYSRST

Oh = No effect

1h = Sets DIO1 in RIS register

0 DIOO

Oh

DIOO event

Reset type: SYSRST

Oh = No effect

1h = Sets DIOO in RIS register
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14.5.2.17 ICLR Register (Offset = 1078h) [Reset = 00000000h] (GEN_EVENTO0)
ICLR is shown in Figure 14-20 and described in Table 14-24.
Return to the Summary Table.
Interrupt clear. Write a 1 to clear corresponding Interrupt.
Figure 14-20. ICLR Register
31 30 29 28 27 26 25 24
RESERVED
W-0h
23 22 21 20 19 18 17 16
RESERVED
W-0h
15 14 13 12 11 10 9 8
pots | po14 | pio13 | piot2 | pot | Dpoto | Dpos |  Dos
W-0h W-0h W-0h W-0h W-0h W-0h W-0h W-0h
7 6 5 4 3 2 1 0
DIO7 \ DIO6 \ DIO5 \ DIO4 \ DIO3 \ DIO2 \ DIOA \ DIOO
W-0h W-0h W-0h W-0h W-0h W-0h W-0h W-0h
Table 14-24. ICLR Register Field Descriptions
Bit Field Type Reset Description
31-16 RESERVED W Oh
15 DIO15 w Oh DIO15 event
Reset type: SYSRST
Oh = No effect
1h = Clears DIO15 in RIS register
14 DIO14 w Oh DIO14 event
Reset type: SYSRST
0h = No effect
1h = Clears DIO14 in RIS register
13 DIO13 w Oh DIO13 event
Reset type: SYSRST
0h = No effect
1h = Clears DIO13 in RIS register
12 DIO12 w Oh DIO12 event
Reset type: SYSRST
0Oh = No effect
1h = Clears DIO12 in RIS register
11 DIO11 w Oh DIO11 event
Reset type: SYSRST
0h = No effect
1h = Clears DIO11 in RIS register
10 DIO10 w Oh DIO10 event
Reset type: SYSRST
0h = No effect
1h = Clears DIO10 in RIS register
9 DIO9 w Oh DIO9 event
Reset type: SYSRST
0Oh = No effect
1h = Clears DIO9 in RIS register
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Table 14-24. ICLR Register Field Descriptions (continued)

Bit Field

Type

Reset

Description

8 DIO8

W

Oh

DIO8 event

Reset type: SYSRST

0Oh = No effect

1h = Clears DIO8 in RIS register

7 DIO7

Oh

DIO7 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO7 in RIS register

6 DIO6

Oh

DIO6 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO6 in RIS register

5 DIO5

Oh

DIO5 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO5 in RIS register

4 DIO4

Oh

DIO4 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO4 in RIS register

3 DIO3

Oh

DIO3 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO3 in RIS register

2 DIO2

Oh

DIO2 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO2 in RIS register

1 DIO1

Oh

DIO1 event

Reset type: SYSRST

Oh = No effect

1h = Clears DIO1 in RIS register

0 DIOO

Oh

DIOO event

Reset type: SYSRST

Oh = No effect

1h = Clears DIOO in RIS register
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14.5.2.18 IIDX Register (Offset = 1080h) [Reset = 00000000h] (GEN_EVENT1)
[IDX is shown in Figure 14-21 and described in Table 14-25.
Return to the Summary Table.

This register provides the highest priority enabled interrupt index. Value 0x00 means no event pending. Interrupt
1 is the highest priority, IDX next highest, 4, 8, ... IDX"31 is the least priority. That is, the least bit position that is
set to 1 denotes the highest priority pending interrupt. The priority order is fixed. However, users can implement
their own prioritization schemes using other registers that expose the full set of interrupts that have occurred.

On each read, only one interrupt is indicated. On a read, the current interrupt (highest priority) is automatically
cleared by the hardware and the corresponding interrupt flag in [RIS] and [MIS] are cleared as well. After a read
from the CPU (not from the debug interface), the register is updated with the next highest priority interrupt, if
none are pending, then it should display 0x0.

Figure 14-21. lIDX Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RESERVED STAT
R-Oh R-Oh

Table 14-25. IIDX Register Field Descriptions

Bit Field Type Reset Description
31-8 RESERVED R Oh
7-0 STAT R Oh Interrupt index status

Reset type: SYSRST
Oh = No bit is set means there is no pending interrupt request
1h = DIOO interrupt
2h = DIO1 interrupt
3h = DIO2 interrupt
4h = DIO3 interrupt
5h = DIO4 interrupt
6h = DIOS interrupt
7h = DIOG interrupt
8h = DIO7 interrupt
9h = DIO8 interrupt
Ah = DIO9 interrupt
Bh = DIO10 interrupt
Ch = DIO11 interrupt
Dh = DIO12 interrupt
Eh = DIO13 interrupt
Fh = DIO14 interrupt
10h = DIO15 interrupt
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14.5.2.19 IMASK Register (Offset = 1088h) [Reset = 00000000h] (GEN_EVENT1)
IMASK is shown in Figure 14-22 and described in Table 14-26.

Return to the Summary Table.

Interrupt Mask. If a bit is set, then corresponding interrupt is un-masked. Un-masking the interrupt causes the
raw interrupt to be visible in IIDX, as well as MIS.

Figure 14-22. IMASK Register

31 30 29

28 27 26

25 24

DIO31 \ DIO30 \ DIO29

\ DIO28 \ DIO27 \ DIO26

\ DIO25 \ DIO24

R/W-0h R/W-0h R/W-0h

R/W-0h R/W-0h R/W-0h

R/W-0h R/W-0h

23 22 21

20 19 18

17 16

DIO23 \ DIO22 \ DIO21

\ DIO20 \ DIO19 \ DIO18

\ DIO17 \ DIO16

R/W-0h R/W-0h R/W-0h

R/W-0h R/W-0h R/W-0h

R/W-0h R/W-0h

15 14 13

12 1 10

9 8

RESERVED

R/W-0h

RESERVED

R/W-0h

Table 14-26. IMASK Register Field Descriptions

Bit Field Type

Reset Description

31 DIO31 R/W

Oh DIO31 event mask
Reset type: SYSRST
Oh = Event is masked

1h = Event is unmasked

30 DIO30 R/wW

Oh DIO30 event mask
Reset type: SYSRST
Oh = Event is masked

1h = Event is unmasked

29 DIO29 R/wW

Oh DIO29 event mask
Reset type: SYSRST
Oh = Event is masked

1h = Event is unmasked

28 DIO28 R/wW

Oh DIO28 event mask
Reset type: SYSRST
Oh = Event is masked

1h = Event is unmasked

27 DIO27 R/wW

Oh DIO27 event mask
Reset type: SYSRST
Oh = Event is masked

1h = Event is unmasked

26 DIO26 R/W

Oh DIO26 event mask
Reset type: SYSRST
Oh = Event is masked

1h = Event is unmasked

25 DIO25 R/W

Oh DIO25 event mask
Reset type: SYSRST
Oh = Event is masked

1h = Event is unmasked
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Table 14-26. IMASK Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

24

DIO24

R/W

Oh

DIO024 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

23

DIO23

R/W

Oh

DIO23 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

22

DIO22

R/W

Oh

DI022 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

21

DI021

R/W

Oh

DIO21 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

20

DIO20

R/W

Oh

DIO20 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

19

DIO19

R/wW

Oh

DIO19 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

18

DIO18

R/wW

Oh

DIO18 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

17

DIO17

R/wW

Oh

DIO17 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

16

DIO16

R/W

Oh

DIO16 event mask
Reset type: SYSRST
Oh = Event is masked
1h = Event is unmasked

15-0

RESERVED

R/W

Oh
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14.5.2.20 RIS Register (Offset = 1090h) [Reset = 00000000h] (GEN_EVENT1)
RIS is shown in Figure 14-23 and described in Table 14-27.
Return to the Summary Table.

Raw interrupt status. Reflects all pending interrupts, regardless of masking. The RIS register allows the user to
implement a poll scheme. A flag set in this register can be cleared by writing 1 to the ICLR register bit even if the
corresponding IMASK bit is not enabled.

Figure 14-23. RIS Register

31 30 29 28 27 26 25 24
DIO31 \ DIO30 \ DIO29 \ DIO28 \ DIO27 \ DIO26 \ DIO25 \ DIO24
R-Oh R-Oh R-Oh R-Oh R-Oh R-Oh R-Oh R-Oh
23 22 21 20 19 18 17 16
DIO23 \ DIO22 \ DIO21 \ DIO20 \ DIO19 \ DIO18 \ DIO17 \ DIO16
R-Oh R-Oh R-Oh R-Oh R-Oh R-Oh R-Oh R-Oh
15 14 13 12 11 10 9 8
RESERVED
R-Oh
7 6 5 4 3 2 1 0
RESERVED
R-Oh

Table 14-27. RIS Register Field Descriptions
Bit Field Type Reset Description

31 DIO31 R Oh DIO31 event

Reset type: SYSRST

Oh = DIO31 event did not occur
1h = DIO31 event occurred

30 DIO30 R Oh DIO30 event

Reset type: SYSRST

Oh = DIO30 event did not occur
1h = DIO30 event occurred

29 DIO29 R Oh DIO29 event

Reset type: SYSRST

Oh = DIO29 event did not occur
1h = DIO29 event occurred

28 DIO28 R Oh DIO28 event

Reset type: SYSRST

Oh = DIO28 event did not occur
1h = DIO28 event occurred

27 DIO27 R Oh DIO27 event

Reset type: SYSRST

Oh = DIO27 event did not occur
1h = DIO27 event occurred

26 DIO26 R Oh DIO26 event

Reset type: SYSRST

Oh = DIO26 event did not occur
1h = DIO26 event occurred

25 DIO25 R Oh DIO25 event

Reset type: SYSRST

Oh = DIO25 event did not occur
1h = DIO25 event occurred
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