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ABSTRACT

DDR Inline ECC is a key reliability and safety mechanism implemented on Jacinto™ 7 and Sitara™ processors. 
While ECC functionality is implemented in hardware, enabling ECC alone does not demonstrate that memory 
faults can be detected, reported, and handled correctly. Error injection testing provides a controlled method for 
validating ECC detection, correction, error logging, and diagnostic reporting functionality.

This application note describes recommended offline and online DDR Inline ECC error-injection methodologies. 
This document explains validation procedures for single-bit, double-bit, and multi-phase ECC events, and 
demonstrates how ECC error logs and ESM notifications can be used to verify correct operation of the complete 
diagnostic chain. The information is intended for software developers, system architects, and functional safety 
engineers developing automotive and industrial systems based on Jacinto 7 and Sitara processors.
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1 Introduction
DDR Inline ECC provides hardware-based protection against memory corruption by generating and checking 
error correction codes (ECC) associated with DDR data.

The ECC mechanism is designed to:

• Correct single-bit errors
• Detect double-bit errors
• Improve robustness against DDR failures
• Increase diagnostic coverage for safety-related systems

Although ECC functionality is implemented in hardware, proper system validation requires more than enabling 
ECC.

To demonstrate correct operation, controlled ECC fault injection is commonly used to verify:

• ECC detection
• ECC correction
• ECC event classification
• Error-log generation
• ESM interrupt generation
• Software fault handling

This application note describes practical ECC error-injection methodologies and validation procedures for both 
start-up and runtime environments.
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2 Detailed Description

2.1 Why ECC Error Injection Testing is Required
From a diagnostic perspective, enabling ECC only configures the protection mechanism. Enabling ECC does not 
prove that the diagnostic chain operates correctly.

A complete validation must verify:

Figure 2-1. Validation Flow

Error injection provides a repeatable mechanism for exercising the entire diagnostic path.

Typical verification objectives include:

• Correctable error detection
• Uncorrectable error detection
• ECC error logging
• ESM event generation
• Software fault handling
• Address-log reporting

2.2 DDR Inline ECC Protection Mechanism
DDR Inline ECC stores ECC syndromes together with DDR data and performs automatic checking during 
memory reads.

• SECDED Protection

The ECC engine provides:

• Single error correction (SEC)
• Double error detection (DED)

For a single-bit corruption event:
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Figure 2-2. Single-Bit Corruption Event

For a double-bit corruption event:

Figure 2-3. Double-Bit Corruption Event

2.2.1 Multi-Phase ECC Protection

DDR accesses occur as burst transactions consisting of multiple phases.

A conventional SECDED implementation protects individual data words. DDR Inline ECC implements Multi-
Phase ECC protection that extends coverage beyond individual phases.

This mechanism provides additional protection against:

• Address failures
• Command failures
• Address aliasing
• Burst corruption
• Large-scale memory corruption

As a result, DDR Inline ECC increases diagnostic coverage compared with conventional SECDED-only 
implementations.

2.3 Offline Error Injection
Offline error injection is typically used in automotive validation flows.

A common sequence is:
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Figure 2-4. Offline Error Injection Flow

Since the application is not yet running, arbitrary DDR locations can be modified safely without impacting 
software execution.

Typical Procedure

1. Complete DDR initialization.
2. Complete DDR priming.
3. Enable ECC generation.
4. Disable ECC checking.
5. Read data from a target location.
6. Modify one or more bits.
7. Write modified data back.
8. Re-enable ECC checking.
9. Read the modified location.

At this point, the ECC engine detects the injected corruption.

2.4 Online Error Injection
Industrial systems often operate continuously and cannot easily be stopped for start-up-style validation.

Examples include:

• PLCs
• Robotics controllers
• Industrial gateways
• Edge-AI systems

In these systems, online diagnostics are commonly used.

2.4.1 Method 1: ESM Fault Injection

The ESM module can provide fault-injection capabilities.

This method validates:

• ESM infrastructure
• Interrupt routing
• Software fault handling

However, the ESM module does not verify actual DDR ECC functionality.

2.4.2 Method 2: Reserved DDR Validation Region

A dedicated ECC validation region can be reserved within DDR.

Requirements:
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• No executable code
• No stack allocation
• No heap allocation
• No application data

Figure 2-5. Dedicated ECC Validation Region Online Error Injection

This method validates the complete ECC data path while allowing normal application execution.

2.5 Single-Bit Error Validation
Injection Method

Figure 2-6. Single-Bit Injection Method

Expected Behavior
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Figure 2-7. Single-Bit Injection Expected Behavior

Expected results:

• Data returned correctly
• Correctable error counter incremented
• ECC address logged
• ESM notification generated

2.6 Double-Bit Error Validation
Injection Method

Figure 2-8. Double-Bit Injection Method

Expected Behavior

Figure 2-9. Double-Bit Expected Behavior

Expected results:
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• UECC event generated
• Error logged
• ESM notification generated
• Software exception handling executed

2.7 Multi-Phase ECC Validation
For safety-related systems, validation must also include Multi-Phase ECC coverage.

A representative validation method injects faults into multiple phases of the same DDR burst.

Example:

Phase 1 → Single-Bit Error

Phase 5 → Single-Bit Error

Expected behavior:

Multi-Phase ECC Detection

↓

Uncorrectable error

This test exercises detection of:

• Address failures
• Command failures
• Burst corruption
• Large-scale memory corruption

2.8 Verification Using ECC Error Logs
After an ECC event occurs, software must verify:

ECC Error Counters

Examples:

• ECC_1B_ERR_CNT
• ECC_2B_ERR_CNT

ECC Error Logs

Examples:

ECC_1B_ERR_ADR_LOG

ECC_1B_ERR_MSK_LOG

ECC_2B_ERR_ADR_LOG

ECC_2B_ERR_MSK_LOG

The logged information must correspond to the injected fault location.

Address Verification

Injected Address == Decoded Error Address

A successful match demonstrates that:

• ECC detection is operational
• Error logging is operational
• Address reporting is operation
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2.9 Verification Using ESM
In addition to ECC logs, the system must verify ESM behavior.

Confirm:

• Correct ESM channel triggered
• Correct interrupt generated
• Correct event classification
• Expected software response executed

This provides confirmation that the fault propagates correctly through the diagnostic chain.

2.10 Recommended Validation Strategies

2.10.1 Automotive Systems

Recommended approach:

Offline Validation

Typical sequence:

Figure 2-10. Automotive Offline Validation Typical Sequence

Advantages:

• Highest coverage
• Deterministic execution
• Practical for safety validation

2.10.2 Industrial Systems

Recommended approaches:

• Periodic ESM Test
• Reserved DDR Region ECC Test

Detailed Description www.ti.com
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3 Summary
DDR Inline ECC error injection provides a practical method for validating DDR memory protection mechanisms 
on Jacinto™ 7 and Sitara™ processors.

By combining controlled fault injection with ECC error-log verification and ESM monitoring, system developers 
can verify correct operation of ECC detection, correction, Multi-Phase ECC protection, error logging, interrupt 
routing, and software fault handling. Offline validation is typically preferred for automotive start-up verification, 
while online validation methods are more practical for continuously operating industrial systems
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