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ABSTRACT

This application note provides a comprehensive guide for converting TDA4x/DRA8x processors from High
Security Field-Securable (HS-FS) mode of operation to High Security Security-Enforced (HS-SE) mode of
operation. The document explains TlI's One Time Programmable (OTP) Keywriter tool architecture and
deployment methods for development and production environments. The document also explains field update
procedures by using Texas Instruments Foundational Security (TIFS) API. Engineers will learn how to

select appropriate secure key provisioning strategies, implement secure device programming workflows, and
troubleshoot common issues encountered during OTP key programming operations.

Table of Contents

I T3 e Yo [T T2 4o TSR 2
1.1 Why KeYWIIter IS INEEAEM. ... ...ttt e e e ettt e e e e e e e bttt e e e e e e aeeeeeeeanneeeeaeeeanbaeeaeeeanneeeaeeeannnnes 2
AL g F= LA TSR NS AT =T PR ST 3

2 Keywriter Certificate BIOD.......... ..ot e et e e et e e st e e s s te e e s ase e e e aneeeeanteeeeneeeeanneeeanneeean 4
2.1 Certificate GENEration OVEIVIEW.............eii ettt e sttt e e sttt e e e et e e s aeeeeasteeesseeesaneeeeanseeeasseeeanseeeansenesanseeennnes 4

3 Production Deployment MEEhOGS. ............ ..ottt e e e ettt e e e e ettt e e e s aee e e e e e e snneeeeeeeaanneeeaaeaanns 5
G TRt @ 1T I = oo} 1Y =1 1 o T SRS 5
B I0Z=11Y/1Y (@ =TT 111 13 T SRR 6
3.3 eMMC Boot with DFU Backup MEthOM.............oooiiiiiei ettt e e e et e e e e et e e e e e e eaabe e e e e e enreenas 7
3.4 JTAG/Development BOOt MELNOM.............ooiiiiiiiii ettt e et e e e e ettt e e e e e e et e e e e e e e eeaaraeeaeeennsbeeeeeeaanees 7
3.5 RGMI Ethernet BOOt IMOTE. ... ...coiiiiiieiiiie ettt e ettt e ettt e et e e e emte e e eaneeeeeneeeeanteeesneeeesneeeeanseeeeanseaeanseeeaseeenanee 7

A UpPdates iNthe FIeld. ...t et et e e e e e e e e e e e e e e e e ee s e s s aasasbebeaesssaeeerereaaaaaaaaeaaeas 8
4.1 SWREV (SOftWAre REVISION).....ceiieiiiiiiiieiiee ittt et e st e ettt e e sttt e e s et e e e aeeeeasteeeanseeesneeeesnseeeanseeeeneeeeanseeeanneeesnnnens 8
4.2 KEYREV (K Y REVISION)......ceiiiiiieiiee ittt s e ettt e e et s e e e st e e e e mteeeaaae e e e saeeeamaeeesmseeeesteeeanseeeanseeeenseeeanseeeanseeeeanneeennnes 8

5 ComMMON DEbUGGING StEOPS.........uiiiiiiiiiiie ettt et e et e e sttt eeaa et e e aeeeeaaseeeeanteeeaaneeeeasteeeanseee e neeeeanteeeaneeeeanreeeanneean 9
Lo Y g T 1= (g T PR PR 9
5.2 Package REQUIFEIMENTS. ... ittt e e ettt e e oottt e e e e e aa et e e e e e s ntaeeeee e e saeeeeeeeaannbeeeeae s nsneeeaeeaannsseeaeeaannes 11
5.3 €FUSE Programming SELUPD. ... ..ceiiiiee et e et e e sttt e s tee e e e seeeeasteeeeseeeeaseeeeanseeeaneeeeaneeeeanseeeenneeeaseeeeanneeeeneen 11
5.4 Verifying Programming RESUIES. ........oooiiiii ettt e et e e st e e e et e e s et e e snteeeaaneeeesnneeesnsaeeaanseeeanneeeeanneeenn 11
5.5 Boot Failure TroublESNOOING. ... ..o ettt e e et e e e e e ettt e e e e e bae e e e e e e anseeeeeeeannbeeeeaeaannneeas 11
5.6 Trace Collection Without WaKeUP UART ... ...ttt ettt e e e e et e e e e e e e tb et e e e e s etateeeesesasseeeeesasseeeaaeaanes 1"

LS T4 TSP 12

A oY 1= =T 4 T SRR 12

Trademarks

All trademarks are the property of their respective owners.

SDAA376 — AUGUST 2026 Keywriter Deployment Strategies: Secure Device Provisioning in Production 1
Submit Document Feedback Environments
Copyright © 2026 Texas Instruments Incorporated


https://www.ti.com
https://www.ti.com/lit/pdf/SDAA376
https://www.ti.com/feedbackform/techdocfeedback?litnum=SDAA376&partnum=

13 TEXAS
INSTRUMENTS

Introduction www.ti.com

1 Introduction

This document is designed for production engineers, security architects, and manufacturing teams implementing
secure key provisioning for Tl processors. It covers Keywriter deployment strategies, architecture components,
and production workflows. Keywriter users will gain practical knowledge to select appropriate deployment
methods, transition the device from field-securable (FS or HSFS) to security-enforced (HS-SE) state, and
resolve common provisioning issues. Readers will gain both theoretical understanding and practical knowledge
needed to implement, optimize, and troubleshoot Keywriter operations in real-world production environments.

1.1 Why Keywriter is Needed

TI processors ship from the factory in HS-FS (High Security Field-Securable) mode. In this state, secure-boot
is not enforced since root-of-trust (RoT) keys are not yet programmed into the device OTP-eFuses. The
Keywriter tool enables us to program these root-of-trust keys and the associated security fields into the eFuse,
transitioning devices from HS-FS to HS-SE mode of operation.Secure boot is enforced by hardware when the
device is in HS-SE state.

The following fields can be programmed in the OTP-eFuse array, but not all the fields are mandatory to transition
to HS-SE device:

Mandatory Fields

* SMPK HASH (Secondary Manufacturer Public Key Hash).
* SMEK (Secondary Manufacturer Encryption Key).

* KEYCNT (Key Count).

* KEYREYV (Key Revision).

Optional Fields

* BMPK HASH (Backup Manufacturer Public Key Hash).

* BMEK (Backup Manufacturer Encryption Key).

+ SWREV, MSV, JTAG (Software Revision for anti-rollback protection, Model Specific Value, JTAG disable).
+ Extended OTP fields.

KEK \ )/ KEK
\\ //
MPK HASH \ / MPK HASH
\\ //
\
MEK \ / MEK
/
\ /
SMPK HASH \ SMPK HASH
Effuse bits Effuse bits

SMEK SMEK

BMPK HASH BMPK HASH

BMEK HS-FS
KevonT (TDA4AX/DRA8X)

HS-SE BMEK

(TDA4AX/DRASX)

KEYCNT.

Keywriter Tool

KEYREV KEYREV.

3 Fused Field
SWREV,MSV, /’ \ SWREV,MSV,

ITAG s/ I Blank Field N JTAG

’
Extended OTP , A Extended OTP

Figure 1-1. Device Lifecycle: HS-FS to HS-SE Transition via Keywriter eFuse Programming Workflow
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1.2 What is Keywriter

Keywriter R5
APP

Keywriter
Firmware
Encrypted and
signed by TI
(ti-fs-
keywriter)

Keywriter
Configuration blob

Figure 1-2. Keywriter System Architecture Showing TIFS Firmware, R5 Application, and Certificate Blob
Components

M3/M4 @ Secure ROM @ TIFS Keywriter

A A . A
Send Keywritel
Release Load and Auth. Auth and load - eyw
R5 reset tiboot3.bin Keywriter tifs Configuration ACKINACK
A \ 4 Blob y
MCU R5F @ Public ROM @ R5 Keywriter Application

Figure 1-3. Keywriter Boot Flow

The Keywriter tool consists of three main components:

» Keywriter firmware: This is the secure OTP keywriter firmware that runs on the secure subsystem of the
device (M3/M4_0). It is responsible for verifying the OTP configuration from x509 certificate and programming
the data into the device OTP-eFuses.

» Keywriter Configuration Blob: Certificate containing effuse configuration that gets programmed in the
OTP-eFuses.

» Keywriter R5 APP: This is the public keywriter application. It boots directly on the primary boot core of
the device without any other bootloader. It is responsible for sending the OTP configuration to the secure
keywriter component running on the security subsystem (M3/M4) to program the keys into the device OTP-

eFuses.
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2 Keywriter Certificate Blob
2.1 Certificate Generation Overview

The Keywriter certificate blob uses a layered security approach combining digital signatures and encryption. The
OTP configuration data is encrypted with a randomly generated AES-256 session key. This session key is then
encrypted using the TI-FEK (Tl Field-Encryption Key), verifying only authentic Tl firmware with the corresponding
private key can decrypt it. The entire certificate is signed using SMPK (Secondary Manufacturer Private Key) for
authentication. Optionally, the certificate can be dual-signed by also using BMPK (Backup Manufacturer Private
Key) to enable key rotation scenarios. For complete keywriter blob generation flow refer Figure below.

ThreK Primary Cert Configuration
Pub
{ RSA Encryption Enc_aes_key
AES-256 »
Sign -
N

KEY

N SMPK signed
J

Ene_SMPKH
i : SMPK Sign ’—»

—— AES e

- )
| -3 BRr - >| Enc_BMPK
| BMPKH /,— > Enc. {

EXT OTP
Enc_EXT_OTP

Figure 2-1. Certificate Blob Generation Flow: AES Encryption, TI-FEK Key Wrapping, and Dual-Signature
Authentication
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3 Production Deployment Methods

Multiple deployment methods are available to suit different production environments and requirements. Each
method is provided with specific implementation steps, allowing customers to select the approach that best fits
their production setup and needs. This flexibility ensures that customers can choose any suitable method without
being constrained to a predefined use case.

3.1 OSPI Boot Method
Initial Setup and Key Provisioning Process:

1. Flash the Keywriter image to the primary boot location of OSPI flash memory.

2. Flash the HS-SE signed application images to the backup boot location.

3. Power on the processor (MPU). The boot ROM reads the Keywriter image from the primary location in OSPI
flash.

4. Since the device is in HS-FS (High Security - Field Securable) mode, the Keywriter application runs and
programs the security keys onto the device.

Transition to Secure Boot:

Once OTP-eFuses are programmed, the device enters HS-SE mode on the next power cycle. When
the customer keys are programmed and KEYREV, KEYCNT is also programmed, the hardware hereafter
switches to HS-SE state. This process cannot be reversed back to HS-FS state.

5. On next power-on reset, the ROM bootloader enforces secure boot. The Keywriter image at the primary boot
location is loaded first, but it fails authentication because it is not signed with the customer root-of-trust keys
newly programmed in OTP-eFuses.

6. The ROM bootloader's fallback mechanism activates, reading the application image from the backup boot
location of OSPI Flash. It successfully authenticates the HS-SE signed application image using the eFuse-
stored public key hash.

7. The device successfully boots using the image that is signed with customer keys (SMPKH).

8. At this stage it is good practice to erase the primary image in the OSPI Flash and re-program it with a copy
of the application image signed with customer keys that is the same as the one loaded from the secondary
partition of the OSPI Flash.

@® PRIMARY BOOT O PRIMARY BOOT
0x0 LOCATION 0x0 LOCATION
KEYWRITER IMAGE KEYWRITER IMAGE
Programs security keys Programs security keys
OTP programming OTP programming
Transitions device to HSSE Transitions device to HSSE
0x400000 Power Cycle > 0x400000
O BACKUP BOOT @ BACKUP BOOT
LOCATION LOCATION
HS-SE SIGNED SBL HS-SE SIGNED SBL
(Secondary Boot Loader) (Secondary Boot Loader)
TIFS HS-SE binary TIFS HS'SE binary
Application images Application images
@  Active Partition
OSPI Flash O  inactive Partiion OSPI Flash
Memory Memory
HS-FS STATE HS-SE STATE
Figure 3-1. OSPI Boot Method
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3.2 eMMC Boot Method

Initial Setup and Key Provisioning Process:

1. Flash the Keywriter image to the Boot 0 partition of the eMMC device.

2. Flash the HS-SE signed application images to the Boot-1 partition of the eMMC device.

3. Configure the boot mode pins for eMMC boot mode and power on the device.

4. ROM bootloader reads the PARTITION_CONFIG register (default: Boot-0 active), since the device is in
HS-FS state, ROM authenticates the Keywriter, and runs it.

5. After the Keywriter completes key provisioning, keywriter application updates the PARTITION_CONFIG field
in the eMMC's EXT_CSD register to change the active boot partition from Boot-0 to Boot-1.For reference
implementation refer FAQ.

Transition to Secure Boot:

6. Power cycle the board, the ROM bootloader checks the boot mode pins (configured for eMMC boot mode)
and reads the PARTITION_CONFIG field to determine which partition is active.

7. Since the active partition was changed to Boot-1 in the previous step, the ROM fetches the image from
Boot-1.

8. The device successfully boots using the HS-SE signed production images from Boot-1

9. At this stage it is good practice to erase the primary image in the eMMC Flash and re-program it with a copy
of the application image signed with customer keys that is the same as the one loaded from the secondary
partition of the eMMC Flash.

® BOOT 0 Partition O BOOT 0 Partition
KEYWRITER IMAGE KEYWRITER IMAGE
« Programs security keys « Programs security keys
+ OTP programming « OTP programming
« Updates « Updates
PARTITION_CONFIG PARTITION_CONFIG
« Transitions device to HS-SE « Transitions device to HS-SE
Power Cycle >
O BOOT 1 Partition @ BOOT 1 Partition
HS-SE SIGNED SBL HS-SE SIGNED SBL
(Secondary Boot Loader) (Secondary Boot Loader)
* TIFS HS-SE binary « TIFS HS-SE binary
« Application images « Application images
. Active Partition
Emmc Device O naciive Partiion Emmc Device
HS-FS STATE HS-SE STATE
Figure 3-2. eMMC Boot Mode
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3.3 eMMC Boot with DFU Backup Method
Initial Setup and Key Provisioning Process:

1. Set the Primary boot media as EMMC and backup as DFU.

2. Power on the device. As we haven't flashed any image into the eMMC, boot ROM will not be able to read the
image from primary boot media and falls back to backup boot mode.

3. Boot ROM initiates DFU boot. Load the keywriter image using DFU interface.

4. The keywriter binary programs the keys to OTP.

Transition to Secure Boot:

5. Power cycle the board, Boot till U-Boot using HS-SE signed image via DFU interface.Flash the HS-SE
signed images to emmc using dfu interface as mentioned in section "5 eMMC flashing" of TDA4 Flashing
Techniques.

6. Power cycle the board, since emmc is the primary boot media and has valid signed boot image. ROM wiill
read, authenticate and boots the application image from emmc.

Note
Backup boot location is different than the Backup boot mode. The Boot ROM supports a backup OSPI
offset if it doesn't find a valid image at the primary offset ,and it automatically jumps to a backup
offset within the same OSPI flash. Whereas Backup boot mode is a hardware-configured fallback to a
completely different boot media It is determined by physical BOOTMODE pins.

3.4 JTAG/Development Boot Method
Initial Setup:

1. Configure the device to Development boot (DEV BOOT) mode by setting the appropriate boot pins
(BOOTMODE[4] = 0).

2. During DEV BOOT, the device waits for a firmware loaded message from MCU R5.

3. Connect JTAG emulator (XDS110, XDS200, or XDS560) to microprocessor/MPU.

Provisioning Process:

4. Connects to MCU Cortex R5F Core 0. Resets the R5F core to clean state.
5. Load keywriter application onto the MCU RS5 core.
6. Load keywriter certificate blob to designated memory location (e.g., 0x41C7F004 for TDA4AL,KeyWriter

certificate starts from keywr_end + 1, which is placed in section ".keywr_bin_end" Please look up map file or
the linker command file ).

7. Initiate execution of keywriter program on MCU R5.

8. Keywriter firmware validates certificate, decrypts keys, and programs OTP-eFuses, transitioning device from
HS-FS to HS-SE.

The FAQ in this link has more details about this method. This FAQ also provides a java script that can directly be
used with CCS scripting shell.

3.5 RGMI Ethernet Boot Mode

Initial Setup and Key Provisioning Process:

1. Configure the device in RGMI boot mode.

2. On the host PC set the Static IP for the microprocessor and configure the link to 100M full duplex.

3. On the host PC download the tftpd32 application and set up the DHCP server using the tftpd32 application.
4. Connect the PC ethernet port to the CPSW port on the device using an ethernet cable.

For more details, see the FAQ.

Note
Ethernet boot mode is only supported on TDA4VH class of devices
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4 Updates in the Field
4.1 SWREV (Software Revision)

The SWREYV field in OTP-eFuses is used to implement software rollback protection, preventing attackers from
downgrading the primary application firmware to older versions with known vulnerabilities. When a device boots,
TIFS/BOOT ROM code compares the software revision value embedded in the boot image certificate against
the SWREV value programmed into the OTP-eFuses. If the certificate's software revision is less than the OTP
SWREYV value, the boot process is rejected, ensuring authentication and loading of equal or higher SWREV
revision numbers.

Components for which SWREYV can be updated are:

1. Software Revision SBL.
2. Software Revision SYSFW/TIFS.
3. Software Revision Secure Board Configuration.

Update Procedure:

» HS-SE TIFS provides the capability to update SWREV values at runtime using the
TISCI_MSG_WRITE_SWREV command.
* VPP_MCU is required for eFuse write operations.

Note
Tl recommends NOT changing the SWREV of TIFS/SYSFW unless it is necessary. A wrong, non-
existing SW revision for TIFS can brick the device.

4.2 KEYREV (Key Revision)
The KEYREYV field in the OTP-eFuses controls which root of trust keys are used for secure boot operations:

* KEYREV = 1: Activates the Secondary Manufacturer Key Set (SMPK/SMEK)
* KEYREV = 2: Activates the Backup Manufacturer Key Set (BMPK/BMEK)

Update Procedure:

* KEYREV can be updated at runtime on HS-SE devices using the TISCI_MSG_WRITE_KEYREV command

» Updating KEYREYV requires a dual-signed certificate with two components: Primary Certificate signed with
SMPK private key and Secondary Certificate signed with BMPK private key

* TISCI_MSG_WRITE_KEYREV message can only be sent by host mentioned in the secure board config
under write_host

For reference, see the FAQ on updating keyrev using TIFS API.
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5 Common Debugging Steps

This section provides a systematic approach to diagnosing and resolving issues during key provisioning. Follow
the steps for efficient troubleshooting.

5.1 Dry-Run Testing

* Remove/comment-out VPP-enable logic inside Keywriter application, build and run the keywriter tool

» If VPP is disabled, eFuse programming will fail.

» Refer to TIFS (Wakeup UART) traces for parsing validation and a failure message from keywriter TIFS as
actual eFuse burning fails.

The following code shows the reference logs from WKUP and MCU UART on J721S2 EVM, command used for
generating the cert blob is :

./gen_keywr_cert.sh -t ti_fek_public.pem

-s keys/smpk.pem --smek keys/smek.key -s-rp --smek-rp
-b keys/bmpk.pem --bmek keys/bmek.key -b-rp --bmek-rp
--mek-opt Ox1 --mpk-opt Ox21

--keycnt 2 --keycnt-wp

--keyrev 1
SDAA376 — AUGUST 2026 Keywriter Deployment Strategies: Secure Device Provisioning in Production 9
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Table 5-1.

MCU UART (R5 app.)

WKUP UART (Keywriter TIFS)

OTP Keywriter ver: 10.1.4-v10.01.04a-1-gf7¢c27 (Fie
Legacy Boot Mode

Key programming sequence initiated

Taking OTP certificate from 0x41c70004
Sciclient_otpProcessKeyCfg returns: -1

Debug response: 0x800

Key programming sequence completed

OTP Keywriter Version: 02.00.00.00 (May 20 2026 - 16:02:05)

# Decrypting extensions..

MPK Options: 0x21

MEK Options: 0x1

MPK Opt P1: Ox1

MPK Opt P2: 0x1

MEK Opt : 0x1

* SMPKH Part 1 BCH code: 61b45b59

* SMPKH Part 2 BCH code: 417d4cb4

* SMPK Hash (part-1,2):
1f6002b07cd9b0b7c47d9ca8d1aaeb7b8e8784a12f636b2b760d7d98
a18f189701
60dfd0f23e2b0cb10ec7edc7c6edac3d9bdfefeOeddc3fff7fe9ad87519
5527d01 * SMEK BCH code: 21224fcc

* SMEK Hash:
92785809a3dfefea57f6bbed642d730babd05e601222a72e815bf01ce
b3a50f96ab85d282425f684436fabd4c7da624b791da411615035314
103cc64e611f532

* BMPKH Part 1 BCH code: 81a4977b

* BMPKH Part 2 BCH code: 613bf931

* BMPK Hash (part-1,2):
b41865771ef3e13933568b1d1d50a72f5037a2a103c4535¢713e10a6
1df1609c01
f6033117fbb56d5f190a17598e151141c6e413e2d853e56aae799782
0639909601

* BMEK BCH code: 21ec5cec

* BMEK Hash:
21abae74b64b1c9fbd1f9201e60a319fe417edf06c2f9ba71fa3e1a967
d171b684a4f85a83b8a4821abffe8e322b3697e299ffa94dec921bd4a
c99f8cab9dd6c

EXT OTP extension programming disabled

MSYV extension programming disabled

*KEY CNT: 03030000

*KEY REV: 01010000

SWREV extension programming disabled

FW CFG REV extension programming disabled

*KEYWR VERSION: 0x20000

#

# Programming Keys..

#

*MSV:

[u32] bch + msv: 0x8BACOFFE

MSYV extension programming disabled

[u32] bch + msv: 0x8BACOFFE

*SWREV:

[u32] SWREV-SBL: 0x1

[u32] SWREV-SYSFW : 0x1

SWREYV extension programming disabled

[u32] SWREV-SBL: 0x1

[u32] SWREV-SYSFW : 0x1

*FW CFG REV:

[u32] SWREV-FW-CFG-REV: 0x0

SWREV SEC BCFG extension programming disabled

[u32] SWREV-FW-CFG-REV: 0x0

*EXT OTP:

EXT OTP extension programming disabled

* BMPKH, BMEK:

Error in programming BMPKH part 1

debug_response: 0x800
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5.2 Package Requirements

Verify the latest keywriter addon package is being used and is available from secure resources.
5.3 eFuse Programming Setup

VPP (Programming Voltage) must be stable throughout the key provisioning process.

5.4 Verifying Programming Results

» Successful eFuse programming returns debug response 0x0. Obtain the R5 keywriter application logs on
MCU UART. The following reference logs show successful key provisioning.

OTP Keywriter Version: 02.00.00.00 (Jul 19 2023 - 11:15:35)
oTP Keywriter ver: 9.0.7-v09.00.07 (Kool Koala)

OTP_VpPpEn

WKUP_GPIOO0_54 output high

Key programming sequence initiated

Taking OTP certificate from 0x41c7f004

Debug response: 0x0

Key programming sequence completed

* Non-zero responses indicate errors. See the TISCI Documentation for specific error code details.
5.5 Boot Failure Troubleshooting
If the device fails to boot after eFuse programming:

» Verify the key hash used to sign the boot image matches the hash programmed into OTP-eFuses.
» Extract the public key hash from the device and compare against Sec Cust MPK Hash (the active root of trust
key hash).

To extract the public key hash from the device, see the FAQ.
5.6 Trace Collection Without Wakeup UART

» Use the trace buffer to capture TIFS traces if wakeup UART is unavailable on the device.
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6 Summary

This application note has provided a comprehensive overview of keywriter deployment strategies for secure
device provisioning in production environments. Multiple deployment methods are available to accommodate
different production scenarios, from automotive and industrial applications using OSPI boot to high-volume
consumer electronics using eMMC boot.

Engineers must select the appropriate deployment method based on their specific production requirements,
volume, and infrastructure. Proper understanding of certificate generation, verification processes, and common
debugging steps verifies successful implementation and troubleshooting of keywriter operations in real-world
environments.

7 References

1. Texas Instruments, TISCI Key Writer User Guide, user's guide.
2. Texas Instruments, Jacinto7 High Security Device Development, application note.
3. Texas Instruments, PDK Keywriter User Guide, user's guide.
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