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Preface

Read This First

i3 TEXAS INSTRUMENTS

About This Manual

This Technical Reference Manual (TRM) details the integration, the environment, the functional description, and
the programming models for each peripheral and subsystem in the device.

Glossary

Tl Glossary This glossary lists and explains terms, acronyms, and definitions.
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Related Documentation From Texas Instruments

For a complete listing of related documentation and development-support tools for the device, visit the Texas
Instruments website at www.ti.com.

Additional Documentation
Below are some direct links to additional documentation:

«  AMG64x Software Build Sheet
¢  AM64x Datasheet
«  AM64x/AM243x Schematic Checklist

Support Resources

TI E2E™ support forums are an engineer's go-to source for fast, verified answers and design help — straight
from the experts. Search existing answers or ask your own question to get the quick design help you need.

Linked content is provided "AS IS" by the respective contributors. They do not constitute Tl specifications and do
not necessarily reflect Tl's views; see TlI's Terms of Use.

Trademarks

TI E2E™, Sitara™, and XDS™ are trademarks of Texas Instruments.

Neon™ and CoreSight™ are trademarks of Arm Ltd.

PROFINET™ is a trademark of PROFIBUS Nutzerorganisation e.V.

EtherNet/IP™ is a trademark of ODVA, Inc.

Ethernet Powerlink™ is a trademark of B&R Industrial Automation GmbH.

CoreLink™ are trademarks of Arm Limited (or its subsidiaries) in the US and/or elsewhere.
is a trademark of Arm.

Arm®, and Cortex®, and are registered trademarks of Arm Ltd.

EtherCAT® is a registered trademark of Beckhoff Automation GmbH.

PROFIBUS® is a registered trademark of PROFIBUS Nutzerorganisation e.V.

SERCOS® is a registered trademark of Sercos International e.V.

PCI-Express® and PCle® are registered trademarks of PCI-SIG.

Thumb®, and are registered trademarks of Arm Limited (or its subsidiaries) in the US and/or elsewhere.
TrustZone® are registered trademarks of Arm.

All trademarks are the property of their respective owners.

Export Control Notice

Recipient agrees to not knowingly export or re-export, directly or indirectly, any product or technical data (as
defined by the U.S., EU, and other Export Administration Regulations) including software, or any controlled
product restricted by other applicable national regulations, received from disclosing party under nondisclosure
obligations (if any), or any direct product of such technology, to any destination to which such export or re-export
is restricted or prohibited by U.S. or other applicable laws, without obtaining prior authorization from U.S.
Department of Commerce and other competent Government authorities to the extent required by those laws.
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Chapter 1
Introduction

i3 TEXAS INSTRUMENTS

This chapter introduces the features, subsystems, and architecture of the AM64x/AM243xSitara Processor
Platform high-performance System-on-Chip (SoC).

Note

This document describes the Superset architecture, processors and peripherals of the AM64x and
AM243x Family of SoCs, which are part of the Sitara Processors Multicore SoC architecture platform.
Not all features are available on each family of devices. The superset AM6442x and AM2434x devices
are available for preproduction software development. Software should constrain the features used to
match the intended production device. For more information on the specific features, processors and
peripherals available on a particular device, refer to the Device Comparison table in the corresponding
device-specific Data sheet.

The AM64x and AM2434x Sitara Processor Platforms are hereinafter commonly referred to as AM64x,
AM243x, platform, device, or SoC.
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1.1 Device Overview

This section gives overview

Below are some direct links to additional documentation:

«  AM243x Datasheet

« AMG64x Datasheet

*  AM243x Software Build Sheet

*  AM®64x Software Build Sheet

* MCU-PLUS-SDK-AM243x

* MCU-PLUS-SDK-AM64x

*  AM64x/AM243x Schematic Checklist
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1.2 Functional Block Diagram

Figure 1-1 is functional block diagram for the device.

Note

To understand what device features are currently supported by Tl Software Development Kits
(SDKs), search for the AM64x Software Build Sheet located in the Downloads tab option provided

at Processor-SDK-AM64x.

Application cores

Arm®
Cortex®-A53

Arm°®

Cortex®-A53

256KB L2 with ECC 128KB TCM 128KB TCM 256KB SRAM

Security

Industrial Connectivity
PRU-ICSSG

2x RGMII/MII

1x UART
6x Encoder

40 Real-Time GPIOs

1x ECAP

PRU-ICSSG

2x RGMII/MII

1x UART
6x Encoder

1x ECAP

Arm®

Cortex®-R5F

GPMC / ELM

3x ECAP

2x CAN-FD

AM64x

Real-time cores

Arm® Arm°®

Cortex®-R5F

Arm°®
Cortex®-R5F

System Memory

System Services

12x GP Timers

General Connectivity

PCle®
1x Single lane

5x MCSPI Gen 2

4x 12C
3-port Gb

Ethernet®

1x USB 3.1 DRD®

7x UART

OSPI or QSPI

1x ADC

Cortex®-R5F

Sync

Isolated core®

Arm®
Cortex®-M4F

(A)

Isolated Connectivity
(for use with Cortex-M4F)

2x MCSPI

2x 12C

2x UART

40 Real-Time GPIOs

Note
Isolation of peripherals and M4F core is an optional feature.

Note
One port is internally connected only; not connected to any pins.
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Note
USB SuperSpeed and PCle share a common SerDes PHY. Therefore, USB will be limited to non-
SuperSpeed modes when using the SerDes PHY for PCle.
Figure 1-1. Functional Block Diagram
1.2.1 Module Allocation and Instances within Device Domains
Module Full Name Module Abbreviation Device Domain
MCU MAIN
Dual-Core Arm Cortex A53 Subsystem A53SS - 1
Dual-Core Arm Cortex-R5F Subsystem R5FSS - 2
Arm Cortex-M4F Subsystem M4FSS 1 -
Programmable Real-Time Unit and Industrial Communication PRU_ICSSG - 2
Subsystem - Gigabit
Device Management and Security Controller DMSC-L - 1
Interprocessor Communication - Mailbox Mailbox - 1
Interprocessor Communication - Spinlock Spinlock - 1
Dual Data Rate Random Access Memory (16-Bit) Subsystem DDRSS - 1
Region-based Address Translation RAT - 1
Data Movement Subsystem DMSS - 1
Peripheral DMA PDMA - 2
Common Platform Time Sync Module CPTS - 1
Timer Manager Module TIMERMANAGER - 1
Analog to Digital Converter ADC - 1
General Purpose Input/Output GPIO 1 2
Inter-Integrated Circuit 12C 2 4
Multi-channel Serial Peripheral Interface MCSPI 2 5
Universal Asynchronous Receiver/Transmitter UART 2 7
2 Port Gigabit Ethernet Switch CPSW3G - 1
Peripheral Component Interconnect Express PCIE - 1
Serializer/Deserializer (1-Lane) SERDES - 1
Universal Serial Bus Subsystem uUsB - 1
Enhanced Pulse Width Modulation Module EPWM - 9
Enhanced Quadrature Encoder Pulse Module EQEP - 3
Enhanced Capture Module ECAP - 3
Fast Serial Interface Transmitter FSI_TX - 2
Fast Serial Interface Reciever FSI_RX - 6
Controller Area Network Interface MCAN - 2
Flast Memory Subsystem FSS - 1
Octal Serial Peripheral Interface OSPI - 1
General Purpose Memory Controller GPMC - 1
Error Location Module ELM - 1
Multi-Media Card/Secure Digital Interface MMCSD - 2
Global Time Counter GTC - 1
Real Time Interrupt/Windowed WatchDog Timer RTI/WWDT 1 6
Dual-Mode Timer TIMER 4 12
Dual Clock Comparator DCC 1 6
Error Signaling Module ESM 1 1
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Module Full Name Module Abbreviation Device Domain
MCU MAIN
Memory Cyclic Redundancy Check Controller MCRC 1 -
1.3 Device MAIN Domain
This section describes the modules integrated in the device MAIN domain.
Device MAIN Domain Functional Block Diagram
AM64x

2x Dual Arm® Dual Arm®

4x RTI/WWDT Mailbox Spinlock
GTC 20 x TIMERS (32-bit)

Debug CPTS PDMA

Interconnect

Industrial Connectivity General Connectivity

G Memory
16-bit LPDDR4/DDR4 with ECC

2MB SRAM with ECC

Industrial Subsystem

Cortex® R5F Cortex® A53
2x PRU_ICSSG
R5FSS

DMSC-L

Cortex® M3
Data Movement Subsystem (DMSS)

Se
MARASES RINGACC SEC_PROXY _
Security Accelerators

2x MMCSD

High-Speed
Serial Interfaces
GPMC w/ ELM 3x ECAP 7x UART 1x PCle Gen2 1-Lane

5x MCSPI OSPI or QSPI 1x USB3.1 DRD

2x CAN-FD 4x 12C 1x ADC 3-port Gb Ethernet
(2 external ports)

Figure 1-2. Main Domain Function Block Diagram

1.3.1 Arm® Cortex®-A53 Subsystem (A53SS)

The integrated 64-bit Arm® Cortex®-A53 subsystem (A53SS) supports the following main features:
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» Two instances of dual-core Cortex-A53 MPCore processors (A53SS_COREO and A53SS_CORE1), each
with L1 memory system and a single shared L2 cache

» Full Arm®v8-A architecture compliancy

« Advanced Single Instruction Multiple Data (SIMD) and floating point extension (Arm® Neon™)

* Floating-Point Unit (FPU) VFPv4

* Armv8 Cryptography Extensions

* Arm General Interrupt Controller (GICv3) architecture

* In-order pipeline with symmetric dual-issue of most instructions

» 32KB program and 32KB data Level 1 (L1) Cache

» 256KB shared Level 2 (L2) Cache

» Support for up to four timers within each Cortex-A53 core

* Arm® CoreSight™ Debug and Trace Architecture

» ECC protection for L1 data cache and L2 Cache

« Parity protection for L1 Instruction Cache

* 128-bit wide, synchronous or asynchronous VBUSM initiator interface

» Dedicated RTI windowed watchdog timer per core

« Support for Big-Endian (BE) and Little-Endian (LE) at core level

* Interface with Arm GIC-500 Interrupt Controller (SoC level, not part of A53SS)

* Advanced power management for low power optimization

Note
NOT SUPPORTED in AM243x platform. See device-specific Datasheet for additional details.

1.3.2 Arm Cortex-R5F Processor Sub System (R5FSS)

The ARM Dual-Core Cortex-R5F processor subsystem (R5FSS) supports the following main features:

* Armv7-R architecture

» Supported modes of operation (boot-time configurable):
— Dual Core mode: two independent free-operating cores (Asymmetric Multi-Processing, no coherence)
— Single Core mode: one free-operating core and one non-operating core

* R5FSS Memory System

— 32KB Instruction Cache
» 4x8KB ways
+ SECDED ECC protected per 64 bits
— 32KB Data Cache
+ 4x8KB ways
+ SECDED ECC protected per 32 bits
— 64KB tightly-coupled memory (TCM) per CPU
+ SECDED ECC protected per 32 bits
» TCM hard error cache Implemented in CPU
» Readable/writable from system
* TCMs initialized (to 0's) at reset
* 32KB TCMA (ATCM)
+ 16KB TCMBO (BOTCM)
+ 16KB TCMB1 (B1TCM)
+ 128KB TCMA (ATCM) and 128KB TCMB (BTCM) for each core in Split-mode
» Full-precision Floating Point (VFPv3)
* 8 breakpoints, 8 watch points
» CoreSight Debug Access Port (DAP)
» CoreSight ETM-RS5 interface (CTI, ETM, ATB)
* Performance Monitoring Unit (PMU)
» 32-bit to 36-bit Region-based Address Translation (RAT) on memory access initiators
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* Integrated Vectored Interrupt Manager (VIM) per core with 256 Interrupt Inputs each
— Programmable interrupt priority (4-bit)
— Programmable interrupt enable mask
— Software-generated interrupts

— Synchronous clock domain crossing on all core interfaces

Note

The operating cores can be configured to use the full TCM memory space available to both cores.
In Dual Core mode, COREO and CORE1 each have 64KB of TCM:

32KB TCMA
16KB TCMBO + 16KB TCMB1

In Single Core mode, COREO has 128KB of TCM :

64KB TCMA
64KB TCMB (32KB TCMBO + 32KB TCMB1)

Note

These details describe a superset of the RSFSS memory configuration. For additional details on
device memory availability, please refer to the device-specific data sheet.

1.3.3 Programmable Real-Time Unit and Industrial Communication Subsystem - Gigabit (PRU_ICSSG)

Integrated in MAIN domain: Two instances of the Programmable Real-Time Unit and Industrial Communication
Subsystem - Gigabit (PRU_ICSSG) allows implementation of various high-performance industrial control
algorithms and industrial interface standards such as PROFINET™ and EtherCAT®.

MAIN domain encompasses two identical PRU_ICSSG subsystems, each supporting the following main
features, among others:
» Two Programmable Real-time Unit Subsystems (PRUSS), each with 3 PRU's:

- PRU:

Asynchronous capture (Serial Capture Unit (SCU)] with EnDat 2.2 protocol and Sigma-Delta
demodulation support

20 Enhanced General Purpose Inputs (EGPI) and 20 Enhanced General Purpose Outputs (EGPO)
12 KB program memory with ECC

2 KB Broadside RAM

MAC (multiplier with optional accumulation)

CRC16/CRC32 HW accelerator

Byte Swap for Little/Big Endian Conversion

SUM32 HW accelerator for UDP checksum

Task Manager (Preemption Support)

128-Bit Wide PSI-L TX port

Broadside (32 Byte) connection to MIl_G_RT, Filter Database (FDB), IPC SPAD, ScratchPad, Memory
(SPAD), Spinlock, XFR2VBUS, AUX_PRU (RTU) and TX_PRU

— AUX_PRU (RTU):

8 KB program memory with ECC

2 KB Broadside RAM

MAC (multiplier with optional accumulation)
CRC16/CRC32 HW accelerator

Byte Swap for Little/Big Endian Conversion
SUM32 HW accelerator for UDP checksum
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» Task Manager (Preemption Support)
+ 128-Bit Wide PSI-L 4RX / 1-TX
+ XFR2TR, for accelerating the internal memory copy of worklist from TRs (Transfer Requests)
» Broadside (32 Byte) connection to MII_G_RT, Filter Database (FDB), IPC SPAD, ScratchPad, Memory
(SPAD), Spinlock, PRU and TX_PRU
— TX_PRU:
* 6 KB program memory with ECC
+ 2 KB Broadside RAM
*  MAC (multiplier with optional accumulation)
+ CRC16/CRC32 HW accelerator
» Byte Swap for Little/Big Endian Conversion
+  SUMS32 HW accelerator for UDP checksum
» Task Manager (Preemption Support)
» Broadside (32 Byte) connection to MIl_G_RT (L2), ScratchPad Memory (SPAD), Spinlock, PRU and
AUX_PRU (RTU)
* 64KB shared general purpose RAM with ECC
» Two 8KB data memories with ECC (one per slice)
*  Two 256-bit VBUSM Controller Ports
» Two Real-Time Ethernet MIl_G_RT ports configurable to connect to each PRU to support multiple industrial
communication protocols
*  Two 10/100/1000 Ethernet Ports
» Two Industrial Ethernet Peripherals (IEP) to manage/generate Industrial Ethernet functions
* One Management Data Input/Output (MDIO) port to control external Ethernet PHY
* One UART 16550-compatible, with a dedicated 192 MHz to support 12 Mbps PROFIBUS
» Two industrial Ethernet 64-bit timers, each with 10 capture and 16 compare events, along with slow and fast
compensation.
* One Enhanced Capture (ECAP) module
* One Pulse Width Modulation (PWM) module with flexible real time safety options and output behavior
— Supports up to 4 sets of 3-phased motor control, with 12 primary and 12 complimentary programmable
PWM outputs.
— Up to 9 safety events with optional external trip I/O per PWM set with hardware glitch filter.
* One interrupt controller (INTC) with160 input events supported — 96 external, 64 internal
» ECC support for all internal memories
* Flexible power management support

Among the interfaces supported by the PRU_ICSSG are real-time industrial protocols used in controller and
target mode, such as:

» EtherCAT®

+ PROFINET™

« EtherNet/IP™

« PROFIBUS®
» Ethernet Powerlink™
- SERCOS®

1.3.4 DDR 16-bit Subsystem (DDR16)

Integrated in MAIN domain: One instance of DDR 16-bit Subsystem (DDR16) (also referred to as DDRSS) is
used as an interface to external SDRAM devices which can be utilized for storing program or data. The DDRSS
provides the following main features:

* Support of LPDDR4 memory type (up to 1600Mbps)

* Support of DDR4 memory type (up to 1600Mbps)

* 16-bit memory bus interface with in-line ECC %2 width

* Up to 8 GB memory address range

» Support of dual rank configuration
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» Support of automatic idle power saving mode when no or low activity is detected
* Class of Service (CoS) - three latency classes supported

* Dynamic change of refresh reach via SW for extended temperatures

» Prioritized refresh scheduling

« Statistical counters for performance management

1.3.5 Region-based Address Translation Module (RAT)

Integrated in MAIN domain: One instance of the Region-based Address Translation (RAT) module to perform
a region based address translation of a 32-bit input address into a 36-bit output address. The RAT module
provides the following main features:
* 4 regions with dedicated registers for attributes configuration:

— Region base address

— Region size

— Translated base address
» Address translation for only enabled regions
* Region boundary crossing transactions error generation

1.3.6 Data Movement Subsystem (DMSS)

Integrated in the MAIN domain:One Data Movement subsystem named DMSS can be used for efficient transfer
of data support between software, firmware and hardware in all combinations. It consists of the following main
modules:
» Packet DMA Controller
* Block Copy DMA Controller
* Ring Accelerator provides hardware acceleration to enable straightforward passing of work between a
producer and a consumer and has the following main features:
— Supports 1024 independent memory-mapped ring structures
— Supports various modes for each ring based on usage and compatibility
— Provides single-word deep shared incoming Transfer Response FIFO
— Provides bit-wide source VBUSM read/write target interface for accesses from DMA controller entities
« Secure proxy module is a modified version of the proxy module and in addition has the following main
features:
— Supports a number of threads, where each has their own independent proxy function
— Supports a programmable fixed queue for each proxy thread
— Supports multiple producers all writing to the same queue
— Supports programmable thresholds for when to generate events
— Supports a max message count for outbound proxy threads limiting the number of messages a thread can
produce
* Interrupt Aggregator modules provide a centralized machine which handles the termination of system events
to that they can be coherently processed by the host(s) in the system. Main features are as follows:
— 64-bit VBUSP target using 64-bit registers
— Provide a set of Tl Interrupt Architecture compliant interrupt status and mask registers which are used to
pass specific event status to one or more host blocks.
— Provide a set of Global Event Input (GEVI) counters which can count events delivered via an ingress
Event Transport Lane (ETL)
— Provides a set of Local Event Input (LEVI) to Global event registers which can be used to convert pulsed
discrete interrupt inputs or clock synchronous rising edge events into Global events on an egress ETL
— Provides a set of GEVI 'Multicast' registers which can take a Global event from an ingress ETL and
generate two egress Global events on two egress ETL interfaces
» One Timer Manager module to support timing operations for the processes running on multiple processors,
each with the following main features:
— 1024 x 32-bit RAM-based independent timers (2048 in total)
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— Event interface to an interrupt aggregation module in the NAVSS subsystem with events triggering when a
timer expires or when an expired timer is reset or deactivated

— Host access to determine which timer(s) expired

— 32 registers with individual timeout status (one bit per timer)

— Groups of 16 timers separated into pages of 4-K address space

— Timer bits within each page to read expiration status for each timer when software only has access to that
page

— 10 ps time to cycle through all of the timers

— Host access to reset individual timers

— Periodic hardware timers — a timer may be set to automatically reprogram itself upon expiration without
software intervention.

« Time Sync modules to facilitate host control of time sync operations, each with the following main features:

— Supports a selection of multiple external clock sources

— Software control of time sync events via interrupt or polling

— Supports 8 hardware timestamp push inputs

— Supports timestamp counter compare output

— Supports timestamp counter bit output

— Supports 6 timestamp generator function outputs

— 32-bit and 64-bit timestamp modes

1.3.7 Mailbox (MAILBOX)

Integrated in MAIN domain: One Mailbox (MAILBOX) module to facilitate the communication between the
various on-chip processor cores of the device by providing a queued mailbox-interrupt mechanism with the
following main features:

* 12x clusters

* 32-bit message width

» Message reception and queue-not-full notification using interrupts

* Non-intrusive emulation

1.3.8 Spinlock (SPINLOCK)

Integrated in MAIN domain: One Spinlock module with (256 hardware semaphores) for synchronizing the
processes running on multiple cores in the device.

1.3.9 Analog-to-Digital Converter (ADC)

Integrated in MAIN domain: One instance of the Analog-to-Digital Converter (ADC) module contains a single
12-bit ADC which can be multiplexed to any 1 of 8 analog inputs (channels). The ADC provides the following
main features:

* 4 MSPS rate with a 60 MHz sample clock

» Single-ended or differential input options

» ADC module can be configured and transformed into digital test inputs

* Programmable 16 steps Finite State Machine (FSM) sequencer

1.3.10 General Purpose Input/Output Interface (GPIO)

Integrated in MAIN domain: General Purpose Input/Output (GPIO) module that provide dedicated general-
purpose pins that can be configured as either inputs or outputs. The GPIO module main features include:
*  Support of 9 banks x 16 GPIO pins

* Support of up to 9 banks of interrupt capable GPIOs

* Interrupts can be triggered by rising and/or falling edge, specified for each interrupt capable GPIO pin

» Set/clear functionality per individual GPIO pin

1.3.11 Inter-Integrated Circuit Interface (12C)

Integrated in MAIN domain: Seven instances of the multi-controller Inter-Integrated Circuit (12C) interface
module, each with the following main features:
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* 2x Instances with open-drain voltage buffers in compliance with the Philips 12C-bus specification version 2.1
* Support of standard mode (up to 100 Kbps) and fast mode (up to 400 Kbps)

» Support of 7-bit and 10-bit device addressing modes

» 8-bit-wide data access

» Support of multi-controller transmitter/peripheral receiver and receiver/peripheral transmitter modes

» Built-in FIFOs with fixed size of 32 bytes.

» Support of Auto Idle, Idle Request/Idle Acknowledge handshake, and Asynchronous wake-up mechanisms
* Low power consumption

1.3.12 Serial Peripheral Interface (SPI)

Integrated in MAIN domain: Five instances of the Serial Peripheral Interface (SPI) module with the following
main features:

» Serial clock with programmable frequency, polarity, and phase for each channel

»  Wide selection of SPI word lengths, ranging from 4 to 32 bits

* Up to four channels in controller mode, or single channel in receiver mode

» Support for various controller multichannel modes

« Single interrupt line for multiple interrupt source events

» Support of start-bit write command

» Support of start-bit pause and break sequence

* Built-in FIFO available for a single channel

1.3.13 Universal Asynchronous Receiver/Transmitter (UART)

Integrated in MAIN domain: Ten instances of the configurable Universal Asynchronous Receiver/Transmitter
(UART) interface module with the following main features:

* 16C750-compatible interface

» Support of RS-485 external transceiver auto flow control

» Dual 64-byte FIFOs — one per each received and transmitted data paths

* Programmable and selectable transmit and receive FIFO trigger levels for DMA and interrupt generation

* Programmable sleep mode

» Baud-rate from 300 bits/s up to 3.6864 Mbits/s with 48 MHz functional clock

* Auto-baud between 1200 bits/s and 115.2 Kbits/s (only when 48 MHz function clock is used)

» Support of IrDA 1.4 Slow Infrared (SIR), Medium Infrared (MIR), and Fast Infrared (FIR) communications
» Support of Consumer Infrared Remote control mode (CIR) with programmable data encoding

1.3.14 3-port Gigabit Ethernet Switch (CPSW3G)

Integrated in MAIN domain: One instance of the 3-port Gigabit Ethernet Switch (CPSW3G) subsystem provides

Ethernet packet communication for the device. The CPSW3G subsystem provides the following main features:

» Two external Ethernet ports with selectable RGMII and RMII interfaces and one internal Communications
Port Programming Interface (CPPI) port.

* Synchronous 10/100/1000 Mbit operation

» Flexible logical FIFO-based packet buffer structure

+ Support of eight priority level Quality Of Service (QOS) - 802.1p

» Support for Audio/Video Bridging (P802.1Qav/D6.0 and 802.1Qaz)

* Ethernet port reset isolation

» Support for IEEE 1588 Clock Synchronization (2008 Annex D, Annex E and Annex F)

» Differentiated Services Code Point (DSCP) Priority Mapping (IPv4 and IPv6)

* IPV4/IPV6 UDP/TCP checksum offload

+ Priority Based Flow Control (801.1QBB) and Flow Control (802.3x) Support

»  Wire rate switching (802.1d)

» Store and Forward Switching

» Non-Blocking switch fabric

» Support of Time Sensitive Network - IEEE P902.3br/D2.0 Interspersing Express Traffic and IEEE 802.1Qbv/
D2.2 Enhancements for Scheduled Traffic
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* Address Lookup Engine (ALE) with 512 ALE table entries

» EtherStats and 802.3 Stats Remote Network Monitoring (RMON) statistics gathering (per port statistics)
*  Maximum frame size of 2020 bytes

* Management Data Input/Output (MDIO) module for PHY Management

* Host port CPPI Streaming Packet Interface

* Emulation support

1.3.15 Peripheral Component Interconnect Express Subsystem (PCIE)

Integrated in MAIN domain: One instance of the Peripheral Component Interconnect express (PCle) subsystem
module with shared SerDes lines, provides the following main features:

» Compliant to PCI-Express® Base Specification, Revision 4.0 (Version 0.7)

* 1-lane configuration with up to 5.0 Gbps/lane (Gen2). Can be used in 1x2 andS 1x1 modes

* Gen2 (5 Gbps 8/10-bit encoding), and Gen1 (2.5 Gbps 8/10-bit encoding) with auto-negotiation
» Dual mode: Root Port (RP) or End Point (EP) operation modes, selectable via bootstrap pins

+ Dynamic PIPE width change when switching between Gen1/2/3 modes

» Constant 32-bit PIPE width for Gen1/2/3 modes

* Maximum payload size of 256 bytes

*  Maximum remote read request size of 4KB

» Dual mode: Root Port (RP) or End Point (EP) operation modes

*  Maximum number of non-posted outstanding transactions: 32

* Resizable Base Address Registers (BAR) capability

» Separate Reference Clock with Independent Spread (SRIS)

* Legacy, MSI and MSI-X Interrupt Support

» 32 outbound address translation regions

* Precision time measurement (PTM)

1.3.16 Serializer/Deserializer (SERDES)

Integrated in MAIN domain: One high-speed differential interface implemented with the Serializer/Deserializer

(SERDES) Multi-protocol Multi-link module (shared between USB and PCIE) with the following main blocks:

* Quad lane PHY with common module for peripheral and Tx clocking handling

* PIPE Rev 4.2 Interface

» Physical coding sub-block for data translation from/to the parallel interface, as well as data encoding/
decoding and symbol alignment

*  MUX module for device interfaces multiplexing into a single SERDES lane (Tx and Rx)

» A wrapper for sending control and reporting status signals from the SerDes and muxes

1.3.17 Universal Serial Bus 3.1 Subsystem (USBSS)

Instantiated in MAIN domain: One instance of the Universal Serial Bus 3.1 subsystem (USBSS) with integrated

USB2.0 PHY module has the following main features:

» Dual-Role Device (DRD) capability

*  Compliant to the USB 3.1 Gen1 Specification

» Supports Peripheral/Device mode at High-Speed (HS at 480 Mbps), and Full-Speed (FS at 12 Mbps)

» Supports Host mode at Super-Speed (SS at 5 Gbps), High-Speed (HS at 480 Mbps), Full-Speed (FS at 12
Mbps), and Low-Speed (LS at 1.5 Mbps)

» Supports Host Negotiation Protocol (HNP)

» Supports USB3 low power protocol states (U1, U2, and U3)

» Single xHCI instance compliant to the xHCI 1.0 specification with internal DMA controller

» ECC on internal RAMs

* Embedded USB 2.0 PHY

1.3.18 General Purpose Memory Controller (GPMC)

Integrated in MAIN domain: One instance of the General-Purpose Memory Controller (GPMC) module. The
GPMC is dedicated to interfacing with external memory devices and has the following main features:
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» Support of 8- or 16-bit-wide data path to external memory devices
» Supports up to 4 independent chip-select regions of programmable size and programmable base addresses
on 16MB, 32MB, 64MB, or 128MB boundary in a total address space of 1GB
» Support of the following wide range of external memories/devices:
— Asynchronous or synchronous 8-bit wide memory or device (non-burst device)
— Asynchronous or synchronous 16-bit wide memory or device
— 16-bit non-multiplexed NOR flash device
— 16-bit address and data multiplexed NOR flash device
— 8-bit and 16-bit NAND flash device
— 16-bit pseudo-SRAM (pSRAM) device
» Supports various interface protocols when communicating with external memory or external devices:
— Asynchronous read/write access
Asynchronous read page access (4, 8, and 16 Word16)
Synchronous read/write access
Synchronous read burst access without wrap capability (4, 8, and 16 Word16)
— Synchronous read burst access with wrap capability (4, 8, and 16 Word16)
» Supports up to 16-bit on-the-fly error code detection using the Bose-Chaudhuri-Hocquenghem (BCH) or
Hamming code to improve the reliability of NAND with a minimum effect on software (NAND flash with
512-byte page size or greater)

1.3.19 Error Location Module (ELM)

Integrated in MAIN domain: One instance of the Error Location Module (ELM). The ELM module works in
conjunction with the GPMC and has the following main features:
* ECC calculations (up to 16-bit) for NAND support and ability to work in both page-based and continuous
modes
— 4,8, and 16 bits per 512-byte block error-location, based on BCH algorithms
— Eight simultaneous processing contexts
— Page-based and continuous modes
— Interrupt generation on error-location process completion

1.3.20 Flash Subsystem (FSS) with Octal Serial Peripheral Interface (OSPI)

Integrated in MAIN domain: One instance of the Flash Subsystem (FSS) module provides access to external
flash devices via Octal Serial Peripheral Interface (OSPI) along with encryption/decryption and in-line ECC
protection. FSS supports the following main features:
» Provides one OSPI flash interfaces
» OSPI interface supports:
— Execute in place (XIP) operation
— 32-byte Block Copy (BC) operation
- ECC
» OSPI supports up to 4 devices
» OSPI supports single, dual, quad, or octal SPI devices
» The OSPI interface has independent power management for low power operations

1.3.21 Multi-Media Card/Secure Digital Interface (MMCSD)

Integrated in MAIN domain: Two Multi-Media Card/Secure Digital (MMCSD) controller modules with the following
main features:

* One controller with 8-bit wide data bus

* One controller with 4-bit wide data bus

» Support of eMMC5.1 Host Specification (JESD84-B51)

» Support of SD Host Controller Standard Specification - SDIO 3.00

* Integrated DMA controller supporting SD Advanced DMA - ADMA2 and ADMA3

*  eMMC Electrical Standard 5.1 (JESD84-B51)
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* Multi-Media card features:

Backward compatible with earlier eMMC standards

Legacy MMC SDR: 1.8 V, 8/4/1-bit bus width, 0-25 MHz, 25/12.5/3.125 MB/s

High Speed SDR: 1.8 V, 8/4/1-bit bus width, 0-50 MHz, 50/25/6.25 MB/s

High Speed DDR: 1.8 V, 8/4-bit bus width, 0-50 MHz, 100/50 MB/s
— HS200 SDR: 1.8 V, 0-200 MHz, 8/4-bit bus width, 200/100 MB/s

» SD card support: SDIO, SDR12, SDR25, SDR50, SDR104, DDR50

» System bus interface: CBA 4.0 VBUSM controller port with 64-bit data width and 64-bit address, little endian
only

» Configuration bus interface: CBA 4.0 VBUSM with 32-bit data width, 32-bit aligned accesses only, linear
incrementing addressing mode, little endian only

1.3.22 Enhanced Capture Module (ECAP)

Integrated in MAIN domain: Three Enhanced Capture (ECAP) modules provide accurate timing for different

events. When not being used for event capture, its resources can be used to generate a single channel of

asymmetrical PWM waveforms (configurable as either one capture input, or as one auxiliary PWM output). Each

ECAP module supports the following main features:

* 32-bit time base counter

* 4 x 32 bits event time-stamp capture registers

» 4 stage sequencer (Mod4 counter), synchronized to external events

* Independent edge polarity selection for up to four sequenced time-stamp capture events

* Input capture signal pre-scaling (from 1 to 16)

» Interrupt capabilities on any of the four capture events

» Support of different capture modes (single shot capture, continuous mode capture, absolute timestamp
capture or delta mode time-stamp capture)

1.3.23 Enhanced Pulse-Width Modulation Module (EPWM)

Integrated in MAIN domain: Nine Enhanced Pulse-Width Modulation (EPWM) modules, each with the following

main features:

» Dedicated 16-bit time-base counter with period and frequency control

* Two independent PWM outputs that can be used in different configurations (with single-edge operation, with
dual-edge symmetric operation or one independent PWM output with dual-edge asymmetric operation)

* Asynchronous override control of PWM signals during fault conditions

* Programmable phase-control support for lag or lead operation relative to other EPWM modules

» Dead-band generation with independent rising and falling edge delay control

* Programmable trip zone allocation of both latched and un-latched fault conditions

» Events enabling to trigger both CPU interrupts and start of ADC conversions

1.3.24 Enhanced Quadrature Encoder Pulse Module (EQEP)

Integrated in MAIN domain: Three 32-bit Enhanced Quadrature Encoder Pulse (EQEP) modules for position,
speed, and frequency measurements support, each with the following main features:

* Input synchronization

« Three stage/six stage digital noise filter

* Quadrature decoder unit

» Position counter and control unit for position measurement

* Quadrature edge capture unit for low speed measurement

» Unit time base for speed/frequency measurement

»  Watchdog timer for detecting stalls

1.3.25 Controller Area Network (MCAN)

Integrated in MAIN domain: Two Controller Area Network interfaces (MCAN) support both classic CAN and CAN
FD (CAN with Flexible Data-Rate) specifications and have the following main features:
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Conforms with CAN Protocol version 2.0 part A, B and ISO 11898-1:2015
Full CAN FD (up to 64 data bytes) support

SAE J1939 support

AUTOSAR support

Up to 32 dedicated transmit buffers and 64 dedicated receive buffers
Two configurable receive FIFOs, up to 64 elements each
Configurable transmit FIFO, up to 32 elements

Configurable transmit queue, up to 32 elements

Configurable transmit event FIFO, up to 32 elements

Up to 128 filter elements

Maskable interrupts, two interrupt lines

Timestamp Counter

1.3.26 Fast Serial Interface Receiver (FSI_RX)

Integrated in MAIN domain: Six Fast Serial Interface Receiver (FSI_RX) modules provide an interface to FSI-
enabled C2000 devices, each FSI_RX supports the following features:

Type 1 FSI Reciever

Source Synchronous, Double Data Rate Protocol

One or Two Data Lines (RXD0/RXD1)

Skew Adjustment Block (Programmable delay lines on Clock and Data Inputs)
Framing Error Detection

CRC Protection

Frame and Ping Watchdog

Optional ECC Check / Correction (16 or 32 bit data)

SPI Compatibility Signaling Mode

1.3.27 Fast Serial Interface Transmitter (FSI_TX)

Integrated in MAIN domain: Two instances of the Fast Serial Interface Transmitter (FSI_TX) module provide an
interface to FSl-enabled C2000 devices, each FSI_TX supports the following features:

Type 1 FSI Transmitter

Source Synchronous, Double Data Rate Protocol
One or Two Data Lines (TXDO/TXD1)

CRC Protection

Automatic Ping Frame Generation

Optional ECC Syndrome Generator (16 or 32 bit data)
SPI Compatibility Signaling Mode

1.3.28 Timers

Three different types of timer modules are instantiated in the MAIN domain:

One instance of Global Time Counter (GTC) module that can be used for time synchronization and debug

trace time stamping with the following main features:

— 64-bit up counter

— No rollover during the lifetime of the device

— Compatible with Armv8 system counter requirements

— Outputs reflected binary (Gray) encoded timer value for system timer bus distribution to other modules

— Selectable counter bit output as a push event that can be used by CPTS modules, timers or interface
protocols

Four instances Windowed Watchdog Timer (WWDT), implemented by using the Digital Windowed Watchdog

(DWWD) function of the Real Time Interrupt (RTI) module providing timer functionality for operation systems

and benchmarking code with the following main features:

— Two independent 64 bit counter blocks

— Four configurable compare registers for generating operating system ticks
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Free running counter 0 can be incremented by either the internal pre-scale counter or by an external event
Selectable RTI clock input (derived from any of the available clock sources)
Fast enabling/disabling of events

« Twenty instances of the dual mode Timer (TIMER) module with support of the following main features:

Free running 32-bit upward counter

Generates a 1-ms tick with a 32.768-kHz functional clock sourced from the LFOSC
Interrupts generated on overflow, compare and capture

Supported modes of operation: compare and capture, auto-reload and start-stop
Programmable divider clock source (2", where n = [0-8])

Dedicated input trigger for capture mode and dedicated output trigger/PWM signal
On-the-fly read/write register (while counting) for systems operation and benchmarking code

1.3.29 Internal Diagnostics Modules

Instantiated in MAIN domain are different internal diagnostics modules which provide monitoring and diagnostic

functions required to achieve certain safety compliance levels:

» Six Dual Clock Comparator (DCC) modules, used to determine the accuracy of a clock signal during the time
execution of an application, each having the following main features:

Two independent counter blocks count clock pulses from each clock source

Each counter block is programmable, however, for proper operation the counters must be programmed
with seed values that respect the ratio of the two clock frequencies

Configurable time base for error signal

Error signal generation when one of the clocks is out of spec

Clock frequency measurement

* One instance of Error Signaling Module (ESM) for safety-related events and/or errors aggregation from
throughout the device into one location supports the following main features:

Up to 1024 level or pulse error event inputs

Selectable low and high priority interrupt error pin prioritization of each error event
Error signal routed out of device through MCU_ESM error signal

Configurable time base for error signal

Error forcing capability

Internal redundant flops on safety critical fields

* Multiple ECC aggregator modules supporting ECC mechanism for providing increased system reliability via
reduction of memory software errors by allowing single bit errors to be detected and corrected (SEC) and
double bit errors to be detected (DED). Applied to different memories in many of the subsystems, each of the
ECC aggregators has the following main features:

Reduces memory software errors via single error correction (SEC) and double error detection (DED)
Provides a mechanism to control and monitor the ECC RAMs in a module or subsystem

Supports software readable status of ECC errors (single and double-bit) and associated info such as RAM
address and data bit or bits that are in error

Aggregates level pending status from the ECC RAMs in two interrupts to the device CPU — interrupt for
correctable error (SEC) and interrupt for uncorrectable error (DED)

Supports up to 256 ECC endpoints (either ECC RAM or interconnect ECC component)

Single bit error detection via parity checking results in a non-correctable error interrupt

1.4 Device MCU Domain

Device MCU Domain Functional Block Diagram

This section describes the modules integrated in the device MCU domain.
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MCU domain

MCU Internal
Arm® Diagnostic
Cortex® M4F

MCU_MA4FSS

MCU_GPIO 2x MCU_MCSPI
2x MCU_I2C 2x MCU_UART

Figure 1-3. MCU Domain Function Block Diagram

Note
In TI documentation, the MCU Domain may be referred to as "M4FSS Island", "MCU Island", "MCU
Channel", or "MCU Subsystem".

The Microcontroller Unit Domain (MCU Domain) is a “chip-in-a-chip” concept and it operates using separate
clock sources and resets. This allows the MCU Domain to function continuously regardless of the state of the
rest of the device, including periods in which the rest of the device is held in reset or powered down. The MCU
island integrates communication peripherals such as SPI, I12C, and UART which are expected to be used for
safety critical communication, so if the main SoC goes down, the MCU island can communicate this information
to the rest of the system. Isolation of the MCU Arm Cortex-M4F Microcontroller Subsystem helps to provide
Freedom From Interference (FFI).

1.4.1 MCU Arm Cortex M4F Subsystem (MCU_M4FSS)

Integrated in the MCU domain: One Arm Cortex-M4F Subsystem module. This processor core can be configured
as an isolated safety MCU or general purpose MCU.

* Cortex M4F With Memory Protection Unit (MPU)
*  ARMv7-M architecture
» Support for Nested Vectored Interrupt Controller (NVIC) with 64 inputs
» Ability to execute code from internal or external memories
* 192 KB of SRAM (I-Code)
* 64 KB of SRAM (D-Code)
» Debug Support Including:
DAP based Debug to the CPU Core
Full Debug Features of CPU Core are enabled
Standard ITM trace
— CTM Cross Trigger
— ETM Trace Support
» Fault Detection and Correction:
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— SECDED ECC protection on I-CODE
— SECDED ECC protection on D-CODE
— Fault Error Interrupt Output

1.4.2 MCU General Purpose Input/Output Interface (MCU_GPIO)

Integrated in MCU domain: One General Purpose Input/Output (MCU_GPIO) module provides dedicated
general-purpose pins that can be configured as either inputs or outputs. the MCU_GPIO module includes these
main features:

» Support of 9 banks x 16 GPIO pins

» Support of up to 9 banks of interrupt capable GPIOs

* Interrupts can be triggered by rising and/or falling edge, specified for each interrupt capable GPIO pin

» Set/clear functionality per individual GPIO pin

1.4.3 MCU Inter-Integrated Circuit Interface (MCU_I2C)

Integrated in MCU domain: Two multi-controller Inter-Integrated Circuit (MCU_I2C) interfaces, each with the
following main features:

» Compliancy to the Philips 12C-bus specification version 2.1

» Support of standard mode (up to 100 Kbps) and fast mode (up to 400 Kbps)

» Support of 7-bit and 10-bit device addressing modes

» Support of multi-controller transmitter/peripheral receiver and receiver/peripheral transmitter modes

» Built-in FIFOs with programmable size of 8 to 64 bytes for buffered read or write

* 8-bit-wide data access

» Support of Auto Idle, Idle Request/Idle Acknowledge handshake, and Asynchronous Wakeup mechanisms
* Low power consumption

1.4.4 MCU Multi-channel Serial Peripheral Interface (MCU_SPI)

Integrated in MCU domain: Three Multi-channel Serial Peripheral Interface (MCU_SPI) modules where each
have the following main features:

» Serial clock with programmable frequency, polarity, and phase for each channel

» Wide selection of MCSPI word lengths, ranging from 4 to 32 bits

» Up to four controller channels, or single channel in receiver mode

» Support of different controller multichannel modes

» Single interrupt line for multiple interrupt source events

» Support of start-bit write command

» Support of start-bit pause and break sequence

* Built-in FIFO available for a single channel

1.4.5 MCU Universal Asynchronous Receiver/Transmitter (MCU_UART)

Integrated in MCU domain: One configurable Universal Asynchronous Receiver/Transmitter (MCU_UART)
interface with the following main features:

*  Support of RS-485 external transceiver auto flow control

» Dual 64-byte FIFOs — one per each received and transmitted data paths

* Programmable and selectable transmit and receive FIFO trigger levels for DMA and interrupt generation
* Programmable sleep mode

* 16C750 compatible interface

* Baud rates up to 3.6 Mbps with 48 MHz functional clock

* Auto-baud between 1200 bits/s and 115.2 Kbits/s (only when 48 MHz function clock is used)

« Support of IrDA 1.4 Slow Infrared (SIR), Medium Infrared (MIR), and Fast Infrared (FIR) communications
* Support of Consumer Infrared Remote control mode (CIR) with programmable data encoding

1.4.6 MCU Timers

Two different types of timer modules are instantiated in the MCU domain:
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» Two instances Windowed Watchdog Timer (WWDT), implemented by using the Digital Windowed Watchdog
(DWWD) function of the Real Time Interrupt (RTI) module providing timer functionality for operation systems
and benchmarking code with the following main features:

Two independent 64 bit counter blocks

Four configurable compare registers for generating operating system ticks

Free running counter 0 can be incremented by either the internal pre-scale counter or by an external event
Selectable RTI clock input (derived from any of the available clock sources)

Windowed Watchdog Timer (WWDT) feature

Some RTI modules are pre-dedicated to specific processor cores

» Ten instances of Timer module with support of the following main features:

Free running 32-bit upward counter

Generates a 1-ms tick with a 32.768-kHz functional clock sourced from the LFOSC

Interrupts generated on overflow, compare and capture

Supported modes of operation: compare and capture, auto-reload and start-stop

Programmable divider clock source (2n, where n = [0-8])

Dedicated input trigger for capture mode and dedicated output trigger/PWM signal

On-the-fly read/write register (while counting) for systems operation and benchmarking code

Each odd numbered timer instance may be optionally cascaded with the previous even numbered timer
instance to form up to a 64-bit timer

1.4.7 MCU Internal Diagnostics Modules

Instantiated in MCU domain are different internal diagnostics modules which provide monitoring and diagnostic

functions required to achieve certain safety compliance levels:

* One instance of the Dual Clock Comparator (MCU_DCC) module, used to determine the accuracy of a clock
signal during the time execution of an application, each having the following main features:

Two independent counter blocks count clock pulses from each clock source

Each counter block is programmable, however, for proper operation the counters must be programmed
with seed values that respect the ratio of the two clock frequencies

Configurable time base for error signal

Error signal generation when one of the clocks is out of spec

Clock frequency measurement

* One instance of Error Signaling Module (MCU_ESM) for safety-related events and/or errors aggregation from
throughout the device into one location supports the following main features:

Up to 1024 level or pulse error event inputs

Selectable low and high priority interrupt error pin prioritization of each error event
Single Error Pin output to signal severe device failure to outside world
Configurable time base for error signal

Triple Redundant Pulse Inputs

Two Priority Levels

Error Forcing capability

Internal redundant flops on safety critical fields

» Multiple ECC aggregator modules supporting ECC mechanism for providing increased system reliability via
reduction of memory software errors by allowing single bit errors to be detected and corrected (SEC) and
double bit errors to be detected (DED). Applied to different memories in many of the subsystems, each of the
ECC aggregators has the following main features:

Reduces memory software errors via single error correction (SEC) and double error detection (DED)
Provides a mechanism to control and monitor the ECC RAMs in a module or subsystem

Supports software readable status of ECC errors (single and double-bit) and associated info such as RAM
address and data bit or bits that are in error

Aggregates level pending status from the ECC RAMs in two interrupts to the device CPU — interrupt for
correctable error (SEC) and interrupt for uncorrectable error (DED)

Supports up to 256 ECC endpoints (either ECC RAM or interconnect ECC component)
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— Single bit error detection via parity checking results in a non-correctable error interrupt
*  Memory Cyclic Redundancy Check module used to perform CRC to verify the integrity of a memory system.
The MCRC module has the following main feature:
— Four Channels of CRC Compression based Signature Generation
— 8,16, 32, or 64-bit Data Size
— Maximum Length PSA based on 64-bit Polynomial
— Programmable 20 bit pattern counter per channel
— Three Operating Modes: Auto, Semi-CPU, Full CPU
— MCRC or CPU can perform signature verification for each Channel
— Timeout Interrupt if CRC is not performed within the time limit
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1.5 Device ldentification

The device part number identification data can be read in the MAIN_CTRL_MMR_CFGO0_JTAG_USER_ID
register. See Table 1-1 for more information.

Table 1-1. Device Part Number Identifier

MAIN_CTRL_MMR_CFGO0_JTAG_USE Value and Description Comment
R_ID
Register Field
[31-13] DEVICE_ID Base Part Number. Refer to the Device Comparison section
for the device specific Datasheet, for
the DEVICE_ID value of a given part
number.
[12] SAFETY 0 = Non Functional Safety
1 = Functional Safety
[11] SECURITY 0 = Non-Secure
1 = Secure
[10-6] SPEED Device Speed Grade. Refer to the device-specific Datasheet
11 (0x0B) = K speed designator for .th.e' supported.speed g'rades and the
definitions for a given device.
13 (0x02) = S speed designator
[5-3] TEMP Temperature grade. Operating junction temperature range.
4 =-40°C to 105°C
5=-40°C to 125°C
Others = Reserved
[2-0] PKG Package Device Package type.
4 =ALV
5=ALX
Others = Reserved

The manufacturer identity, the boundary scan part number, and the silicon revision of the device can be read in
the MAIN_CTRL_MMR_CFGO0_JTAGID register. See Table 1-2 and Table 1-3 tables for more information.

Table 1-2. Device JTAG ID

MAIN_CTRL_MMR_CFGO0_JTAGID Value Comment
Register Field
[31-28] VARIANT See Table 1-3 Silicon Revision (SR) identifier.
[27-12] PARTNO See Table 1-3 Part number for boundary scan.
[11-1] MFG 0x17 Manufacturer identity (TI).
[O]LSB 0x1 Always reads 1.

Table 1-3. Device JTAG ID Values

Silicon Type VARIANT PARTNO MAIN_CTRL_MMR_CFGO0_JTAGID
Register Value
AM64x SR1.0 0x0 0xBB38 0xOBB3802F
AM243x SR1.0 0x0 0xBB38 0xOBB3802F
AM64x SR2.0 0x1 0xBB38 0x1BB3802F
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Chapter 2
Memory Map

i3 TEXAS INSTRUMENTS

This chapter summarizes the memory map address regions for the device.
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2.1 MAIN Memory Map
Table 2-1. MAIN Memory Map

Region Name Start Address End Address Size
PSRAMECCO_RAM 0x0000000000 0x00000003FF 1KB
PADCFG_CTRLO_CFGO 0x00000F0000 | Ox00000F7FFF 32KB
CBASS_DBGO_ERR 0x0000200000 | 0x00002003FF 1KB
CBASS_INFRA1_ERR 0x0000210000 | 0x00002103FF 1KB
CBASS_FWO0O_ERR 0x0000220000 0x00002203FF 1KB
EFUSEO_MEM 0x0000300000 0x00003000FF 256B
PBISTO_PBIST 0x0000310000 0x00003103FF 1KB
COMPUTE_CLUSTERO_PBIST 0x0000330000 0x00003303FF 1KB
PSCO_PSC 0x0000400000 0x0000400FFF 4KB
PLLCTRLO_MEM 0x0000410000 | 0x00004101FF 512B
ESMO_CFG 0x0000420000 | 0x0000420FFF 4KB
DFTSS0_MEM 0x0000500000 | 0x00005003FF 1KB
DDPAO_K3_DDPA 0x0000580000 0x00005803FF 1KB
GPIOO 0x0000600000 0x00006000FF 256B
GPIO1 0x0000601000 0x00006010FF 256B
PLLO_CFG 0x0000680000 0x000068FFFF 64KB
PSRAMECCO_ECC_AGGR 0x0000700000 0x00007003FF 1KB
ECC_AGGR1_ECC_AGGR 0x0000701000 | 0x00007013FF 1KB
USBO_ECC_AGGR 0x0000703000 | 0x00007033FF 1KB
CPSWO0_CPSW3_ECC 0x0000704000 | 0x00007043FF 1KB
MMCSDO_ECC_AGGR 0x0000706000 0x00007063FF 1KB
MMCSDO_ECC_AGGR 0x0000707000 0x00007073FF 1KB
MMCSD1_ECC_AGGR 0x0000708000 0x00007083FF 1KB
MMCSD1_ECC_AGGR 0x0000709000 0x00007093FF 1KB
SA2_ULO_ECC_AGGR 0x0000712000 0x00007123FF 1KB
FSSO_ECC_AGGR 0x0000716000 | 0x00007163FF 1KB
COMPUTE_CLUSTERO_ECC_AGGR 0x0000717000 | 0x00007173FF 1KB
COMPUTE_CLUSTERO_ECC_AGGR 0x0000717400 | 0x00007177FF 1KB
COMPUTE_CLUSTERO_ECC_AGGR 0x0000717800 0x0000717BFF 1KB
PCIE0O_CORE_ECC_AGGRO 0x0000718000 0x00007183FF 1KB
PCIE0O_CORE_ECC_AGGR1 0x0000719000 0x00007193FF 1KB
ADCO_ECC_REGS 0x000071A000 0x000071A3FF 1KB
DCCO0_DCC2 0x0000800000 0x000080003F 64B
DCC1_DCC2 0x0000804000 | 0x000080403F 64B
DCC2_DCC2 0x0000808000 | 0x000080803F 64B
DCC3_DCC2 0x000080C000 | 0x000080CO3F 64B
DCC4_DCC2 0x0000810000 0x000081003F 64B
DCC5_DCC2 0x0000814000 0x000081403F 64B
MAIN_GPIOMUX_INTROUTERO_INTR_ROUTER_CFG 0x0000A00000 0x0000AQ007FF 2KB
CMP_EVENT_INTROUTERO_INTR_ROUTER_CFG 0x0000A30000 0x0000A307FF 2KB
TIMESYNC_EVENT_INTROUTERO_INTR_ROUTER_CFG 0x0000A40000 0x0000A407FF 2KB
GTCO_CFGO 0x0000A80000 | 0xO000A803FF 1KB
GTCO_CFG1 0x0000A90000 | O0x0000A93FFF 16KB
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Table 2-1. MAIN Memory Map (continued)

Region Name Start Address End Address Size
GTCO0_CFG2 0xO0000AA0000 | OxOO000AA3FFF 16KB
GTCO_CFG3 0x0000AB0000 | OxO000AB3FFF 16KB
VTMO_VTM_CFG1 0x0000B00000 0x0000B0O03FF 1KB
VTMO_VTM_CFG2 0x0000B01000 0x0000B013FF 1KB
VTMO0_ECCAGGR_CFG 0x0000B02000 0x0000B023FF 1KB
PDMAO_REGS 0x0000C00000 | 0xO000COO03FF 1KB
PDMA1_REGS 0x0000C01000 | 0x0000CO13FF 1KB
GICSS0_GIC_TRANSLATER 0x0001000000 0x00013FFFFF 4MB
GICSS0_GIC 0x0001800000 0x00018FFFFF 1MB
TIMERO_CFG 0x0002400000 0x00024003FF 1KB
TIMER1_CFG 0x0002410000 0x00024103FF 1KB
TIMER2_CFG 0x0002420000 0x00024203FF 1KB
TIMER3_CFG 0x0002430000 0x00024303FF 1KB
TIMER4_CFG 0x0002440000 0x00024403FF 1KB
TIMER5_CFG 0x0002450000 | 0x00024503FF 1KB
TIMER6_CFG 0x0002460000 | 0x00024603FF 1KB
TIMER7_CFG 0x0002470000 0x00024703FF 1KB
TIMER8_CFG 0x0002480000 0x00024803FF 1KB
TIMER9_CFG 0x0002490000 0x00024903FF 1KB
TIMER10_CFG 0x00024A0000 0x00024A03FF 1KB
TIMER11_CFG 0x00024B0000 0x00024B0O3FF 1KB
UARTO 0x0002800000 | 0x00028001FF 512B
UART1 0x0002810000 | 0x00028101FF 512B
UART2 0x0002820000 | 0x00028201FF 512B
UART3 0x0002830000 0x00028301FF 512B
UART4 0x0002840000 0x00028401FF 512B
UARTS 0x0002850000 0x00028501FF 512B
UART6 0x0002860000 0x00028601FF 512B
PBIST3_PBIST 0x0003310000 0x00033103FF 1KB
PBIST2_PBIST 0x0003330000 | 0x00033303FF 1KB
MCU_PSCO0_PSC 0x0004000000 | 0x0004000FFF 4KB
MCU_PLLCTRLO_MEM 0x0004020000 | 0x00040201FF 512B
MCU_PLLO_CFG 0x0004040000 0x0004040FFF 4KB
MCU_PADCFG_CTRLO_CFGO 0x0004080000 0x0004087FFF 32KB
MCU_ESMO_CFG 0x0004100000 0x0004100FFF 4KB
MCU_GPIOO0 0x0004201000 0x00042010FF 256B
MCU_MCU_GPIOMUX_INTROUTERO_INTR_ROUTER_CFG 0x0004210000 0x00042101FF 512B
MCU_TIMEOUTO_CFG 0x0004300000 | 0x00043003FF 1KB
MCU_CTRL_MMRO_CFGO 0x0004500000 | 0x000451FFFF 128KB
MCU_ECC_AGGRO_ECC_AGGR 0x0004700000 | 0x00047003FF 1KB
MCU_CBASS0_ERR 0x0004720000 0x00047203FF 1KB
MCU_TIMERO_CFG 0x0004800000 0x00048003FF 1KB
MCU_TIMER1_CFG 0x0004810000 0x00048103FF 1KB
MCU_TIMER2_CFG 0x0004820000 0x00048203FF 1KB
MCU_TIMER3_CFG 0x0004830000 0x00048303FF 1KB
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Table 2-1. MAIN Memory Map (continued)

Region Name Start Address End Address Size
MCU_RTIO_CFG 0x0004880000 0x00048800FF 256B
MCU_I2C0_CFG 0x0004900000 0x00049000FF 256B
MCU_I2C1_CFG 0x0004910000 0x00049100FF 256B
MCU_UARTO 0x0004A00000 0x0004A001FF 512B
MCU_UART1 0x0004A10000 0x0004A101FF 512B
MCU_MCSPIO_CFG 0x0004B00000 | 0x0004BO03FF 1KB
MCU_MCSPI1_CFG 0x0004B10000 | 0x0004B103FF 1KB
MCU_DCCO0_DCC2 0x0004C00000 | 0x0004C0003F 64B
MCU_MCRC64_0_MCRC64 0x0004D00000 | Ox0004DOOFFF 4KB
MCU_M4FSS0_BLAZAR_IRAM 0x0005000000 0x000503FFFF 256KB
MCU_M4FSS0_IDRAM_SLV_RAM 0x0005040000 0x000504FFFF 64KB
MCU_M4FSS0_RAT 0x0005FF0000 0x0005FFOFFF 4KB
MCU_M4FSS0_ECC_AGGR 0x0005FF1000 0x0005FF13FF 1KB
CPSWO0_CPSW3 0x0008000000 | O0x00081FFFFF 2MB
PCIEO_PCIE_RP_CORE 0x000D000000 | OxOOOD7FFFFF 8VMB
RTIO_CFG 0x000E000000 | O0xOOOEOOOOFF 256B
RTIM_CFG 0x000E010000 0x000E0100FF 256B
RTI8_CFG 0x000E080000 0x000E0800FF 256B
RTI9_CFG 0x000E090000 0x000E0900FF 256B
RTIM0_CFG 0xO000EOAO0000 | OxOOOEOAOOFF 256B
RTIM1_CFG 0x000EOBOO0O | OxOOOEOBOOFF 256B
SERDES_10G0_WIZ16B2M4CT 0x000F000000 | OxO00FOOFFFF 64KB
PCIEO_CORE_USER_CFG_USER_CFG 0x000F100000 | OxO000F1003FF 1KB
PCIE0O_CORE_VMAP_OB_MMRS 0x000F 101000 0x000F101FFF 4KB
PCIEO_CORE_PCIE_INTD_CFG_INTD_CFG 0x000F 102000 0x000F102FFF 4KB
PCIE0O_CORE_CPTS_CFG_CPTS_VBUSP 0x000F103000 0x000F1033FF 1KB
DDR16SS0_EMIF_SSCFG 0x000F300000 0x000F3001FF 512B
DDR16SS0_EMIF_CTLCFG 0x000F308000 0x000F30FFFF 32KB
USB0_VBP2APB_WRAP_CONTROLLER_VBP_CORE_ADDR_MAP 0x000F400000 0x000F43FFFF 256KB
USBO_MMR_MMRVBP_USBSS_CMN 0x000F900000 | O0xO00F9000FF 256B
USBO_RAMS_INJ_CFG 0x000F901000 | O0x000F9013FF 1KB
USBO_PHY2 0x000F908000 | 0xO000F9083FF 1KB
MMCSD1_MMC_CTLCFG 0x000FA00000 0x000FAQOOFFF 4KB
MMCSD1_MMC_SSCFG 0x000FA08000 0x000FAOQ83FF 1KB
MMCSDO_MMC_CTLCFG 0x000FA10000 0x000FA10FFF 4KB
MMCSDO_MMC_SSCFG 0x000FA18000 0x000FA183FF 1KB
FSSO0_FSS_GENREGS 0x000FC00000 | OxO00FCOOOFF 256B
FSSO0_FSAS_GENREGS 0x000FC10000 | OxOOOFC100FF 2568
FSS0_OTFA_CFG 0x000FC20000 | O0x000FC20FFF 4KB
FSS0_OSPI_FLASH_CFG 0x000FC40000 | OxO00FC400FF 2568
FSS0_OSPI_CFG 0x000FC44000 | OxO00FC441FF 512B
12C0_CFG 0x0020000000 0x00200000FF 256B
12C1_CFG 0x0020010000 0x00200100FF 256B
12C2_CFG 0x0020020000 0x00200200FF 256B
12C3_CFG 0x0020030000 0x00200300FF 256B
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Table 2-1. MAIN Memory Map (continued)

Region Name Start Address End Address Size
MCSPIO_CFG 0x0020100000 0x00201003FF 1KB
MCSPI1_CFG 0x0020110000 0x00201103FF 1KB
MCSPI2_CFG 0x0020120000 0x00201203FF 1KB
MCSPI3_CFG 0x0020130000 0x00201303FF 1KB
MCSPI4_CFG 0x0020140000 0x00201403FF 1KB
MCANO_SS 0x0020700000 | 0x00207000FF 2568
MCANO_CFG 0x0020701000 0x00207011FF 512B
MCANO_MSGMEM_WRAP_MSGMEM_VBP_RAM 0x0020708000 0x002070FFFF 32KB
MCAN1_SS 0x0020710000 0x00207100FF 256B
MCAN1_CFG 0x0020711000 0x00207111FF 512B
MCAN1_MSGMEM_WRAP_MSGMEM_VBP_RAM 0x0020718000 0x002071FFFF 32KB
EPWMO_EPWM 0x0023000000 0x00230000FF 256B
EPWM1_EPWM 0x0023010000 0x00230100FF 256B
EPWM2_EPWM 0x0023020000 | 0x00230200FF 256B
EPWM3_EPWM 0x0023030000 | 0x00230300FF 256B
EPWM4_EPWM 0x0023040000 | 0x00230400FF 256B
EPWM5_EPWM 0x0023050000 0x00230500FF 256B
EPWM6_EPWM 0x0023060000 0x00230600FF 256B
EPWM7_EPWM 0x0023070000 0x00230700FF 256B
EPWM8_EPWM 0x0023080000 0x00230800FF 256B
ECAPQ_CTL_STS 0x0023100000 0x00231000FF 256B
ECAP1_CTL_STS 0x0023110000 0x00231100FF 2568
ECAP2_CTL_STS 0x0023120000 | 0x00231200FF 2568
EQEPO_REG 0x0023200000 | 0x00232000FF 2568
EQEP1_REG 0x0023210000 0x00232100FF 256B
EQEP2_REG 0x0023220000 0x00232200FF 256B
FSIRX0_FSI_RX_CFG 0x0023500000 0x00235000FF 256B
FSIRX1_FSI_RX_CFG 0x0023510000 0x00235100FF 256B
FSIRX2_FSI_RX_CFG 0x0023520000 0x00235200FF 256B
FSIRX3_FSI_RX_CFG 0x0023530000 | 0x00235300FF 256B
FSIRX4_FSI_RX_CFG 0x0023540000 | 0x00235400FF 2568
FSIRX5_FSI_RX_CFG 0x0023550000 | 0x00235500FF 256B
FSITX0_FSI_TX_CFG 0x0023600000 0x00236000FF 256B
FSITX1_FSI_TX_CFG 0x0023610000 0x00236100FF 256B
MCANO_ECC_AGGR 0x0024018000 0x00240183FF 1KB
MCAN1_ECC_AGGR 0x0024019000 0x00240193FF 1KB
ELMO 0x0025010000 0x0025010FFF 4KB
ADCO_FIFO 0x0028000000 | 0x00280003FF 1KB
ADCO 0x0028001000 | 0x00280013FF 1KB
MAILBOX0_REGS0 0x0029000000 | 0x00290001FF 512B
MAILBOX0_REGS1 0x0029010000 0x00290101FF 512B
MAILBOX0_REGS2 0x0029020000 0x00290201FF 512B
MAILBOX0_REGS3 0x0029030000 0x00290301FF 512B
MAILBOX0_REGS4 0x0029040000 0x00290401FF 512B
MAILBOX0_REGS5 0x0029050000 0x00290501FF 512B
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Table 2-1. MAIN Memory Map (continued)

Region Name Start Address End Address Size
MAILBOX0_REGS6 0x0029060000 0x00290601FF 512B
MAILBOX0_REGS7 0x0029070000 0x00290701FF 512B
SPINLOCKO_SPINLOCK 0x002A000000 0x002A007FFF 32KB
PRU_ICSSG0_DRAMO_SLV_RAM 0x0030000000 0x0030001FFF 8KB
PRU_ICSSG0_DRAM1_SLV_RAM 0x0030002000 0x0030003FFF 8KB
PRU_ICSSGO_PR1_RTUO_PR1_RTUO_IRAM_RAM 0x0030004000 | 0x0030005FFF 8KB
PRU_ICSSGO_PR1_RTU1_PR1_RTU1_IRAM_RAM 0x0030006000 | 0x0030007FFF 8KB
PRU_ICSSGO_RAT 0x0030008000 | 0x0030008FFF 4KB
PRU_ICSSGO_RAT 0x0030009000 0x0030009FFF 4KB
PRU_ICSSGO0_PR1_PDSP_TX0_IRAM_RAM 0x003000A000 0x003000BFFF 8KB
PRU_ICSSGO0_PR1_PDSP_TX1_IRAM_RAM 0x003000C000 | 0x003000DFFF 8KB
PRU_ICSSG0_RAM_SLV_RAM 0x0030010000 0x003001FFFF 64KB
PRU_ICSSGO0_PR1_ICSS_INTC_INTC_SLV 0x0030020000 0x0030021FFF 8KB
PRU_ICSSGO_PR1_PDSPO_IRAM 0x0030022000 | 0x00300220FF 2568
PRU_ICSSGO_PR1_PDSP0_IRAM_DEBUG 0x0030022400 | 0x00300224FF 256B
PRU_ICSSG0_PR1_RTUO_PR1_RTUO_IRAM 0x0030023000 | 0x00300230FF 256B
PRU_ICSSGO0_PR1_RTUO_PR1_RTUO_IRAM_DEBUG 0x0030023400 0x00300234FF 256B
PRU_ICSSGO0_PR1_RTU1_PR1_RTU1_IRAM 0x0030023800 0x00300238FF 256B
PRU_ICSSGO0_PR1_RTU1_PR1_RTU1_IRAM_DEBUG 0x0030023C00 0x0030023CFF 256B
PRU_ICSSG0_PR1_PDSP1_IRAM 0x0030024000 0x00300240FF 256B
PRU_ICSSG0_PR1_PDSP1_IRAM_DEBUG 0x0030024400 0x00300244FF 256B
PRU_ICSSGO_PR1_PROTECT_SLV 0x0030024C00 | 0x0030024CFF 2568
PRU_ICSSGO_PR1_PDSP_TX0_IRAM 0x0030025000 | 0x00300250FF 256B
PRU_ICSSGO_PR1_PDSP_TX0_IRAM_DEBUG 0x0030025400 | 0x00300254FF 2568
PRU_ICSSGO_PR1_PDSP_TX1_IRAM 0x0030025800 0x00300258FF 256B
PRU_ICSSGO_PR1_PDSP_TX1_IRAM_DEBUG 0x0030025C00 0x0030025CFF 256B
PRU_ICSSGO_PR1_CFG_SLV 0x0030026000 0x00300261FF 512B
PRU_ICSSGO0_PA_STAT_WRAP_PA_SLV_QSTAT 0x0030027000 0x00300277FF 2KB
PRU_ICSSGO0_PR1_ICSS_UART_UART_SLV 0x0030028000 0x003002803F 64B
PRU_ICSSGO_PR1_TASKS_MGR_PRUO_PR1_TASKS_MGR_PRUO0_MMR 0x003002A000 | 0x003002A0FF 2568
PRU_ICSSGO_PR1_TASKS_MGR_RTUO_PR1_TASKS_MGR_RTUO_MMR 0x003002A100 | Ox003002A1FF 2568
PRU_ICSSGO0_PR1_TASKS_MGR_PRU1_PR1_TASKS_MGR_PRU1_MMR 0x003002A200 0x003002A2FF 256B
PRU_ICSSGO_PR1_TASKS_MGR_RTU1_PR1_TASKS_MGR_RTU1_MMR 0x003002A300 | Ox003002A3FF 2568
PRU_ICSSGO_PR1_TASKS_MGR_PRU_TX0_PR1_TASKS MGR_PRU_TX0 MMR | 0x003002A400 | Ox003002A4FF 2568
PRU_ICSSGO_PR1_TASKS_MGR_PRU_TX1_PR1_TASKS MGR_PRU TX1_MMR | 0x003002A500 | Ox003002A5FF 2568
PRU_ICSSGO0_PA_STAT_WRAP_PA_SLV_CSTAT 0x003002C000 0x003002C7FF 2KB
PRU_ICSSGO0_PR1_IEPO_SLV 0x003002E000 0x003002EFFF 4KB
PRU_ICSSGO_PR1_IEP1_SLV 0x003002F000 0x003002FFFF 4KB
PRU_ICSSGO_PR1_ICSS_ECAPO_ECAP_SLV 0x0030030000 | 0x00300300FF 256B
PRU_ICSSGO_PR1_MIl_RT_PR1_MII_RT_CFG 0x0030032000 | 0x00300320FF 2568
PRU_ICSSGO_PR1_MIl_RT_PR1_SGMII0_CFG_SGMII0 0x0030032100 | 0x00300321FF 2568
PRU_ICSSGO_PR1_MII_RT_PR1_SGMII1_CFG_SGMII1 0x0030032200 0x00300322FF 256B
PRU_ICSSGO0_PR1_MDIO_V1P7_MDIO 0x0030032400 0x00300324FF 256B
PRU_ICSSGO_PR1_MIl_RT_PR1_MI_RT_G_CFG_REGS_G 0x0030033000 | O0x0030033FFF 4KB
PRU_ICSSG0_PR1_PDSP0O_IRAM_RAM 0x0030034000 0x0030037FFF 16KB
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13 TEXAS

INSTRUMENTS
www.ti.com Memory Map
Table 2-1. MAIN Memory Map (continued)

Region Name Start Address End Address Size
PRU_ICSSGO0_PR1_PDSP1_IRAM_RAM 0x0030038000 0x003003BFFF 16KB
PRU_ICSSGO_PA_STAT_WRAP_PA_SLV 0x003003C000 0x003003COFF 256B
PRU_ICSSG1_DRAMO_SLV_RAM 0x0030080000 0x0030081FFF 8KB
PRU_ICSSG1_DRAM1_SLV_RAM 0x0030082000 0x0030083FFF 8KB
PRU_ICSSG1_PR1_RTUO_PR1_RTUO_IRAM_RAM 0x0030084000 0x0030085FFF 8KB
PRU_ICSSG1_PR1_RTU1_PR1_RTU1_IRAM_RAM 0x0030086000 | 0x0030087FFF 8KB
PRU_ICSSG1_RAT 0x0030088000 | 0x0030088FFF 4KB
PRU_ICSSG1_RAT 0x0030089000 | 0x0030089FFF 4KB
PRU_ICSSG1_PR1_PDSP_TX0_IRAM_RAM 0x003008A000 0x003008BFFF 8KB
PRU_ICSSG1_PR1_PDSP_TX1_IRAM_RAM 0x003008C000 | 0x003008DFFF 8KB
PRU_ICSSG1_RAM_SLV_RAM 0x0030090000 0x003009FFFF 64KB
PRU_ICSSG1_PR1_ICSS_INTC_INTC_SLV 0x00300A0000 0x00300A1FFF 8KB
PRU_ICSSG1_PR1_PDSP0_IRAM 0x00300A2000 0x00300A20FF 256B
PRU_ICSSG1_PR1_PDSP0_IRAM_DEBUG 0x00300A2400 | O0x00300A24FF 256B
PRU_ICSSG1_PR1_RTUO_PR1_RTUO_IRAM 0x00300A3000 | 0x00300A30FF 256B
PRU_ICSSG1_PR1_RTUO_PR1_RTUO_IRAM_DEBUG 0x00300A3400 | Ox00300A34FF 2568
PRU_ICSSG1_PR1_RTU1_PR1_RTU1_IRAM 0x00300A3800 0x00300A38FF 256B
PRU_ICSSG1_PR1_RTU1_PR1_RTU1_IRAM_DEBUG 0x00300A3C00 | Ox00300A3CFF 256B
PRU_ICSSG1_PR1_PDSP1_IRAM 0x00300A4000 0x00300A40FF 256B
PRU_ICSSG1_PR1_PDSP1_IRAM_DEBUG 0x00300A4400 0x00300A44FF 256B
PRU_ICSSG1_PR1_PROTECT_SLV 0x00300A4C00 | 0x00300A4CFF 256B
PRU_ICSSG1_PR1_PDSP_TX0_IRAM 0x00300A5000 | O0x00300A50FF 256B
PRU_ICSSG1_PR1_PDSP_TX0_IRAM_DEBUG 0x00300A5400 | 0x00300A54FF 2568
PRU_ICSSG1_PR1_PDSP_TX1_IRAM 0x00300A5800 | 0x00300A58FF 256B
PRU_ICSSG1_PR1_PDSP_TX1_IRAM_DEBUG 0x00300A5C00 | Ox00300A5CFF 256B
PRU_ICSSG1_PR1_CFG_SLV 0x00300A6000 0x00300A61FF 512B
PRU_ICSSG1_PA_STAT_WRAP_PA_SLV_QSTAT 0x00300A7000 0x00300A77FF 2KB
PRU_ICSSG1_PR1_ICSS_UART_UART_SLV 0x00300A8000 0x00300A803F 64B
PRU_ICSSG1_PR1_TASKS_MGR_PRUO_PR1_TASKS_MGR_PRU0_MMR 0x00300AA000 | OxO0300AAQFF 256B
PRU_ICSSG1_PR1_TASKS_MGR_RTUO_PR1_TASKS_MGR_RTUO_MMR 0x00300AA100 | OxO0300AA1FF 2568
PRU_ICSSG1_PR1_TASKS_MGR_PRU1_PR1_TASKS_MGR_PRU1_MMR 0x00300AA200 | OxO0300AA2FF 2568
PRU_ICSSG1_PR1_TASKS_MGR_RTU1_PR1_TASKS_MGR_RTU1_MMR 0x00300AA300 | OxO0300AA3FF 2568
PRU_ICSSG1_PR1_TASKS_MGR_PRU_TX0_PR1_TASKS _MGR_PRU_TX0_MMR | 0x00300AA400 | Ox00300AA4FF 2568
PRU_ICSSG1_PR1_TASKS_MGR_PRU_TX1_PR1_TASKS MGR_PRU_TX1_MMR | 0x00300AA500 | Ox0O0300AA5FF 2568
PRU_ICSSG1_PA_STAT_WRAP_PA_SLV_CSTAT 0x00300ACO000 | OxO00300ACT7FF 2KB
PRU_ICSSG1_PR1_IEPO_SLV 0x00300AEO00 | OxO0300AEFFF 4KB
PRU_ICSSG1_PR1_IEP1_SLV 0x00300AF000 | OxO0300AFFFF 4KB
PRU_ICSSG1_PR1_ICSS_ECAPO_ECAP_SLV 0x00300B0000 | 0x00300BOOFF 256B
PRU_ICSSG1_PR1_MIl_RT_PR1_MII_RT_CFG 0x00300B2000 | 0x00300B20FF 2568
PRU_ICSSG1_PR1_MIl_RT_PR1_SGMII0_CFG_SGMII0 0x00300B2100 | 0x00300B21FF 2568
PRU_ICSSG1_PR1_MIl_RT_PR1_SGMII1_CFG_SGMII1 0x00300B2200 | Ox00300B22FF 2568
PRU_ICSSG1_PR1_MDIO_V1P7_MDIO 0x00300B2400 0x00300B24FF 256B
PRU_ICSSG1_PR1_MIl_RT_PR1_MIl_RT G _CFG_REGS_G 0x00300B3000 | 0x00300B3FFF 4KB
PRU_ICSSG1_PR1_PDSP0O_IRAM_RAM 0x00300B4000 0x00300B7FFF 16KB
PRU_ICSSG1_PR1_PDSP1_IRAM_RAM 0x00300B8000 | 0x00300BBFFF 16KB
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13 TEXAS

INSTRUMENTS
www.ti.com Memory Map
Table 2-1. MAIN Memory Map (continued)

Region Name Start Address End Address Size
PRU_ICSSG1_PA_STAT_WRAP_PA_SLV 0x00300BC0O00 | 0x00300BCOFF 256B
TIMERMGRO_TIMER_MGR_TIMERS 0x0037000000 0x003703FFFF 256KB
CPTSO_CPTS 0x0039000000 0x00390003FF 1KB
CBASS0_ERR 0x003A000000 0x003A0003FF 1KB
GPMCO_CFG 0x003B000000 0x003B0003FF 1KB
R5FSS0_ECC_AGGR 0x003C010000 | 0x003CO103FF 1KB
R5FSS0_EVNT_BUS_VBUSP_MMRS 0x003C018000 | 0x003CO180FF 256B
R5FSS1_ECC_AGGR 0x003C030000 | 0x003CO303FF 1KB
R5FSS1_EVNT_BUS_VBUSP_MMRS 0x003C038000 0x003CO0380FF 256B
TIMERMGRO_CONFIG 0x003CD00000 | 0x003CDO01FF 512B
MSRAM_256K0_ECC_AGGR 0x003F001000 0x003F0013FF 1KB
MSRAM_256K1_ECC_AGGR 0x003F002000 0x003F0023FF 1KB
MSRAM_256K2_ECC_AGGR 0x003F003000 0x003F0033FF 1KB
GICSSO0_REGS 0x003F004000 | 0x003F0043FF 1KB
DMASS0_ECCAGGR 0x003F005000 | 0x003FO0053FF 1KB
MSRAM_256K5_ECC_AGGR 0x003F006000 | 0x003FO0063FF 1KB
MSRAM_256K4_ECC_AGGR 0x003F007000 0x003F0073FF 1KB
MSRAM_256K3_ECC_AGGR 0x003F008000 0x003F0083FF 1KB
DMSC0_ECC_AGGR 0x003F009000 0x003F0093FF 1KB
PRU_ICSSGO0_ECC_AGGR 0x003F00AQ000 0x003F00A3FF 1KB
PRU_ICSSG1_ECC_AGGR 0x003F00B000 0x003F00B3FF 1KB
R5FSS0_ECC_AGGR 0x003F00D000 | 0x003FOOD3FF 1KB
R5FSS1_ECC_AGGR 0x003F00E000 | 0x003FOOE3FF 1KB
ECC_AGGRO_ECC_AGGR 0x003F00F000 | 0x003FOOF3FF 1KB
MSRAM_256K6_ECC_AGGR 0x003F010000 0x003F0103FF 1KB
MSRAM_256K7_ECC_AGGR 0x003F011000 0x003F0113FF 1KB
PBIST1_PBIST 0x003F100000 0x003F1003FF 1KB
SA2_ULO_SA_UL_PRIMARY 0x0040900000 0x0040900FFF 4KB
SA2_ULO_SA_UL_UPDATES 0x0040901000 0x00409011FF 512B
SA2_ULO_SA_UL_RNG 0x0040910000 | 0x004091007F 128B
SA2_ULO_CP_ACE_PKA_EIP29T2 0x0040920000 0x004092FFFF 64KB
DEBUGSSO0_SYS 0x0041000000 | 0x0041000FFF 4KB
ROMO_ROM 0x0041800000 0x004183FFFF 256KB
STMO_STIMULUS 0x0042000000 0x0042FFFFFF 16MB
CTRL_MMRO_CFGO0 0x0043000000 0x004301FFFF 128KB
DMSCO0_DMSC_SRAMO 0x0044040000 0x004404FFFF 64KB
DMSCO0_DMSC_SRAM1 0x0044050000 0x004405FFFF 64KB
MSRAM_256K7_RAM 0x0044060000 0x004407FFFF 128KB
MSRAM_256K7_RAM 0x0044080000 0x004409FFFF 128KB
MSRAM_256K6_RAM 0x00440A0000 | 0x00440BFFFF 128KB
MSRAM_256K6_RAM 0x00440C0000 | 0x00440DFFFF 128KB
DMSC0_PWR 0x0044130000 0x00441307FF 2KB
DMSCO0_DMTIMERO 0x0044133000 0x00441333FF 1KB
DMSCO_DMTIMER1 0x0044134000 0x00441343FF 1KB
DMSCO_RTI 0x0044135000 0x00441350FF 256B
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13 TEXAS

INSTRUMENTS
www.ti.com Memory Map
Table 2-1. MAIN Memory Map (continued)

Region Name Start Address End Address Size
DMSCO_RTI 0x0044135100 0x00441351FF 256B
DMSCO0_DMSC_RAT_MMRS 0x0044200000 0x0044200FFF 4KB
DMSCO_SEC 0x0044230000 0x0044230FFF 4KB
DMSCO0_SECMGR 0x0044234000 0x0044237FFF 16KB
DMSCO_DMTIMER2 0x0044238000 0x00442383FF 1KB
DMSCO0_DMTIMER3 0x0044239000 0x00442393FF 1KB
DMSCO_AES 0x004423C000 | 0x004423DFFF 8KB
DMSCO_INTAGGR_INTR 0x0044300000 0x004437FFFF 512KB
DMSCO_INTAGGR_IMAP 0x0044400000 0x00444007FF 2KB
DMSCO_INTAGGR_CFG 0x0044410000 0x004441001F 32B
CBASS0_FW 0x0045000000 0x0045007FFF 32KB
DMSCO0_DMSC_FW_VBUS_CFG 0x0045000000 0x0045FFFFFF 16MB
CBASS_INFRA1_FW 0x0045008000 0x0045008FFF 4KB
DMSCO0_CBASS_FW 0x0045080000 | O0x004509FFFF 128KB
DMSCO0_CBASS_ISC 0x0045808000 | 0x0045808FFF 4KB
CBASS_INFRA1_ISC 0x0045820000 | 0x0045820FFF 4KB
MCU_CBASSO0_ISC 0x0045830000 0x00458303FF 1KB
DMASS0_CBASS_DMSC_ISC 0x0045840000 0x00458407FF 2KB
DMASSO0_RINGACC_ISC 0x0045848000 0x00458483FF 1KB
CBASSO0_ISC 0x0045880000 0x004588FFFF 64KB
MAIN_SEC_MMRO_CFG2 0x0045900000 0x004591FFFF 128KB
MAIN_SEC_MMRO_CFGO 0x0045A00000 | O0x0045A1FFFF 128KB
DMSCO_CBASS_GLB 0x0045B00000 | 0x0045BO03FF 1KB
CBASS_INFRA1_GLB 0x0045B01000 0x0045B013FF 1KB
MCU_CBASS0_GLB 0x0045B02000 0x0045B023FF 1KB
DMASS0_CBASS_DMSC_GLB 0x0045B03000 0x0045B033FF 1KB
CBASS0_GLB 0x0045B08000 0x0045B083FF 1KB
CBASS_INFRA1_QOS 0x0045D20000 | 0x0045D20FFF 4KB
MCU_CBASS0_QOS 0x0045D30000 0x0045D303FF 1KB
DMASS0_CBASS_DMSC_QOS 0x0045D40000 | 0x0045D407FF 2KB
CBASS0_QOS 0x0045D80000 | 0x0045D8FFFF 64KB
DMASSO0_INTAGGR_INTR 0x0048000000 0x00480FFFFF 1MB
DMASSO0_INTAGGR_IMAP 0x0048100000 0x0048103FFF 16KB
DMASSO0_INTAGGR_CFG 0x0048110000 0x004811001F 32B
DMASSO0_INTAGGR_L2G 0x0048120000 0x00481203FF 1KB
DMASSO0_PSILCFG_PROXY 0x0048130000 0x00481301FF 512B
DMASSO0_PSILSS_MMRS 0x0048140000 0x0048140FFF 4KB
DMASSO_INTAGGR_UNMAP 0x0048180000 0x004819FFFF 128KB
DMASSO_INTAGGR_MCAST 0x0048210000 0x0048210FFF 4KB
DMASSO_INTAGGR_GCNTCFG 0x0048220000 0x0048221FFF 8KB
DMASSO0_ETLSW_MMRS 0x0048230000 0x0048230FFF 4KB
DMASSO0_RINGACC_GCFG 0x0048240000 0x00482403FF 1KB
DMASS0_SEC_PROXY_MMRS 0x0048250000 0x00482500FF 256B
DMASS0_BCDMA_CRED 0x0048400000 0x00484007FF 2KB
DMASS0_PKTDMA_CRED 0x0048410000 0x0048411FFF 8KB
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13 TEXAS

INSTRUMENTS
www.ti.com Memory Map
Table 2-1. MAIN Memory Map (continued)

Region Name Start Address End Address Size
DMASS0_BCDMA_BCHAN 0x0048420000 0x0048421FFF 8KB
DMASS0_PKTDMA_RFLOW 0x0048430000 0x0048433FFF 16KB
DMASS0_PKTDMA_TCHAN 0x00484A0000 0x00484A3FFF 16KB
DMASS0_BCDMA_TCHAN 0x00484A4000 0x00484A5FFF 8KB
DMASS0_PKTDMA_RCHAN 0x00484C0000 | Ox00484C1FFF 8KB
DMASS0_BCDMA_RCHAN 0x00484C2000 | 0x00484C3FFF 8KB
DMASSO0_PKTDMA_GCFG 0x00485C0000 | 0x00485CO0FF 256B
DMASS0_BCDMA_GCFG 0x00485C0100 | 0x00485CO01FF 2568
DMASS0_PKTDMA_RING 0x00485E0000 0x00485FFFFF 128KB
DMASS0_BCDMA_RING 0x0048600000 0x0048607FFF 32KB
DMASSO0_RINGACC_RT 0x0049000000 0x00493FFFFF 4MB
DMASSO0_RINGACC_CFG 0x0049800000 0x004983FFFF 256KB
DMASSO0_INTAGGR_GCNTRTI 0x004A000000 | OxO004AO0FFFFF 1MB
DMASSO0_SEC_PROXY_SCFG 0x004A400000 | O0x004A47FFFF 512KB
DMASS0_SEC_PROXY_RT 0x004A600000 | 0x004A67FFFF 512KB
DMASSO0_PKTDMA_RCHANRT 0x004A800000 | O0x004A81FFFF 128KB
DMASS0_BCDMA_RCHANRT 0x004A820000 | OxO004A83FFFF 128KB
DMASS0_PKTDMA_TCHANRT 0x004AA00000 | OxO04AA3FFFF 256KB
DMASS0_BCDMA_TCHANRT 0x004AA40000 | OxO04AA5FFFF 128KB
DMASS0_PKTDMA_RINGRT 0x004B800000 | Ox004BBFFFFF 4MB
DMASS0_BCDMA_RINGRT 0x004BC00000 | Ox004BCFFFFF 1MB
DMASS0_BCDMA_BCHANRT 0x004C000000 | 0x004CO1FFFF 128KB
DMASSO0_SEC_PROXY_SRC_TARGET_DATA 0x004D000000 | 0x004DO7FFFF 512KB
DMASSO0_RINGACC_SRC_FIFOS 0x004E000000 | OxO04E3FFFFF 4MB
GPMCO_GPMC_DATA 0x0050000000 0x0057FFFFFF 128MB
FSS0_DAT_REGH1 0x0060000000 0x0067FFFFFF 128MB
PCIEO_PCIE_RP_DATO 0x0068000000 0x006FFFFFFF 128MB
MSRAM_256K0_RAM 0x0070000000 0x007003FFFF 256KB
MSRAM_256K1_RAM 0x0070040000 0x007007FFFF 256KB
MSRAM_256K2_RAM 0x0070080000 | 0x00700BFFFF 256KB
MSRAM_256K3_RAM 0x00700C0000 | 0x00700FFFFF 256KB
MSRAM_256K4_RAM 0x0070100000 0x007013FFFF 256KB
MSRAM_256K5_RAM 0x0070140000 0x007017FFFF 256KB
MSRAM_256K6_RAM 0x0070180000 0x00701BFFFF 256KB
MSRAM_256K7_RAM 0x00701C0000 0x00701FFFFF 256KB
R5FSS0O_ICACHEO 0x0074000000 0x00747FFFFF 8MB
R5FSS0_DCACHEO 0x0074800000 0x0074FFFFFF 8MB
R5FSS0_ICACHE1 0x0075000000 | 0x00757FFFFF 8MB
R5FSS0_DCACHE1 0x0075800000 | 0x0075FFFFFF 8VMB
R5FSS1_ICACHEO 0x0076000000 | 0x00767FFFFF 8VMB
R5FSS1_DCACHEO 0x0076800000 0x0076FFFFFF 8MB
R5FSS1_ICACHE1 0x0077000000 0x00777FFFFF 8MB
R5FSS1_DCACHE1 0x0077800000 0x0077FFFFFF 8MB
R5FSS0_ATCMO(™ 0x0078000000 0x007800FFFF 64KB
R5FSS0_BTCMO™M 0x0078100000 0x007810FFFF 64KB
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13 TEXAS

INSTRUMENTS
www.ti.com Memory Map
Table 2-1. MAIN Memory Map (continued)

Region Name Start Address End Address Size
R5FSS0_ATCM1() 0x0078200000 0x0078207FFF 32KB
R5FSS0_BTCM1(") 0x0078300000 0x0078307FFF 32KB
R5FSS1_ATCMO(™) 0x0078400000 0x007840FFFF 64KB
R5FSS1_BTCMO™M 0x0078500000 0x007850FFFF 64KB
R5FSS1_ATCM1(") 0x0078600000 0x0078607FFF 32KB
R5FSS1_BTCM1(") 0x0078700000 0x0078707FFF 32KB
DDR16SS0_EMIF_DDRDATA 0x0080000000 | OxOOFFFFFFFF 2GB
FSS0_DAT_REGO 0x0400000000 | OxO4FFFFFFFF 4GB
FSSO0_DAT_REG3 0x0500000000 | OxO5FFFFFFFF 4GB
PCIEO_PCIE_RP_DAT1 0x0600000000 | OxO6FFFFFFFF 4GB
DEBUGSS_WRAPO_ROM_TABLE_0_0 0x0700000000 0x0700000FFF 4KB
DEBUGSS_WRAPO_RESVO0_0 0x0700001000 0x0700001FFF 4KB
DEBUGSS_WRAPO_CFGAP_CFG_0 0x0700002000 0x07000020FF 256B
DEBUGSS_WRAPO_APBAP_CFG_0 0x0700002100 | 0x07000021FF 256B
DEBUGSS_WRAPO_AXIAP_CFG_0 0x0700002200 | 0x07000022FF 256B
DEBUGSS_WRAPO_PWRAP_CFG_0 0x0700002300 | 0x07000023FF 256B
DEBUGSS_WRAPO_PVIEW_CFG_0 0x0700002400 0x07000024FF 256B
DEBUGSS_WRAPO_JTAGAP_CFG_0 0x0700002500 0x07000025FF 256B
DEBUGSS_WRAPO_SECAP_CFG_0 0x0700002600 0x07000026FF 256B
DEBUGSS_WRAPO_CORTEX0_CFG_0 0x0700002700 0x07000027FF 256B
DEBUGSS_WRAPO_CORTEX1_CFG_0 0x0700002800 0x07000028FF 256B
DEBUGSS_WRAPO_CORTEX2_CFG_0 0x0700002900 0x07000029FF 256B
DEBUGSS_WRAPO_CORTEX3_CFG_0 0x0700002A00 | 0x0700002AFF 2568
DEBUGSS_WRAPO_CORTEX4_CFG_0 0x0700002B00 0x0700002BFF 256B
DEBUGSS_WRAPO_CORTEX5_CFG_0 0x0700002C00 0x0700002CFF 256B
DEBUGSS_WRAPO_CORTEX6_CFG_0 0x0700002D00 0x0700002DFF 256B
DEBUGSS_WRAPO_CORTEX7_CFG_0 0x0700002E00 0x0700002EFF 256B
DEBUGSS_WRAPO_CORTEX8_CFG_0 0x0700002F00 0x0700002FFF 256B
DEBUGSS_WRAPO_RESV1_0 0x0700003000 0x0700003FFF 4KB
DEBUGSS_WRAPO_RESV2_0 0x0700004000 | 0x0702003FFF 32MB
DEBUGSS_WRAPO_ROM_TABLE_1_0 0x0720000000 | 0x0720000FFF 4KB
DEBUGSS_WRAPO_CSCTI 0x0720001000 0x0720001FFF 4KB
DEBUGSS_WRAPO_DRM_CFG_0 0x0720002000 0x0720002FFF 4KB
DEBUGSS_WRAPO_RESV3 0 0x0720003000 0x0720003FFF 4KB
DEBUGSS_WRAPO_CSTPIU_CFG_0 0x0720004000 0x0720004FFF 4KB
DEBUGSS_WRAPO_CTF_CFG_0 0x0720005000 0x0720005FFF 4KB
DEBUGSS_WRAPO_RESV4_0 0x0720006000 0x0721005FFF 16MB
COMPUTE_CLUSTERO_APBADDR_ROMV8 0x0730000000 0x073000FFFF 64KB
DEBUGSS_WRAPO_EXT_APB_0 0x0730000000 0x073FFFFFFF 256MB
COMPUTE_CLUSTERO_APBADDR_DBG_CPUO 0x0730010000 0x073001FFFF 64KB
COMPUTE_CLUSTERO_APBADDR_CTI_CPUO 0x0730020000 0x073002FFFF 64KB
COMPUTE_CLUSTERO_APBADDR_PMU_CPUO 0x0730030000 0x073003FFFF 64KB
COMPUTE_CLUSTERO_APBADDR_ETM_CPUO 0x0730040000 0x073004FFFF 64KB
COMPUTE_CLUSTERO_APBADDR_DBG_CPU1 0x0730110000 0x073011FFFF 64KB
COMPUTE_CLUSTERO_APBADDR_PMU_CPU1 0x0730120000 0x073012FFFF 64KB
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INSTRUMENTS
www.ti.com Memory Map
Table 2-1. MAIN Memory Map (continued)

Region Name Start Address End Address Size
COMPUTE_CLUSTERO_APBADDR_ETM_CPU1 0x0730130000 0x073013FFFF 64KB
COMPUTE_CLUSTERO_APBADDR_CTI_CPU1 0x0730140000 0x073014FFFF 64KB
DEBUGSS0_DEBUG_CELL_ROM_SLV 0x073C020000 | 0x073C020FFF 4KB
DEBUGSS0_CTSET2_WRAP_CFG_CTSET2_CFG 0x073C022000 | Ox073CO023FFF 8KB
DEBUGSS0_ATB_REPLICATOR_CFG_CXATBREPLICATOR_CFG 0x073C024000 | Ox073C024FFF 4KB
DEBUGSS0_TBR_VBUSP_WRAP_TBR_CFG_TBR_CFG 0x073C025000 | 0x073CO025FFF 4KB
DEBUGSS0_CSCTI 0x073C026000 | 0x073CO026FFF 4KB
DEBUGSS0_CSCTI 0x073C028000 | 0x073CO028FFF 4KB
DEBUGSSO0_CSCTI 0x073C029000 | 0x073C029FFF 4KB
DEBUGSSO0_CSCTI 0x073C02A000 | 0x073CO02AFFF 4KB
DEBUGSSO0_CSCTI 0x073C02B000 | 0x073C02BFFF 4KB
DEBUGSSO0_CSCTI 0x073C02C000 | 0x073C02CFFF 4KB
DEBUGSSO0_CSCTI 0x073C02D000 | 0x073C02DFFF 4KB
DEBUGSSO0_CSCTI 0x073C02E000 | 0x073CO02EFFF 4KB
DEBUGSSO0_CSCTI 0x073C02F000 | 0x073CO2FFFF 4KB
STMO0_CSSTM 0x073D200000 | 0x073D200FFF 4KB
STMO_CTI_CSCTI 0x073D201000 | 0x073D201FFF 4KB
DBGSUSPENDROUTERO_INTR_ROUTER_CFG 0x073D300000 0x073D3007FF 2KB
CPT2_AGGRO_MMR_SLV 0x073E100000 0x073E1000FF 256B
CPT2_AGGRO0_VBUSP2APB_WRAP_STP2ATB_VBUS_CFG 0x073E100100 0x073E1001FF 256B
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEMO 0x073E120000 0x073E120FFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM1 0x073E121000 0x073E121FFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM2 0x073E122000 0x073E122FFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM3 0x073E123000 0x073E123FFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM4 0x073E124000 0x073E124FFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM5 0x073E125000 0x073E125FFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM®6 0x073E126000 0x073E126FFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM7 0x073E127000 0x073E127FFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEMS8 0x073E128000 0x073E128FFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM9 0x073E129000 0x073E129FFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM10 0x073E12A000 | Ox073E12AFFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM11 0x073E12B000 | Ox073E12BFFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM12 0x073E12C000 | 0x073E12CFFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM13 0x073E12D000 | Ox073E12DFFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM14 0x073E12E000 | Ox073E12EFFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM15 0x073E12F000 | Ox073E12FFFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM16 0x073E130000 0x073E130FFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM17 0x073E131000 0x073E131FFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM18 0x073E132000 0x073E132FFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM19 0x073E133000 0x073E133FFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM20 0x073E134000 0x073E134FFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM21 0x073E135000 0x073E135FFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM22 0x073E136000 0x073E136FFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM23 0x073E137000 0x073E137FFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM24 0x073E138000 0x073E138FFF 4KB
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www.ti.com Memory Map
Table 2-1. MAIN Memory Map (continued)

Region Name Start Address End Address Size
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM25 0x073E139000 0x073E139FFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM26 0x073E13A000 | Ox073E13AFFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM27 0x073E13B000 | Ox073E13BFFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM28 0x073E13C000 | O0x073E13CFFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM29 0x073E13D000 | Ox073E13DFFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM30 0x073E13E000 | Ox073E13EFFF 4KB
CPT2_AGGRO_CONT_READ_TRC_SRC_VBUS_MEM31 0x073E13F000 | O0x073E13FFFF 4KB
DEBUGSS_WRAPO_ROM_TABLE_0_1 0x0740000000 | 0x0740000FFF 4KB
DEBUGSS_WRAPO_RESVO0_1 0x0740001000 0x0740001FFF 4KB
DEBUGSS_WRAPO_CFGAP_CFG_1 0x0740002000 0x07400020FF 256B
DEBUGSS_WRAPO_APBAP_CFG_1 0x0740002100 0x07400021FF 256B
DEBUGSS_WRAPO_AXIAP_CFG_1 0x0740002200 0x07400022FF 256B
DEBUGSS_WRAPO_PWRAP_CFG_1 0x0740002300 0x07400023FF 256B
DEBUGSS_WRAPO_PVIEW_CFG_1 0x0740002400 0x07400024FF 256B
DEBUGSS_WRAPO_JTAGAP_CFG_1 0x0740002500 0x07400025FF 256B
DEBUGSS_WRAPO_SECAP_CFG_1 0x0740002600 | 0x07400026FF 256B
DEBUGSS_WRAPO_CORTEX0_CFG_1 0x0740002700 0x07400027FF 256B
DEBUGSS_WRAPO_CORTEX1_CFG_1 0x0740002800 0x07400028FF 256B
DEBUGSS_WRAPO_CORTEX2_CFG_1 0x0740002900 0x07400029FF 256B
DEBUGSS_WRAPO_CORTEX3_CFG_1 0x0740002A00 0x0740002AFF 256B
DEBUGSS_WRAPO_CORTEX4_CFG_1 0x0740002B00 0x0740002BFF 256B
DEBUGSS_WRAPO_CORTEX5_CFG_1 0x0740002C00 | 0x0740002CFF 256B
DEBUGSS_WRAPO_CORTEX6_CFG_1 0x0740002D00 0x0740002DFF 256B
DEBUGSS_WRAPO_CORTEX7_CFG_1 0x0740002E00 0x0740002EFF 256B
DEBUGSS_WRAPO_CORTEX8_CFG_1 0x0740002F00 0x0740002FFF 256B
DEBUGSS_WRAPO_RESV1_1 0x0740003000 0x0740003FFF 4KB
DEBUGSS_WRAPO_RESV2_1 0x0740004000 0x0742003FFF 32MB
DEBUGSS_WRAPO_ROM_TABLE_1_1 0x0760000000 0x0760000FFF 4KB
DEBUGSS_WRAPO_CSCTI 0x0760001000 0x0760001FFF 4KB
DEBUGSS_WRAPO_DRM_CFG_1 0x0760002000 | 0x0760002FFF 4KB
DEBUGSS_WRAPO_RESV3_1 0x0760003000 | 0x0760003FFF 4KB
DEBUGSS_WRAPO_CSTPIU_CFG_1 0x0760004000 | 0x0760004FFF 4KB
DEBUGSS_WRAPO_CTF_CFG_1 0x0760005000 0x0760005FFF 4KB
DEBUGSS_WRAPO_RESV4_1 0x0760006000 0x0761005FFF 16MB
DEBUGSS_WRAPO_EXT_APB_1 0x0770000000 0x077FFFFFFF 256MB

(1) The SOC Memory region for external accesses to the R5F ATCM and BTCM memories are not accessible via the R5F AXI bus
initiator. However, the R5F has direct access to ATCM and BTCM as tightly coupled memories and the R5F can also map the base
address of the ATCM and BTCM to be the same as the SOC Memory Region Address if desired.

2.2 MCU_M4FSS0 Memory Map

Table 2-2. MCU_M4FSS0 Memory Map

Region Name Start Address End Address Size
MCU_M4FSS0_RAMO 0x0000000000 | O0x000002FFFF 192KB
MCU_M4FSS0_DRAM 0x0000030000 | O0x000003FFFF 64KB

SPRUIM2I — MAY 2020 — REVISED JANUARY 2026
Submit Document Feedback

Copyright © 2026 Texas Instruments

AM64x/AM243x Processors Silicon Revision 2.0 44
Texas Instruments Families of Products


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUIM2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUIM2I&partnum=AM64x

13 TEXAS

INSTRUMENTS
www.ti.com Memory Map

Table 2-2. MCU_M4FSS0 Memory Map (continued)

Region Name Start Address End Address Size
MCU_M4FSS0_RAT_CFG 0x0044200000 0x0044200FFF 4KB
MCU_M4FSS0_ECC_AGGR 0x0044201000 0x00442013FF 1KB
MCU_M4FSS0_RAT_REGIONO 0x0060000000 | OxOODFFFFFFF 2GB
MCU_M4FSS0_ITM 0x00E0000000 0x00EOOO0OFFF 4KB
MCU_M4FSS0_DWT 0x00E0001000 0x00EOO001FFF 4KB
MCU_M4FSS0_FBP 0x00E0002000 | OxO0EO0002FFF 4KB
MCU_M4FSS0_NVIC 0x00EOOOEO000 | OxOOEOOOEFFF 4KB
MCU_M4FSS0_MPU 0xO0EOO0OED90 | 0xOOEOOOEDEF 96B
MCU_M4FSS0_ETM 0x00E0041000 0xO00EQ0041FFF 4KB
MCU_M4FSS0_CSCTI 0x00E0042000 O0x00EO0042FFF 4KB
MCU_M4FSS0_REVID 0x00E0043000 0x00E0043003 4B
MCU_M4FSS0_ROMTABLE 0xOOEOOFFO00 | OxOOEOOFFFFF 4KB
2.3 R5FSS0 Memory Map

Table 2-3. R5SFSS0 Memory Map

Region Name Start Address End Address Size
R5FSS0_ATCM(") 0x0000000000 0x000000FFFF 64KB
R5FSS0_RAT_REGIONO 0x0000010000 0x001FFFFFFF 512MB
R5FSS0_NON_RAT_SOC_REGIONO 0x0020000000 0x002FFFFFFF 256MB
R5FSS0_RAT_CFG 0x002FFEO000 | Ox002FFEOFFF 4KB
R5FSS0_VIC_CFG 0x002FFF0000 | Ox002FFF3FFF 16KB
R5FSS0_RAT_SOC_REGION1 0x0030000000 0x004100FFFF 272MB
R5FSS0_BTCM(" 0x0041010000 0x004101FFFF 64KB
R5FSS0_RAT_REGION2 0x0041018000 0x007FFFFFFF 1008MB
R5FSS0_RAT_REGION3 0x0080000000 | OxOOFFFFFFFF 2GB

(1) The SOC Memory region for external accesses to the R5F ATCM and BTCM memories are not accessible via the R5F AXI bus
initiator. However, the R5F has direct access to ATCM and BTCM as tightly coupled memories and the R5F can also map the base
address of the ATCM and BTCM to be the same as the SOC Memory Region Address if desired.

2.4 R5FSS1 Memory Map

Table 2-4. R5FSS1 Memory Map

Region Name Start Address End Address Size
R5FSS1_ATCM(™ 0x0000000000 | 0x000000FFFF 64KB
R5FSS1_RAT_REGIONO 0x0000010000 | Ox001FFFFFFF 512MB
R5FSS1_NON_RAT_SOC_REGIONO 0x0020000000 | Ox002FFFFFFF 256MB
R5FSS1_RAT_CFG 0x002FFEQ000 | O0x002FFEOFFF 4KB
R5FSS1_VIC_CFG 0x002FFF0000 | Ox002FFF3FFF 16KB
R5FSS1_RAT_SOC_REGION1 0x0030000000 | 0x004100FFFF 272MB
R5FSS1_BTCM(") 0x0041010000 | 0x004101FFFF 64KB
R5FSS1_RAT_REGION2 0x0041018000 | OxO07FFFFFFF 1008MB
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Table 2-4. R5FSS1 Memory Map (continued)
Region Name Start Address End Address Size
R5FSS1_RAT_REGION3 0x0080000000 | OxOOFFFFFFFF 2GB

(1) The SOC Memory region for external accesses to the R5F ATCM and BTCM memories are not accessible via the R5F AXI bus

initiator. However, the R5F has direct access to ATCM and BTCM as tightly coupled memories and the R5F can also map the base

address of the ATCM and BTCM to be the same as the SOC Memory Region Address if desired.

2.5 PRU_ICSSGO0 Memory Map

Table 2-5. PRU_ICSSG0 Memory Map

Region Name Start Address End Address Size
PRU_ICSSG0O_DRAMO_SLV_RAM 0x0000000000 | 0x0000001FFF 8KB
PRU_ICSSG0_DRAM1_SLV_RAM 0x0000002000 | 0x0000003FFF 8KB
PRU_ICSSGO_PR1_RTUO_PR1_RTUO_IRAM_RAM 0x0000004000 | Ox0000005FFF 8KB
PRU_ICSSGO0_PR1_RTU1_PR1_RTU1_IRAM_RAM 0x0000006000 0x0000007FFF 8KB
PRU_ICSSGO_RAT_SLICEO_CFG 0x0000008000 0x0000008FFF 4KB
PRU_ICSSGO_RAT_SLICE1_CFG 0x0000009000 0x0000009FFF 4KB
PRU_ICSSG0_PR1_PDSP_TX0_IRAM_RAM 0x000000A000 0x000000BFFF 8KB
PRU_ICSSG0_PR1_PDSP_TX1_IRAM_RAM 0x000000C000 | OxO00000DFFF 8KB
PRU_ICSSG0_RAM_SLV_RAM 0x0000010000 | 0x000001FFFF 64KB
PRU_ICSSGO_PR1_ICSS_INTC_INTC_SLV 0x0000020000 | 0x0000021FFF 8KB
PRU_ICSSGO0_PR1_PDSP0_IRAM 0x0000022000 | 0x00000220FF 256B
PRU_ICSSGO0_PR1_PDSP0_IRAM_DEBUG 0x0000022400 0x00000224FF 256B
PRU_ICSSGO0_PR1_RTUO_PR1_RTUO_IRAM 0x0000023000 0x00000230FF 256B
PRU_ICSSGO0_PR1_RTUO_PR1_RTUO_IRAM_DEBUG 0x0000023400 0x00000234FF 256B
PRU_ICSSG0_PR1_RTU1_PR1_RTU1_IRAM 0x0000023800 0x00000238FF 256B
PRU_ICSSGO0_PR1_RTU1_PR1_RTU1_IRAM_DEBUG 0x0000023C00 0x0000023CFF 256B
PRU_ICSSGO0_PR1_PDSP1_IRAM 0x0000024000 | 0x00000240FF 256B
PRU_ICSSGO_PR1_PDSP1_IRAM_DEBUG 0x0000024400 | 0x00000244FF 256B
PRU_ICSSGO0_PR1_PROT_SLV 0x0000024C00 | 0x0000024CFF 2568
PRU_ICSSGO0_PR1_PDSP_TX0_IRAM 0x0000025000 0x00000250FF 256B
PRU_ICSSGO_PR1_PDSP_TX0_IRAM_DEBUG 0x0000025400 0x00000254FF 256B
PRU_ICSSGO_PR1_PDSP_TX1_IRAM 0x0000025800 0x00000258FF 256B
PRU_ICSSG0_PR1_PDSP_TX1_IRAM_DEBUG 0x0000025C00 0x0000025CFF 256B
PRU_ICSSG0_PR1_CFG_SLV 0x0000026000 0x00000261FF 512B
PRU_ICSSGO_PA_STAT_WRAP_PA_SLV_QSTAT 0x0000027000 | 0x00000277FF 2KB
PRU_ICSSGO_PR1_ICSS_UART_UART_SLV 0x0000028000 | 0x000002803F 64B
PRU_ICSSGO_PR1_TASKS_MGR_PRUO_PR1_TASKS_MGR_PRU0_MMR 0x000002A000 | 0x000002A0FF 256B
PRU_ICSSGO_PR1_TASKS_MGR_RTUO_PR1_TASKS_MGR_RTU0_MMR 0x000002A100 | 0x000002A1FF 256B
PRU_ICSSGO_PR1_TASKS_MGR_PRU1_PR1_TASKS_MGR_PRU1_MMR 0x000002A200 | 0x000002A2FF 256B
PRU_ICSSGO_PR1_TASKS_MGR_RTU1_PR1_TASKS_MGR_RTU1_MMR 0x000002A300 | 0x000002A3FF 256B
PRU_ICSSGO_PR1_TASKS_MGR_PRU_TX0_PR1_TASKS_MGR_PRU_TX0_MMR | 0x000002A400 | OxO00002A4FF 256B
PRU_ICSSGO_PR1_TASKS_MGR_PRU_TX1_PR1_TASKS_MGR_PRU_TX1_MMR | 0x000002A500 | 0x000002A5FF 2568
PRU_ICSSGO_PA_STAT_WRAP_PA_SLV_CSTAT 0x000002C000 | 0x000002C7FF 2KB
PRU_ICSSGO_IEPO 0x000002E000 | 0x000002EFFF 4KB
PRU_ICSSGO_IEP1 0x000002F000 | Ox000002FFFF 4KB
PRU_ICSSGO0_PR1_ICSS_ECAPO_ECAP_SLV 0x0000030000 0x00000300FF 256B
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Table 2-5. PRU_ICSSG0 Memory Map (continued)

Region Name Start Address End Address Size
PRU_ICSSGO_PR1_MIl_RT_PR1_MII_RT_CFG 0x0000032000 | 0x00000320FF 2568
PRU_ICSSGO0_PR1_MII_RT_PR1_SGMII0_CFG_SGMIIO 0x0000032100 0x00000321FF 256B
PRU_ICSSGO_PR1_MII_RT_PR1_SGMII1_CFG_SGMII1 0x0000032200 0x00000322FF 256B
PRU_ICSSGO0_PR1_MDIO_V1P7_MDIO 0x0000032400 0x00000324FF 256B
PRU_ICSSGO_PR1_MIl_RT_PR1_MI_RT_G_CFG_REGS_G 0x0000033000 | Ox0000033FFF 4KB
PRU_ICSSGO_PR1_PDSPO_IRAM_RAM 0x0000034000 | 0x0000037FFF 16KB
PRU_ICSSGO_PR1_PDSP1_IRAM_RAM 0x0000038000 | 0x000003BFFF 16KB
PRU_ICSSGO_PA_STAT_WRAP_PA_SLV 0x000003C000 | 0x000003COFF 256B
PRU_ICSSGO_RAT_REGIONO 0x0000040000 | OxOOFFFFFFFF 4GB
2.6 PRU_ICSSG1 Memory Map

Table 2-6. PRU_ICSSG1 Memory Map

Region Name Start Address End Address Size
PRU_ICSSG1_DRAMO_SLV_RAM 0x0000000000 0x0000001FFF 8KB
PRU_ICSSG1_DRAM1_SLV_RAM 0x0000002000 0x0000003FFF 8KB
PRU_ICSSG1_PR1_RTUO_PR1_RTUO_IRAM_RAM 0x0000004000 0x0000005FFF 8KB
PRU_ICSSG1_PR1_RTU1_PR1_RTU1_IRAM_RAM 0x0000006000 0x0000007FFF 8KB
PRU_ICSSG1_RAT_SLICEO_CFG 0x0000008000 0x0000008FFF 4KB
PRU_ICSSG1_RAT_SLICE1_CFG 0x0000009000 | O0x0000009FFF 4KB
PRU_ICSSG1_PR1_PDSP_TX0_IRAM_RAM 0x000000A000 | 0x000000BFFF 8KB
PRU_ICSSG1_PR1_PDSP_TX1_IRAM_RAM 0x000000C000 | Ox000000DFFF 8KB
PRU_ICSSG1_RAM_SLV_RAM 0x0000010000 0x000001FFFF 64KB
PRU_ICSSG1_PR1_ICSS_INTC_INTC_SLV 0x0000020000 0x0000021FFF 8KB
PRU_ICSSG1_PR1_PDSP0_IRAM 0x0000022000 0x00000220FF 256B
PRU_ICSSG1_PR1_PDSPO_IRAM_DEBUG 0x0000022400 0x00000224FF 256B
PRU_ICSSG1_PR1_RTUO_PR1_RTUO_IRAM 0x0000023000 0x00000230FF 256B
PRU_ICSSG1_PR1_RTUO_PR1_RTUO_IRAM_DEBUG 0x0000023400 | 0x00000234FF 2568
PRU_ICSSG1_PR1_RTU1_PR1_RTU1_IRAM 0x0000023800 | 0x00000238FF 2568
PRU_ICSSG1_PR1_RTU1_PR1_RTU1_IRAM_DEBUG 0x0000023C00 | 0x0000023CFF 2568
PRU_ICSSG1_PR1_PDSP1_IRAM 0x0000024000 0x00000240FF 256B
PRU_ICSSG1_PR1_PDSP1_IRAM_DEBUG 0x0000024400 0x00000244FF 256B
PRU_ICSSG1_PR1_PROT_SLV 0x0000024C00 0x0000024CFF 256B
PRU_ICSSG1_PR1_PDSP_TX0_IRAM 0x0000025000 0x00000250FF 256B
PRU_ICSSG1_PR1_PDSP_TX0_IRAM_DEBUG 0x0000025400 0x00000254FF 256B
PRU_ICSSG1_PR1_PDSP_TX1_IRAM 0x0000025800 | 0x00000258FF 256B
PRU_ICSSG1_PR1_PDSP_TX1_IRAM_DEBUG 0x0000025C00 | 0x0000025CFF 256B
PRU_ICSSG1_PR1_CFG_SLV 0x0000026000 | 0x00000261FF 512B
PRU_ICSSG1_PA_STAT_WRAP_PA_SLV_QSTAT 0x0000027000 0x00000277FF 2KB
PRU_ICSSG1_PR1_ICSS_UART_UART_SLV 0x0000028000 0x000002803F 64B
PRU_ICSSG1_PR1_TASKS_MGR_PRUO_PR1_TASKS_MGR_PRU0_MMR 0x000002A000 | Ox000002A0FF 2568
PRU_ICSSG1_PR1_TASKS_MGR_RTUO_PR1_TASKS_MGR_RTUO_MMR 0x000002A100 0x000002A1FF 256B
PRU_ICSSG1_PR1_TASKS_MGR_PRU1_PR1_TASKS_MGR_PRU1_MMR 0x000002A200 0x000002A2FF 256B
PRU_ICSSG1_PR1_TASKS_MGR_RTU1_PR1_TASKS_MGR_RTU1_MMR 0x000002A300 | Ox000002A3FF 2568
PRU_ICSSG1_PR1_TASKS_MGR_PRU_TX0_PR1_TASKS_MGR_PRU_TX0_MMR | 0x000002A400 | O0xO00002A4FF 2568
PRU_ICSSG1_PR1_TASKS_MGR_PRU_TX1_PR1_TASKS _MGR_PRU_TX1_MMR | 0x000002A500 | O0xO00002A5FF 2568
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Table 2-6. PRU_ICSSG1 Memory Map (continued)

Region Name Start Address End Address Size
PRU_ICSSG1_PA_STAT_WRAP_PA SLV_CSTAT 0x000002C000 | 0x000002C7FF 2KB
PRU_ICSSG1_IEPO 0x000002E000 0x000002EFFF 4KB
PRU_ICSSG1_IEP1 0x000002F000 0x000002FFFF 4KB
PRU_ICSSG1_PR1_ICSS_ECAPO_ECAP_SLV 0x0000030000 0x00000300FF 256B
PRU_ICSSG1_PR1_MII_RT_PR1_MII_RT_CFG 0x0000032000 0x00000320FF 256B
PRU_ICSSG1_PR1_MII_RT_PR1_SGMII0_CFG_SGMIIO 0x0000032100 | 0x00000321FF 256B
PRU_ICSSG1_PR1_MIl_RT_PR1_SGMII1_CFG_SGMII1 0x0000032200 | 0x00000322FF 2568
PRU_ICSSG1_PR1_MDIO_V1P7_MDIO 0x0000032400 | 0x00000324FF 2568
PRU_ICSSG1_PR1_MIl_RT_PR1_MI|_RT_G_CFG_REGS_G 0x0000033000 | 0x0000033FFF 4KB
PRU_ICSSG1_PR1_PDSP0_IRAM_RAM 0x0000034000 0x0000037FFF 16KB
PRU_ICSSG1_PR1_PDSP1_IRAM_RAM 0x0000038000 0x000003BFFF 16KB
PRU_ICSSG1_PA_STAT_WRAP_PA_SLV 0x000003C000 0x000003COFF 256B
PRU_ICSSG1_RAT_REGIONO 0x0000040000 | OxOOFFFFFFFF 4GB

2.7 MCU_M4FSS0 Memory Map
Table 2-7. MCU_M4FSS0 Memory Map

Region Name Start Address End Address Size
MCU_M4FSS0_RAMO 0x0000000000 0x000002FFFF 192KB
MCU_M4FSS0_DRAM 0x0000030000 | 0x000003FFFF 64KB
MCU_M4FSSO0_RAT_CFG 0x0044200000 0x0044200FFF 4KB
MCU_M4FSS0_ECC_AGGR 0x0044201000 0x00442013FF 1KB
MCU_M4FSS0_RAT_REGIONO 0x0060000000 | OxOODFFFFFFF 2GB
MCU_M4FSS0_ITM 0x00E0000000 0xOOEOOOOFFF 4KB
MCU_M4FSS0_DWT 0x00E0001000 0x00EOO001FFF 4KB
MCU_M4FSS0_FBP 0x00E0002000 0x00EO002FFF 4KB
MCU_M4FSS0_NVIC 0xOO0EOOOEO00 | OxOOEOOOEFFF 4KB
MCU_M4FSS0_MPU OxO0EOO0OED90 | 0xOOEOOOEDEF 96B
MCU_M4FSS0_ETM 0x00E0041000 0x00EQ0041FFF 4KB
MCU_M4FSS0_CSCTI 0x00E0042000 0xO00EQ042FFF 4KB
MCU_M4FSS0_REVID 0x00E0043000 0x00E0043003 4B
MCU_M4FSS0_ROMTABLE OxOOEOOFFO00 | OxOOEOOFFFFF 4KB

2.8 DMSCO0 Memory Map
Table 2-8. DMSC0 Memory Map

Region Name Start Address End Address Size
DMSCO_IROM__SLV__ROM 0x0000000000 0x000001FFFF 128KB
DMSCO0_DMSC_SRAMO 0x0000040000 0x000004FFFF 64KB
DMSCO0_DMSC_SRAM1 0x0000050000 0x000005FFFF 64KB
DMSCO0_DMSC_PWR_MMR 0x0044130000 0x0044131FFF 8KB
DMSCO0_DMSC_DMTIMERO 0x0044133000 0x00441333FF 1KB
DMSCO0_DMSC_DMTIMER1 0x0044134000 0x00441343FF 1KB
DMSC0_DMSC_WDT_RTI 0x0044135000 | 0x00441350FF 2568
DMSCO0_DMSC_RTI_MMR 0x0044135100 0x00441351FF 256B
DMSCO0_DMSC_RAT_MMRS 0x0044200000 0x0044200FFF 4KB
DMSCO0_DMSC_ECC_REGS 0x0044202000 0x00442023FF 1KB
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Table 2-8. DMSC0 Memory Map (continued)

Region Name Start Address End Address Size
DMSCO0_DMSC_SEC_MMR 0x0044230000 0x0044230FFF 4KB
DMSCO0_DMSC_DBGAUTH_REG 0x0044232000 0x0044232FFF 4KB
DMSCO0_DMSC_SECMGR 0x0044234000 0x0044237FFF 16KB
DMSCO0_DMSC_DMTIMER2 0x0044238000 0x00442383FF 1KB
DMSCO0_DMSC_DMTIMER3 0x0044239000 0x00442393FF 1KB
DMSCO0_DMSC_AES38T 0x004423C000 | 0x004423DFFF 8KB
DMSCO0_DMSC_IA_INTR 0x0044300000 0x004437FFFF 512KB
DMSCO0_DMSC_IA_IMAP 0x0044400000 0x00444007FF 2KB
DMSCO0_DMSC_IA_CFG 0x0044410000 0x004441001F 32B
DMSCO0_DMSC_FW_VBUS_CFG 0x0045000000 0x0045FFFFFF 16MB
DMSCO0_EXT_MEM_REGION 0x0060000000 | OxOODFFFFFFF 2GB
DMSCO_ITM 0x00E0000000 0x00EOOOOFFF 4KB
DMSCO_DWT 0x00E0001000 0x00EOO001FFF 4KB
DMSCO_FBP 0x00E0002000 | OxO0EO0002FFF 4KB
DMSCO_NVIC 0x00EOOOEO000 | OxOOEOOOE4EF 1KB
DMSCO0_SCS 0x00EOOOEO000 | OxOOEOOOEFFF 4KB
DMSCO0_CTI 0x00E0042000 OxO00EO0042FFF 4KB
DMSCO0_ROM_TABLE 0OxOOEOOFFO00 | OxOOEOOFFFFF 4KB

2.9 Region-based Address Translation

The SoC memory map view shown in Memory Map is used by A53SS0_COREOQ and A53SS0_CORE1 but

there are processors which support only 32-bit addressing and cannot access higher address ranges. For these

processors RAT modules are integrated to remap the 32-bit addresses to 48-bit addresses allowing higher
address range accesses. The "RAT_REGION" regions shown in R6FSS0/1 Memory Map through MCU_MA4FSS)

Memory Map are dedicated to RAT remapping.

For more information about the RAT module, see Region-based Address Translation (RAT) Module.
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Chapter 3
System Interconnect

i3 TEXAS INSTRUMENTS

This chapter describes the device system interconnect.

System interconnect provides a multi-layered crossbar network among initiators and targets within SoC. This
mutli-layered crossbar network supports multiple in-flight transactions to improve both latency and throughput
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3.1 Terminology

CBASS: Crossbhar module to provide physical connections among the initiators and targets

VBUSP Interface: Single-issue interface

VBUSM Interface: Multi-issue interface

Channel ID: Channel ID for an interface indicates a logical flow. All transactions with the same channel ID
and initiator are consider an orthogonal and independent flow.

Order ID: 4 bit value associated with each transaction. All transactions with the same initiator, target end
point, and Order ID are executed in order. Order ID is also to be used to select real-time and non-real time
path for the transaction. Order ID 8-15 is reserved for real-time path.

ASEL: Address Selection is an attribute associated with each transaction. ASEL can be either used to select
a unique memory map or be used to indicate IO coherent transactions.

PrivID: PrivID is an attribute associated with each transaction. The privID value indicates the security access
group. PrivID is either assigned by the ISC block or DMA configuration.

Priv:Priv is a transaction attribute to determine whether the transaction has supervisor privilege. Priv =1
indicates supervisor privilege. Priv=0 indicates user privilege.

Secure: this is a single bit control signal carried with each transaction. If it is set to 1b1, it means this is a
secure transaction. If it is set to 1b0, then it is a non-secure transaction.

ISC: Initiator Security Control. ISC can add or overwrite the transaction attributes such as PrivID, Priv and
Secure.

Region Based Firewall: Firewall block based on address region. The minimal region granularity is 4KB. User
can configure each the protection region and its access privilege.

Channelized firewall: provide protection for a predefined region size, the predefined region size can be as
small as 4B.

QoS: Quality of Service allows user to add additional sideband signals to the transaction to fine tune system
level performance.

3.2 System Interconnect Overview

The SoC is divided into two domains: MCU Domain and MAIN Domain. Inside each domain resides multiple
CBASS crossbar IPs to provide connectivity among initiators and targets.

The MAIN Domain contains the following CBASS IPs:

CBASS0
CBASS_INFRA1
CBASS_FWO0
CBASS_DBGO

The MCU Domain contains the following CBASS IP:

MCU_CBASS0

CBASS_FWO is dedicated to route the firewall, QoS Block and ISC Block configurations. CBASS_DBGO is
dedicated to route all debug configuration related transactions.
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Figure 3-1. Device System Interconnect Overview

3.3 Initiator/Target Connectivity

All processors and DMA have the physical path to read from and write to any memory mapped end points listed
in the SoC memory map.

The configuration of the crypto DMSS is only accessible by TIFS M4F core, and is not included in the SoC level
memory map.

3.4 Interrupt Condition for Interconnect
Each CBASS crossbar IP may generate up to two interrupts:

« default_err_intr: the intent of this interrupt is for debug purposes. Any illegal transactions will trigger this
interrupt and the illegal transaction information is logged by CBASS IP.

» default_exp: this interrupt is asserted whenever there is a firewall violation. Only the CBASS IP contains
firewall module that can generate this interrupt.

The illegal transactions triggering default_err_intr can be caused by multiple reasons:

» The transaction is sent to a memory region not implemented in CBASS
» The target interface or target peripheral is in disabled state

When CBASS detects an illegal transaction, it terminates the transaction gracefully to avoid a system hang. In
addition, the CBASS sends return status back to the initiator with error status. If this illegal transaction is a read
transaction, the read data is returned with all zeros. If this illegal transaction is a write transaction, this write
transaction is terminated and returns a write error back to initiator. The interrupt and illegal transaction logging
can be found in the CBASS’s err_regs region.

For any transaction blocked by the firewall, the transaction is terminated gracefully and the initiator will receive
error status for the blocked transaction. If this blocked transaction is read, the read data is returned with all
zeros. If this blocked transaction is a write transaction, this write transaction is terminated and returns a write
error back to the initiator. The default_exp interrupt and the blocked transaction information can be found in the
glb_regs region.
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Table 3-1. CBASS Interrupt
CBASS Name default_err_intr supported default_exp Interrupt supported
CBASSO0 Yes Yes
MCU_CBASSO0 Yes No
CBASS_INFRA1 Yes Yes
CBASS_FWO0 Yes No
CBASS_DBGO Yes No

3.4.1 Register MMR for default_err_intr

Each CBASS supports default_err_intr containing an err_regs region, which includes the following registers:

Address Offset |Register Mnemonic Register Name
0x0 PID Revision Register
0x4 DESTINATION_ID Destination ID Register
0x24 EXCEPTION_LOGGING_HEADERO Exception Logging Header 0 Register
0x28 EXCEPTION_LOGGING_HEADERH1 Exception Logging Header 1 Register
0x2c EXCEPTION_LOGGING_DATAO Exception Logging Data 0 Register
0x30 EXCEPTION_LOGGING_DATA1 Exception Logging Data 1 Register
0x34 EXCEPTION_LOGGING_DATA2 Exception Logging Data 2 Register
0x38 EXCEPTION_LOGGING_DATA3 Exception Logging Data 3 Register
0x50 ERR_INTR_RAW_STAT Global Interrupt Raw Status Register
0x54 ERR_INTR_ENABLED_STAT Global Interrupt Enabled Status Register
0x58 ERR_INTR_ENABLE_SET Interrupt Enable Set Register
0x5¢ ERR_INTR_ENABLE_CLR Interrupt Enable Clear Register
0x60 ERR_EOI EOI Register

PID (Revision Register) is located at offset 0x0. The following shows the definition of each field of this register.

The Revision Register contains the major and minor revisions for the module.

Bit Name Type Reset Description
31:30 scheme r 0x1 PID register scheme
29:28 bu r 0x2 Business Unit: 10 = Processors
27:16 func r 0x600 Module ID
15:11 rtl r 0x6 RTL revision. Will vary depending on release.
10:8 major r 0x1 Major revision
7:6 custom r 0x0 Custom
5:0 minor r 0x2 Minor revision

DESTINATION_ID (Destination ID Register) has offset 0x4.

The Destination ID Register defines the destination ID value for error messages.

Bit Name Type Reset Description
31:8 reserved r 0x0 Reserved
7:0 dest_id w 0x0 The destination ID.

EXCEPTION_LOGGING_HEADERO (Exception Logging Header 0 Register), (0x24)

The Exception Logging Header 0 Register contains the first word of the header.
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Bit Name Type Reset Description
31:24 type_f r 0x0 Type. 7 = CBASS.
23:8 src_id r 0x0 Source ID. Always 0.
7:0 dest_id r 0x0 Destination ID.

EXCEPTION_LOGGING_HEADER1 (Exception Logging Header 1 Register) has offset 0x28.

The Exception Logging Header 1 Register contains the second word of the header.

Bit Name Type Reset Description
31:24 group r 0x0 Group. Always 0.
23:16 code r 0x0 Code. 0 = CBASS decode error.
15:0 reserved r 0x0 Reserved

EXCEPTION_LOGGING_DATAO (Exception Logging Data 0 Register) has offset 0x2c.

The Exception Logging Data 0 Register contains the first word of the data.

Bit

Name

Type

Reset

Description

31:0

addr_|

r

0x0

Address lower 32 bits.

EXCEPTION_LOGGING_DATA1 (Exception Logging Data 1 Register), (0x30)

The Exception Logging Data 1 Register contains the second word of the data.

Bit Name Type Reset Description
31:16 reserved r 0x0 Reserved
15:0 addr_h r 0x0 Address upper 16 bits.

EXCEPTION_LOGGING_DATA2 (Exception Logging Data 2 Register has offset 0x34.
The Exception Logging Data 2 Register contains the third word of the data.

Bit Name Type Reset Description
31:28 reserved r 0x0 Reserved
27:16 routeid r 0x0 Route ID.
15:14 reserved r 0x0 Reserved

13 write r 0x0 Write.

12 read r 0x0 Read.

11 debug r 0x0 Debug.

10 cacheable r 0x0 Cacheable.
priv r 0x0 Priv.
secure r 0x0 Secure.

7:0 priv_id r 0x0 Priv ID.

EXCEPTION_LOGGING_DATAS3 (Exception Logging Data 3 Register) has offset 0x38.
The Exception Logging Data 3 Register contains the fourth word of the data.

Bit Name Type Reset Description
31:10 reserved r 0x0 Reserved
9:0 bytecnt r 0x0 Byte count.
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ERR_INTR_RAW_STAT (Global Interrupt Raw Status Register), (0x50)

The interrupt raw status register indicates if there is null interrupt regardless of interrupt enable

Bit Name Type Reset Description
31:1 reserved r 0x0 Reserved
0 intr rwits 0x0 Level Interrupt status

ERR_INTR_ENABLED_STAT (Global Interrupt Enabled Status Register), (0x54)

The interrupt status register is gated by the interrupt enable

Bit Name Type Reset Description
31:1 reserved r 0x0 Reserved
0 enabled_intr rwitc 0x0 Level Enabled Interrupt status

ERR_INTR_ENABLE_SET (Interrupt Enable Set Register), (0x58)

Only when this register is set, null access will cause interrupt to be generated.

Bit Name Type Reset Description
31:1 reserved r 0x0 Reserved
0 intr_enable_set rwits 0x0 Interrupt Enable Set Register

ERR_INTR_ENABLE_CLR (Interrupt Enable Clear Register), (0x5c)

Setting this register disables the null interrupt generation

Bit Name Type Reset Description
31:1 reserved r 0x0 Reserved
0 intr_enable_clr rwitc 0x0 Interrupt Enable Clear Register

ERR_EOI (EOI Register), (0x60)

Writing to EOI Register indicates that current interrupt has been serviced which then allows next interrupt to be

generated
Bit Name Type Reset Description
31:16 reserved r 0x0 Reserved
15:0 eoi_wr rw 0x0 End Of Interrupt Register

3.4.2 Register MMR for default_exp

All of the registers for default_exp_intr are located in the glb_regs region of the CBASS which supports this
feature. For each glb_reg region, the following registers are supported.

Table 3-2. glb_regs for default_exp_intr

Address Offset |Register Mnemonic Register Name
0x0 PID Revision Register
0x4 DESTINATION_ID Destination ID Register
0x20 EXCEPTION_LOGGING_CONTROL Exception Logging Control Register
0x24 EXCEPTION_LOGGING_HEADERO Exception Logging Header 0 Register
0x28 EXCEPTION_LOGGING_HEADER1 Exception Logging Header 1 Register
0x2c EXCEPTION_LOGGING_DATAO Exception Logging Data 0 Register
0x30 EXCEPTION_LOGGING_DATA1 Exception Logging Data 1 Register
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Table 3-2. glb_regs for default_exp_intr (continued)

Address Offset |Register Mnemonic Register Name
0x34 EXCEPTION_LOGGING_DATA2 Exception Logging Data 2 Register
0x38 EXCEPTION_LOGGING_DATA3 Exception Logging Data 3 Register
0x40 EXCEPTION_PEND_SET Exception Logging Pending Set Register
0x44 EXCEPTION_PEND_CLEAR Exception Logging Pending Clear Register

The Revision Register contains the major and minor revisions for the module.

Bit Name Type Reset Description
31:30 scheme r 0x1 PID register scheme
29:28 bu r 0x2 Business Unit: 10 = Processors
27:16 func r 0x600 Module ID
15:11 rtl r 0x6 RTL revision. Will vary depending on release.
10:8 major r 0x1 Major revision
7:6 custom r 0x0 Custom
5:0 minor r 0x2 Minor revision

The Destination ID Register defines the destination ID value for error messages.

Bit Name Type Reset Description
31:8 reserved r 0x0 Reserved
7:0 dest_id rw 0x0 The destination ID.

The Exception Logging Control Register cont

rols the exception logging.

Bit Name Type Reset Description
31:2 reserved r 0x0 Reserved
1 disable_pend w 0x0 Disables logging pending when set.
0 disable_f w 0x0 Disables logging when set.
The Exception Logging Header 0 Register contains the first word of the header.
Bit Name Type Reset Description
31:24 type_f r 0x0 Type.
23:8 src_id r 0x0 Source ID.
7:0 dest_id r 0x0 Destination ID.

The Exception Logging Header 1 Register contains the second word of the header.

Bit Name Type Reset Description
31:24 group r 0x0 Group.
23:16 code r 0x0 Code.

15:0 reserved r 0x0 Reserved

The Exception Logging Data 0 Register contains the first word of the data.

Bit

Name

Type

Reset

Description

31:0

addr_|

r

0x0

Address lower 32 bits.
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The Exception Logging Data 1 Register contains the second word of the data.

Bit Name Type Reset Description
31:16 reserved r 0x0 Reserved
15:0 addr_h r 0x0 Address upper 16 bits.

The Exception Logging Data 2 Register contains the third word of the data.

Bit Name Type Reset Description
31:28 reserved r 0x0 Reserved
27:16 routeid r 0x0 Route ID.
15:14 reserved r 0x0 Reserved

13 write r 0x0 Write.

12 read r 0x0 Read.

11 debug r 0x0 Debug.

10 cacheable r 0x0 Cacheable.

9 priv r 0x0 Priv.
8 secure r 0x0 Secure.

7:0 priv_id r 0x0 Priv ID.

The Exception Logging Data 3 Register contains the fourth word of the data.

Bit Name Type Reset Description
31:10 reserved r 0x0 Reserved
9:0 bytecnt r 0x0 Byte count.

The Exception Logging Pending Set Register allows to set the pend signal.

Bit Name Type Reset Description
31:1 reserved r 0x0 Reserved
0 pend_set rwits 0x0 Write a 1 to set the exception pend signal.

The Exception Logging Pending Clear Register allows to clear the pend signal.

Bit Name Type Reset Description
31:1 reserved r 0x0 Reserved
0 pend_clr rwitc 0x0 Write a 1 to clear the exception pend signal.

3.5 10 Coherency Support

The SoC has limited 10 Coherency support through the ACP interface of the MPU Cluster. Sending transactions
to the ACP interface allows those transactions, outside of the MPU cluster, to directly go through the shared

L2 cache controller. There are two types of cache operations supported through ACP: write allocation and

write through. Read through ACP interface has no impact on the cache operation. The main function of the
ACP interface is to allow write transactions from the SoC side to push data directly into the MPU's L2 cache.
Therefore, the MPU can access this data much faster from the L2 cache rather than fetching it from system
memory, while still maintaining the cache coherency.
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Not all initiators have the capability to send transactions to ACP interface for IO coherency. This feature is limited
to a subset of the initiators such as BCDMA, pktDMA, and some high-speed peripherals such as USB and
EMMC. The transactions sent to the ACP interface must have the ASEL value set to either 14 or 15.

» Write transactions with ASEL=14 cause MPU L2 cache allocation: for cache warming feature
» Write transactions with ASEL=15 do not cause MPU A53SS L2 cache allocation
* Read transactions with ASEL=14 and 15 do not cause L2 cache allocation
— All the transactions to ACP port can be protected by firewall if firewall is inserted by the SoC level
interconnect

By default, all transactions have ASEL set to zero. For any transactions from pktDMA and BCDMA, the ASEL
can be set as part of the DMA configuration. For all other transactions, the ASEL value can be set through QoS
MMR. For more details, see Quality of Service (QoS) Block.

Not all initiators have a connection to the ACP interface. MPU A53SS, DebugSS and Security Manager do not
have access to ACP interfaces even with the ASEL value set to 14 or 15.

3.6 Quality of Service (QoS) Block

CBASS arbitrates the transaction based on priority from high to low. If the transactions going to the same end
point have the same priority, then the CBASS uses round robin method for these transactions.

In the CBASS with parallel paths, orderlD is used to determine how the transactions are forwarded to those
parallel paths. The parallel paths are defined as two target interfaces with the exact same memory map
assignment.

By default, all the target interfaces have a certain address assigned and CBASS routes the transactions based
on this address. However, some of the special target interfaces can be routed through a different mechanism
using the ASEL signal, such as MPU A53SS’s ACP interface and PCle target interfaces.

By default, the majority of the transactions default to the lowest priority level, ASEL value to zero and orderlD to
zero. The transactions from BCDMA and pktDMA have those attributes as part of the DMA configuration. ASEL
value is part of the address information passed to the DMA engine. It is normally specified in descriptors such
as host packet descriptor and host buffer descriptor for pktDMA, and Transfer Request (TR) packet descriptor
for BCDMA. The priority and orderID information can be configured through each DMA channel’s priority control
register.

For the rest of the initiators, the CBASS IP provides QoS block to allow the user to program the transaction’s
attributes such as priority level, ASEL coding and orderID.

The QoS block programming is through CBASS’s qos_regs region. Each initiator, except the BCDMA, pktDMA,
and debugss, has an MMR to allow the user to set the priority, ASEL, and orderID value. There is another
exception on priority setting. The display IP implements dynamic priority schedule based on the FIFO threshold.
The QoS block inside CBASS does not have the ability to overwrite the priority value coming from the display IP.

Section 3.6.2 shows the mapping between initiators and QoS block physical addresses.

Each QoS block has one 4B MAP register per channel that allows the user to program ASEL, orderID, and
priority. The first MAP register is at offset 0x100 and the MAP register for channel X is located at offset
0x100+400x. See Section 3.6.1 .

For any write to address range 0x4500_0000 to 0x45FF _FFFF, it is recommended to read back the value
after the write to make sure the write landed. The registers in this regions are mainly for firewall configuration,
ISC/DMA credential configuration, QoS MMR configuration.

On QoS MMR configuration, in order to configure certain transaction to be the highest priority, the priority field
needs to be set to zero for that transaction. In order to make sure that priority field is indeed to set to zero, the
following sequence should be followed:

1. Read the priority field, if it is non-zero value, follow a write to overwrite priority field to be 0xO0.
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2. If read back priority field is zero, write to QoS MMR register to set priority field to be 0x7. Read back the
same priority field. If the read back value is 0x7, write to QoS MMR register to set priority field to be 0x0. If
the read back value is 0x0, it means this register is not implemented and priority setting is not working.

3.6.1 QoS Block MMR

Each QoS block has one 4B MAP register per channel. It defines ASEL, orderID and priority field user can
program. The first MAP register is at offset 0x100 and the MAP register for channel X is located at offset

0x100+4*x.
Bit Name Type Reset Description
31:30 reserved r 0x0 Reserved
atype signal for channel N.
0 = physical.
29:28 atvoe W 0x0 1 = intermediate.
: yp 2 = virtual.
3 = physical with coherence.
Keep it as default value. Do not program it to different value.
. - virtid signal for channel N.
27:16 virtid rw 0x0 Shall be 0x0.
15 reserved r 0x0 Reserved
. - epriority signal for channel N.
14:12 epriority w Ox7 0x7 is the lowest priority, Ox0 is the highest priority.
ASEL signal for channel N.
11:8 asel w 0x0 Default to zero.
Set to either OxE or OxF for IO coherency transactions.
. . orderid signal for channel N.
74 orderid w 0x0 Default to zero and keep it to 0x0.
3 reserved r 0x0 Reserved
. gos signal for channel N.
20 qos w 0x0 Not used. No impacted if it is programed to different value.
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3.6.2 QoS Summary Table
Table 3-3. QoS Summary Table
Initiator QoS Index ng::fl \g::::):g g;ii;'.g Tri’r;?:r(i;tt;on A("I'?/:)eess C:psaellle QoS Block Physical Address
Capable Capable
R5FSS0_CPUO_PMST 128 1 N Y Y Y 0x45D20000
R5FSS0_CPU1_PMST 129 1 N Y Y N Y 0x45D20400
R5FSS1_CPUO_PMST 130 1 N Y Y N Y 0x45D20800
R5FSS1_CPU1_PMST 131 1 N Y Y N Y 0x45D20C00
MCU_M4FSS0_VBUSP_M 192 1 N N Y N Y 0x45D30000
DMASSO0_SEC_PROXY_0_DST 256 1 N N Y Y N 0x45D40000
DMASSO0_RINGACC_0_DST 257 1 N N N N N 0x45D40400
COMPUTE_CLUSTERO_A53_DUAL_WRAP_CBA_AXI_R 513 1 N Y Y N Y 0x45D80400
COMPUTE_CLUSTERO_A53_DUAL_WRAP_CBA_AXI_W 514 1 N Y Y N Y 0x45D80800
MMCSD0O_EMMCSS_WR 516 1 N Y Y N Y 0x45D81000
MMCSD0_EMMCSS_RD 517 1 N Y Y N Y 0x45D81400
GICSS0_MEM_WR_VBUSM 520 1 N Y Y N Y 0x45D82000
GICSS0_MEM_RD_VBUSM 521 1 N Y Y N Y 0x45D82400
R5FSS0_CPUO_RMST 522 1 N Y Y N Y 0x45D82800
R5FSS0_CPUO_WMST 523 1 N Y Y N Y 0x45D82C00
R5FSS0_CPU1_RMST 527 1 N Y Y N Y 0x45D83C00
R5FSS0_CPU1_WMST 528 1 N Y Y N Y 0x45D84000
R5FSS1_CPUO_RMST 532 1 N Y Y N Y 0x45D85000
R5FSS1_CPUO_WMST 533 1 N Y Y N Y 0x45D85400
R5FSS1_CPU1_RMST 537 1 N Y Y N Y 0x45D86400
R5FSS1_CPU1_WMST 538 1 N Y Y N Y 0x45D86800
PRU_ICSSGO0_PR1_EXT_VBUSM 542 16 N Y Y N N 0x45D87800
PRU_ICSSG1_PR1_EXT_VBUSM 543 16 N Y Y N N 0x45D87C00
PCIEO_PCIE_MST_RD 544 8 N Y Y N Y 0x45D88000
PCIEO_PCIE_MST_WR 545 8 N Y Y N Y 0x45D88400
MMCSD1_EMMCSDSS_WR 546 1 N Y Y N Y 0x45D88800
MMCSD1_EMMCSDSS_RD 547 1 N Y Y N Y 0x45D88C00
SA2_ULO_CTXCACH_EXT_DMA 548 1 N Y Y N Y 0x45D89000
USBO_MSTRO 549 8 N Y Y N Y 0x45D89400
USBO_MSTWO 550 8 N Y Y N Y 0x45D89800
DEBUGSS_WRAPO_VBUSMR 552 1 N Y Y N Y 0x45D8A000
DEBUGSS_WRAPQO_VBUSMW 553 1 N Y Y N Y 0x45D8A400
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3.7 Route ID

The route ID is used by the interconnect to route return status and data back to the transaction initiator. Each
initiator has one or multiple unique route IDs assigned to it. The route ID has no other usage. There are no
software controls for the route ID. The initiator-to-route-ID assignment is shown in Section 3.7.1 .

3.7.1 Route ID Table

Table 3-4. Route ID Table

Module Name Initiator Interface Which CBASS itis Route ID Physical Address
connected to
COMPUTE_CLUSTERO A53_DUAL_WRAP_CBA_AXI_W CBASS0 0-7 0x45D80800
COMPUTE_CLUSTERO A53_DUAL_WRAP_CBA_AXI_R CBASS0 16-23 0x45D80400
R5FSS0 CPUO_RMST CBASSO 66 0x45D82800
R5FSS0 CPUO_WMST CBASSO 67 0x45D82C00
R5FSS0 CPU1_RMST CBASSO 69 0x45D83C00
R5FSS0 CPU1_WMST CBASSO 70 0x45D84000
R5FSS1 CPUO_RMST CBASSO 71 0x45D85000
R5FSS1 CPUO_WMST CBASS0 72 0x45D85400
R5FSS1 CPU1_RMST CBASS0 73 0x45D86400
R5FSS1 CPU1_WMST CBASSO 74 0x45D86800
DMASS0_SEC_PROXY_0 DST dmss_am64_ipcss_cbass 132 0x45D40000
DMASSO0_RINGACC_0 DST dmss_am64_ipcss_cbass 133 0x45D40400
MMCSDO EMMCSS_WR CBASSO 256 0x45D81000
MMCSDO EMMCSS_RD CBASSO 257 0x45D81400
DEBUGSS_WRAPO VBUSMR CBASSO 258 0x45D8A000
DEBUGSS_WRAPO VBUSMW CBASS0 259 0x45D8A400
PCIEO PCIE_MST_RD CBASS0 267 0x45D88000
PCIEO PCIE_MST_WR CBASSO 268 0x45D88400
MMCSD1 EMMCSDSS_WR CBASSO 269 0x45D88800
MMCSD1 EMMCSDSS_RD CBASSO 270 0x45D88C00
SA2_ULO CTXCACH_EXT_DMA CBASSO 271 0x45D89000
GICSS0 MEM_WR_VBUSM CBASSO 302 0x45D82000
GICSS0 MEM_RD_VBUSM CBASSO 303 0x45D82400
USBO MSTRO CBASS0 304 0x45D89400
USBO MSTWO CBASS0 305 0x45D89800
PRU_ICSSGO PR1_EXT_VBUSM CBASSO 384 - 415 0x45D87800
PRU_ICSSG1 PR1_EXT_VBUSM CBASS0 416 - 447 0x45D87C00
R5FSS0 CPUO_PMST CBASS_INFRA1 3000 0x45D20000
R5FSS0 CPU1_PMST CBASS_INFRA1 3001 0x45D20400
R5FSS1 CPUO_PMST CBASS_INFRA1 3002 0x45D20800
R5FSS1 CPU1_PMST CBASS_INFRA1 3003 0x45D20C00
MCU_M4FSS0 VBUSP_M MCU_CBASS0 4092 0x45D30000

3.8 ISC and Firewall

There are two basic building blocks to achieve security isolation on the SoC level: firewall block and ISC block.
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3.8.1 Initiator-Side Security Controls (ISC)

The purpose of the ISC block is to provide a mechanism to either add or overwrite the attributes of the
transaction, such as privID, priv, and secure. Each transaction in the system carries those attributes, either
driven internally by the IP, or added/modified by the ISC block for that initiator.

All the transactions coming from pktDMA, BCDMA, and DMSS_crypto, the privID, priv, and secure attributes are
driven internally by the DMA engine. There is no ISC block to override the values for these transactions. For

the transactions from pktDMA, BCDMA, and XLCDMA, the secure, priv, and privID values are determined by the
credential register for each DMA flow.

Transactions from all other initiators, attributes can be added or overridden by the ISC block.

The maijority of the ISC blocks only contain one region, therefore all the transactions through that ISC block
share the same ISC setting. There are a few ISC blocks supporting either multiple channels or multiple regions.
The default setting for those ISC blocks with multiple channels, or multiple regions, are the same. However,

the transaction attributes can be modified in a finer granularity by utilizing the multiple channel/region mode. If
the channel mode is enabled, the starting address and the end address MMRs should be programmed to the
starting and end channel number for that ISC region. If the region mode is enabled, the starting and end address
MMRs are the address range the transactions are sent to.

Section 3.8.1.1 shows the default setting for privID/priv setting. It is recommended not to change those settings
except some specific conditions.

3.8.1.1 ISC and Priv-ID
Table 3-5. ISC and Priv-ID

Default Inititator ISC Interface ISCID | MMR Base Address | Redion
Priv ID Count
A53 DUAL_WRAP_CBA_AXI_R 513 0x45880400 1
4 COMPUTE_CLUSTERO
- A53 DUAL_WRAP_CBA_AXI_W 514 0x45880800 1
64 DMASS0_SEC_PROXY_0 DST 256 0x45840000 1
65 DMASS0_RINGACC_0 DST 257 0x45840400 1
100 MCU_M4FSS0 VBUSP_M 192 0x45830000 1
EMMCSS_WR 516 0x45881000 1
128 MMCSDO
EMMCSS_RD 517 0x45881400 1
EMMCSDSS_WR 546 0x45888800 1
129 MMCSD1
EMMCSDSS_RD 547 0x45888C00 1
136 PRU_ICSSGO PR1_EXT_VBUSM 542 0x45887800 16
137 PRU_ICSSGH1 PR1_EXT_VBUSM 543 0x45887C00 16
152 SA2_ULO CTXCACH_EXT_DMA 548 0x45889000 1
MEM_WR_VBUSM 520 0x45882000 1
154 GICSS0
MEM_RD_VBUSM 521 0x45882400 1
MSTRO 549 0x45889400 8
155 USBO
MSTWO 550 0x45889800 8
VBUSMR 552 0x4588A000 1
177 DEBUGSS_WRAPO
- VBUSMW 553 0x4588A400 1
PCIE_MST_RD 544 0x45888000 8
179 PCIEO
PCIE_MST_WR 545 0x45888400 8
IQUASAR_I_MST 32 0x45808000 1
202 DMSCO0_CBASS 0 IQUASAR_D_MST 33 0x45808400 1
IQUASAR_S_MST 34 0x45808800 1
CPUO_PMST 128 0x45820000 1
212 R5FSS0
CPUO_RMST 522 0x45882800 1
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Table 3-5. ISC and Priv-ID (continued)
Defaul Inititator ISC Interface ISCID | MMR Base Address | 'ooion
CPUO_WMST 523 0x45882C00 1
CPU1_PMST 129 0x45820400 1
213 |R5FSS0 CPU1_RMST 527 0x45883C00 1
CPU1_WMST 528 0x45884000 1
CPUO_PMST 130 0x45820800 1
214  |R5FSS1 CPUO_RMST 532 0x45885000 1
CPUO_WMST 533 0x45885400 1
CPU1_PMST 131 0x45820C00 1
215  |R5FSS1 CPU1_RMST 537 0x45886400 1
CPU1_WMST 538 0x45886800 1

3.8.1.2 ISC Registers
CBASS ISC Registers are described in Table 3-6.

Each ISC block contains a set of MMRs for each region/channel: Control MMR, start address, and end address.
If an ISC block is configured to have x region/channels, this ISC block contains x+1 sets of MMRs.

Table 3-6. ISC Registers

Address Offset Register Mnemonic Register Name

(b*0x20), b=0..31 REGION[b]_CONTROL ISC a Region b Control Register
(b*0x20)+0x10, b=0..31 REGION[b]_START_ADDR_L ISC a Region b Start Address Low Register
(b*0x20)+0x14, b=0..31 REGION[b]_START_ADDR_H ISC a Region b Start Address High Register
(b*0x20)+0x18, b=0..31 REGION[b]_END_ADDR_L ISC a Region b End Address Low Register
(b*0x20)+0x1c, b=0..31 REGION[b]_END_ADDR_H ISC a Region b End Address High Register

Each ISC can be configured in one of two modes: region mode and channel mode.

When the region mode is configured, the start and end address MMRs shall be programmed with an SoC
address range.

When ISC is configured as channel mode, the start and end address MMRs shall be programmed using channel
number.

Each region and channel can be configured to determine whether to overwrite or add values for priv, priviD, and
secure attributes. A default value for the control MMR, located at offset x*0x20, is used so that transactions do
not map to a valid region.

The following is the SW sequence to modify the default ISC setting for region/channel b:

» If channel mode is needed, set ch_mode field to 0x1. Program the start and end address MMRs to be the
channel ID

» If region mode is needed, set ch_mode field to be 0x0. Program the start and the end address MMRs to
match the address range.

« Set enable field to be OxA

» Iflock field is set to 0x1, then this control MMR can’t be changed until it is reset to 0x0

» PrivID: if the transaction carries privID attribute, ISC can either direct use the privID attribute from the
transaction by setting the pass field to 0x0, or overwrite it using the new value define in this control register by
setting the pass field to be 0x1. If the transaction does not have privID attribute, the ISC will add the privID to
this transaction, regardless of the value in the pass field.

» Secure attribute: the transaction can either be forced to be non-secure mode by setting nonsec field to be
0x1, or force the transaction to be secure by setting sec field to be 0xA, or just pass through the secure
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attribute if the original transaction carries secure attribute. For an initiator which does not provide secure
attributes, it is default set to non-secure.

« Priv attribute: by default priv attribute is not set. ISC can be used to overwrite priv attribute either to be user
mode by setting nopri field to OxF, or supervisor mode by setting priv field to be OxF

3.8.2 Transaction Attributes for BCDMA and PktDMA Transactions

Section 3.6 and Section 3.8.1 provide information on how to set up the attributes on the generic transaction.
But the BCDMA and pktDMA transactions do not rely on the ISC block and QoS block to set the transaction
attributes. Instead, those attributes are determined by the various DMA configuration registers:

Table 3-7. BCDMA and PktDMA Transaction Attributes

How to configure BCDMA/PktDMA Transactions Link
ASEL descriptors: host packet descriptor and host buffer descriptor for pktDMA See DMASS Transfer Request Descriptor
and Transfer Request (TR) descriptors for BCDMA
priority channel priority control register o )
— - See Channel Priority Control Register
orderlD channel priority control register
secure flow credential registers
priv flow credential registers See Flow Credential Register
priviD flow credential registers
atype channel configuration MMR. Fixed to 2b'00
3.8.3 Firewall Block

There are two types of firewall: region based firewall and channelized firewall.

The channelized firewall is only implemented to protect the registers which control the power domain and LPSC
for security enclave. User can’t modify the channelized firewall setting.

Region based firewalls are inserted at the target end point in the interconnect. Normally a group of the target
interfaces share one region-based firewall. Each region-based firewall has its unique configuration of:

*  FWID: this is a unique index of firewall block.

» Number of protected regions: this is to indicate how many protected regions users can define and program

* Memory regions behind this firewall: transactions sent to those memory regions will go through this firewall
protection

Maijority of the memory regions in the SoC are protected by region-based firewalls, except the public boot ROM,
debug cell, and STM.

Section 3.8.3.1 shows the firewall summary on SoC.
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3.8.3.1 Region Based Firewalls

Table 3-8. Region Based Firewalls
Firewall Nl;nr:?isr Firewall | Firewall ASEL
IP Target lrlel;v a I(I)Js per Re;iois ir(;)ésical Instance Interface Start Address | End Address Capable
Region ress
CBASS0 DDR16SS0 1 3 8 0x45000400 |DDR16SS0 emif_ddrdata 0x80000000 | OXFFFFFFFF No
CBASSO0 COMPUTE_CLUSTERO 2 3 8 0x45000800 |COMPUTE_CLUSTERO Yes
CBASSO0 MSRAM_256K0 14 3 4 0x45003800 |MSRAM_256K0 RAM 0x70000000 | Ox7003FFFF No
CBASSO0 MSRAM_256K1 15 3 4 0x45003C00 |MSRAM_256K1 RAM 0x70040000 | Ox7007FFFF No
CBASSO0 MSRAM_256K2 16 3 4 0x45004000 |MSRAM_256K2 RAM 0x70080000 | Ox700BFFFF No
CBASSO0 MSRAM_256K5 17 3 4 0x45004400 |MSRAM_256K5 RAM 0x70140000 | 0x7017FFFF No
CBASSO0 MSRAM_256K4 18 3 4 0x45004800 |MSRAM_256K4 RAM 0x70100000 | 0x7013FFFF No
CBASS0 MSRAM_256K3 19 3 4 0x45004C00 |MSRAM_256K3 RAM 0x700C0000 | Ox700FFFFF No
CBASSO0 DMASSO0_SEC_PROXY_0 20 3 8 0x45005000 |DMASSO0_SEC_PROXY_0 SEC_PROXY_SRC_TARGET_DATA 0x4D000000 | 0x4DO7FFFF No
CBASS0 DMASSO0_SEC_PROXY_0 20 3 8 0x45005000 |DMASSO_RINGACC_0 RINGACC_SRC_FIFOS 0x4E000000 | Ox4E3FFFFF No
CBASSO0 MCU_PSCO0 21 3 8 0x45005400 |MCU_PSCO psc 0x04000000 | 0x04000FFF No
CBASSO0 MCU_PSCO0 21 3 8 0x45005400 |MCU_PLLCTRLO MEM 0x04020000 | 0x040201FF No
CBASSO0 MCU_PSCO 21 3 8 0x45005400 |MCU_PLLO CFG 0x04040000 | 0x04040FFF No
CBASSO0 MCU_PSCO 21 3 8 0x45005400 |MCU_PADCFG_CTRLO CFGO 0x04080000 | 0x04087FFF No
CBASSO0 MCU_PSCO 21 3 8 0x45005400 |MCU_ESMO CFG 0x04100000 | O0x04100FFF No
CBASS0 MCU_PSCO0 21 3 8 0x45005400 |MCU_GPIOO0 MEM 0x04201000 | 0x042010FF No
CBASS0 MCU_PSCO0 21 3 8 0x45005400 |MCU_MCU_GPIOMUX_INTR |intr_router_cfg 0x04210000 | 0x042101FF No
OUTERO
CBASS0 MCU_PSCO 21 3 8 0x45005400 |MCU_TIMEOUTO CFG 0x04300000 | 0x043003FF No
CBASSO0 MCU_PSCO0 21 3 8 0x45005400 |MCU_CTRL_MMRO CFGO 0x04500000 | Ox0451FFFF No
CBASS0 MCU_PSCO0 21 3 8 0x45005400 |MCU_ECC_AGGRO REGS 0x04700000 | 0x047003FF No
CBASSO0 MCU_PSCO 21 3 8 0x45005400 |MCU_CBASSO0 ERR 0x04720000 | 0x047203FF No
CBASSO0 MCU_PSCO0 21 3 8 0x45005400 |MCU_TIMERO CFG 0x04800000 | 0x048003FF No
CBASSO0 MCU_PSCO 21 3 8 0x45005400 |MCU_TIMER1 CFG 0x04810000 | Ox048103FF No
CBASS0 MCU_PSCO0 21 3 8 0x45005400 |MCU_TIMER2 CFG 0x04820000 | 0x048203FF No
CBASS0 MCU_PSCO0 21 3 8 0x45005400 |MCU_TIMERS3 CFG 0x04830000 | 0x048303FF No
CBASS0 MCU_PSCO 21 3 8 0x45005400 |MCU_RTIO CFG 0x04880000 | 0x048800FF No
CBASSO0 MCU_PSCO0 21 3 8 0x45005400 |MCU_I2C0 CFG 0x04900000 | 0x049000FF No
CBASS0 MCU_PSCO0 21 3 8 0x45005400 |MCU_lI2C1 CFG 0x04910000 | 0x049100FF No
CBASSO0 MCU_PSCO 21 3 8 0x45005400 |MCU_UARTO MEM 0x04A00000 | Ox04A001FF No
CBASSO0 MCU_PSCO 21 3 8 0x45005400 |MCU_UART1 MEM 0x04A10000 | Ox04A101FF No
CBASSO0 MCU_PSCO 21 3 8 0x45005400 |MCU_MCSPIO CFG 0x04B00000 | 0x04BO0O3FF No
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Table 3-8. Region Based Firewalls (continued)
. Numb.er . Firewall
IP Target F"fl;v all I?stp;: ;gg;’;ig :hysical Instance Interface Start Address | End Address c':s:kl;le
Region ddress
CBASSO0 MCU_PSCO 21 3 8 0x45005400 |MCU_MCSPI1 CFG 0x04B10000 | 0x04B103FF No
CBASSO0 MCU_PSCO0 21 3 8 0x45005400 |MCU_DCCO CFG 0x04C00000 | 0x04CO003F No
CBASSO0 MCU_PSCO 21 3 8 0x45005400 |MCU_MCRC64_0 mcrc64 0x04D00000 | 0x04DOOFFF No
CBASS0 MCU_PSCO 21 3 8 0x45005400 |MCU_M4FSS0_IRAM_0O blazar_iram 0x05000000 | 0x0503FFFF No
CBASS0 MCU_PSCO 21 3 8 0x45005400 |MCU_M4FSS0_DRAM_0 idram_slv_ram 0x05040000 | 0x0504FFFF No
CBASS0 MCU_PSCO 21 3 8 0x45005400 |MCU_M4FSSO_RAT_0 RAT 0x05FF0000 | OxO5FFOFFF No
CBASSO0 MCU_PSCO0 21 3 8 0x45005400 |MCU_M4FSS0_ECC_AGGR_ |ECC_AGGR 0x05FF1000 | OxO5FF13FF No
0
CBASSO0 GICSS0 22 3 16 0x45005800 |GICSSO GIC_TRANSLATER 0x01000000 | Ox013FFFFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |GICSSO GIC 0x01800000 | Ox018FFFFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO DRAMO_SLV_RAM 0x30000000 | 0x30001FFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO DRAM1_SLV_RAM 0x30002000 | 0x30003FFF No
CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_RTUO_PR1_RTUO_IRAM_RAM 0x30004000 | 0x30005FFF No
CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_RTU1_PR1_RTU1_IRAM_RAM 0x30006000 | 0x30007FFF No
CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO rat 0x30008000 | 0x30008FFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO rat 0x30009000 | O0x30009FFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_PDSP_TX0_IRAM_RAM 0x3000A000 | Ox3000BFFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_PDSP_TX1_IRAM_RAM 0x3000C000 | Ox3000DFFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO RAM_SLV_RAM 0x30010000 | Ox3001FFFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO pri_icss_intc_intc_slv 0x30020000 | 0x30021FFF No
CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_PDSPO_IRAM 0x30022000 | 0x300220FF No
CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_PDSPO_IRAM_DEBUG 0x30022400 | 0x300224FF No
CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_RTUO_PR1_RTUO_IRAM 0x30023000 | 0x300230FF No
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_RTUO_PR1_RTUO_IRAM_DEBUG 0x30023400 | Ox300234FF No
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_RTU1_PR1_RTU1_IRAM 0x30023800 | Ox300238FF No
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_RTU1_PR1_RTU1_IRAM_DEBUG | 0x30023C00 | 0x30023CFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_PDSP1_IRAM 0x30024000 | Ox300240FF No
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_PDSP1_IRAM_DEBUG 0x30024400 | Ox300244FF No
CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_PROTECT_SLV 0x30024C00 | 0x30024CFF No
CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_PDSP_TX0_IRAM 0x30025000 | 0x300250FF No
CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_PDSP_TX0_IRAM_DEBUG 0x30025400 | 0x300254FF No
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_PDSP_TX1_IRAM 0x30025800 | Ox300258FF No
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_PDSP_TX1_IRAM_DEBUG 0x30025C00 | 0x30025CFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_CFG_SLV 0x30026000 | Ox300261FF No
SPRUIM2I — MAY 2020 — REVISED JANUARY 2026 AM64x/AM243x Processors Silicon Revision 2.0Texas Instruments Families of Products 66

Submit Document Feedback
Copyright © 2026 Texas Instruments


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUIM2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUIM2I&partnum=AM64x

13 TEXAS

INSTRUMENTS
www.ti.com System Interconnect
Table 3-8. Region Based Firewalls (continued)
. Numb.er . Firewall
IP Target F"fl;v all I%fsp;: ;gg;’z‘; :hysical Instance Interface Start Address | End Address c':s:kl;le
Region ddress

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PA_STAT_WRAP_PA_SLV_QSTAT 0x30027000 | Ox300277FF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO pr1_icss_uart_uart_slv 0x30028000 | 0x3002803F No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_TASKS_MGR_PRUO_PR1_TASKS | 0x3002A000 | 0x3002A0FF No
_MGR_PRUO_MMR

CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_TASKS_MGR_RTUO_PR1_TASKS_| 0x3002A100 | 0x3002A1FF No
MGR_RTUO_MMR

CBASSO0 GICSSO0 22 3 16 0x45005800 |PRU_ICSSGO PR1_TASKS_MGR_PRU1_PR1_TASKS | 0x3002A200 | Ox3002A2FF No
_MGR_PRU1_MMR

CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_TASKS_MGR_RTU1_PR1_TASKS_| 0x3002A300 | 0x3002A3FF No
MGR_RTU1_MMR

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_TASKS_MGR_PRU_TX0_PR1_TA | 0x3002A400 | Ox3002A4FF No
SKS_MGR_PRU_TX0_MMR

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_TASKS_MGR_PRU_TX1_PR1_TA | 0x3002A500 | 0x3002A5FF No
SKS_MGR_PRU_TX1_MMR

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PA_STAT_WRAP_PA_SLV_CSTAT 0x3002C000 | 0x3002C7FF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_IEPO_SLV 0x3002E000 | Ox3002EFFF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_IEP1_SLV 0x3002F000 | Ox3002FFFF No

CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_ICSS_ECAPO_ECAP_SLV 0x30030000 | 0x300300FF No

CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_MII_RT_PR1_MII_RT_CFG 0x30032000 | 0x300320FF No

CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO I(:)‘R1_MII_RT_PR1_SGMIIO_CFG_SGMII 0x30032100 | 0x300321FF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_MII_RT_PR1_SGMII1_CFG_SGMII | 0x30032200 | 0x300322FF No
1

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_MDIO_V1P7_MDIO 0x30032400 | Ox300324FF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_MII_RT_PR1_MII_RT_G_CFG_RE | 0x30033000 | 0x30033FFF No
GS_G

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_PDSPO_IRAM_RAM 0x30034000 | 0x30037FFF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PR1_PDSP1_IRAM_RAM 0x30038000 | Ox3003BFFF No

CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO PA_STAT_WRAP_PA_SLV 0x3003C000 | 0x3003COFF No

CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 DRAMO_SLV_RAM 0x30080000 | 0x30081FFF No

CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 DRAM1_SLV_RAM 0x30082000 | 0x30083FFF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_RTUO_PR1_RTUO_IRAM_RAM 0x30084000 | O0x30085FFF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_RTU1_PR1_RTU1_IRAM_RAM 0x30086000 | 0x30087FFF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 rat 0x30088000 | 0x30088FFF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 rat 0x30089000 | O0x30089FFF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_PDSP_TX0_IRAM_RAM 0x3008A000 | 0x3008BFFF No
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13 TEXAS

INSTRUMENTS
www.ti.com System Interconnect
Table 3-8. Region Based Firewalls (continued)
. Numb.er . Firewall
IP Target F"fl;v all I%fsp;: ;gg;’z‘; :hysical Instance Interface Start Address | End Address c':s:kl;le
Region ddress

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_PDSP_TX1_IRAM_RAM 0x3008C000 | Ox3008DFFF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 RAM_SLV_RAM 0x30090000 | O0x3009FFFF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 pri_icss_intc_intc_slv 0x300A0000 | Ox300A1FFF No

CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_PDSPO_IRAM 0x300A2000 | Ox300A20FF No

CBASSO0 GICSSO0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_PDSPO_IRAM_DEBUG 0x300A2400 | Ox300A24FF No

CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_RTUO_PR1_RTUO_IRAM 0x300A3000 | 0x300A30FF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_RTUO_PR1_RTUO_IRAM_DEBUG 0x300A3400 | Ox300A34FF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_RTU1_PR1_RTU1_IRAM 0x300A3800 | Ox300A38FF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_RTU1_PR1_RTU1_IRAM_DEBUG | 0x300A3C00 | 0x300A3CFF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_PDSP1_IRAM 0x300A4000 | Ox300A40FF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_PDSP1_IRAM_DEBUG 0x300A4400 | Ox300A44FF No

CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_PROTECT_SLV 0x300A4C00 | Ox300A4CFF No

CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_PDSP_TX0_IRAM 0x300A5000 | Ox300A50FF No

CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_PDSP_TX0_IRAM_DEBUG 0x300A5400 | 0x300A54FF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_PDSP_TX1_IRAM 0x300A5800 | Ox300A58FF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_PDSP_TX1_IRAM_DEBUG 0x300A5C00 | 0x300A5CFF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_CFG_SLV 0x300A6000 | Ox300A61FF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PA_STAT_WRAP_PA_SLV_QSTAT 0x300A7000 | Ox300A77FF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 pri_icss_uart_uart_slv 0x300A8000 | 0x300A803F No

CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_TASKS_MGR_PRUO_PR1_TASKS | 0x300AA000 | 0x300AAOFF No
_MGR_PRUO_MMR

CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_TASKS_MGR_RTUO_PR1_TASKS_| 0x300AA100 | 0x300AA1FF No
MGR_RTUO_MMR

CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_TASKS_MGR_PRU1_PR1_TASKS | 0x300AA200 | 0x300AA2FF No
_MGR_PRU1_MMR

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_TASKS_MGR_RTU1_PR1_TASKS_| 0x300AA300 | 0x300AA3FF No
MGR_RTU1_MMR

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_TASKS_MGR_PRU_TX0_PR1_TA | 0x300AA400 | 0x300AA4FF No
SKS_MGR_PRU_TX0_MMR

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_TASKS_MGR_PRU_TX1_PR1_TA | 0x300AA500 | Ox300AA5FF No
SKS_MGR_PRU_TX1_MMR

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PA_STAT_WRAP_PA_SLV_CSTAT 0x300AC000 | Ox300AC7FF No

CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_IEPO_SLV 0x300AE000 | 0x300AEFFF No

CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_IEP1_SLV 0x300AF000 | Ox300AFFFF No

CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_ICSS_ECAPO_ECAP_SLV 0x300B0000 | 0x300BOOFF No
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13 TEXAS

INSTRUMENTS
www.ti.com System Interconnect
Table 3-8. Region Based Firewalls (continued)
. Numb.er . Firewall
IP Target F"fl;v all I%fsp;: ;gg;’z‘; :hysical Instance Interface Start Address | End Address c':s:kl;le
Region ddress
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_MII_RT_PR1_MII_RT_CFG 0x300B2000 | 0x300B20FF No
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_MII_RT_PR1_SGMIIO_CFG_SGMII | 0x300B2100 | 0x300B21FF No
0
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_MII_RT_PR1_SGMII1_CFG_SGMIl | 0x300B2200 | 0x300B22FF No
1
CBASSO0 GICSSO0 22 16 0x45005800 |PRU_ICSSG1 PR1_MDIO_V1P7_MDIO 0x300B2400 | 0x300B24FF No
CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_MII_RT_PR1_MII_RT_G_CFG_RE | 0x300B3000 | Ox300B3FFF No
GS_G
CBASS0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_PDSP0_IRAM_RAM 0x300B4000 | 0x300B7FFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PR1_PDSP1_IRAM_RAM 0x300B8000 | 0x300BBFFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 PA_STAT_WRAP_PA_SLV 0x300BC000 | 0x300BCOFF No
CBASSO0 GICSS0 22 3 16 0x45005800 | TIMERMGRO timer_mgr_timers 0x37000000 | 0x3703FFFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |CPTSO cpts 0x39000000 | Ox390003FF No
CBASSO0 GICSS0 22 3 16 0x45005800 |CBASSO ERR 0x3A000000 | Ox3A0003FF No
CBASS0 GICSS0 22 3 16 0x45005800 |R5FSS0_COMMONO REGS 0x3C010000 | 0x3CO103FF No
CBASS0 GICSS0 22 3 16 0x45005800 |R5FSS0_COMMONO EVNT_BUS_VBUSP_MMRS 0x3C018000 | 0x3CO180FF No
CBASS0 GICSS0 22 3 16 0x45005800 |R5FSS1_COMMONO REGS 0x3C030000 | 0x3CO303FF No
CBASS0 GICSS0 22 3 16 0x45005800 |R5FSS1_COMMONO EVNT_BUS_VBUSP_MMRS 0x3C038000 | 0x3CO380FF No
CBASS0 GICSS0 22 3 16 0x45005800 | TIMERMGRO CONFIG 0x3CD00000 | 0x3CDO01FF No
CBASSO0 GICSS0 22 3 16 0x45005800 |MSRAM_256K0 ecc_aggr 0x3F001000 | Ox3FO0013FF No
CBASSO0 GICSS0 22 3 16 0x45005800 | MSRAM_256K1 ecc_aggr 0x3F002000 | Ox3F0023FF No
CBASSO0 GICSS0 22 3 16 0x45005800 |MSRAM_256K2 ecc_aggr 0x3F003000 | Ox3FO0033FF No
CBASS0 GICSS0 22 3 16 0x45005800 |GICSSO REGS 0x3F004000 | Ox3F0043FF No
CBASS0 GICSS0 22 3 16 0x45005800 |DMASSO0_ECC_AGGR_0 ECCAGGR 0x3F005000 | 0x3FO053FF No
CBASS0 GICSS0 22 3 16 0x45005800 |MSRAM_256K5 ecc_aggr 0x3F006000 | Ox3FO063FF No
CBASSO0 GICSS0 22 3 16 0x45005800 |MSRAM_256K4 ecc_aggr 0x3F007000 | Ox3F0073FF No
CBASSO0 GICSS0 22 3 16 0x45005800 |MSRAM_256K3 ecc_aggr 0x3F008000 | Ox3FO083FF No
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSGO ECC_AGGR 0x3FO0AO00 | Ox3FOOA3FF No
CBASSO0 GICSS0 22 3 16 0x45005800 |PRU_ICSSG1 ECC_AGGR 0x3F00B0O00 | Ox3FOOB3FF No
CBASSO0 GICSS0 22 3 16 0x45005800 |R5FSS0_COMMONO ecc_aggr 0x3FO0D000 | Ox3FOOD3FF No
CBASS0 GICSS0 22 3 16 0x45005800 |R5FSS1_COMMONO ecc_aggr 0x3FO0E000 | Ox3FOOE3FF No
CBASS0 GICSS0 22 3 16 0x45005800 |ECC_AGGRO REGS 0x3FO0F000 | Ox3FOOF3FF No
CBASS0 GICSS0 22 3 16 0x45005800 |MSRAM_256K6 ecc_aggr 0x3F010000 | Ox3FO103FF No
CBASS0 GICSS0 22 3 16 0x45005800 |MSRAM_256K7 ecc_aggr 0x3F011000 | Ox3FO0113FF No
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13 TEXAS

INSTRUMENTS
www.ti.com System Interconnect
Table 3-8. Region Based Firewalls (continued)
. Numb.er . Firewall
IP Target F"fl;v all I%fsp;: ;gg;’z‘; :hysical Instance Interface Start Address | End Address c':s:kl;le
Region ddress
CBASSO0 GICSS0 22 3 16 0x45005800 |PBIST1 MEM 0x3F100000 | Ox3F1003FF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASSO_INTAGGR_0 INTAGGR_INTR 0x48000000 | Ox480FFFFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASSO_INTAGGR_0 INTAGGR_IMAP 0x48100000 | Ox48103FFF No
CBASS0 GICSS0 22 3 16 0x45005800 |DMASSO_INTAGGR_0 INTAGGR_CFG 0x48110000 | 0x4811001F No
CBASS0 GICSS0 22 3 16 0x45005800 |DMASSO_INTAGGR_0 INTAGGR_L2G 0x48120000 | 0x481203FF No
CBASS0 GICSS0 22 3 16 0x45005800 |DMASSO0_PSILCFG_0 PSILCFG_PROXY 0x48130000 | 0x481301FF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASSO_PSILSS_0 PSILSS_MMRS 0x48140000 | Ox48140FFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASSO_INTAGGR_0 INTAGGR_UNMAP 0x48180000 | Ox4819FFFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASSO_INTAGGR_0 INTAGGR_MCAST 0x48210000 | O0x48210FFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASSO_INTAGGR_0 INTAGGR_GCNTCFG 0x48220000 | O0x48221FFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASSO_PSILSS_0 ETLSW_MMRS 0x48230000 | O0x48230FFF No
CBASS0 GICSS0 22 3 16 0x45005800 |DMASSO_RINGACC_0 RINGACC_GCFG 0x48240000(" | 0x482403FF No
CBASS0 GICSS0 22 3 16 0x45005800 |DMASSO0_SEC_PROXY_0 SEC_PROXY_MMRS 0x48250000 | 0x482500FF No
CBASS0 GICSS0 22 3 16 0x45005800 |DMASS0_BCDMA_0 BCDMA_CRED 0x48400000 | 0x484007FF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASSO_PKTDMA_0 PKTDMA_CRED 0x48410000 | Ox48411FFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASSO0_BCDMA_O BCDMA_BCHAN 0x48420000 | O0x48421FFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASSO0_PKTDMA_0 PKTDMA_RFLOW 0x48430000 | Ox48433FFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASSO0_PKTDMA_0 PKTDMA_TCHAN 0x484A0000 | Ox484A3FFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASSO_BCDMA_0 BCDMA_TCHAN 0x484A4000 | Ox484A5FFF No
CBASS0 GICSSO0 22 3 16 0x45005800 |DMASSO_PKTDMA_0O PKTDMA_RCHAN 0x484C0000 | 0x484C1FFF No
CBASS0 GICSS0 22 3 16 0x45005800 |DMASS0_BCDMA_O BCDMA_RCHAN 0x484C2000 | 0x484C3FFF No
CBASS0 GICSS0 22 3 16 0x45005800 |DMASSO0_PKTDMA_0 PKTDMA_GCFG 0x485C0000 | 0x485CO0FF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASSO_BCDMA_O BCDMA_GCFG 0x485C0100 | Ox485CO1FF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASSO_PKTDMA_0 PKTDMA_RING 0x485E0000 | Ox485FFFFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASS0_BCDMA_O BCDMA_RING 0x48600000 | 0x48607FFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASSO_RINGACC_0 RINGACC_RT 0x49000000 | Ox493FFFFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASSO_RINGACC_0 RINGACC_CFG 0x49800000 | 0x4983FFFF No
CBASS0 GICSS0 22 3 16 0x45005800 |DMASSO_INTAGGR_0 INTAGGR_GCNTRTI 0x4A000000 | Ox4AOFFFFF No
CBASS0 GICSS0 22 3 16 0x45005800 |DMASSO0_SEC_PROXY_0 SEC_PROXY_SCFG 0x4A400000 | Ox4A47FFFF No
CBASS0 GICSS0 22 3 16 0x45005800 |DMASS0_SEC_PROXY_0 SEC_PROXY_RT 0x4A600000 | 0x4A67FFFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASSO_PKTDMA_0 PKTDMA_RCHANRT 0x4A800000 | Ox4A81FFFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASSO0_BCDMA_O BCDMA_RCHANRT 0x4A820000 | Ox4A83FFFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASSO0_PKTDMA_0 PKTDMA_TCHANRT 0x4AA00000 | Ox4AA3FFFF No
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13 TEXAS

INSTRUMENTS
www.ti.com System Interconnect
Table 3-8. Region Based Firewalls (continued)
. Numb.er . Firewall
IP Target F"fl;v all I%fsp;: ;gg;’z‘; :hysical Instance Interface Start Address | End Address c':s:kl;le
Region ddress
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASS0_BCDMA_O BCDMA_TCHANRT 0x4AA40000 | Ox4AASFFFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASSO0_PKTDMA_0 PKTDMA_RINGRT 0x4B800000 | Ox4BBFFFFF No
CBASSO0 GICSS0 22 3 16 0x45005800 |DMASS0O_BCDMA_0 BCDMA_RINGRT 0x4BC00000 | Ox4BCFFFFF No
CBASS0 GICSS0 22 3 16 0x45005800 |DMASS0_BCDMA_O BCDMA_BCHANRT 0x4C000000 | 0x4CO1FFFF No
CBASSO0 MSRAM_256K6 23 3 8 0x45005C00 | MSRAM_256K6 RAM 0x440A0000 | 0x440BFFFF No
CBASS0 MSRAM_256K6 23 3 8 0x45005C00 | MSRAM_256K6 RAM 0x440C0000 | 0x440DFFFF No
CBASSO0 MSRAM_256K6 23 3 8 0x45005C00 | MSRAM_256K6 RAM 0x70180000 | Ox701BFFFF No
CBASSO0 MSRAM_256K7 24 3 8 0x45006000 |MSRAM_256K7 RAM 0x44060000 | 0x4407FFFF No
CBASSO0 MSRAM_256K7 24 3 8 0x45006000 |MSRAM_256K7 RAM 0x44080000 | 0x4409FFFF No
CBASSO0 MSRAM_256K7 24 3 8 0x45006000 |MSRAM_256K7 RAM 0x701C0000 | Ox701FFFFF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |PSRAMECCO RAM 0x00000000 | OxO000003FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |PADCFG_CTRLO CFGO 0x000F0000 | 0xO00F7FFF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |CBASS_DBGO ERR 0x00200000 | 0x002003FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |CBASS_FWO0 ERR 0x00220000 | 0x002203FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |EFUSEO MEM 0x00300000 | OxO003000FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |PBISTO MEM 0x00310000 | Ox003103FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |COMPUTE_CLUSTERO_PBIS |PBIST 0x00330000 | Ox003303FF No
TO
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |PSCO psc 0x00400000 | Ox00400FFF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |PLLCTRLO MEM 0x00410000 | Ox004101FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |ESMO CFG 0x00420000 | 0x00420FFF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |DFTSSO MEM 0x00500000 | 0x005003FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |DDPAO k3_ddpa 0x00580000 | 0x005803FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |GPIOO MEM 0x00600000 | OxO006000FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |GPIO1 MEM 0x00601000 | Ox006010FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |PLLO CFG 0x00680000 | OxO068FFFF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |PSRAMECCO REGS 0x00700000 | 0x007003FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |ECC_AGGR1 REGS 0x00701000 | Ox007013FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |USBO ECC_AGGR 0x00703000 | 0x007033FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |CPSWO0 cpsw3_ecc 0x00704000 | 0x007043FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |MMCSDO ecc_aggr 0x00706000 | 0x007063FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |MMCSDO ecc_aggr 0x00707000 | Ox007073FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |MMCSD1 ecc_aggr 0x00708000 | 0x007083FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |MMCSD1 ecc_aggr 0x00709000 | 0x007093FF No
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Table 3-8. Region Based Firewalls (continued)
. Numb.er . Firewall
IP Target F"fl;v all I%fsp;: ;gg;’z‘; :hysical Instance Interface Start Address | End Address c':s:kl;le
Region ddress
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |FSSO0_OSPI_0 ecc_aggr 0x00716000 | Ox007163FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |A53SS0 ecc_aggr 0x00717000 | Ox007173FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |A53SS0 ecc_aggr 0x00717400 | Ox007177FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |A53SS0 ecc_aggr 0x00717800 | 0x00717BFF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |PCIEQ CORE_ECC_AGGRO 0x00718000 | 0x007183FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |PCIEO CORE_ECC_AGGR1 0x00719000 | 0x007193FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |MAIN_GPIOMUX_INTROUTE |intr_router_cfg 0x00A00000 | OxO0AOQ07FF No
RO
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |CMP_EVENT_INTROUTERO |intr_router_cfg 0x00A30000 | OxO0A307FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |TIMESYNC_EVENT_INTROU |intr_router_cfg 0x00A40000 | OxO0A407FF No
TERO
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |GTCO CFGO 0x00A80000 | OxO0A803FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |GTCO CFG1 0x00A90000 | OxO00A93FFF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |GTCO CFG2 0xO0AA0000 | 0XO0AA3FFF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |GTCO CFG3 0x00AB0000 | 0xO0AB3FFF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |VTMO VTM_CFG1 0x00B00000 | 0xOOBOO3FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |VTMO VTM_CFG2 0x00B01000 | O0x00BO13FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |VTMO ECCAGGR_CFG 0x00B02000 | 0x00B023FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |PDMAO REGS 0x00C00000 | OxO0COO03FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |PDMA1 REGS 0x00C01000 | OxO00CO13FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |PBIST3 MEM 0x03310000 | Ox033103FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |PBIST2 MEM 0x03330000 | 0x033303FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |CPSWO0 cpsw3 0x08000000 | Ox081FFFFF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |PCIEO PCIE_RP_CORE 0x0D000000 | OxOD7FFFFF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |SERDES_10G0 wiz16b2m4ct 0xO0F000000 | OxOFOOFFFF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |PCIEO CORE_USER_CFG_USER_CFG 0xOF 100000 | OxOF1003FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |PCIEO CORE_VMAP_OB_MMRS 0xOF101000 | OxOF101FFF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |PCIEO CORE_PCIE_INTD_CFG_INTD_CFG 0x0F 102000 | OxOF102FFF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |PCIEO CORE_CPTS_CFG_CPTS_VBUSP 0x0F 103000 | OxOF1033FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |DDR16SS0 mmc_sscfg 0xOF300000 | OxOF3001FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |DDR16SS0 emif_ctlcfg 0xOF308000 | OxOF30FFFF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |USBO VBP2APB_WRAP_CONTROLLER_VBP | 0xOF400000 | OxOF43FFFF No
_CORE_ADDR_MAP
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |USBO MMR_MMRVBP_USBSS_CMN 0xO0F900000 | OxOF9000FF No
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Table 3-8. Region Based Firewalls (continued)
. Numb.er . Firewall
IP Target F"fl;v all I?stp;: ;gg;’;ig :hysical Instance Interface Start Address | End Address c':s:kl;le
Region ddress
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |USBO RAMS_INJ_CFG 0x0F901000 | OxOF9013FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |USBO PHY2 0x0F908000 | OxOF9083FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |MMCSD1 mmc_ctlcfg 0xOFA00000 | OxOFAQOFFF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |MMCSD1 mmc_sscfg 0xOFA08000 | OxOFAO083FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |MMCSDO mmc_ctlcfg 0xOFA10000 | OxOFA10FFF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |MMCSDO mmc_sscfg 0xOFA18000 | OxOFA183FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |FSSO fss_genregs 0xOFCO00000 | OxOFCOOOFF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |FSSO_FSAS_0 fsas_genregs 0xOFC10000 | OxOFC100FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |FSSO_FSAS_0 OTFA_CFG 0xOFC20000 | OxOFC20FFF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |FSSO0_OSPI_0 ospi_flash_cfg 0xOFC40000 | OxOFC400FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |FSSO0_OSPI_0 ospi_cfg 0xOFC44000 | OxOFC441FF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |ELMO MEM 0x25010000 | 0x25010FFF No
CBASS_INFRA1 PSRAMECCO 34 3 8 0x45008800 |CTRL_MMRO CFGO 0x43000000 | 0x4301FFFF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |SA2_ULO ECC_AGGR 0x00712000 | 0x007123FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |ADCO ECC_REGS 0x0071A000 | Ox0071A3FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |UARTO MEM 0x02800000 | 0x028001FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |UART1 MEM 0x02810000 | 0x028101FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |UART2 MEM 0x02820000 | 0x028201FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |UART3 MEM 0x02830000 | 0x028301FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |UART4 MEM 0x02840000 | 0x028401FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |UART5 MEM 0x02850000 | 0x028501FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |UART6 MEM 0x02860000 | 0x028601FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |12C0 CFG 0x20000000 | Ox200000FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |12C1 CFG 0x20010000 | Ox200100FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |12C2 CFG 0x20020000 | 0x200200FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |12C3 CFG 0x20030000 | Ox200300FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 [MCSPIO CFG 0x20100000 | Ox201003FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |MCSPI1 CFG 0x20110000 | 0x201103FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |MCSPI2 CFG 0x20120000 | 0x201203FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |MCSPI3 CFG 0x20130000 | 0x201303FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |MCSPI4 CFG 0x20140000 | Ox201403FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |MCANO SS 0x20700000 | Ox207000FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |MCANO CFG 0x20701000 | 0x207011FF No
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Table 3-8. Region Based Firewalls (continued)
. Numb.er . Firewall
IP Target F"fl;v all I%fsp;: ;gg;’z‘; :hysical Instance Interface Start Address | End Address c':s:kl;le
Region ddress
CBASS_INFRA1  [SA2_ULO 35 3 8 0x45008C00 |MCANO msgmem_wrap_msgmem_vbp_ram 0x20708000 | 0x2070FFFF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |MCAN1 SS 0x20710000 | Ox207100FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |MCAN1 CFG 0x20711000 | O0x207111FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |MCAN1 msgmem_wrap_msgmem_vbp_ram 0x20718000 | Ox2071FFFF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |MCANO ECC_AGGR 0x24018000 | 0x240183FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |MCAN?1 ECC_AGGR 0x24019000 | 0x240193FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |ADCO FIFO 0x28000000 | Ox280003FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |ADCO ADCREGS 0x28001000 | Ox280013FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |SA2_ULO sa_ul_primary 0x40900000 | 0x40900FFF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |SA2_ULO sa_ul_updates 0x40901000 | 0x409011FF No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |SA2_ULO sa_ul_rng 0x40910000 | 0x4091007F No
CBASS_INFRA1 SA2_ULO 35 3 8 0x45008C00 |SA2_ULO CP_ACE_PKA_EIP29T2 0x40920000 | O0x4092FFFF No
DMSCO0_CBASS_0 |DMSCO_ROM_0 512 1 2 0x45080000 |DMSCO_ROM_0 IROM__SLV__ROM 0x00000000 | 0x0001FFFF No
DMSC0_CBASS_0 |DMSCO_SRAM_0 513 3 8 0x45080400 |DMSCO_SRAM_0 dmsc_sram0 0x44040000 | Ox4404FFFF No
DMSCO0_CBASS_0 |DMSCO0_SRAM_1 514 3 8 0x45080800 |DMSCO_SRAM_1 dmsc_sram1 0x44050000 | Ox4405FFFF No
DMSCO0_CBASS_0 |DMSCO0_PWRCTRL_0 528 3 1 0x45084000 |DMSCO_PWRCTRL_O PWR 0x44130000 | Ox441307FF No
DMSCO0_CBASS_0 |DMSCO_DMTIMER_0O 536 3 1 0x45086000 |DMSCO_DMTIMER_O DMTIMERO 0x44133000 | Ox441333FF No
DMSCO0_CBASS_0 |DMSCO_DMTIMER_1 537 3 1 0x45086400 |DMSCO_DMTIMER_1 DMTIMER1 0x44134000 | Ox441343FF No
DMSCO_CBASS_0 |DMSCO_RTI_0 544 3 1 0x45088000 |DMSCO_RTI_O RTI 0x44135100 | Ox441351FF No
DMSCO_CBASS_0 |DMSCO_WDTCTRL_0 545 3 1 0x45088400 |DMSCO_WDTCTRL_O rti 0x44135000 | Ox441350FF No
DMSCO0_CBASS_0 |DMSCO_RAT_0 552 3 1 0x4508A000 |DMSCO_RAT_0 dmsc_rat_mmrs 0x44200000 | 0x44200FFF No
DMSCO0_CBASS_0 |[DMSCO_ECC_AGGR_0 562 3 2 0x4508C800 |DMSCO_ECC_AGGR_0 ECC_AGGR 0x3F009000 | Ox3FO093FF No
DMSCO_CBASS_0 |DMSCO_SECCTRL_O 576 3 1 0x45090000 |DMSCO_SECCTRL_O SEC 0x44230000 | Ox44230FFF No
DMSCO0_CBASS_0 |DMSC0_DBG_AUTH_0 578 3 1 0x45090800 |DMSCO_DBG_AUTH_0 DMSC_DBGAUTH_REG 0x44232000 | Ox442320FF No
DMSCO0_CBASS_0 |DMSCO0_SEC_MGR_0 582 3 2 0x45091800 |DMSCO_SEC_MGR_0 SECMGR 0x44234000 | Ox44237FFF No
DMSCO0_CBASS_0 |DMSCO_DMTIMER_2 592 3 1 0x45094000 |DMSCO_DMTIMER_2 DMTIMER2 0x44238000 | Ox442383FF No
DMSCO0_CBASS_0 |DMSCO_DMTIMER_3 593 3 1 0x45094400 |DMSCO_DMTIMER_3 DMTIMERS3 0x44239000 | Ox442393FF No
DMSC0_CBASS_0 |DMSCO_AES_0 602 3 2 0x45096800 |DMSCO_AES_0 aes 0x4423C000 | 0x4423DFFF No
DMSCO0_CBASS_0 |DMSCO_INTAGGR_0 607 3 2 0x45097C00 |DMSCO_INTAGGR_0 intaggr_intr 0x44300000 | 0x4437FFFF No
DMSCO0_CBASS_0 |DMSCO_INTAGGR_0 607 3 2 0x45097C00 |DMSCO_INTAGGR_0 intaggr_imap 0x44400000 | 0x444007FF No
DMSCO_CBASS_0 |DMSCO_INTAGGR_0 607 3 2 0x45097C00 |DMSCO_INTAGGR_0 intaggr_cfg 0x44410000 | 0x4441001F No
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Table 3-8. Region Based Firewalls (continued)
Number Firewall
IP Target Firewall | of Priv F"e)"a" Physical Instance Interface Start Address | End Address ASEL
ID IDs per | Regions Capable
" Address
Region
DMSCO0_CBASS_0 |DMSCO_FWMGR_0 639 3 8 0x4509FC00 |DMSCO0_FWMGR_0 dmsc_fw_vbus_cfg 0x45000000 | Ox45FFFFFF No
(1)  This region is used by DMSS to flush any in flight data during a channel teardown. It is a requirement that this firewall be configured to allow write access by DMSS initiators.
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3.8.3.2 Region Based Firewall Programming

Each firewall block can be configured to support multiple regions and each region can be configured individually.

See Section 3.8.3.1 .

3.9 System Interconnect Integration

This section describes system interconnect integration in the device, including information about clocks, resets,
and hardware requests.

3.9.1 Interconnect Integration in MAIN/MCU Domain
Table 3-9 through Table 3-11 summarize the integration of CBASSO0 in device MAIN/MCU domain.

Table 3-9. CBASSO Integration Attributes
Module Instance Attributes
Power Sleep Controller Power Domain Module Domain
B ACSBS/iIS,fé’R Al PSCO PDO LPSCO
MCU_CBASS0 MCU_PSCO PDO LPSCO
Table 3-10. CBASS0 Clocks and Resets
Clocks
Module Instance Source Clock Signal Source Description
CBASSO MAIN_SYSCLKO/2 PLLCTRLO CBASSO and CBASS_INFRA1
CBASS_INFRA1 MAIN_SYSCLKO0/4 PLLCTRLO clocks
MCU_CBASS0 MCU_SYSCLKO™2 MCU_PLLCTRLO MCU_CBASSO clocks
MCU_SYSCLKO0/4 MCU_PLLCTRLO
Resets
Module Instance Source Reset Signal Source Description
CBASSO0 MOD_G_RST LPSCO CBASSO reset
CBASS_INFRA1 MOD_G_RST LPSC2 CBASS_INFRA1 reset
MCU_CBASSO0 ROD_G_RST LPSCO MCU_CBASSO reset

Table 3-11. CBASSO0 Hardware Requests

Interrupt Requests

Module Instance Module Interrupt Signal Destination Interrupt Input Destination Description  Type
. CBASSO
CBASSO CBASSO0_default_exp_0 DMSCO—CORTIEXEM3—°—SGC—'” DMSCO_CORTEX_M3_0 interrupt level
- = request
. CBASS_FW0
CBASS_FWO0 CBASS_FWO0_default_err_intr_0 DMSCO—COET%EW—O—”V'C—' DMSCO_CORTEX_M3_0 interrupt level
= request
. CBASS_INFR
CBASS_INFRA1 CBASS_INFRA1_default_exp_0 DMSCO—CORTIEXTM:‘—O—S“—'” DMSCO_CORTEX_M3_0 | Afinterrupt | level
- - request
. MCU_CBASS
MCU_CBASSO MCU_CBASSO_default_er_intr_o | MCU-MAFSSO_COREOe INT ey marsso_coreo Ointerrupt | level
— request
CBASSO
GICSS0_spi_IN_133 GICSS0 interrupt level
CBASS0 CBASSO_default_err_intr_0(") request
CBASS_DBGO CBASS_DBGO_default_err_intr_0() , CBASS0
R5FSS0_COREDO_intr_IN_133 R5FSS0_COREO interrupt level
CBASS_INFRA1 CBASS_INFRA1_default_err_intr_0(") request
MCU_CBASS0 MCU_CBASSO0_default_err_intr_0(" CBASSO
R5FSS0_CORE1_intr_IN_133 R5FSS0_CORE1 interrupt level
request
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Table 3-11. CBASS0 Hardware Requests (continued)
Interrupt Requests
Module Instance Module Interrupt Signal Destination Interrupt Input Destination Description  Type
CBASS0
R5FSS1_COREO_intr_IN_133 R5FSS1_COREO interrupt level
request
CBASS0
R5FSS1_CORE1_intr_IN_133 R5FSS1_CORE1 interrupt level
request

(1) The interrupts are ORed together to generate a single interrupt before routing to the destination.

Note

For more information on the power, reset and clock management, see the corresponding sections
within Chapter 5, Device Configuration.

For more information on the device interrupt controllers, see Section 9.2 , Interrupt Controllers.
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Chapter 4
Initialization

i3 TEXAS INSTRUMENTS

This chapter describes the steps for non-secure device initialization.
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4.1 Initialization Overview
Figure 4-1 is an overview of the initialization process and its steps:

» Preinitialization: Power, clock, and control connections must be present, and the boot configuration pins
must be held at the desired logical levels.

* Power, clock, reset ramp sequence: Specific sequence that is applied by the power-management chip(s)

* ROM code: Responsible for finding, for downloading, and for executing the initial software (SBL)

» Initial software: Software that loads, prepares, and passes control to application software or to the high-level
operating system (HLOS)

» High-Level Operating System or bare-metal application which runs on main processor(s)

Power, clock, reset

Preinitialization > HLOS or APP

ramp sequence

init-003

Figure 4-1. Initialization Process

The first two steps in the initialization process are hardware-oriented; however, they require an understanding of
the process of configuring these system interface pins (balls on the device), which have software-configurable
functionality. This configuration is an essential part of the chip configuration and is application-dependent. This
chapter discusses these system-interface pins, the associated configuration registers, and memory structures
that are vital to the correct initialization of the device.

4.1.1 ROM Code Overview

ROM bootloader (or ROM Code) is a software that resides in a on-chip read-only memory (ROM) to assist
the customer in transferring and executing their application code. The device has two ROM codes operating in
tandem — the Public ROM code, and the DMSC ROM code.

In order to accommodate various system scenarios, the ROM Code supports several boot modes. These boot
modes can be broadly classified as:

* Host boot modes

*  Memory boot modes.

During a host boot, the device is configured to receive code from a host via the selected interface. Either the
host writes the application code directly into internal memory or the ROM Code receives the application code on
the selected interface and stores it in internal memory.

During a memory boot, the device transfers code from non-volatile memory to internal memory for execution.

In all boot modes, the entire boot operation can be partitioned into two sections:

1. Hardware initialization phase
2. Boot process.

During initialization, the ROM Code configures the device resources (PLLs, peripherals, pins) as needed to
support the boot process. The resources used depend on the boot mode requirements.

During the boot process the boot image can be loaded into device memory and executed, or executed in place,
depending on the boot peripheral. DMSC will perform code verification and allow, or forbid, the image execution.

Main configuration source for boot after power-up are the BOOTMODE pins sampled automatically after reset
release and stored in device status registers. At ROM Code startup, these pin values are read from the registers
to create the boot peripheral list and the boot configuration tables used later to initialize and startup the PLLs and
boot peripherals.
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4.1.2 Bootloader Modes

Table 4-1 shows the boot modes supported by ROM code.
Table 4-1. ROM Code Boot Modes

Can be a
Boot Mode Boot Media/Host SoC Peripheral Backup Notes
Mode?(")
No-boot/Dev-boot No media or host None N No boot or development boot — debug
modes
OSPI OSPI flash FSSO0_OSPIO N On OSPI port
QSPI QSPI flash/EEPROM FSS0_OSPIO N On OSPI port
SPI SPI EEPROM FSS0_OSPIO Y On OSPI port
Ethernet External host CPSWO0 Y In BOOTP mode. RGMII or RMII PHY
12C I2C EEPROM 12C0 Y 12C target boot is not supported
UART External host UARTO Y XMODEM protocol
MMCSD eMMC Flash or SD card MMCSDO (8bit) or Y Boot from User Data Area (UDA) in raw
MMCSD1 (4bit) or file system mode
eMMC eMMC flash MMCSDO (8bit) N Boot from boot partition
USB - target USB boot from external USBO Y USB device mode boot using DFU
host (device firmware upgrade), Boot is
running on USB2.0 speeds.
USB - host USB mass storage USBO Y USB2.0 host mode, boot from FAT32
filesystem
PCle External host PCIE1 N Gen2 enabled
xSPI xSPI flash FSS0_OSPIO N On OSPI port
GPMC NOR flash, NAND flash GPMCO N CSn0 connected, 8 bit NAND flash only,

16-bit non-mux NOR flash only

(1)  The peripheral can be selected also as a backup boot mode. A backup mode is tried if primary boot mode fails.

Note

Because different devices support different sets of peripherals, see the device-specific Datasheet to
obtain the list of peripherals supported in your device.

4.1.3 Boot Terminology

* Boot Mode Pins: Boot mode pins provide vital information to ROM code for boot. These pins must be
properly set up before power ramp.

* Bootstrap: Initial software launched by the ROM code during the memory booting phase.

» Boot Header: Optional structure that precedes the initial software and allows the redefinition of the ROM
code default settings.

* Downloaded software: Initial software downloaded into on-chip RAM by the ROM code during the
peripheral booting phase.

» eFuse: A one-time programmable memory location usually set at the factory.

* Flash loader: Downloaded software launched by the ROM code during the preflashing stage and programs

an image in external memories.

HS device: HS-Security device (SoC)

HS-FS device: (HS-Field Securable) - This is the HS device state before the customer keys are provisioned
in the device (the state at which HS device leaves Tl factory). In this state, secure features are not available
and the device protects the ROM code, Tl keys and certain security peripherals. In this state, the device does
not force authentication for booting.
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* HS-SE device: (HS-Security Enforced) - This is the HS device state after the customer keys are successfully
provisioned in the device. In an HS-SE device, all security features are enabled, all secrets within the device
are fully protected, all of the security goals are fully enforced, debug override sequence is supported and the
device forces secure booting.

« Initial software: Software executed by any of the ROM code mechanisms (memory booting or peripheral
booting). Initial software is a generic term for bootstrap and downloaded software. This can be the SBL
(secondary bootloader) responsible for loading an OS.

*  Memory booting: ROM code mechanism that consists of downloading initial software from external memory
to OCSRAM and executing.

« Controller CPU: The Arm® Cortex® CPU for which CPU-ID is 0. This core configures the multicore platform
and starts the ROM code to boot device from a mass storage memory (memory booting) or a peripheral
interface (peripheral booting).

* Peripheral booting: ROM code mechanism that consists of polling selected interfaces, downloading, and
executing initial software (in this case, downloaded software) in the internal RAM.

» Preflashing: A specific case of peripheral booting where the ROM code mechanism is used to program the
external flash memory.

* ROM Code: or ROM bootloader (RBL), the on-chip software in device ROM that executes first and
implements booting.

» ROM Code-controlled Boot Phase: This phase covers the sequence operations from the time the platform
releases the reset to the time first user- or customer-owned software starts execution. This phase is fully
controlled by the device ROM code.

+ Booting Parameter Table: A logical structure stored in the on-chip RAM memory and contains information
for the boot, such as the boot file name or an address to boot from.
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4.2 Boot Process
4.2.1 Public ROM Code Architecture

The Public ROM code has the following components (see alsoPublic ROM Code Architecture ):
* Main

» Buffer manager

+ X.509

* Log and Trace

+ System

* Protocol

e Driver

Main Module
X509 L$9 i
Module race
Module

System Module

System System Interrupt
Startup Services Handler

Peripheral Drivers

init_002

Figure 4-2. Public ROM Code Architecture

4.2.1.1 Main Module

The Main module contains the top level execution loop. This loop repeats until a boot image has been received
or directed to sleep by the DMSC. The main loop has three different execution sub-paths based on the boot
peripheral.

* Image Path This path is used by the USB-DFU, PCle, OSPI, and QSPI boot modes. In these cases the
image data can be directly read by both, MCU and DMSC, in place.

* Block Path This path is used by the SPI, 12C, UART, eMMC, Ethernet and MMCSD cards in raw mode. In
this mode data is received from the peripheral in blocks. Blocks are accumulated in the boot buffer until a full
X.509 certificate header has been received, at which point this full certificate and any subsequent blocks are
passed to the DMSC as they arrive.

* Filesystem Path This path is used by the MMCSD cards in filesystem mode. This mode executes exactly
like in the block path, except that the boot image location is defined by a filesystem.

The main level is able to detect if a received boot image is in the correct format and reject non-conforming
images.

4.2.1.2 X509 Module

The X509 module parses the boot header. The boot header is an X.509 certificate as defined in RFC5280.
Extensions specific to boot are described in Section 4.7.2 , X.509 Cettificate.
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This module also includes an OID decoder as well as defines OID values as C #define constants for any values
that can be used during boot.

4.2.1.3 Buffer Manager Module

The buffer manager module is used to allocate buffers to hold boot data. The MCU code allocates a buffer when
it is ready to read a block of data from the boot peripheral. Once the data is read the buffer ownership is passed
to the DMSC. When the DMSC has completed processing the data in the buffer ownership is returned to the
MCU, which then frees the buffer.

4.2.1.4 Log and Trace Module

The Log and Trace modules are not integral to the boot process. Instead, they provide ability to record operation
of the ROM code and track unexpected occurrences.

Log and trace function is currently Tl internal.
4.2.1.5 System Module

The system module provides services to other modules. These services are not directly related to boot drivers.
The system module is the only module that operates in the supervisor mode of the MCU (a few services will run
in user). The system module supports the following functions:

* Interrupt enable, disable, and service

« |PC

* Power
¢ Pinmux
* Clock

¢ Task switch

The main level is able to detect if a received boot image is in the correct format and reject non-conforming
images.

4.2.1.6 Protocol Module

The protocol modules provide implementation of high-level data transfer protocols. The BOOTP/TFTP and
XMODEM protocols reside in this layer. These modules provide services as defined in well-known standards.

4.2.1.7 Driver Module

The driver module implements the low level peripheral drivers.

4.2.2 DMSC ROM Description

In a general-purpose (GP) device, DMSC ROM performs the following functions:

* Device management

» Configures the boot vectors (in BOOT_CFG) and controls reset release of R5 core. That is, DMSC is the boot
controller of R5 core.

* |PC configuration via Main DMSS rings and Secure Proxy

* PLL configuration (R5 and SA2UL)

« X509 certificate parsing

*  SA2UL configuration to SHA512 for image integrity checks

* DMSC firmware loading

4.2.3 Boot Process Flow

The RS boot process flow is shown in Figure 4-3.
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Figure 4-3. Boot Process

The values of BOOTMODE[15:0] pins are latched into the Device Status register
CTRLMMR_MAIN_DEVSTAT[15:0] by hardware as the device comes out of global cold reset, sampled after
MCU_PORz deassertion. For more information how to set BOOTMODE pins, see Section 4.3 , Boot Mode Pins.

The DMSC is the boot controller for the Public ROM. DMSC performs the necessary configurations and releases

R5's reset for CPUO.
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The R5 checks the boot mode pins and then configures the apropriate peripheral interface to get access to a
boot image. A cursory check of the image is made, and the image is passed to DMSC. DMSC ROM then will
perform code verification and route the boot image to the on-chip RAM. Once the image has been received, R5
enters a clean state and idles. DMSC ROM code will assert reset to the MCU, redirect the boot vector to the
newly loaded image, and release the reset. This restarts the R5 with the Public ROM code fully disconnected.

The Public ROM code executes after a cold or warm reset.

Note

DMSC ROM sets up a 3-minute watchdog timer (MCU_RTI0) timeout. During this time, the MCU boot
needs to get completed, otherwise a WDT reset will occur. Once the RS image is loaded (SBL/SPL),
DMSC ROM will restart the watchdog timer for additional 3 minutes upon entering the R5 SBL. The
customer-provided MCU image needs to load and install the Tl-provided SYSFW image into the
DMSC, which will manage the watchdog timer during run time.

Note

The following system conditions must be met at POR to perform device boot:

» USB cable plug must be inserted

» Ethernet PHY is powered up and out of reset

» The SD card cage must be powered before entering the SD card boot mode. A SD/MMC card with
pre-loaded image must be inserted

*  Memory devices must be up and ready (power ramped up and reset completed) at device startup:

eMMC

OSPI/QSPI flash

SPI or 12C EEPROM

NOR flash

Failing to meet these requirements may result in boot fail and performing a backup boot (if available
for that mode).

Figure 4-4 describes the external bootloader (SBL) typical tasks.
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C Boot Image (SBL) Start >

v

DMSC ROM Restarts RTI WDT
for Additional 180 sec

y

SBL Loads DMSC
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A

DMSC ROM Checks
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A

DMSC Firmware Starts
and Provides Services

h 4

SBL Loads Other Cores
Images (A53,R5F)
and Requests Reset Release

( Other Cores Start )

init-004

Figure 4-4. External Bootloader Tasks

Upon R5 reset and SBL execution start, DMSC ROM restarts the RTI watchdog timer for additional 180 seconds
of timeout. During that time, SBL must load the DMSC firmware provided by Tl otherwise a MCU reset will occur
as a preventive measure against software misbehavior.

One of the SBL's main tasks is to load the DMSC firmware. Only after this task is performed, SBL can load the
other processors' image and request a reset release from DMSC firmware for those cores.
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4.3 Boot Mode Pins

Boot Mode pins provide means to select the boot mode and options before the device is powered up. After every
POR, they are the main source to populate the Boot Parameter Tables. See Section 4.6 , Boot Parameter Tables
for table list and description.

Boot mode pins can be divided into the following categories:

« BOOTMODE[02:00] — Denote system clock frequency (MCU_OSCO0_XI/XO) to ROM code for PLL
configuration.

- BOOTMODE[06:03] — Select the requested boot (primary) mode after POR, that is, the peripheral/memory to
boot from.

- BOOTMODE[09:07] — These pins provide optional configurations for primary boot and are used in
conjunction with the boot mode selected.

+ BOOTMODE[12:10] — Select the backup boot mode, that is, the peripheral/memory to boot from, if primary
boot device failed.

« BOOTMODE[13] — This pin provides optional configurations for the backup boot devices.

- BOOTMODE[15:14] — Reserved pins.

Note

It is user's responsibility to set the boot mode pins (via pullups or pulldowns, and jumpers/switches)
depending on the desired boot scenario.
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4.3.1 BOOTMODE Pin Mapping

The ROM execution is directed through the main boot mode pins. This provides more flexibility and more booting
peripherals to boot from. The Main domain must be powered and functional.

Main boot mode pins are shown in Table 4-2.

Any Bootmode pins marked as Reserved or not used must be tied high or low with pull resistors. They should
not be left floating.

Table 4-2. BOOTMODE Pin Mapping

15 14 13 2 | 1 | 10 o | 8 | 7 | 6| 5 | 4] 3 2 | 1 ] o
Reserv | Reserv | Backup Backup Boot Mode Primary Boot Mode Primary Boot Mode PLL Config
ed ed Boot Config

Mode

Config

Table 4-3 describes the BOOTMODE pins that need to be set according to the system clock provided to the
device.

The ROM Code will configure any PLLs required during the boot process. The ROM Code does not have the
ability to select HFOSC1 (in Main domain) during initial boot, however the selection can be done through the
boot certificate (see Section 4.7 , Boot Image Format).

Note
Reference clock selections may be limited by the device. Please consult the device specific datasheet
to determine which system clock frequencies are valid.

Table 4-3. PLL Reference Clock Selection

PLL Config Pins Ref Clock (MHz)
B2 B1 BO
0 1 1 25

4.3.1.1 Primary Boot Mode Selection and Configuration

The primary boot mode is the first mode attempted after reset. Table 4-4 lists all possible primary boot modes.
All pins marked as reserved can be either 0 or 1. All boot mode signals must be pulled low or high through a pull
resistor on the board, they must not be left floating

Note
All BOOTMODE[15:00] signals must be pulled high through a resistor to VDDSHV3, or pulled low to
ground, including Reserved signals. Reserved BOOTMODE signals must not be left floating.

Table 4-4. Primary Boot Mode Selection

Primary Boot Mode Config
B9 B8 B7 B6 B5 B4 B3 Primary Boot Mode
Reserved Reserved Reserved 0 0 0 0 Reserved
Reserved Iclk Csel 0 0 0 1 OSPI
Reserved Iclk Csel 0 0 1 0 QSPI
Reserved Mode Csel 0 0 1 1 SPI
Clkout 0 Link Info 0 1 0 0 Ethernet RGMII
Clkout Clk src 0 0 1 0 1 Ethernet RMII
Bus reset Reserved Addr 0 1 1 0 12C
Reserved Reserved Reserved 0 1 1 1 UART
Port Reserved Fs/raw 1 0 0 0 MM;\SAI'?/I g’ %Oéétsliﬁ;ragg;)t or
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Table 4-4. Primary Boot Mode Selection (continued)
Primary Boot Mode Config .

B9 B8 B7 B6 B5 B4 B3 Primary Boot Mode
Reserved Reserved Reserved 1 0 0 1 eMMC Boot
Reserved Mode Lane Swap 1 0 1 0 USB
Reserved Reserved Reserved 1 0 1 1 GPMC NAND
Reserved Reserved Reserved 1 1 0 0 GPMC NOR
Reserved Reserved Clocking 1 1 0 1 PCle

SFDP Read Cmd Mode 1 1 1 0 xSPI
Reserved oM No/Dev 1 1 1 1 No-boot/Dev boot

(1)  Only applicable for Dev Boot Mode.

4.3.1.2 Backup Boot Mode Selection and Configuration

The backup boot mode is selected via pins within the main BOOTMODE map. Table 4-5 lists all possible backup

boot modes.

Table 4-5. Backup Mode Selection

Backup Boot

Backup Boot Mode Selection

Backup Boot Mode Selected

Config
B13 B12 B11 B10
Reserved 0 0 0 None
Mode 0 0 1 usB
Reserved 0 1 0 Reserved
Reserved 0 1 1 UART
IF 1 0 0 Ethernet
Port 1 0 1 MMCSD Boot (SD Card Boot or eMMC Boot)
Reserved 1 1 0 SPI
Reserved 1 1 1 12C
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4.4 Boot Modes
4.4.1 Boot with OSPI Controller

The following apply to all or multiple boot modes that are SPI related.

* Octal SPI flash memories support various protocols, however, the OSPI boot mode of the device will only
support a specific protocol defined in OSPI Bootloader Operation. If the flash memory is complaint with
JEDEC xSPI standards JESD251 and JESD216D, then xSPI boot mode is additionally supported. Refer to
the xSPI boot mode description for further details.

*  When using a OSPI\xSPI\QSPN\SPI flash device greater than 128Mb which supports 3-byte and 4-byte
addressing modes, a flash device package with a RESET signal must be used. The reason is that the ROM
only uses 3-byte addressing mode (address is 24 bits). To address the full memory address range, software
will typically switch to 4-byte addressing mode. If a reset to the processor occurs (for example, due to a warm
reset), the ROM will execute expecting 3-byte addressing mode, but the flash will have been left in 4-byte
addressing mode. For the flash device to return to 3-byte addressing mode, it must be reset using this signal.
This typically can be achieved by using the RESET signal on the flash memory device. The ROM does not
issue a software reset command.
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4.4.1.1 OSPI Boot
Refer to Section 4.4.1 section for more information about all SPI boot modes.

OSPI Configuration Fields table shows configuration pins assignment to functions when boot mode is the Octal
SPI. The BOOTMODE pin corresponding to the Iclk field determines the setting for LOOPCLK_SEL bit field in
CTRLMMR_OSPI0_CLKSEL register

Table 4-6. OSPI Configuration Fields

BOOTMODE Pins Field Value Description
8 Iclk 0 Iclock source external

1 Iclock source internal (pad loopback)
7 Csel 0 Boot Flash is on CS 0

1 Boot Flash is on CS 1

OSPI Pin Usage table summarizes the OSPI pin configuration done by ROM code for OSPI boot device.
Table 4-7. OSPI Pin Usage

Device Pin Module Signal Pull Pull Driver Rx En/Dis Tx En/Dis Pinmux
Enable Direction Index Sel
OSPIO_CLK OSPIO_CLK Disable Up 0 Disable Enable 0
OSPI0_LBCLKO OSPI0_LBCLKO Disable Up 0 Enable Enable 0
OSPI0_DQS OSPI0_DQS Disable Up 0 Enable Disable 0
OSPI0_DO OSPI0_DO Enable Up 0 Enable Enable 0
OSPI0_D1 OSPIO_D1 Enable Up 0 Enable Enable 0
OSPI0O_D2 OSPI0O_D2 Enable Up 0 Enable Enable 0
OSPI0O_D3 OSPIO_D3 Enable Up 0 Enable Enable 0
OSPI0_D4 OSPI0_D4 Enable Up 0 Enable Enable 0
OSPI0_D5 OSPI0_D5 Enable Up 0 Enable Enable 0
OSPIO_D6 OSPIO_D6 Enable Up 0 Enable Enable 0
OSPIO_D7 OSPIO_D7 Enable Up 0 Enable Enable 0
OSPI0_CSno(" OSPIO_CSn0 Enable Up 0 Disable Enable 0
OSPI0_CSn1() OSPIO_CSn1 Enable Up 0 Disable Enable 0

(1) OSPIO_CSn0 and OSPIO_CSn1 are configured as chip select outputs from the OSPIO host controller, but OSPI boot only uses the chip
select output selected via BOOTMODE[7].

Note
All signals in the table will be configured even though some may not be used by this particular boot
mode.

4.4.1.1.1 OSPI Bootloader Operation

The OSPI protocol is described according to bit-width (1 or 8) and data rate (Single Data Rate (S) or Double
Data rate (D)) for the Command/Address/Data segments of the protocol. The OSPI boot mode supports
1S-1S-8S mode. The Command and Address issued are 8 bits and 24 bits respectively. The Read Command
that is issued for OSPI mode is 0x8B followed by zero for address and 8 dummy cycles. The frequency of
operation supported is 50 MHz

4.4.1.1.1.1 OSPI Initialization Process

In the OSPI boot mode, the ROM Code initializes the OSPI module and the image is read from the OSPI
flash connected to the selected chip-select. If the image fails to be read correctly from offset 0x0 of the flash
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memory, the ROM will attempt to obtain the image at offset 0x400000. This is the only redundant image location
supported by the ROM. See Section 4.4.1.1 , OSPI Boot Device Configuration for OSPI port settings.

A detailed summary of the OSPI boot parameter table and the boot configuration definitions are listed in Section
4.6.3 , OSPI Boot Parameter Table.

4.4.1.1.1.2 OSPI Loading Process

OSPI boot mode is not eXecute-In-Place (XIP). ROM code first copies boot image into on-chip RAM and then
executes it.
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4.4.1.2 xSPI Boot

Refer to Section 4.4.1 section for more information about all SPI boot modes.

Table 4-8 shows configuration pins assignment to functions when boot mode is xSPI using the OSPI module.

Table 4-8. xSPI Boot Configuration Fields

BOOTMODE Pins Field Value Description

9 SFDP 0 SFDP disabled
1 SFDP enabled

8 Read cmd 0 0x0B Read Command
1 OxEE Read Command

7 Mode 0 1S-1S-1S mode @ 50MHz
1

8D-8D-8D mode @ 25MHz

Table 4-9 summarizes the OSPI pin configuration done by ROM code for xSPI boot device on port 0.
Table 4-9. xSPI Port 0 Pin Usage

Device Pin Module Signal Pull Pull Driver Rx En/Dis Tx En/Dis Pinmux
Enable Direction Index Sel
OSPI0_CLK OSPI0_CLK Disable Up 0 Disable Enable 0
OSPIO_LBCLKO OSPIO_LBCLKO Disable Up 0 Enable Enable 0
OSPI0_DQS OSPI0_DQS Disable Up 0 Enable Disable 0
OSPI0_DO OSPI0_DO Enable Up 0 Enable Enable 0
OSPIO_D1 OSPIO_D1 Enable Up 0 Enable Enable 0
OSPIO_D2 OSPIO_D2 Enable Up 0 Enable Enable 0
OSPIO_D3 OSPIO_D3 Enable Up 0 Enable Enable 0
OSPIO_D4 OSPIO_D4 Enable Up 0 Enable Enable 0
OSPIO_D5 OSPIO_D5 Enable Up 0 Enable Enable 0
OSPI0_D6 OSPI0_D6 Enable Up 0 Enable Enable 0
OSPIO_D7 OSPIO_D7 Enable Up 0 Enable Enable 0
OSPI0_CSno(" OSPIO_CSn0 Enable Up 0 Disable Enable 0
OSPIO_CSn1() OSPIO_CSn1 Enable Up 0 Disable Enable 0
OSPI0_CSn2(" OSPIO_CSn2 Enable Up 0 Disable Enable 0
OSPI0_CSn3(" OSPIO_CSn3 Enable Up 0 Disable Enable 0

(1) OSPIO_CSn0, OSPI0O_CSn1, OSPI0O_CSn2 and OSPI0_CSn3 are configured as chip select outputs from the OSPIO host controller, but

xSPI boot only uses OSPIO_CSnO0. It is not possible to select OSPI0_CSn1, OSPI0_CSn2 or OSPI0_CSn3 as a chip select option for

xSPI boot.

Note

All signals in the table will be configured even though some may not be used by this particular boot

mode.

4.4.1.2.1 xSPI Bootloader Operation

The xSPI protocol defines 1S-1S-1S mode for general backwards compatibility, and 8D-8D-8D for maximum
throughput (where bit-width (1 or 8) and data rate (Single Data Rate or Double Data rate).

For 1S-1S-1S mode of operation (Bit-width =1, Single Data Rate). The Command and Address issued are 8 bits
and 24 bits respectively. The Read Command that is issued is 0x0b.The frequency of operation supported is 50

MHz.
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For 8D-8D-8D mode of operation (Bit-width =8, Double Data Rate). The Command and Address issued are 8
bits and 32 bits respectively. The Read Command that is issued is 0xOb or Oxee. The frequency of operation
will be 25MHz for device silicon revisions that are affected by errata i2420, or 20MHz for device silicon revisions
which are not affected by i2420. Please refer to device specific errata documentation for more information.

For SFDP mode ROM starts operation in 1S-1S-1S mode reads SFDP header from flash memory to get
8D-8D-8D switching sequence, Read Command, CMD Extension and Byte Order. SFDP parsing of ROM is
described below and on successful parsing ROM will issue 8D-8D-8D command switching sequence and then
will read the boot image in 8D-8D-8D mode with read command specified in SFDP header
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Figure 4-5. xSPI Flow Chart
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Figure 4-6. ROM SFDP Parser Flow

4.4.1.2.2 xSPI Initialization Process

In the xSPI boot mode, the ROM Code initializes the xSPI module and the image is read from the xSPI flash
connected. If the image fails to be read correctly from offset 0x0 of the flash memory, the ROM will attempt to
obtain the image at offset 0x400000. This is the only redundant image location supported by the ROM.
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4.4.1.3 QSPI Boot

Refer to Section 4.4.1 section for more information about all SPI boot modes.

Table 4-10 shows configuration pins assignment to functions when boot mode is QSPI using the OSPI module.

Table 4-10. QSPI Boot Configuration Fields

BOOTMODE Pins Field Value Description
8 Iclk 0 Iclock source external

1 Iclock source internal (pad loopback)
7 Csel 0 Boot Flash is on CS 0

1 Boot Flash is on CS 1

Table 4-11 summarizes the OSPI pin configuration done by ROM code for QSPI boot device on port O.
Table 4-11. QSPI Port 0 Pin Usage

Device Pin Module Signal Pull Pull Driver Rx En/Dis Tx En/Dis Pinmux
Enable Direction Index Sel
OSPIO_CLK OSPIO_CLK Disable Up 0 Disable Enable 0
OSPI0_LBCLKO OSPI0_LBCLKO Disable Up 0 Enable Enable 0
OSPI0_DQS OSPI0_DQS Disable Up 0 Enable Disable 0
OSPI0_DO OSPI0_DO Enable Up 0 Enable Enable 0
OSPI0_D1 OSPIO_D1 Enable Up 0 Enable Enable 0
OSPI0O_D2 OSPI0O_D2 Enable Up 0 Enable Enable 0
OSPI0O_D3 OSPIO_D3 Enable Up 0 Enable Enable 0
OSPI0_CSno(" OSPIO_CSn0 Enable Up 0 Disable Enable 0
OSPIO_CSn1() OSPIO_CSn1 Enable Up 0 Disable Enable 0
OSPI0_CSn2(") OSPIO_CSn2 Enable Up 0 Disable Enable 0
OSPI0_CSn3(™" OSPI0_CSn3 Enable Up 0 Disable Enable 0

(1) OSPIO_CSn0, OSPI0O_CSn1, OSPI0O_CSn2 and OSPI0_CSn3 are configured as chip select outputs from the OSPIO host controller,
but QSPI boot only provides the option of selecting OSPI0_CSn0 or OSPI0_CSn1 via BOOTMODE([7]. It is not possible to select
OSPI0_CSn2 or OSPI0_CSn3 as a chip select option for QSPI boot.

Note
All signals in the table will be configured even though some may not be used by this particular boot
mode.

4.4.1.3.1 QSPI Bootloader Operation

The QSPI boot mode supports the 1S-1S-4S mode only (Bit-width =1 or 4, Single Data Rate). The Command
and Address issued are 8 bits and 24 bits respectively. The Read Command that is issued for QSPI is 0x6b
followed by zero for address and 8 dummy cycles. The frequency of operation supported is 50 MHz.

4.4.1.3.1.1 QSPI Initialization Process

In the QSPI boot mode, the ROM Code initializes the OSPI module and the image is read from the QSPI
flash connected to the selected chip-select. If the image fails to be read correctly from offset 0x0 of the flash

memory, the ROM will attempt to obtain the image at offset 0x400000. This is the only redundant image location

supported by the ROM. See Section 4.4.1.3 , QSPI Boot Device Configuration for OSPI port settings.

A detailed summary of the QSPI boot parameter table and the boot configuration definitions are listed in Section

4.6.3 , QSPI Boot Parameter Table.
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4.4.1.3.1.2 QSPI Loading Process

QSPI boot mode is not eXecute-In-Place (XIP). ROM code first copies boot image into on-chip RAM and then
executes it.
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4.4.1.4 SPI Boot

Refer to Section 4.4.1 section for more information about all SPI boot modes.

Table 4-12 shows configuration pins assignment to functions when boot mode is SPI using the OSPI module.
Table 4-12. SPI Boot Configuration Fields

BOOTMODE Pins Field Value Description

8 Mode 0 SPI Mode 0
1 SPI Mode 3

7 Csel 0 Boot Flash is on CS 0
1 Boot Flash is on CS 1

Table 4-13 summarizes the OSPI pin configuration done by ROM code for SPI boot device on port 0.
Table 4-13. SPI Port 0 Pin Usage

Device Pin Module Signal Pull Pull Driver Rx En/Dis Tx En/Dis Pinmux
Enable Direction Index Sel
OSPIO_CLK OSPIO_CLK Disable Up 0 Disable Enable 0
OSPIO_LBCLKO OSPIO_LBCLKO Disable Up 0 Enable Enable 0
OSPI0_DQS OSPI0_DQS Disable Up 0 Enable Disable 0
OSPI0_DO OSPI0_DO Enable Up 0 Enable Enable 0
OSPI0_D1 OSPI0O_D1 Enable Up 0 Enable Enable 0
OSPI0_CSno(") OSPIO_CSn0 Enable Up 0 Disable Enable 0
OSPI0_CSn1() OSPIO_CSn1 Enable Up 0 Disable Enable 0
OSPI0_CSn2(" OSPIO_CSn2 Enable Up 0 Disable Enable 0
OSPI0_CSn3(" OSPIO_CSn3 Enable Up 0 Disable Enable 0

(1) OSPI0_CSn0, OSPI0O_CSn1, OSPI0O_CSn2 and OSPI0_CSn3 are configured as chip select outputs from the OSPI0 host controller,
but SPI boot only provides the option of selecting OSPI0_CSn0 or OSPI0_CSn1 via BOOTMODE([7]. It is not possible to select
OSPI0_CSn2 or OSPI0_CSn3 as a chip select option for SPI boot.

Note
All signals in the table will be configured even though some may not be used by this particular boot
mode.

4.4.1.4.1 SPI Bootloader Operation

The SPI boot mode supports the 1S-1S-1S mode only (Bit-width =1, Single Data Rate). OSPI0_DO will have
data transfers FROM the processor TO the flash device, and OSPIO_D1 will have data transfers TO the
processor FROM the flash device. The Command and Address issued are 8 bits and 24 bits respectively. The
Read Command that is issued for SPI is 0x03. There are no dummy cycles issued after the read command. The
frequency of operation supported is 6.250 MHz.

4.4.1.4.1.1 SPI Initialization Process

In the SPI boot mode, the ROM Code initializes the OSPI peripheral to SPI mode and the image is read from

the flash memory connected to the corresponding OSPI port and chip-select. A detailed summary of the SPI
boot parameter table and the boot configuration definitions are listed in Section 4.6.3 , OSPI/QSPI/SPI Boot
Parameter Table. If the image fails to be read correctly from offset 0x0 of the flash memory, the ROM will attempt
to obtain the image at offset 0x400000. This is the only redundant image location supported by the ROM.
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4.4.1.4.1.2 SPI Loading Process

SPI boot mode is not eXecute-In-Place (XIP). ROM code first copies boot image into on-chip RAM and then
executes it.
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4.4.2 12C Boot
Table 4-14 shows configuration pins assignment to functions when boot mode is the 12C mode.

Table 4-14. 12C Boot Configuration Fields
BOOTMODE Pins Field Value Description

9 Bus reset 0 Hung bus reset attempt after 1 ms
1 No hung bus reset attempted

7 Address 0 EEPROM's address is 0x50
1 EEPROM's address is 0x51

The 12C bus is considered inactive if the data line is low and clock remains high for the specified timeout time.
Recovery consists of driving the clock a stop condition is detected. A stop condition is a transition on the data
line from 0 to 1 while the clock line is high. If the clock line is stuck low there is no way to take control of the bus.

Table 4-15 summarizes the 12C pin configuration done by ROM code for 12C boot device.
Table 4-15. 12C Pin Usage

Device Pin Module Signal Pull Pull Driver Rx En/Dis Tx En/Dis Pinmux
Enable Direction Index Sel

12C0_SCL 12C0_SCL Enable Up 0 Enable Enable 0

I2C0_SDA 12C0_SDA Enable Up 0 Enable Enable 0

4.4.2.1 12C Bootloader Operation
4.4.2.1.1 12C Initialization Process

In the 12C boot mode, the ROM Code configures the Main Domain 12CO0 in controller mode.

The boot controller drives the I2C target device where the image is stored. The image is copied to internal RAM,
and is executed from there. If the image is not recognized, the ROM will attempt to read the image at offset
0x8000. This is the only redundant image supported by the ROM.

A detailed summary of the I2C boot parameter table and the BOOTMODE pins definitions are listed in Section
4.6.6 , 12C Boot Parameter Table and Section 4.4.2 , I12C Boot Device Configuration.

4.4.2.1.1.1 Block Size

ROM code will read 0x800 bytes before processing the data. The last block must be padded to the next 0x800
byte boundary and it must be padded with zeros.

4.4.2.1.1.2 Addressing

The boot code does not support byte address to bus address wrapping. So the maximum image size that can be
access is 64 kbytes. For example, if the read address is 0xFF00, the read size is 0x200 and the 12C bus address
is 0x50, then 0x100 bytes will be read from OxFFQO0 at bus address 0x50, followed by 0x100 bytes from 0x0000
at bus address 0x50. The bus address does not increment when the address rolls over.

4.4.2.1.2 12C Loading Process
4.4.2.1.2.1 Loading a Boot Image From EEPROM

In this mode, the Main Domain 12CO0 peripheral is configured as 12C controller.

ROM Code will start reading from the I2C EEPROM at the specified 12C bus address. This read will be done
beginning at the specified base address offset. Data will be read in 2-KB chunks. The data will be stored at the
address specified in the boot header. It will continue reading image data until a complete image has been read.
When the complete image has been read, the ROM Code will branch to the start address of the image.
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4.4.3 SD Card Boot
Table 4-16 shows configuration pins assignment to functions when boot mode is the SD card mode.

Table 4-16. SD Card Boot Configuration Fields
SD Card Boot Configuration Fields

BOOTMODE Pins Field Value Description
9 (13") Port 0 Reserved

1 MMC Port 1 (4 bit width). This bit must be set to 1
7 FS/Raw 0 Filesystem mode

1 Raw Mode

(1)  When MMCSD is the backup mode.

Table 4-17 summarizes the MMCSD pin configuration done by ROM code for SD Card boot device on port1
(MMCSD1). SD Card boot on Port 0 (MMCSDO) is not supported.

Table 4-17. SD Card (MMCSD1) Pin Usage

Device Pin Module Signal Pull Pull Driver Rx En/Dis Tx En/Dis Pinmux
Enable Direction Index Sel
MMC1_DAT3 MMC1_DAT3 Disable NA 0 Enable Enable 0
MMC1_DAT2 MMC1_DAT2 Disable NA 0 Enable Enable 0
MMC1_DAT1 MMC1_DAT1 Disable NA 0 Enable Enable 0
MMC1_DATO MMC1_DATO Disable NA 0 Enable Enable 0
MMC1_CLK MMC1_CLK Disable NA 0 Disable Enable 0
MMC1_CLKLB MMC1_CLKLB Disable NA 0 Disable Enable 0
MMC1_CMD MMC1_CMD Disable NA 0 Enable Enable 0
MMC1_SDCD MMC1_SDCD Disable NA 0 Enable Disable 0
Note

MMC1_CLKLB signal is not pinned out on the device. The pinmux configuration enables the input
buffer of the internal loopback clock.

Note
MMC1_SDWP is not configured by ROM since the ROM never writes to the SD card.

4.4.3.1 SD Card Bootloader Operation

SD Card boot is only available on Port 1 of the MMCSD controller (MMCSD1). The IOs on this port support both
1.8V and 3.3V operation, as well as dynamic voltage change. Thus, this port can support initial operation at 3.3V
and remain at this voltage for legacy SD Cards, or support initial operation at 3.3V and change to 1.8V after
ROM boot for UHS-I SD Cards.

The ROM will boot from SD cards using one of these methods:

» User Data Area (UDA) in raw mode
» User Data Area (UDA) in filesystem mode

The ROM is capable of booting from any size SD card because the MMCSD controller is responsible for
addressing. Only single data rate with backward compatible interface timing is supported.
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The MMCSD module depends on proper voltage level on the SD card detect signal (SDCD). If SDCD=1, the
ROM will assume the card is not present and will fail the boot mode.The SDCD must be 0 for the ROM to
continue to attempt to boot. Card detect using DAT3 is not supported. If the card is detected, the initial discovery
phase is performed:

1. Send CMD 0. (GO IDLE, both for MMC and SD)
2. Send CMD 55. If the card responds then the card type is assumed to be SD. On timeout the code sends
CMD 1. If there is a response then the card type is MMC.

The ROM Code will start reading from the MMCSD memory boot sector, or filesystem, as specified by the
BOOTMODE pins. Only FAT32 and FAT16 formats are supported in filesystem mode. It will continue reading
data from the memory and storing it in internal RAM until a complete image has been read. In RAW mode only,
the ROM supports a redundant image at offset 0x400000 in case the initial image fails to be recognized. When
the complete image has been read and found in good integrity, the ROM Code will branch to the address defined
in the Boot Info field of the boot header.

When SD Card boot is used as a backup boot option, only User Data Area (UDA) in filesystem mode is
supported. Raw mode is not supported. Additionally, boot will only occur in 1-bit mode during backup booting.
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4.4.4 eMMC Boot

eMMC Boot Configuration Fields (UDA mode) shows configuration pins assignment to functions when boot
mode is the eMMC Boot using a UDA boot mode (BOOTMODE][6:3]=1000b). Note that eMMC Boot using
alternate eMMC Boot (BOOTMODE[6:3]=1001b) does not have any extra bootmode configuration fields. See
eMMC Bootloader Operation for more information.

Table 4-18. eMMC Boot Configuration Fields (UDA mode)
eMMC Boot Configuration Fields

BOOTMODE Pins Field Value Description

9 (13") Port 0 MMCSD Port 0 (8 bit width). This bit must be set to 0
1 Reserved

7 FS/Raw 0 Filesystem mode
1 Raw Mode

(1)  When MMCSD Boot is the backup mode.

Note that eMMC with MMCSDO has no pin mux options, thus no pinmux configuration is necessary
4.4.4.1 eMMC Bootloader Operation

Booting from an eMMC device is only available on Port 0 of the MMCSD controller (MMCSDO). Booting from an
eMMC device is not available on Port1 (MMCSD1). The |Os associated with MMCSDO port only support 1.8V
eMMC operation

The ROM will boot from eMMC devices using one of these methods:

» User Data Area (UDA) in raw mode
» User Data Area (UDA) in filesystem mode
*  eMMC bootmode (alternate)

To boot from UDA in either raw or filesystem mode, choose bootmode "MMCSD Boot" (see Table 4-4).

A special alternate boot mode is available with eMMC devices which allows the ROM to boot from an image that
is in a separate boot partition in the eMMC. To boot from this mode, choose "eMMC Boot" (see Table 4-4).

The ROM Code will start reading from the memory boot sector, filesystem, or boot partition as specified by the
BOOTMODE pins. Only FAT32 and FAT16 formats are supported in filesystem mode. It will continue reading
data from the memory and storing it in internal RAM until a complete image has been read. In RAW mode only,
the ROM supports a redundant image at offset 0x400000 in case the initial image fails to be recognized. When
the complete image has been read and found in good integrity, the ROM Code will branch to the address defined
in the Boot Info field of the boot header.

When eMMC boot is used as a backup boot option, only User Data Area (UDA) in filesystem mode is supported.
Raw mode is not supported. Additionally, boot will only occur in 1-bit mode during backup booting.

4.4.4.2 eMMC Flash

To support eMMC boot mode across a device warm reset, eMMC flash has the following requirements:

1. The reset line must be connected to the eMMC flash input reset pin.

2. The eMMC flash ext_csd[162] RST_n_ENABLE must be set to the expected configuration for the warm-
reset signal to propagate to the flash device for the boot process to succeed. Possible configurations are
shown in Table 4-19.

Note
For warm_reset eMMC boot to function correctly, Ox1 must be written to RST_n_ENABLE in the
ext_csd[162] Register. This will enable the RST_n signal.
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Table 4-19. ext_csd[162] Register
Bit Field Type Description
7:2 Reserved Reserved
1:0 RST_n_ENABLE R/W 0x0: RST_n signal is temporarily disabled (default)

0x1: RST_n signal is permanently enabled
0x2 RST_n signal is permanently disabled
0x3: Reserved
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4.4.5 Ethernet Boot
Table 4-20 shows configuration pins assignment to functions when boot mode is the Ethernet RGMII mode.
Table 4-20. Ethernet RGMII Boot Configuration Fields

BOOTMODE Pins Field Value Description

9 Clkout 0 25 MHz clock not generated on CLKOUTO
1 25 MHz clock generated on CLKOUTO

8 Delay 0 Must be set to 0 for RGMII with internal Tx delay
1 Reserved

7 Link info 0 MDIO PHY scan used for link parameters.
1 Link parameters programmed by software

Table 4-21 shows configuration pins assignment to functions when boot mode is the Ethernet RMII mode.
Table 4-21. Ethernet RMIl Boot Configuration Fields

BOOTMODE Pins Field Value Description
9 Clkout 0 50 MHz clock not generated on CLKOUTO
1 50 MHz clock generated on CLKOUTO
8 Clk src 0 External clock source for RMII_REF_CLK
1 Internal clock source for RMII_REF_CLK
7 RMII 0 This bit must be set to 0
1 Reserved

Table 4-22. Ethernet RMII Clocking
BOOTMODE Pin 9 (Clk out) BOOTMODE Pin 8 (Clk src) Description

0 0 50MHz external source to RMII_REF_CLK and to external Ethernet
PHY input clock (CLKOUTO is unused)

0 1 Not a valid configuration

1 0 CLKOUTO is configured to 50MHz and connect to both
RMII_REF_CLK and to external Ethernet PHY input clock

1 1 Not a valid configuration

Table 4-23 shows configuration pins assignment to functions when the backup boot mode Ethernet. The
Interface configuration field chooses which interface will be used (RGMII or RMII)

Table 4-23. Ethernet Backup Boot Configuration Field
BOOTMODE Pins Field Value Description
13 Interface 0 RGMII with internal Tx delay
RMII with external clock source

Table 4-24 summarizes the RGMII pin configuration done by ROM code for Ethernet boot device on RGMII port.
Table 4-24. RGMII Pin Usage

Device Pin Module Signal Pull Pull Driver Rx En/Dis Tx En/Dis Pinmux
Enable Direction Index Sel
PRG1_PRU1_GPOO RGMII2_RDO Disable Down 0 Enable Disable 4
PRG1_PRU1_GPO1 RGMII2_RD1 Disable Down 0 Enable Disable 4
PRG1_PRU1_GPO2 RGMII2_RD2 Disable Down 0 Enable Disable 4
PRG1_PRU1_GPO3 RGMII2_RD3 Disable Down 0 Enable Disable 4
PRG1_PRU1_GPO4 RGMII2_RX_CTL Disable Down 0 Enable Disable 4
PRG1_PRU1_GPO6 RGMII2_RXC Disable Down 0 Enable Disable 4
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Table 4-24. RGMII Pin Usage (continued)
Device Pin Module Signal Pull Pull Driver Rx En/Dis Tx En/Dis Pinmux
Enable Direction Index Sel
PRG1_PRU1_GPO11 RGMII2_TDO Disable Down 0 Disable Enable 4
PRG1_PRU1_GPO12 RGMII2_TD1 Disable Down 0 Disable Disable 4
PRG1_PRU1_GPO13 RGMII2_TD2 Disable Down 0 Disable Disable 4
PRG1_PRU1_GPO14 RGMII2_TD3 Disable Down 0 Disable Disable 4
PRG1_PRU1_GPO15 RGMII2_TX_CTL Disable Down 0 Disable Disable 4
PRG1_PRU1_GPO16 RGMII2_TXC Disable Down 0 Disable Disable 4
PRG1_MDIO0_MDIO MDIOO0_MDIO Enable Up? 0 Enable Enable 4
PRG1_MDIO0_MDC MDIO0_MDC Enable Up? 0 Disable Enable 4

Table 4-25 summarizes the RMII pin configuration done by ROM code for Ethernet boot device on RMII port.
Table 4-25. RMII Pin Usage

Device Pin Module Signal Pull Pull Driver Rx En/Dis Tx En/Dis Pinmux
Enable Direction Index Sel
PRG1_PRU1_GPO4 RMII2_RX_ER Disable Down 0 Enable Disable 5
PRG1_PRUO_GPO10 RMII_REF_CLK Disable Down 0 Enable Disable 5
PRG1_PRU1_GPOO RMII2_RXDO0 Disable Down 0 Enable Disable 5
PRG1_PRU1_GPO1 RMII2_RXD1 Disable Down 0 Enable Disable 5
PRG1_PRU1_GPO11 RMII2_TXDO Disable Down 0 Disable Enable 5
PRG1_PRU1_GPO12 RMII2_TXD1 Disable Down 0 Disable Enable 5
PRG1_PRU1_GPO15 RMII2_TX_EN Disable Down 0 Disable Enable 5
PRG1_PRU1_GPO13 RMII2_CRS_DV Disable Down 0 Enable Disable 5
PRG1_PRUO_GPO7(") CLKOUTO Disable Down 0 Disable Enable 5
PRG1_MDIO0_MDIO MDIOO0_MDIO Enable Up 0 Enable Enable 4
PRG1_MDIO0_MDC MDIO0_MDC Enable Up 0 Disable Enable 4

(1) Enabled when CLKOUTO option is selected from boot pin selection.

4.4.5.1 Ethernet Bootloader Operation
4.4.5.1.1 Ethernet Initialization Process

When the device is set to boot through the Ethernet mode, the ROM Code configures the Ethernet module and
the interface mode (RMII, RGMII) according the the BOOTMODE pin settings, see Section 4.4.5 , Ethernet Boot
Device Configuration. Also consult the boot parameter table for the Ethernet boot, see Section 4.6.8 , Ethernet
Boot Parameter Table.

When Link Info = 0, the link parameters are read using MDIO scan. This is the typical setting when using an
external PHY. When Link Info = 1, no MDIO scan is performed, and the link parameters are programmed by the
ROM based on the RGMII status register.

Note that booting from RGMII requires that an attached PHY be configured for RGMII-ID Mode immediately
upon exiting reset. The ROM will not make this configuration change to the PHY.

4.4.5.1.2 Ethernet Loading Process

After device configuration, the bootloader performs a standard BOOTP/TFTP boot. The device sends a BOOTP
request with its MAC address to a host TFTP server to be assigned an IP from a pool of addresses. The timeout
for each BOOTP packet is 4 seconds, and the ROM will attempt 10 BOOTP retries, after which the boot mode
will fail. If the connection is established, the device initiates a TFTP download and is able to receive image data
encapsulated in Ethernet packets, see Section 4.4.5.1.2.1 . There is a timeout of 1 second to receive a response
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for the READ request, and the ROM will retry the READ request 10 times, after which the boot mode will fail.

If TFTP download is successful, data received is stripped of its network headers and the boot data is stored in
internal RAM. When the transfer completes and the image is found in good integrity, the ROM Code will branch
to the address defined in the Boot Info field of the boot header.

4.4.5.1.2.1 Ethernet Boot Data Formats
Ethernet boot uses the BOOTP/TFTP protocol for downloads. Only IPv4 is supported.
4.4.5.1.2.1.1 Limitations

Received packets cannot be IP fragmented (should not be a problem in most systems since the BOOTP/

TFTP packets have fixed lengths of small size)
Only DIX Ethernet headers are supported.

— 802.3 with SNAP/LLC not supported

— DIX Ethernet with VLAN not supported

— 802.3 with VLAN and SNAP/LLC not supported

4.4.5.1.2.1.2 BOOTP Request
4.4.5.1.2.1.2.1 MAC Header (DIX)

Destination MAC = value from parameter table (default is broadcast)
Source MAC = value from parameter table (default is e-fuse value)

Type = IPv4 (0x0800)

4.4.5.1.2.1.2.2 IPv4 Header

Version = 4

Header length = 0

TOS =0

Len = computed during operation
ID = 0x0001

Flags + Fragment offset = 0

TTL = 0x10

Protocol = UDP (17)

Header checksum = Computed during operation
SRC IP =0.0.0.0

Dest IP = 255.255.255.255

4.4.5.1.2.1.2.3 UDP Header

Source port = BOOTP client (68 decimal)
Destination Port = BOOTP server (67 decimal)
Length = computed during operation
Checksum = computed during operation

4.4.5.1.2.1.2.4 BOOTP Payload

Opcode = Request (1)
HW Type = Ethernet (1)
HW Addr Len =6

Hop Count =0
Transaction ID = 1
Number of seconds = 0
Client IP =0.0.0.0

Your IP =0.0.0.0
Server IP =0.0.0.0
Gateway IP = 0.0.0.0

Client HW Address = Device MAC address (from parameter table)

Server hostname = NULL

SPRUIM2I — MAY 2020 — REVISED JANUARY 2026
Submit Document Feedback

Copyright © 2026 Texas Instruments

AM64x/AM243x Processors Silicon Revision 2.0
Texas Instruments Families of Products

108


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUIM2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUIM2I&partnum=AM64x

13 TEXAS
INSTRUMENTS

www.ti.com Initialization

* Filename = NULL
* Option 60, Vendor ID string, from parameter table
* Option 61, Client ID string, from parameter table

4.4.5.1.2.1.2.5 TFTP
There are no ROM code specific TFTP configurations.
4.4.5.1.3 Ethernet Hand Over Process

Once the ROM Code receives the valid packet, it decodes it to get the image sections and loads them in the
appropriate memory location. After the image is loaded and validated, the ROM Code starts the boot image
execution.
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4.4.6 USB Boot
Table 4-26 shows configuration pins assignment to functions when boot mode is the USB mode.

Table 4-26. USB Boot Configuration Fields
USB Configuration Fields for Primary Boot Mode

BOOTMODE Pins Field Value Description

8 (13M) Mode 0 DFU (USB device firmware upgrade)
1 Host (MSC boot)

7 Lane Swap 0 D+/D- lines are not swapped
1 D+/D- lines are swapped

(1)  When USB is the backup mode.

Table 4-27 summarizes the USB pin configuration done by ROM code for USB boot device on port 0.
Table 4-27. USB Port 0 Pin Usage

Device Pin Module Signal Pull Pull Driver Rx En/Dis Tx En/Dis Pinmux
Enable Direction Index Sel
USBO_DRVVBUS USBO_DRVVBUS Enable Down 0 Disable Enable 0
Note

Note that other USB pins do not have pin mux options. USB_DRVVBUS is configured in DFU mode
even though it is not used.

Note on USB backup boot
* Lane Swap (D+/D- lines) are not allowed

Configurability (pins) of these options do not exist in the USB backup boot mode.

4.4.6.1 USB Bootloader Operation
The USB boot mode is used to read the boot image from external USB host.

See Section 4.4.6 , USB Boot Device Configuration and Section 4.6.11 , USB Boot Parameter Table for the
available configuration options.

More information about USB DFU protocol can be found at http://www.usb.org/sites/default/files/DFU_1.1.pdf.

In DFU mode, the ROM will attempt an enumeration for 60 seconds, after which the boot mode will fail. If a
successful enumeration is achieved, the ROM Code will start reading from the external host as specified by the
BOOTMODE pins. It will continue reading data from the memory and storing it in internal RAM until a complete
image has been read. When the complete image has been read and found in good integrity, the ROM Code will
branch to the address defined in the Boot Info field of the boot header.

4.4.6.1.1 USB-Specific Attributes
4.4.6.1.1.1 DFU Device Mode

¢ Vendor ID = 0x451
¢ Product ID = 0x6165
e DevicelD=0

4.4.6.2 Limitations for USB DFU and PCle boot modes

In USB DFU and PCle boot modes, the boot image is processed in image mode, meaning that the image is
entirely loaded in internal RAM at address 0x70001000 before the certificate is validated.
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This introduces two limitations compared to the other boot modes:

1. Once the image is validated, it needs to be relocated by the DMSC to its final location to be ready for
execution. Since the source and destination for the copy are both in internal RAM, the user needs to ensure
the reloaction address is either in a lower address (0x70000000-0x71000000) or in a higher address beyond
the end of the image (0x71000000 + size of image). If this is not followed, the image relocation will corrupt
itself while copying, resulting in a boot failure. The relocation address is defined in the certificate.

2. Because the downloaded image is at offset 0x70001000 it also means that both DFU and PCle maximum
image size are 4Kbytes less than with the other boot mode.
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4.4.7 PCle Boot

Table 4-28 shows configuration pins assignment to functions when boot mode is the PCle mode.
Table 4-28. PCle Boot Configuration Fields

BOOTMODE Pins Field

Value

Description

7 Clocking

0 PHY clock from external pins

PHY clock from internal source

Table 4-29. PCle Pin Usage

Device Pin Module Signal Pull Pull Driver Rx En/Dis Tx En/Dis Pinmux
Enable Direction Index Sel
UART1_CTSn PCIEO_CLKREQn Enable Down 0 Enable Enable 3
Note

Note that PCle (SERDES) pins do not have pin mux options.

4.4.7.1 PCle Bootloader Operation
4.4.7.1.1 PCle Initialization Process

In the PCle boot mode, the ROM Code configures the PCle and SerDes from information it obtains from the boot
parameter table, see Section 4.6.5 , PCle Boot Parameter Table

Table 4-30. PCle Configuration Fields

Field

Value

Description

Physical Port
Lanes (Bus width)

0
Single

Single port available

No of PCle lanes configurable

Line rate
No of BARs

5000Mbps
6

Gen2 only available
BARO to BARS

BAR configuration

BAR 0

» 32 bit memory not prefetchable
* 1MByte PCle controller register access

BAR1
» 32 bit memory prefetchable

* 2MByte Internal memory where the image needs to be copied to

BAR 2

* 64 bit memory prefetchable

+ Same as BART1 but for 64 bit access

» Size requested to RC is 32MB

BAR 3 —

* Used along with BAR2 to represent 64bit size

BAR 4
« Same as BAR 2

BAR5 -
* Used along with BAR4 to represent 64bit size

Internal Resource mapped to
BARs

internal RAM

2MB

iATU register access by remote
Root complex

Yes

1MB
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Table 4-30. PCle Configuration Fields (continued)

Field Value Description

How could Vendor and Device ID By programming efuse registers See CTRLMMR_PCI_DEVICE_IDx registers
change

4.4.7.1.2 PCle Loading Process

PCle boot mode is not eXecute-In-Place (XIP). ROM code first copies boot image into on-chip RAM and then
executes it.

The image copied should be within the first 0x180000 bytes of the area. Once the Root Complex has finished
copying the image, then it needs to write the PCle boot data address to 0x701BCFEQO

For example, if the Root Complex loads the image at offset 0x1000, then when it is done it would write
0x70001000 (Internal RAM memory base + offset) to 0Ox701BCFEOQ. This will let the ROM know that this image is
ready to be authenticated and processed.

4.4.7.2 Limitations for USB DFU and PCle boot modes

In USB DFU and PCle boot modes, the boot image is processed in image mode, meaning that the image is
entirely loaded in internal RAM at address 0x70001000 before the certificate is validated.

This introduces two limitations compared to the other boot modes:

1. Once the image is validated, it needs to be relocated by the DMSC to its final location to be ready for
execution. Since the source and destination for the copy are both in internal RAM, the user needs to ensure
the reloaction address is either in a lower address (0x70000000-0x71000000) or in a higher address beyond
the end of the image (0x71000000 + size of image). If this is not followed, the image relocation will corrupt
itself while copying, resulting in a boot failure. The relocation address is defined in the certificate.

2. Because the downloaded image is at offset 0x70001000 it also means that both DFU and PCle maximum
image size are 4Kbytes less than with the other boot mode.
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4.4.8 UART Boot

ROM Code always configures the UART port to 115200 kbaud, 8-n-1 mode, and the XMODEM protocol is used
to transfer the boot data.

Table 4-31 summarizes the UART pin configuration done by ROM code for UART host on port 0.
Table 4-31. UART Port 0 Pin Usage

Device Pin Module Signal Pull Pull Driver Rx En/Dis Tx En/Dis Pinmux
Enable Direction Index Sel
UARTO_TXD UARTO_TXD Enable Up 0 Disable Enable 0
UARTO_RXD UARTO_RXD Enable Up 0 Enable Disable 0
CAUTION

It is possible for ROM code execution to hang during UART boot. See advisory i2371 in SPRZ457.

4.4.8.1 UART Bootloader Operation
4.4.8.1.1 Initialization Process

In the UART boot mode, the selected UART module (port) is the only peripheral configured. The baud rate,
data, parity, and stop bits are configured based on the information in the UART boot parameter table. The boot
parameter table definitions and the boot configuration values that can be set are in Section 4.4.8 , UART Boot
Device Configuration and Section 4.6.4 , UART Boot Parameter Table.

Once the ROM Code configures the UART, it sends the UART pings for few seconds, which can be seen in the
host. The pings consist of an ASCII capital C character. The UART boot mode supports only the CRC mode of
XMODEM and does not support CHECKSUM mode. Both 128 and 1024 byte block sizes are supported.

4.4.8.1.2 UART Loading Process

Before the ping from the device stops, load the boot image from the host using the XMODEM protocol.
4.4.8.1.2.1 UART XMODEM

The XMODEM protocol is used to transfer boot data. Only CRC mode is supported (not checksum), with both
128- and 1024-byte block sizes. The general, format of received frames is shown in Table 4-32 and Table 4-33.

Table 4-32. XMODEM 1024- and 128-byte Data Frames

STX Block Num | Inv Block 1024 data bytes CRC CRC
Num

SOH Block Num | Inv Block 128 data bytes CRC CRC
Num

Table 4-33. XMODEM Data Frame Fields

Field Value Description
STX 0x02 The start character for 1024-byte CRC data blocks
SOH 0x01 The start character for 128-byte CRC data block
Block Num 0x01-OxFF —0x00  The block number. The first block has value 1, and the block number wraps around OxFF to 0
Inv Block Num 0xFE-0x00 The inverse block number (bit inverse of the block number)
CRC Calculated The 16-bit CRC generated from the polynomial 0x1021

The XMODEM protocol is implemented as a half-duplex protocol as shown in Table 4-34.

Table 4-34. Example of XMODEM Transfer protocol

Transmitter Sends Receiver Sends
— Ping (‘C’)
Frame 1 —
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Table 4-34. Example of XMODEM Transfer protocol
(continued)

Transmitter Sends Receiver Sends
— ACK (or NACK)
Frame 2 —
— ACK (or NACK)
EOT —
— ACK (or NACK)

4.4.8.1.3 UART Hand-Over Process

Once the complete image has been read and found in good integrity, the ROM Code will branch to the address
defined in the Boot Info field of the boot header.
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4.4.9 GPMC NOR Boot

GPMC NOR Boot Configuration Fields
AM64x ROM GPMC NOR boot only supports 16-bit non-mux memory.

GPMC NOR Boot non-muxed Pin Usage
This table summarizes the GPMC pin configuration done by ROM code for GPMC NOR boot.

Device Pin Module Signal Pull Pull Driver Rx En/Dis Tx En/Dis Pinmux
Enable Direction Index Sel
GPMCO0_ADO GPMCO_ADO Disable Down 0 Enable Enable 0
GPMCO_AD1 GPMCO_AD1 Disable Down 0 Enable Enable 0
GPMCO0_AD2 GPMCO0_AD2 Disable Down 0 Enable Enable 0
GPMCO0_AD3 GPMCO0_AD3 Disable Down 0 Enable Enable 0
GPMCO0_AD4 GPMCO0_AD4 Disable Down 0 Enable Enable 0
GPMCO0_AD5 GPMCO0_AD5 Disable Down 0 Enable Enable 0
GPMCO0_AD6 GPMCO_AD6 Disable Down 0 Enable Enable 0
GPMCO_AD7 GPMCO_AD7 Disable Down 0 Enable Enable 0
GPMCO0_AD8 GPMCO_AD8 Disable Down 0 Enable Enable 0
GPMCO0_AD9 GPMCO_AD9 Disable Down 0 Enable Enable 0
GPMCO0_AD10 GPMCO0_AD10 Disable Down 0 Enable Enable 0
GPMCO0_AD11 GPMCO_AD11 Disable Down 0 Enable Enable 0
GPMCO0_AD12 GPMCO0_AD12 Disable Down 0 Enable Enable 0
GPMCO_AD13 GPMCO0_AD13 Disable Down 0 Enable Enable 0
GPMCO_AD14 GPMCO_AD14 Disable Down 0 Enable Enable 0
GPMCO_AD15 GPMCO_AD15 Disable Down 0 Enable Enable 0
PRG1_PRUO_GPO17 GPMC_AO0 Disable Down 0 Disable Enable 8
PRG1_PRUO_GPO18 GPMC_A1 Disable Down 0 Disable Enable 8
PRG1_PRUO_GPO19 GPMC_A2 Disable Down 0 Disable Enable 8
PRG1_PRU1_GPOO GPMC_A3 Disable Down 0 Disable Enable 8
PRG1_PRU1_GPO1 GPMC_A4 Disable Down 0 Disable Enable 8
PRG1_PRU1_GPO2 GPMC_A5 Disable Down 0 Disable Enable 8
PRG1_PRU1_GPO3 GPMC_A6 Disable Down 0 Disable Enable 8
PRG1_PRU1_GPO4 GPMC_A7 Disable Down 0 Disable Enable 8
PRG1_PRU1_GPO5 GPMC_A8 Disable Down 0 Disable Enable 8
PRG1_PRU1_GPO6 GPMC_A9 Disable Down 0 Disable Enable 8
PRG1_PRU1_GPO7 GPMC_A10 Disable Down 0 Disable Enable 8
PRG1_PRU1_GPO8 GPMC_A11 Disable Down 0 Disable Enable 8
PRG1_PRU1_GPO9 GPMC_A12 Disable Down 0 Disable Enable 8
PRG1_PRU1_GPO10 GPMC_A13 Disable Down 0 Disable Enable 8
PRG1_PRU1_GPO11 GPMC_A14 Disable Down 0 Disable Enable 8
PRG1_PRU1_GPO12 GPMC_A15 Disable Down 0 Disable Enable 8
PRG1_PRU1_GPO13 GPMC_A16 Disable Down 0 Disable Enable 8
PRG1_PRU1_GPO14 GPMC_A17 Disable Down 0 Disable Enable 8
PRG1_PRU1_GPO15 GPMC_A18 Disable Down 0 Disable Enable 8
PRG1_PRU1_GPO16 GPMC_A19 Disable Down 0 Disable Enable 4
GPMCO0_CSn3 GPMC_A20 Disable Down 0 Disable Enable 0
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Device Pin Module Signal Pull Pull Driver Rx En/Dis Tx En/Dis Pinmux
Enable Direction Index Sel
GPMCO_ADVn_ALE GPMCO_ADVn_ALE Disable Up 0 Disable Enable 0
GPMCO_OEn_REN GPMCO_OEn_Ren Disable Up 0 Disable Enable 0
GPMCO_WEN GPMCO_WEN Disable Up 0 Disable Enable 0
GPMCO0_BEOn_CLE GPMCO_BEON_CLE Disable Up 0 Disable Enable 0
GPMCO_BE1n GPMCO_BE1n Disable Up 0 Disable Enable 0
GPMC_WAITO GPMC_WAITO Enable Up 0 Enable Disable 0
GPMC_WAIT1 GPMC_WAIT1 Enable Down 0 Enable Disable 0
GPMCO0_WPn GPMCO_WPn Disable Down 0 Disable Enable 0
GPMCO_DIR GPMCO_DIR Disable Up 0 Disable Enable 0
GPMCO0_CSn0 GPMCO0_CSn0 Enable Up 0 Disable Enable 0
GPMCO0_CSn1 GPMCO0_CSn1 Enable Up 0 Disable Enable 0
GPMCO0_CSn2 GPMCO0_CSn2 Enable Up 0 Disable Enable 0
Note

Only 21 address lines (GPMCO_AO0 — GPMCO0_A20) are used because the GPMCO0_A21 and
GPMCO_A22 lines are muxed with GPMCO_WAIT1 and GPMCO_WPn respectively.

GPMCO_A20 is muxed with GPMCO0_CSn3, and ROM uses GPMCO_A20 for this address line, and
thus no CSn3 support for GPMC boot.

All signals in the table will be configured even though some may not be used by this particular boot

mode.

4.4.9.1 GPMC NOR Bootloader Operation
4.4.9.1.1 GPMC NOR Initialization Process

In this mode, the ROM Code configures the GPMC interface based on the configuration parameters specified in

the boot parameter table for the GPMC NOR boot mode. The boot parameter structure definition for the GPMC

NOR boot mode and the parts of this table that can be configured by the BOOTMODE pins are detailed in
Section 4.4.9 , GPMC NOR Boot Device Configuration.

4.4.9.1.2 GPMC NOR Loading Process

GPMC NOR boot mode is not executable-in-place (XIP). ROM code first copies boot image into on-chip RAM

and then executes it. If the initial image at offset 0x0 is not recognized, the ROM will attempt to read a redundant
image from offset 0x100000. This is the only redundant image supported by the ROM.

4.4.10 GPMC NAND Boot

GPMC NAND Boot Configuration Fields

AM64x ROM only supports boot from ONFI 1.0 compatible 8 bit parallel NAND memory up to 2Gbytes in size

connected to GPMC CSO0 with the following geometries:

» 2Kbyte page and spare area of at least 64 bytes or
» 4Kbyte page size and spare area of at least 128 bytes.

GPMC NAND Pin Usage

Device Pin Module Signal Pull Pull Driver Rx En/Dis Tx En/Dis Pinmux
Enable Direction Index Sel
GPMCO0_ADO GPMCO_ADO Disable Down 0 Enable Enable 0
GPMCO_AD1 GPMCO0_AD1 Disable Down 0 Enable Enable 0
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Device Pin Module Signal Pull Pull Driver Rx En/Dis Tx En/Dis Pinmux
Enable Direction Index Sel
GPMCO0_AD2 GPMCO0_AD2 Disable Down 0 Enable Enable 0
GPMCO0_AD3 GPMCO0_AD3 Disable Down 0 Enable Enable 0
GPMCO0_AD4 GPMCO_AD4 Disable Down 0 Enable Enable 0
GPMCO_AD5 GPMCO_AD5 Disable Down 0 Enable Enable 0
GPMCO0_AD6 GPMCO_AD6 Disable Down 0 Enable Enable 0
GPMCO_AD7 GPMCO_AD7 Disable Down 0 Enable Enable 0
GPMCO_ADVn_ALE GPMCO_ADVn_ALE Disable Up 0 Disable Enable 0
GPMCO_OEn_Ren GPMCO_OEn_Ren Disable Up 0 Disable Enable 0
GPMCO0_Wen GPMCO0_Wen Disable Up 0 Disable Enable 0
GPMCO_BEON_CLE GPMCO0_BEON_CLE Disable Up 0 Disable Enable 0
GPMC_WAITO GPMC_WAITO Enable Up 0 Enable Disable 0
GPMCO_WPn GPMCO_WPn Disable Down 0 Disable Enable 0
GPMCO0_CSn0 GPMCO0_CSn0 Enable Up 0 Disable Enable 0

4.4.10.1 GPMC NAND Bootloader Operation
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4.4.11 No boot/Development boot
Table 4-35 shows configuration pins assignment to functions when boot mode is the No-boot mode.
Table 4-35. No-boot/Dev-boot Configuration Fields

Field Value Description
No/Dev 0 Development Boot
No boot

These boot modes are useful for debugging purposes to preclude the execution of the ROM.

During the Development boot (BOOTMODE[7] = 0), the DMSC ROM code will act as if boot of the primary image
has completed, and the DMSC ROM then will be waiting for a firmware load message from MCU R5. Thus the
user can load a standard u-boot/SPL image to the R5 RAM. U-boot/SPL will then load the DMSC firmware and
complete the full boot.

In No-boot (BOOTMODE([7] = 1), both the DMSC and MCU R5 ROMs are bypassed and both CPUs are held

in a dummy branch-to-self loop. No-boot is the most minimal device touch state by the ROM - only minimal
hardware configurations are done and none of the PLLs is locked/configured. No-boot is suitable if user wants to
load his own PLL, Pad config, and other basic settings.
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4.5 PLL Configuration

ROM code must be aware of the reference clock provided to PLLs. That is, the speed of the quartz crystal, or the

clock supplied by an external clock oscillator. On how to indicate the PLL reference clock, see PLL Reference
Clock Selection

ROM code configures only PLLs which are required during boot. Therefore, if a PLL is required for the backup

boot mode but not the primary boot mode, and if the backup boot mode never executes, then the PLLs required

for backup boot are not enabled.

The following tables show the HSDIV values that are programmed by the R5 ROM if a boot mode uses it. A
value of NA means that the ROM does not program that HSDIV

Table 4-36. MAIN_PLLO (MAIN PLL) (2000MHz)

PLL POSTDIV HSDIV Value Frequency(MH Boot Peripheral/IP
2)
0 HSDIVO 4 500 MAIN SYSCLKO
0 HSDIV1 10 200 OSPI
0 HSDIV2 NA NA NA
0 HSDIV3 15 133 GPMC NOR/GPMC NAND
0 HSDIV4 8 250 CP_GEMAC(Ethernet)
1 HSDIV5 5 200 eMMCO
1 HSDIV6 NA NA NA
1 HSDIV7 4 250 DMTimer
1 HSDIV8 10 100 SERDES
1 HSDIV9 NA NA NA

Table 4-37. MAIN_PLL1 (PERO PLL) (1920MHz)

PLL POSTDIV HSDIV Value Frequency(MH Boot Peripheral/lP
2)

0 HSDIVO 10 192 UART
0 HSDIVA1 12 160 UART
0 HSDIV2 5 384 SA2UL
0 HSDIV3 NA NA NA
0 HSDIV4 80 24 usSB
1 HSDIV5 6 160 OSPI
1 HSDIV6 NA NA NA

Table 4-38. MAIN_PLL14 (PULSAR PLL) (2400MHz)

HSDIV Value Frequency(MHz) Boot Peripheral/IP
HSDIVO 3 800 R5F cores
Note

All other PLLs are not used or programmed by the ROM

Note
The bringup and configuration of bootmode-specific PLLs by ROM code will result in a bootmode-
specific device clocking setup which for example has an impact on which peripheral modules can
readily be clocked and used by SBL/SPL prior to loading and bringing up System Firmware (SYSFW)
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4.6 Boot Parameter Tables

The boot parameter tables direct the main module boot process. On cold boot the tables are created based
on pin strapped values (see Section 4.3 , Boot Mode Pins) and built-in data. The ROM Code supports two
parameter tables stored as an array in a fixed memory address in the MSRAM, each of size 512 bytes. The
ROM will attempt to boot using the primary table. On boot failure, ROM Code will retry using the second table.

Using two tables handles two cases.

» The firstis in initial board manufacture where the primary boot table specifies boot from a flash device, and
the flash is blank. ROM Code would then switch to the secondary boot mode which would receive the image
externally (Ethernet, USB, PCle, UART) and this image would flash the boot image.

» The second case is failure due to total flash corruption. In flash parameter tables, there exists backup
addresses within the primary boot mode. This covers the problem of a flash update failure with a backup
image present on the same flash device. Note for SD Card/eMMC boot, the backup addresses are only
applicable in raw boot mode

The boot tables reside at a fixed location in memory which is described in Section 4.8.2 , Global Memory
Addresses Used by ROM Code.

4.6.1 Common Header

These boot parameter tables have certain parameters common across all the boot modes, while the rest of the
parameters are unique to the boot modes. The common entries in the boot parameter table are shown in Table
4-39.

Table 4-39. Boot Parameter Table Common Header

Byte Offset Size (bytes) Name Description
0 2 Length The length of the table
2 2 Checksum Ones complement checksum over length bytes in the table. If O the
checksum is not validated.
4 2 Peripheral Identifies the boot peripheral and format of the table after the common
header. See Table 4-40
6 2 Reserved Reserved
8 4 Timeout Timeout for this boot mode, in milliseconds
12 4 Magic Magic value 0x01AD0911
16 40 PLL Config 0 PLL Configuration 0. See Table 4-41
56 40 PLL Config 1 PLL Configuration 1
96 40 PLL Config 2 PLL Configuraiton 2
136 40 PLL Config 3 PLL Configuration 3
176 40 PLL Config 4 PLL Configuration 4
216 40 PLL Config 5 PLL Configuration 5

Table 4-40 lists the possible boot modes used in the boot parameter tables.
Table 4-40. Boot Peripheral Selection

Peripheral Field Value Description

0 Sleep (No boot)

10 Ethernet Reserved

20 Ethernet BOOTP/TFTP (general)

21 Ethernet RGMII specific

22 Ethernet RMII specific

30 PCle

31 PCle 1-lane

32 PCle 2-lane
SPRUIM2I — MAY 2020 — REVISED JANUARY 2026 AM64x/AM243x Processors Silicon Revision 2.0 121
Submit Document Feedback Texas Instruments Families of Products

Copyright © 2026 Texas Instruments


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUIM2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUIM2I&partnum=AM64x

13 TEXAS
INSTRUMENTS

www.ti.com

Initialization

4.6.2 PLL Setup

Table 4-40. Boot Peripheral Selection (continued)

Peripheral Field Value Description
40 12C
50 SPI
60 UART
70 USB DFU
71 USB Reserved
72 USB Host MSC
80 QSPI
85 OSPI
90 Reserved
100 MMCSD Card (general)
101 eMMC (general)
102 MMC 1-bit
103 MMC 4-bit
104 MMC 8-bit
110 GPMC NOR
120 Reserved
130 xSPI
140 GPMC NAND

Table 4-41 through Table 4-45 describe the PLL configuration fields.
Table 4-41. Boot Parameter Table PLL Configuration

Byte Offset  Size (bytes) Name Description
0 1 Domain/cfg See Table 4-42
1 1 PIl number PLL number indexed from 0.
2 1 Input source See Table 4-44
3 1 Pll Type This field must be 1 to indicate an SCPLL
4 4 Input Ref Clock The PLL input clock, in Q16.16 format
8 4 Feed back divider, integer part Integer value of feedback divider
12 4 Feed back divider, fractional Fractional portion of feedback divider. Total divider is the Integer part +
part (Fractional part / 224)
16 1 Ref divider Input clock pre-divider
17 1 Post divider 1 Output post divider 1
18 1 Post divider 2 Output post divider 2
19 1 Reserved Reserved
20 2 Hsdiv Enable Bit map. A set bit indicates that the corresponding hsdiv is enabled.
22 2 Reserved Reserved
24 16 Hsdiv[16] Array of hs divider values.
Table 4-42. PLL Domain and Enable Configuration
7 6 & 4 3 2 1 0
Reserved Enable Reserved Domain
Table 4-43. PLL Domain and Enable Field Description
Field Value Description
Enable 0 PLL not configured
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Table 4-43. PLL Domain and Enable Field Description (continued)
Field Value

Description

PLL enabled only if currently disabled or in bypass

2 PLL is unconditionally enabled. If currently enabled with a different configuration the PLL
is first disabled

PLL is unconditionally disabled

Domain PLL is in the MCU domain
PLL is in the MAIN domain
Table 4-44. PLL Reference Source Bit Fields
7 6 ® 4 3 2 1 0
Source Type Source Index
Table 4-45. PLL Reference Source Field Description
Field Value Description
Source Type 0 Source is HFOSC
1 Source is external pin
2 Reserved
3-7 Reserved
Source Index 0-31 Source index (HFOSC[0-31] or pin[0-31], depending on Source Type)

HFOSCI0] - WKUP_HFOSCO0
HFOSCI[1] — HFOSC1 (in MAIN domain)
PIN[1] — EXT_REFCLK1 pin (not all PLLs, see Clocking

4.6.3 OSPI/QSPI/SPI Boot Parameter Table

Table 4-46 shows the boot parameter table for OSPI, QSPI, or SPI boot. Must be preceded with the common
boot parameters described in Table 4-39.

Table 4-46. OSPI/QSPI/SPI Boot Parameter Table

Byte Size Name Default Value Description
Offset (bytes)
256 1 Port 0 Physical port number
257 1 Mode on From Pins If non-zero, the mode byte will be sent
258 1 Instruct Width From Pins Number of pins used to send instructions (1, 2, 4, 8)
259 1 Address Width From Pins Number of pins used to send address (1, 2, 4, 8)
260 1 Data Width From Pins Number of pins used to received data (1, 2, 4, 8)
261 1 Address Size 24 24, and 32 bits are the valid address sizes
262 1 Mode 0 OSPI clock polarity and phase mode
263 1 CSEL From Pins Chip select number (0-3)
264 1 Read Cmd From Pins Command used to read read data
265 1 Mode byte 0 Value used for the mode byte (when active)
266 1 Dummy Cycles From pins Number of dummy cycles sent after the read command
267 1 clkRecovery From pins Clock recovery
268 1 dgsEnable 0 Enable DQS
269 1 Reserved 0 Reserved
270 2 Module Freq 0 The OSPI module frequency after PLL enable, in kHz. If O,
ROM code uses the value from the module clock tables.
272 4 Bus Frequency From pins The OSPI bus frequency, in kHz
276 Delay 0x08080808 or The chip select read delays. Default value is based on the
0x01010101 read command
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Table 4-46. OSPI/QSPI/SPI Boot Parameter Table (continued)
Byte Size Name Default Value Description
Offset (bytes)

280 4 Tap Delay OxFFFFFFFF The read tap selection. If OxXFFFFFFFF, the ROM code will
scan the taps to find the best delay. The result will then
overwrite the value in this table.

284 4 Internal Clk From pins 0 = external (dgs) 1 = internal

288 4 notDAC From pins When 0, DAC mode is used

292 4 Read Index 0 Index to the active read address (0-1)

296 4 Read Addr 0 0x000000 The initial flash read address

300 4 Read Addr 1 0x400000 Backup read address

(0x4000 SPI)
304 4 Reserved 0 Reserved
308 Reserved 0 Reserved

4.6.4 UART Boot Parameter Table

Table 4-47 shows the boot parameter table for UART boot. Must be preceded with the common boot parameters
described in Table 4-39.

Table 4-47. UART Boot Parameter Table

Byte Size Name Default Value Description
Offset (bytes)
256 1 Magic 0x49 Required Magic value
257 1 Protocol 63 (0x3F) Specifies the transfer protocol = XMODEM
258 2 Reserved 0 Reserved
260 1 Max error Count 10 Error count resulting in boot abort
261 1 Ack timeout 3 Timeout in seconds on ack
262 1 Char timeout 20 Inter-character timeout in milliseconds
263 1 Reserved 0 Reserved
264 4 Port From Pins Physical port number
268 4 Mod Ref Clk 48000 Module reference clock, in kHz
272 4 Data Rate 115200 Baud rate (bps)
276 1 Parity 0 0=none, 1=o0dd, 2=even
277 1 Data bits 8 Only 8 data bit width is supported
278 1 Stop bits 2 Stop bits in Q7.1 format (2 = 1 stop bit)
279 1 Flow Control 0 0=none, 1= RTS/CTS
280 1 Over sample 16 Only 16x% and 13x oversample are supported
281 1 Magic 2 0xB7 Required magic value

4.6.5 PCle Boot Parameter Table

Table 4-48 shows the boot parameter table for PCle boot. Must be preceded with the common boot parameters
described in Table 4-39.

Table 4-48. PCle Boot Parameter Table

Byte Size Name Default Value Description
Offset (bytes)
256 4 portNum 0 Physical port number
260 4 AddrWid 64 PCle address width
264 4 LinkRate 5000 Link rate in MHz
268 4 RefClkkHz 100000 Serdes reference clock in kHz
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Table 4-48. PCle Boot Parameter Table (continued)

Byte Size Name Default Value Description

Offset (bytes)
272 4 Nlanes 1 Number of PCle lanes configured (link width)
276 4 Rsvd 4 Reserved
280 4 Rsvd 256 Reserved
284 4 Rsvd 256 Reserved
288 4 Rsvd 0 Reserved
292 4 Rsvd 0 Reserved
296 4 Vendor ID 0x104C PCle Vendor ID value (read from control registers)
300 4 Device ID 0xBOOD PCle Device ID value (read from control registers)
304 4 Class codef/revision ID 0x04800001 PCle class code and revision ID value
308 4 SerDes Clocking Mode From Pin 0 = Received. 1 = Derived
312 4 SSC Enable 1 SSC is enabled in Derived Mode. SSC is disabled in Received

Mode

316 4 RefSrc 2 SerDes reference clock source

(SERDES0_CORE_REFCLK_SEL[1:0]

4.6.6 12C Boot Parameter Table

Table 4-49 shows the boot parameter table for 12C boot. Must be preceded with the common boot parameters
described in Table 4-39.

Table 4-49. 12C Boot Parameter Table

Byte Size Name Default Value Description
Offset (bytes)
256 1 Port 0 Physical port number
257 1 Mode From Pins 0x4E = 12C Controller, 0x72 = 12C target
258 1 Dev Addr From Pins I12C address when target mode (0x10 or 0x11)
259 1 Reserved 0 Reserved
260 4 Mod Clock 0 12C Module input clock. If 0, it is computed by ROM code.
264 2 Bus Freq 400 I12C Controller mode bus frequency, in kHz
266 2 Bus Addr From Pins I12C Controller mode storage device's address (0x50 or 0x51)
268 2 Read Index 0 Index to the active read offset (0 or 1)
270 2 Read Offset 0 0x0000 I12C Controller mode read offset
272 2 Read Offset 1 0x8000 12C Controller mode backup read offset
274 2 Reserved 0 Reserved
276 2 Reserved 0 Reserved
280 2 Busy Timeout From pins Number of ps before a bus recovery is attempted. In units of

microseconds in Q3 number format. Value of 0 disables bus
recovery attempts.

4.6.7 MMCSD/eMMC Boot Parameter Table

MMCSD/eMMC Boot Parameter Table shows the boot parameter table for eMMC, MMC or SD card boot. Must
be preceded with the common boot parameters described in Table 4-39.

Table 4-50. MMCSD/eMMC Boot Parameter Table

Byte Size Name Default Value Description
Offset (bytes)
256 1 Port From Pins Physical port number
257 1 eMMC From Pins 0 = SD/MMC, else eMMC
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Table 4-50. MMCSD/eMMC Boot Parameter Table (continued)
Byte Size Name Default Value Description
Offset (bytes)
258 1 bootAck 1 foreMMC If 1 and in eMMC mode the controller expects a boot ack from
0 for SD/MMC the eMMC
259 1 Media 1 foreMMC 0 = auto detect card type
0 for SD/MMC
1=MMC
2=8SD
260 1 busWidth 8 for eMMC Number of data pins (1, 4, or 8). If 0, max supported pins of
From Pins for SD/MMC the port are used.
261 1 bootAlt 1 foreMMC If 1 and in eMMC mode, the controller uses the alt boot
0 for SD/MMC method (CMD1 with arg OxFFFF_FFFA) to initiate data
transfer
262 1 sigVolt 0x18 for port0 Sets the signal voltage for the controller.
0x33 for port1 0x18 = 1.8V
0x33 = 3.3V
263 1 Reserved Reserved
264 4 Max Bus Freq Max bus frequency in kHz. If 0, the value is determined by
reading the CSD register from the card (still maxes out at 25
MHz)
268 4 refClkkHz 0 Module reference clock frequency, in kHz. If 0, the ROM code
computes the value.
272 4 respTimeout 40000 The timeout period on initial card read, in milli-seconds, Q3
number format
276 128 Filename "\tiboot3.bin" For SD/MMC, boot filename in 16-bit Unicode characters (max
64)
404 4 Mode 0x1144D091 0x1144D091 = file system boot
0x1144C180 = raw image boot
408 4 CardlsInit 0 0 = card not yet initialized
1 = card has been initialized
412 4 Rsvd 0 Reserved
416 4 Rawlndex 0 Current active read offset (0 or 1)
420 4 Rsvd 0 Reserved
424 4 Raw Offset 0 0x000000 Raw read offset
428 4 Raw Offset 1 0x400000 Backup raw read offset
432 4 Rsvd 0 Reserved
436 4 Rsvd 0 Reserved

4.6.8 Ethernet Boot Parameter Table

Table 4-51 is shown segmented into four sections:

1. The first section contains information required to configure the device hardware

2. The second section contains information used by the top level Ethernet module to execute the boot

3. The third section contains information for the Ethernet stack code.

4. The fourth section contains information for creating the BOOTP packet (vendor string, ID string and debug
string), and holds information returned in the BOOTP response (Default route and file name)

Table 4-51 shows the boot parameter table for Ethernet boot. Must be preceded with the common boot

parameters described in Table 4-39.
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Table 4-51. Ethernet Boot Parameter Table
Byte Offset Size (bytes) Name Default Value Description
Hardware Configuration Options
256 2 Mod Freq 0 Module clock frequency, kHz. If 0, ROM code computes the value.
258 1 Port Num 0 Physical port number
259 1 Interface From Pins 0 = RGMII with internal delay
1 = RGMII with external delay
2=RMI
260 1 Init Level 0 0 = Initialize only not enabled modules
1 = Full ethernet sub-system initialization
261 1 Clock out enable From pins 0x10 = CLKOUTO enable
0x11 = CLKOUTO disable
262 1 Clk out freq From pins 0x20 = CLKOUTO 25 MHz (RGMII)
0x21 = CLKOUTO 50 MHz (RMII)
263 1 RMII Clk In From pins 0x60 = RMII internal (SoC) clock
0x61 = RMII external clock
264 1 Port Enable 0x01 Bit map. A set bit indicates that the corresponding physical port will be
enabled
265 1 Phy Query From pins 0x30 = speed/duplex determined from RGMI| status register
0x31 = MDIO used to query PHY
0x32 = Use fixed speed/duplex values from offset 266/267.
266 1 Speed 0x40 = full speed (1Gbit for RGMII, 100Mbit for RMII)
0x41 = slow speed (100Mbit for RGMII, 10Mbit for RMII)
267 1 Duplex 0x50 = full duplex
0x51 = half duplex
Main Level Boot Control
268 Bootp enable 1 0 = Image information already in this structure
1 = Use BOOTP to get boot image information
269 1 Reserved 0 Reserved
270 2 Bootp Timeout 4000 BOOTP timeout in milli-seconds
272 2 TFTP timeout 1000 TFTP timeout in milli-seconds
274 2 Bootp retries 10 Number of BOOTP retries before fail
276 2 TFTP retries 10 Number of TFTP retries before fail
278 2 Reserved 0 Reserved
Network Stack Configuration (plus TFTP server ID)
280 6 MAC Address From E-fuse  MAC address of the device
286 2 Reserved 0 Reserved
288 4 Device IP 0 IP address of the device. Valid only if BOOTP not enabled
292 4 Net Mask 0 Net mask. Valid only if BOOTP not enabled
296 4 Tftp server IP 0 TFTP server IP. Valid only if BOOTP not enabled
BOOTP send and receive Information
300 20 Vendor String "TIK3 Bootp  BOOTP request vendor string. Valid only if BOOTP not enabled
Boot"
320 9 Client ID 1-mac-address-0 Client ID. See RFC1700
329 1 ID len 7 Client ID length
330 45 Debug array SOCIDupto Debug array output
size available
375 1 Debug len Varies The number of valid bytes in debug array
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Table 4-51. Ethernet Boot Parameter Table (continued)
Byte Offset Size (bytes) Name Default Value Description
376 4 Next hop 0 Next hop IP address. Valid only if bootp not enabled
380 4 Default Route 0 IP default route IP address. Valid only if bootp not enabled
384 128 Boot filename 0 Boot filename. Valid only if bootp not enabled

4.6.9 xSPI Boot Parameter Table

xSPI Boot Parameter Table shows the boot parameter table for xSPI boot. Must be preceded with the common
boot parameters described in Table 4-39.

Table 4-52. xSPI Boot Parameter Table

Byte Size Name Default Value Description
Offset (bytes)

256 1 Port 0 Physical port number

257 1 Mode on From Pins If non-zero, the mode byte will be sent

258 1 Instruct Width From Pins Number of pins used to send instructions (1, 8)

259 1 Address Width From Pins Number of pins used to send address (1, 8)

260 1 Data Width From Pins Number of pins used to received data (1, 8)

261 1 Address Size 24 24 and 32 bits are the valid address sizes

262 1 Mode 0 QSPI clock polarity and phase mode

263 1 CSEL From Pins Chip select number (0-3)

264 1 Read Cmd From Pins Command used to read read data

265 1 Mode byte 0 Value used for the mode byte (when active)

266 1 Dummy Cycles From pins Number of dummy cycles sent after the read command

267 1 clkRecovery From pins Clock recovery

268 1 dgsEnable 0 Enable DQS

269 1 ddrEnable From pins OSPI DDR mode operation

270 2 Module Freq 0 The QSPI module frequency after PLL enable, in kHz. If 0,
ROM code uses the value from the module clock tables.

272 4 Bus Frequency From pins The QSPI bus frequency, in kHz

276 4 Delay 0x64641818 The chip select read delays. Default value is based on the
read command

280 1 SFDP From Pins Enables SFDP parser for 1S-1S-1S to 8D-8D-8D switching

284 4 Tap Delay OxFFFFFFFF The read tap selection. If OxFFFFFFFF, the ROM code will
scan the taps to find the best delay. The result will then
overwrite the value in this table.

288 4 Unused Unused

292 4 Read Index 0 Index to the active read address

296 4 Read Addr 0 0x000000 The initial flash read address

300 4 Read Addr 1 0x400000 Backup read address

4.6.10 USB DFU Boot Parameter Table

USB DFU Boot Parameter Table shows the boot parameter table for USB DFU boot. Must be preceded with the

common boot parameters described in Table 4-39.
Table 4-53. USB DFU Boot Parameter Table

Byte Size Name Default Value Description
Offset (bytes)
256 4 Port From pins Physical port number. Always set to 0.
260 4 Base address 0 From pins (port) Base address of USB subsystem (CMN)
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Table 4-53. USB DFU Boot Parameter Table (continued)
Byte Size Name Default Value Description
Offset (bytes)
264 4 Base address 1 From pins (port) Base address of controller
268 4 phyBaseAddress From pins (port) Base address of USB PHY module
272 4 modRefClkkHz varies Module reference clock, in kHz
276 2 Vendor ID 0x0451 USB vendor ID. Read from control registers.
278 2 Product ID 0x6165 USB product ID. Read from control registers.
280 2 BCD Device 0x200 Binary Coded Decimal device release number
284 4 String Table addr 0x4182A76C Pointer to the string table in RAM
288 2 Vendor String offset 0 Offset to vendor string in string table
290 2 Prod string offset 32 Offset to product string in string table
292 2 Serial num string offset 64 Offset to serial number string in string table
294 2 Timeout 5000 USB timeout in milliseconds
296 2 Mode 1 1=DFU
#1 = MSC Mode 1 = backup DFU, 2 = backup MSC
298 1 Lane reverse From pins Set to non-zero for lane reverse
299 1 CoreVoltage From pins USB Core Voltage
0=0.85V,1=0.75V
300 4 Block Size 4096 DFU Block Size

4.6.11 USB MSC Boot Parameter Table

USB MSC Boot Parameter Table shows the boot parameter table for USB boot. Must be preceded with the
common boot parameters described in Table 4-39.

Table 4-54. USB MSC Boot Parameter Table

Byte Size Name Default Value Description
Offset (bytes)
256 4 Port From pins Physical port number. Always set to 0.
260 4 Base address 0 From pins (port) Base address of USB subsystem (CMN)
264 4 Base address 1 From pins (port) Base address of controller
268 4 phyBaseAddress From pins (port) Base address of USB PHY module
272 4 modRefClkkHz varies Module reference clock, in kHz
276 2 Vendor ID 0x0451 USB vendor ID. Read from control registers.
278 2 Product ID 0x6164 USB product ID. Read from control registers.
280 2 BCD Device 0 Binary Coded Decimal device release number
284 4 String Table addr 0x4182BCA8 Pointer to the string table in RAM
288 2 Vendor String offset 0 Offset to vendor string in string table
290 2 Prod string offset 0 Offset to product string in string table
292 2 Serial num string offset 0 Offset to serial number string in string table
294 2 Timeout 5000 USB timeout in milliseconds
296 2 Mode 1 1=DFU
#1 = MSC Mode 1 = backup DFU, 2 = backup MSC
298 1 Lane reverse From pins Set to non-zero for lane reverse
299 1 CoreVoltage From pins USB Core Voltage
0=0.85V,1=0.75V
300 64 FileName tiboot3.bin Boot file name
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4.6.12 GPMC NOR Boot Parameter Table

Table 4-55 shows the boot parameter table for GPMC NOR boot. Must be preceded with the common boot
parameters described in Table 4-39.

Table 4-55. GPMC NOR Boot Parameter Table

Byte Offset  Size (bytes) Name Default Value Description

256 4 refClkkHz 0 The module functional clock frequency, in kHz. 0 = ROM code
computes the value.

260 4 csSizeMb 64 The size of each chip-select, in MB

264 Csel From pins The chip-select to use (0-3)

265 1 adMux From pins The address/data multiplexing used.
0 = A/D parallel,
1 = A/A/D mux,
2 = A/D mux

266 1 Width 16 Data bus width

267 1 Reserved 0 Reserved

268 4 Read index 0 The currently active read offset (0-1)

272 4 Read offset 0 0x000000 Read address offset 0

276 4 Read offset 1 0x400000 Backup read address offset 1

280 4 Reserved 0 Reserved

284 4 Reserved 0 Reserved

4.6.13 GPMC NAND Boot Parameter Table

GPMC NAND Boot Parameter Table shows the boot parameter table for GPMC NAND boot. Must be preceded
with the common boot parameters described in Table 4-39.

Table 4-56. GPMC NAND Boot Parameter Table

Byte Size Name Default Value Description
Offset (bytes)
256 4 Ref Clk kHz From pins Specifies the module ref clock.
260 4 Page Size 0 Page size in bytes 2048 or 4096
264 1 Chip Select 0 Chip Select
265 1 Ad Mux 0 Address/data multiplexing
266 1 Data Bus Width 8 Data bus width. Valid values are 8 and 16
267 1 AD rows 0 Number of Row address
268 1 AD columns 0 Number of Column address cycles
269 1 ECC Nibbles 0 Size of BCH remainder in nibbles. 0 if no ECC, 26 for BCH8
270 2 Current Valid Block OxFFFF Block number of last known good block
272 2 Pages per Block 0 Number of pages in a block
274 2 Reserved 0 Reserved
276 4 Current Read Index 0 Active read index
280 4 Read Offset[0] 0 Offsets from base of GPMC NAND memory
284 4 Read Offset[1] 0x400000 Offsets from base of GPMC NAND memory
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4.7 Boot Image Format
4.7.1 Overall Structure

The boot image consists of an X.509 Certificate, which is optional for GP devices, followed immediately by a

boot image blob.

X.509 Certificate
(Variable Size)
(Optional)

Boot Image Blob
(Variable Size)

4.7.2 X.509 Certificate

The X.509 certificate is described in RFC5280. Section 4.1 of the specification describes the format.
The X.509 fields relevant to the public boot (taken from RFC5280) are shown below.

Certificate ::= SEQUENCE
tbsCertificate
signatureAlgorithm
signaturevalue

subjectPublickeyInfo

TBSCertificate,
AlgorithmIdentifier,
BIT STRING }

TBSCertificate ::= SEQUENCE {
version [0] EXPLICIT Version DEFAULT vl,
serialNumber CertificateSerialNumber,
signature AlgorithmIdentifier,
issuer Name,
validity validity,
subject Name,

SubjectPublickeyInfo,

IMPLICIT UniqueIdentifier OPTIONAL,
-- If present, version MUST be v2 or
IMPLICIT UniqueIdentiﬁ'er OPTIONAL,
-- If present, version MUST be v2 or
EXPLICIT Extensions OPTIONAL

-- If present, version MUST be v3

SEQUENCE SIZE (1..MAX) OF Extension

BOOLEAN DEFAULT FALSE,

-- contains the DER encoding of an ASN.1l value
-- corresponding to the extension type identified

issueruUniqueID [1]
subjectuUniquelID [2]
extensions [3]
¥

Extensions =

Extension = SEQUENCE {
extnID OBJECT IDENTIFIER,
critical
extnvalue OCTET STRING

-- by extnID

}

v3
v3

In general, an X.509 certificate contains a public key which has been signed by a private key. The public ROM
code does not directly use the keys. In non-secure devices, the public key value is in general a don’t care
condition. The exception is certificates containing a degenerate RSA public key. GP devices with a degenerate

RSA key allow for integrity checking of most (but not all) of the certificate.

The public ROM only needs to extract some of information from the X.509 formatted structure:

» The total size of the X.509 Certificate
» The total size of the boot image

The total size of the X.509 Certificate is determined by reading the length of the sequence containing the
certificate. The length of the image is determined by parsing the certificate to find the extension field which holds

the image length.

The ROM defines several extensions that are used only by Tl for boot. These are placed in the extensions field

of the TBS certificate.

4.7.3 Organizational Identifier (OID)

OID (organizational identifier) values are represented as a tree structure. Tl has the following node registered:
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1.3.6.1.4.1.294: iso(1), identified-organization(3), dod(6), internet(1), private(4), enterprise(1), Texas
Instruments(294)

ROM code adds the following branch after Texas Instruments: device-boot(1). The OID values shown in this
section are leaves off the device boot branch.

4.7.4 X.509 Extensions Specific to Boot
These values are not defined in any standard, but created by Tl for boot.
4.7.4.1 Boot Info (OID 1.3.6.1.4.1.294.1.1)

This extension must be present on all boot images. It is from this extension that the image length is extracted.

bootInfo ::= SEQUENCE {
cert_type: INTEGER,-- identifies the certificate type
boot_core:INTEGER,-- identifies the boot core
core_opts:INTEGER,-- 32 or 64 bit boot core target
load_addr:0CTET STRING,-- Global address image destination
image_size:INTEGER,-- Image size in bytes

Table 4-57. Certificate Type Values

Value Description
0x0000_0001 Primary boot image
0x0000_0002 Firmware image

Table 4-58. Boot Core Values

Value Description
0x00 Firmware (DMSC) image
0x08 DMSC certificate
0x10 MCU image
0x20 Reserved

Table 4-59. Core Options Bit Fields
31 2 1 0

Reserved Split Mode

Table 4-60. Core Options Field Description

Bits Field Value Description
1 Split 0 Dual MCU set to lockstep (two cores in lockstep)
1 Dual MCU set to split mode (two independent
cores)
0 Mode 0 MCU starts execution in Arm® mode
1 MCU starts execution in Thumb® mode

4.7.4.2 Image Integrity (OID 1.3.6.1.4.1.294.1.2)

imageIntegrity ::= SEQUENCE {
sha_type:0ID,-- Identifies the SHA type
hash:0CTET STRING-- The SHA of the boot image
}

4.7.5 Extended Boot Info Extension

The ROM supports a combined boot image boot flow. In this flow, a boot binary blob has both Secondary
bootloader (SBL) and System Firmware (SYS-FW) embedded in the boot image with a single X509 certificate.
This method helps with the following situations:
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* Allows ROM to load and run both the bootloader and SYS-FW in parallel without any dependency.
« Optimizes ROM boot time by minimizing different x509 certificate parsing and authentication.

To support this combined boot format, ROM employs a new X509 extension called: ext_boot_info. It supports
multiple boot components with a single certificate. It allows up to 5 components as part of this extension:
» Component1: Mandatory and should point to info about SBL binary
» Component2: Optional and if present should point to SYS-FW binary in all device types
» Component3: Optional (Load section to SBL, new certType)
» Component4: Optional (Load section to SYS-FW, new certType)
*  Component5:
— HS-FS and HS-SE non Prime devices. Mandatory and should point to SYS-FW Inner certificate
— GP and HS-SE Prime devices. Optional (Load Section to SBL or SYS-FW)

This extended boot info extension replaces boot_seq (boot_info) and image_integrity extensions from the
previous sections, and these should be exclusive in any given certificate.

ROM supports other extensions, such as sw_rev and debug_info, in both formats.

ROM selects the combined image flow based on the presence of ext_boot_info extension in the certificate and
skips boot_seq (boot_info) and image_integrity extensions boot flow.

Having one component in ext_boot_info is same as legacy flow (that is, flow using boot_seq and
image_integrity); for two or more components, ROM starts both SBL and SYS-SW, the third and fourth
components are loaded by ROM to the allowed loading memory range of SBL and SYS-FW if there is no
overlap in load address with executable binary info.

Each of the components can independently specify hash value of the binary, and ROM validates the hash on HS
and GP if RSA degenerate key is used for signing.

Additionally, ROM rejects the full image if hash of any single component mismatches.
4.7.5.1 Impact on HS Device
For HS devices, ROM supports encryption of images optionally when specified with the Encryption extenstion.

Encryption - Encryption of the components must be specified with a new extension called ext_boot_enc. This
is an optional extension that must be specified only if any of the components are encrypted with a customer
key set. Specify a component number followed by encryption extension details for ROM to decrypt the given
components. This extension is used only with combined boot image format (that is, using Extended Boot Info
Extension).

Prime vs Non-Prime - The main difference between HS prime and non-prime devices is the presence of the
SYS-FW Inner certificate. Extended boot info extension supports both prime and non-prime devices. ROM
supports SYS-FW binary as Comp#2 in all device types; for HS-SE non-prime and HS-FS devices, the SYS-FW
inner certificate is expected as another optional component in #3, 4, or 5.

4.7.5.2 Extended Boot Info Details

1.3.6.1.4.1.294.1.9=ASN1:SEQUENCE:ext_boot_info
[ ext_boot_info ]

extImgSize = INTEGER:470656

numComp = INTEGER:4

sb1=SEQUENCE: compl

fw=SEQUENCE : comp2

bd1=SEQUENCE:comp3

bd2=SEQUENCE : comp4

[ compl ]
compType INTEGER:1
bootCore INTEGER:16

destAddr FORMAT : HEX,0CT:41c00000
compSize INTEGER:237376
shaType = 01D:2.16.840.1.101.3.4.2.3

compOpts = INTEGER:0
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shavalue =
FORMAT : HEX,0CT:6779fdb2b2c27169737c184085b97938bd77bdf698245840f166ca30c7125c29a6675139a25a0a2a3f00a
76d43d082df238c12ch6b293ecO0eeb5990bcd603a23

[ comp2 ]
compType INTEGER:2
bootCore INTEGER:0

destAddr FORMAT : HEX, OCT:00040000

compSize INTEGER:196608

shaType = 0ID:2.16.840.1.101.3.4.2.3

shavalue =

FORMAT : HEX,0CT:47f27fb24b81927a928845a4c2b993e6a3d5bdfe5ed01cOec4f96a7ead991c69bf4ed4b9b958fd36a75f3
3aba04d2c28602a85ca737ee75617d6a9a41f4353a3

compOpts = INTEGER:0

[ comp3 ]
compType INTEGER:18
bootCore INTEGER:0

destAddr FORMAT : HEX,0CT:00072000

compSize INTEGER:16384

shaType = 01D:2.16.840.1.101.3.4.2.3

shavalue =

FORMAT : HEX,OCT:2d165ec1d8a38ach977d9298e8a6a27491c62d6daa31f921db9135f9a68779b30b384573c6e4e8203de5f
0a47191c3ff9a35b52a911874e07615f10b4b2f5829

compOpts = INTEGER:0

[ comp4 ]
compType INTEGER:17
bootCore INTEGER:16

destAddr FORMAT : HEX,0CT :41c40000

compSize INTEGER:20288

shaType = 0ID:2.16.840.1.101.3.4.2.3

shavalue =

FORMAT : HEX,0CT:12d5be5b2b9774d1b0cad21cbfldbcdbd7c310657f4334902e3cc6228cf2d8fc844139dae4db6041c38cd
a502d6a900d57039322d360032268a13445021b04a7

compOpts = INTEGER:0

4.7.5.3 Certificate / Component Types

ROM supports only the following component types; all other component types will be rejected.
* CompType 0x1 for SBL binary - compType = INTEGER:1

* CompType 0x2 for SYS_FW binary - compType = INTEGER:2

* CompType 0x3 for SYS_FW Inner Certificate - compType = INTEGER:3

* CompType 0x11 for SBL Memory load section - compType = INTEGER:17

Primary Image load section, that can be loaded in to SBL allowed memory range:
* CompType 0x12 for SYS_FW Memory load section - compType = INTEGER:18

SYS-FW load section, that can be loaded in to SYS-FW allowed memory range
4.7.5.4 Extended Boot Encryption Info

Extended Boot Encryption Info specifies the imageEncryption extension per component basis. This extension is
not applicable for GP or HS-FS devices, and is optional for HS-SE devices if any components in the image are

encrypted. In HS-FS and HS-SE non-prime devices, the SYS-FW binary encryption details are part of SYS-FW
Inner certificate. This extension is applicable if either SBL, SYS-FW binary in HS-SE prime, or any binary blobs
are encrypted in HS-SE devices.

1.3.6.1.4.1.294.1.10=ASN1:SEQUENCE:ext_enc_info

[ ext_enc_info ]
numComp = INTEGER:2
esb1=SEQUENCE:encl
efw=SEQUENCE:enc2

[ encl ]

compNum = INTEGER:1

iV = FORMAT:HEX,0CT:474bfd801866beecc7ab6d4c61490ela

randstring = FORMAT:HEX,O0CT:772fc5810fa36f516e595ad8adf19260f47a8461f193892746692fbb932727al
iterationCnt = INTEGER:0
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[ enc2 ]

compNum = INTEGER:2
iV = FORMAT:HEX,OCT:aaaaaaaaaaaabeecc7ab6d4c61490ela
randsString = FORMAT:HEX,OCT:bbbbbbbbbbbbbbbbbe595ad8adf19260f47a84611f193892746692fbb932727al
iterationCnt = INTEGER:2
salt = FORMAT:HEX,0CT:ccccccccccccccccccaa84f29d6b68do

salt = FORMAT:HEX,0CT:42ea40851298339c8baa84f29d6b68d0

4.7.5.5 Component Ordering

ROM supports fixed Component ordering for SBL- Binary and SYS-FW Cert and Binary.
For GP and HS-SE Prime devices, Comp#1 should be SBL binary, and Comp#2 should be SYS-FW binary.

For HS-FS and HS-SE non-Prime devices, Comp#1 should be SBL binary, Comp#2 should be SYS-FW Inner
Certificate, and Comp#3 should be SYS-FW binary.

4.7.5.6 Memory Load Sections Overlap with Executable Components

Memory load sections for SBL and SYS-FW (CompType 0x11 and 0x12) the destination address and size should
not overlap with the corresponding load and execute sections, and should also fall in the allowed memory range

by ROM.

4.7.5.7 Device Type and Extended Boot Extension

X509 Extension Component GP Device HS-FS HS-SE non-prime HS-SE Prime Device
ext_boot_info Comp#1 SBL Binary SBL Binary SBL Binary SBL Binary
Comp#2 SYS-FW binary SYS-FW binary SYS-FW binary SYS-FW binary
Comp#3 SBL mem load SBL mem load SBL mem load SBL mem load
section section section section
Comp#4 SysFW mem load SysFW mem load SysFW mem load SysFW mem load
section section section section
Comp#5 N/A SysFW inner SysFW inner N/A
certificate certificate
ext_enc_info Comp#1 N/A N/A1 SBL encryption SBL encryption
Comp#2 N/A SYS FW encryption
Comp#3 SBL memory load SBL memory load
Encryption encryption
Comp#4 Sys-FW memory load | Sys-FW memory load
encryption encryption
Comp#5 N/A1 NA

1. SYS-FW encryption in HS-FS and HS-SE (non Prime) are handled in SYS-FW Inner certificate and they are
not part of the extended boot info extensions.

4.7.6 Generating X.509 Certificates

X.509 Certificates are generated using OpenSSL and a configuration script to supply values in the extension

fields.

4.7.6.1 Key Generation

The SBL must always be signed with a given OpenSSL key - Secure and GP devices. Secure must have
encryption and authentication, GP device must only have authentication. The key used for authentication can be
random or specific. If a random key is generated and SBL is signed with this,the ROM will copy the SBL image
for authentication using memcopy. With this key, ROM code will be directed to use DMA to load the SBL for

authentication which saves boot time.
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4.7.6.1.1 Degenerate RSA Keys
Degenerate RSA keys are valid RSA keys with the private exponent set to 1. This results in the signature field
being equal to the digest, since in RSA:

Signature = digestprivExp mod nprivExp mod nPrivExp )

Where n is the key size. Since the hash used is SHA-512 and the signature is an ASN.1 sequence containing
the OID defining which has was used as well as the hash value, the degenerate RSA must have a value of n
greater than the maximum digest size. Typically 1024-bit is chosen.

The following sequence is used to generate degenerate RSA keys:

1. Create a random RSA key:

‘openss1 genrsa -out key.pm 1024
2. Convert to text:

‘openss1 rsa -in key.pem -text -noout > key.txt

3. Create an asn1 template for the degenerate key called degenerateKey.txt. Simply copy the values for
modulus, prime (listed as p in key.txt), prime 2 (listed as q), and coefficient (listed as coeff). Set the public
and private key exponents to 1, as well as the values for e1 and e2. See the example below.

4. Convert the template to DER:

‘openss] asnlparse -genconf degenerateKey.txt -out degenerateKey.der

5. Sanity check the key:

‘ openss1 rsa -in degenerateKey.der -inform der -text -check
6. If there are no errors create the degenerate key pem file:

‘openss1 rsa —-in degenerateKkey.der -inform der -outform pem -out degeneratekey.pem

An example degenerateKey.ixt file is shown.

asn1=SEQUENCE:rsa_key

[rsa_key]

version=INTEGER:0
modulus=INTEGER<copied from key.txt>
pubExp=INTEGER:1

privEXp=INTEGER:1
p=INTEGER:<copied from key.txt>
g=INTEGER<copied from key.txt>
el=INTEGER:1

e2=INTEGER:1

coeff=INTEGER<copied from key.txt>

Note that when copying the multi-byte fields from key.txt it is necessary to remove the colons, catenate the lines
and add a preceding Ox.

4.7.6.2 Configuration Script

An example openssl configuration script is shown below. Not all extensions are required, but all possible are
shown.

[ req]

distinguished_name = req_distinguished_name
X509_extensions = v3_ca

prompt = no

dirstring_type = nobmp

[ reg_distinguished_name ]

C =GB

ST = HI

L = Boston

0 = Texas Instruments., Inc.

SPRUIM2I — MAY 2020 — REVISED JANUARY 2026 AM64x/AM243x Processors Silicon Revision 2.0 136
Submit Document Feedback Texas Instruments Families of Products
Copyright © 2026 Texas Instruments


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUIM2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUIM2I&partnum=AM64x

13 TEXAS

INSTRUMENTS

www.ti.com Initialization
OU = DSP
CN = Bob
emailAddress = Bob@hou.t1i.com
[ v3_ca ]
basicConstraints = CA:true
1.3.6.1.4.1.294.1.1 = ASN1:SEQUENCE:boot_seq
1.3.6.1.4.1.294.1.2 = ASN1:SEQUENCE:image_integrity
1.3.6.1.4.1.294.1.3 = ASN1:SEQUENCE:swrv
1.3.6.1.4.1.294.1.4 = ASN1:SEQUENCE:encryption
1.3.6.1.4.1.294.1.5 = ASN1:SEQUENCE:key_derivation
1.3.6.1.4.1.294.1.7 = ANSI:SEQUENCE:pTlCOﬂtr‘dl
1.3.6.1.4.1.294.1.8 = ANSI:SEQUENCE:debug
[ boot_seq ]
certType =INTEGER:1

bootCore = INTEGER:16

bootArchwidth = INTEGER:32

destAddr = FORMAT:HEX,0CT:bc934b00

imageSize = INTEGER:0x00004860

[ image_integrity ]

shaType = 01D:1.3.14.3.2.26

shavalue = FORMAT:HEX,OCT:4cf4d59ef77b5d9ab28d2ceb3c9fe83cb52ae6d?2
[ swrv ]

rollback = INTEGER:0x00010001

[ encryption ]

Iv =FORMAT:HEX,0CT:00112233445566778899%aabbccddeeff

Rstring = FORMAT:HEX,0CT:00112233445566778899%aabbccddeeff101112131415161718191alblcldlelf
Icount = INTEGER:1

Salt = FORMAT:HEX,0CT:00112233445566778899%aabbccddeeff

[ p11control ]

p110_num = INTEGER:0

p110_cfg = FORMAT:HEX,0CT:00345678900
p111l_num = INTEGER:1

p110_cfg = FORMAT:HEX,0CT:00345678900
[ debug ]

uid = FORMAT:HEX,0CT:00345678900
type = INTEGER:1

dbgE = INTEGER:0

secDbgEn = INTEGER:0

The certificate is then generated using the following openssl command:

openss1 req -new -x509 -key <private_key_pem_file> -nodes -out <output_X.509_pem_file> -config
<config_file> -sha512

If a delegate key is being signed, then add the option -signkey <sign_key_pem_file> to the command above.
4.7.6.3 Image Data

The image data (blob) is considered simply as a byte stream. On devices that are multiple bytes wide (for
example, PCle) the image must be formatted so that all multi-byte fields match the endianness of the device.
The MCU will always run in little endian mode.
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4.8 Boot Memory Maps
4.8.1 Memory Layout/MPU

Table 4-61 shows an overview of the MPU configuration. In the RS MPU, higher numbered regions have priority,
therefore in Table 4-61, where two regions overlap, the region on the right defines the memory attributes.

Table 4-61. Memory Layout/MPU

Memory Address Regions
0x0000_0000 Region 10
0x0000_003F
0x4101_0000 Region 4
0x4101_OFFF Region 3 TCM Priv access
0x4101_1000 TCM User access
0x4101_7FFF
0x4180_0000 Region 2
0x4180_7FFF Region 1 ROM Priv access
0x4180_8000 ROM User access
0x4183_FFFF Region 0
non-executable

full access

0x6000_0000 Region 11
OSPI memory

0x67FF_FFFF

0x7000_0000

0x7017_FFFF

0x7018_0000

0x701F_FFFF

0x7020_0000

OXFFFF_FFFF

Cached memory

Region 5
MSRAM All Access
Non-cacheable

Region 6

non-cacheable

4.8.2 Global Memory Addresses Used by ROM Code

The ROM code uses several global memory addresses that are useful for debugging. They are shown in Table

4-62.

Table 4-62. Global Memory Addresses
Group Address Size (bytes) Content
Version 0x4182_FF80 0x40 ROM code version (stored in ROM)
Warning/Error Logs 0x701B_D000 0x200 Warning entries in warm boot
Warning/Error Logs 0x701B_D200 0x200 Severe entries in warm boot
Warning/Error Logs 0x701B_D400 0x100 Critical entries in warm boot
Message Logs 0x701B_D580 0x200 Circular message buffer
Message Logs 0x701B_D780 0x14 Circular message context log
Warning/Error Logs 0x701B_D800 0x200 Warning entries in cold boot
Warning/Error Logs 0x701B_DAO0O 0x200 Severe entries in cold boot
Warning/Error Logs 0x701B_DCO00 0x100 Critical entries in cold boot
Warning/Error Logs 0x701B_DDO00 0x28 Cold boot log context
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Table 4-62. Global Memory Addresses (continued)

Group Address Size (bytes) Content

Warning/Error Logs 0x701B_DD28 0x28 Warm boot log context

Warning/Error Logs 0x701B_DD50 Ox4 Active context pointer (not index) to one of the cold or

warm contexts

Trace 0x701B_DD80 0x18 Boot trace context

Trace 0x701B_DD98 0x400 Boot trace entry buffers

Parameter Tables 0x701B_EBFC 0x4 Parameter table index (currently active table, 0 or 1)

Parameter Tables 0x701B_ECO00 0x200 Parameter table 0

Parameter Tables 0x701B_EEOO0 0x200 Parameter table 1

Free MSRAM 0x7000_0000 0x180000 Loadable space for SBL

The ROM code version information is a structure shown in Table 4-63
Table 4-63. ROM Code Version

Field Address Size (bytes) Value for PG1
Version Number 0x4182_FF80 Ox4 0x00010000 (1.0.0)
Version Date 0x4182_FF84 0x8 "09/12/20"
Device Name 0x4182_FF8C 0xC "am64x"
Commit ID 0x4182_FF98 0x28 53d0da4ef87e4abede5tgt780d4300bdb5e131e9
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Chapter 5
Device Configuration

i3 TEXAS INSTRUMENTS

This chapter describes the device configuration details including information related to Control MMR's, Power,
Reset, and Clocking.
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5.1 Control Module (CTRL_MMR)

The control module controls top-level device behavior in various states. It contains registers for configuration,
bootstrap signals, I/0O pad multiplexing, clock selection, and many others.

There are two CTRL_MMR modules in this device - CTRL_MMRO which resides in VD_CORE and
MCU_CTRL_MMRO in VD_MCU voltage domain. There are also two other modules dedicated to pad
configuration - PADCFG_CTRLO_CFGO0 and MCU_PADCFG_CTRLO_CFGO. There is also one more module
(SEC_MMRO) that has registers to control the configuration of the MAIN domain processors.

The following sections describe all these modules.

5.1.1 CTRL_MMRO and PADCFG_CTRLO_CFGO...........ccoiiiiiiiiiiiiiiee ettt e e e e e e e e e e e e e esntaeeeeesannneeeaeean 142

5.1.2 MCU_CTRL_MMRO and MCU_PADCFG_CTRLO_CFGO..............coceieeereeeeeeeeeeeeseeesesseesererseeesesesesneeeseneens 156
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5.1.1 CTRL_MMRO0 and PADCFG_CTRLO_CFGO
The following sections describe the CTRL_MMRO0 and PADCFG_CTRLO_CFGO0 modules.
5.1.1.1 CTRL_MMRO and PADCFG_CTRLO_CFGO Overview

The CTRL_MMRO module has registers associated mainly with:
» Kick protection (register write protection)

*  CTRL_MMRO module interrupts

+ EHRPWM/EQEP control and status

* Clock muxing and division

* Ethernet port operation control

+ DDRSS dynamic frequency change

» Device features

* and a few other registers and register groups.

The PADCFG_CTRLO_CFGO module has registers associated mainly with:

« Device pad configuration
* Kick protection (register write protection)
« PADCFG_CTRLO_CFGO module interrupts
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5.1.1.2 CTRL_MMRO and PADCFG_CTRLO_CFGO Integration

This section describes CTRL_MMRO0, PADCFG_CTRLO_CFGO0, and SEC_MMRO integration in the device,
including information about clocks, resets, and hardware requests.

One CTRL_MMRO, one PADCFG_CTRLO_CFGO0, and one SEC_MMRO0 modules are integrated in the device
MAIN domain. Figure 5-1 shows their integration.

Device

MCU_M4FSS0

MCU_M4FSS0_COREO_NVIC_IN_58
MCU_M4FSS0_COREO_NVIC_IN_59

GICSS0

GICSS0_SPI_IN_137
GICSS0_SPI_IN_131

R5FSS0/1_COREO0/1

R5FSS0/1_COREO_INTR_IN_119
R5FSS0/1_CORE1_INTR_IN_119
R5FSS0/1_COREO_INTR_IN_131
R5FSS0/1_CORE1_INTR_IN_131

=]

v

PLLCTRLO
MAIN_SYSCLKO
LPSCO
MOD_G_RST
MOD_POR_RST
SEC_MMRO

SEC_MMRO_FICLK
SEC_MMRO_RST

CTRL_MMRO

CTRL_MMRO_ACCESS_ERR_0

CTRL_MMRO_FICLK

CTRL_MMRO_RST
CTRL_MMRO_POR_RST

v

vy

PADCFG_CTRLO_CFGO

PADCFG_CTRLO_CFGO_FICLK

PADCFG_CTRLO_CFGO_RST
PADCFG_CTRLO_CFGO_POR_RST

PADCFG_CTRLO_ACCESS_ERR 0

Figure 5-1. CTRL_MMRO, PADCFG_CTRLO_CFGO0, and SEC_MMRO Integration

ctrimmr-001
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Table 5-1 through Table 5-3 summarize the integration of the CTRL_MMRO, PADCFG_CTRLO_CFGO, and

SEC_MMRO modules in the device MAIN domain.
Table 5-1. CTRL_MMRO, PADCFG_CTRLO0_CFGO0, and SEC_MMRO Integration Attributes

Module Instance

Attributes

Power Domain

Module Domain

Interconnect

Power Sleep Controller

CTRL_MMRO

PSCO

PADCFG_CTRLO_CFGO

SEC_MMRO

PDO

LPSCO

CBASSO

Table 5-2. CTRL_MMRO0, PADCFG_CTRLO0_CFGO0, and SEC_MMRO Clocks and Resets

Clocks
Module Instance = Module Clock Input Source Clock Signal Source Description
CTRL_MMRO CTRL_MMRO_FICLK MAIN_SYSCLKO0/4 PLLCTRLO Functional and interface clock
for the CTRL_MMRO module
with frequency equal to
MAIN_SYSCLKO divided by 4.
PADCFG_CTRLO_ PADCFG_CTRLO_CFGO_ MAIN_SYSCLKO0/4 PLLCTRLO Functional and interface clock
CFGO FICLK for the PADCFG_CTRLO_CFGO
module with frequency equal to
MAIN_SYSCLKO divided by 4.
SEC_MMRO SEC_MMRO_FICLK MAIN_SYSCLKO0/4 PLLCTRLO Functional and interface clock
for the SEC_MMRO module
with frequency equal to
MAIN_SYSCLKO divided by 4.
Resets
Module Instance = Module Reset Input Source Reset Signal Source Description
CTRL_MMRO CTRL_MMRO_RST MOD_G_RST LPSCO Module level main reset
CTRL_MMRO_POR_RST MOD_POR_RST LPSCO Module power-on reset
PADCFG_CTRLO_ PADCFG_CTRLO_CFGO_ MOD_G_RST LPSCO Module level main reset
CFGO RST
PADCFG_CTRLO_CFGO_ MOD_POR_RST LPSCO Module power-on reset
POR_RST
SEC_MMRO SEC_MMRO_RST MOD_G_RST LPSCO SEC_MMRO module reset
Table 5-3. CTRL_MMRO and PADCFG_CTRLO_CFGO0 Hardware Requests
Interrupt Requests
Module Module Interrupt Signal Destination Interrupt Input Destination Description Type
Instance
CTRL_MMR CTRL_MMRO_ACCESS_ERR 0 MCU_M4FSS0_COREO_NVIC_| MCU_M4FSS0
0 N_58
GICSSO0_SPI_IN_137 GICSS0 _Intgrru_pt
indicating
R5FSS0_COREO_INTR_IN_119 R5FSS0_COREO protection, Level
R5FSS0_CORE1_INTR_IN_119 R5FSS0_CORE1 ad?ressingy lock
violation.
R5FSS1_COREO_INTR_IN_119 R5FSS1_COREO
R5FSS1_CORE1_INTR_IN_119 R5FSS1_CORE1
PADCFG_C PADCFG_CTRLO_ACCESS_ERR_ MCU_M4FSS0_COREO_NVIC_| MCU_M4FSS0
TRLO_CFGO 0 N_59
GICSSO0_SPI_IN_131 GICSS0 Interrupt
indicating
R5FSS0_COREO_INTR_IN_131 R5FSS0_COREO protection, Level

R5FSS0_CORE1_INTR_IN_131

R5FSSO_CORE1

addressing, lock

R5FSS1_COREO_INTR_IN_131

R5FSS1_COREO

R5FSS1_CORE1_INTR_IN_131

R5FSS1_CORE1

violation.
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Table 5-3. CTRL_MMRO and PADCFG_CTRLO_CFGO0 Hardware Requests (continued)

Interrupt Requests

Module Destination

Instance

Module Interrupt Signal Destination Interrupt Input Description

Type

DMA Events

Module Destination Description

Instance

CTRL_MMR - - - -
0

PADCFG C -
TRLO_CFGO

Module DMA Event Destination DMA Event Input

Type

Note

For more information about CTRL_MMRO_ACCESS_ERR_0 and
PADCFG_CTRLO_ACCESS_ERR_0, see Section 5.1.1.3.1.5 .

For more information on the interconnects, see Chapter 3, System Interconnect.

For more information on the power, reset and clock management, see the corresponding sections

within Chapter 5 , Device Configuration.

For more information on the device interrupt controllers, see Section 9.2, Interrupt Controllers.
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5.1.1.3 CTRL_MMRO and PADCFG_CTRLO_CFGO0 Functional Description
5.1.1.3.1 Description for CTRL_MMRO0 and PADCFG_CTRLO_CFGO Register Types

The following sub-sections provide summary and description for most of the registers which are part of the
CTRL_MMRO and PADCFG_CTRLO_CFGO0 modules memory spaces. The rest of the registers are described in
the corresponding chapters where the functionality associated with particular register is covered in more detail.

5.1.1.3.1.1 Pad Configuration Registers

The pad configuration registers are used to configure most of the device pads. Each pad configuration register
(PADMMR_PADCONFIGO0 to PADMMR_PADCONFIG181) is assotiated only with one pad and has bits as
described in Table 5-4.

Table 5-4. Description Of The Pad Configuration Register Bits

Bit Field") Type Description
31 LOCK RIW Pad configuration register lock bit.
Oh - The corresponding pad configuration register is unlocked. Its value can
be modified. Further writes are allowed.
1h - The corresponding pad configuration register is locked. Its value can not
be modified. Further writes are not allowed.
30-22 RESERVED R Reserved
2 TX_DIS RIW Disables the driver for a pad
Oh - Driver is enabled
1h - Driver is disabled
20-19 RESERVED R Reserved
18 RXACTIVE RIW Input enable for a pad
Oh - Receiver disabled
1h - Receiver enabled
17-15 RESERVED R Reserved
14 ST_EN RIW Receiver Schmitt Trigger enable
Oh - Schmitt trigger input disabled
1h - Schmitt trigger input enabled
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Table 5-4. Description Of The Pad Configuration Register Bits (continued)

Bit

Field(")

Type

Description

13-11

DEBOUNCE_SEL

R/W

Selects the debouce period for a pad. For more information, see I/O
Debounce Registers.

Oh - Debounce period of 0

1h - Debounce period as specified via the
CTRLMMR_MCU_DBOUNCE_CFG1[5-0] DB_CFG field

2h - Debounce period as specified via the
CTRLMMR_MCU_DBOUNCE_CFG2[5-0] DB_CFG field

3h - Debounce period as specified via the
CTRLMMR_MCU_DBOUNCE_CFG3[5-0] DB_CFG field

4h - Debounce period as specified via the
CTRLMMR_MCU_DBOUNCE_CFG4[5-0] DB_CFG field

5h - Debounce period as specified via the
CTRLMMR_MCU_DBOUNCE_CFG5[5-0] DB_CFG field

6h - Debounce period as specified via the
CTRLMMR_MCU_DBOUNCE_CFG6[5-0] DB_CFG field

7h - Reserved

10-4

RESERVED

Reserved

3-0

MUXMODE

R/wW

Selects the desired multiplexing mode for a pad

0Oh - Mux Mode 0
1h - Mux Mode 1
2h - Mux Mode 2
3h - Mux Mode 3
4h - Mux Mode 4
5h - Mux Mode 5
6h - Mux Mode 6
7h - Mux Mode 7
8h - Mux Mode 8
9h - Mux Mode 9
Ah - Mux Mode 10
Bh - Mux Mode 11
Ch - Mux Mode 12
Dh - Mux Mode 13
Eh - Mux Mode 14
Fh - Mux Mode 15

(1)  Some bits may not be present in all PADCONFIGx registers.

Many of the device pads support pad multiplexing. This means that their function can be independently chosen
from two or more options. The selection of functions available on each pad is enumerated in table “Pin
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Multiplexing” of the device-specific Datasheet. The desired function is selected via the MUXMODE field of the
associated pad configuration register.

The PADMMR_PADCONFIGO to PADMMR_PADCONFIG181 registers control the signal multiplexing of
modules in the device MAIN domain.

5.1.1.3.1.2 Kick Protection Registers

The CTRL_MMRO memory space is divided into several partitions. There are Kick and Proxy registers
associated with each partition. This section describes the Kick registers. For information about the Proxy
registers see Section 5.1.1.3.1.4

The CTRL_MMRO module has a protection mechanism which prevents spurious writes from changing the values
of its registers. The LOCKi_KICKO and LOCKi_KICK1 registers are used for this purpose. A write is required first
to the LOCKIi_KICKO[31-1] KEY field and then to the LOCKi_KICK1[31-0] KEY field with exact data values to
unlock the protection mechanism. Once released then all registers within Partition "i" having write permissions
can be written to. The read only registers are still read only. An indication for unlocked Partition "i" is when

the LOCKIi_KICKO[0] UNLOCKED bit is set to 1h. When the protection mechanism is locked (indicated by
LOCKIi_KICKO[0] UNLOCKED = 0h) none of the registers within Partition "i" can be written to. They can only be
read.

Table 5-5 shows the values that must be written to the LOCKi_KICKO and LOCKIi_KICK1 registers to unlock
each partition. Writing any other data value to either of these registers locks the protection mechanism and
blocks any writes to the registers that reside in Partition "i".

The PADCFG_CTRLO_CFGO0 module also has kick protection registers.
Table 5-5. Partition Unlock Values

Register Partition Unlock Value Proxy0 Offset Range | Proxy1 Offset Range
MAIN_CTRL_MMRK_éZFGO_LOCKO_KIC Partition 0 68EF 3490h
0000h to 1FFFh 2000h to 3FFFh
MAIN_CTRL_MMRK_1CFGO_LOCK0_KIC Partition 0 D172 BC5AN
MAIN_CTRL_MMRK_(S)FGO_LOCM_KIC Partition 1 68EF 3490h
4000h to 5FFFh 6000h to 7FFFh
MAIN_CTRL_MMRK_1CFGO_LOCK1_KIC Partition 1 D172 BC5AN
MAIN_CTRL_MMRK_(E:FGO_LOCK2_KIC Partition 2 68EF 3490h
8000h to 9FFFh A000h to BFFFh
MAIN_CTRL_MMRK_1CFGO_LOCK2_KIC Partition 2 D172 BC5AN
MAIN_CTRL_MMRK_OCFGO_LOCK(S_KIC Partition 3 68EF 3490h
C000h to DFFFh E000h to FFFFh
MAIN_CTRL_MMRK_1CFGO_LOCK3_KIC Partition 3 D172 BC5AN
MAIN_CTRL_MMRK_OCFGO_LOCKS_KIC Partition 5 68EF 3490h
1 4000h to 1 5FFFh 1 6000h to 1 7FFFh
MAIN_CTRL_MMRK_1CFGO_LOCK5_KIC Partition 5 D172 BC5Ah
MAIN_CTRL_MMRK_é:FGO_LOCKG_KIC Partition 6 68EF 3490h
1 8000h to 1 9FFFh 1 AO0Oh to 1 BFFFh
MAIN_CTRL_MMRK_1(3FGO_LOCK6_KIC Partition 6 D172 BC5AN
MAIN_PADCFG_CTRL_MMR_CFGO_L s
OCKO_KICKO Partition 0 68EF 3490h 0000h to 1FFFh 2000h to 3FFFh
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Table 5-5. Partition Unlock Values (continued)
Register Partition Unlock Value Proxy0 Offset Range | Proxy1 Offset Range
MAIN_PADCFG_CTRL_MMR_CFGO_L .
OCKO_KICK1 Partition 0 D172 BC5Ah
MAIN_PADCFG_CTRL_MMR_CFGO_L o
OCK1_KICKO Partition 1 68EF 3490h
MAIN PADGEG CTRL MMR CFGO L 4000h to 5FFFh 6000h to 7FFFh
- OCR1_KI6K1 — - Partition 1 D172 BC5Ah
* Not listed partitions are reserved and not used.
Note

In order to ensure that all registers from all partitions are write protected, software must always re-lock
the protection mechanism after completing the register writes.

The kick protection registers described in this section are an exception and are not write protected by the

protection mechanism.

5.1.1.3.1.3 1/0 Debounce Control Registers

Some device pads have debounce logic. The following MCU_CTRL_MMRO registers are used to configure the
debounce period as shown in Table 5-6.

Table 5-6. Debounce period

MCU_CTRL_MMR Debounce Register PADCONFIGX[13-11]
DEBOUNCE_SEL setting
MCU_CTRL_MMR_CFGO0_DBOUNCE_CFG1 1h
MCU_CTRL_MMR_CFG0_DBOUNCE_CFG2 2h
MCU_CTRL_MMR_CFG0_DBOUNCE_CFG3 3h
MCU_CTRL_MMR_CFG0_DBOUNCE_CFG4 4h
MCU_CTRL_MMR_CFG0_DBOUNCE_CFG5 5h
MCU_CTRL_MMR_CFGO_DBOUNCE_CFG6 6h

Note

The debounce logic is not associated with all signals that can be multiplexed on a pad. Only certain

signals can use it.

For information about each signal that has associated debounce logic, see Signal Descriptions in the

device Datasheet.

Note

It is recommended to first configure the PADCONFIG and debounce, as well as the debounce counter

values in the SoC MMR, prior to enabling the IP.

For information about the PADCONFIGx registers, see Pad Configuration Registers.
Table 5-7 shows the debounce period values to load in the MCU_CTRL_MMR_CFG0_DBOUNCE_CFGx[5-0]

DB_CFG field.
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The debounce clock selection should happen before the consumer of the debounced signals is

Note

enabled as the clock multiplexers for the debounce logic are NOT glitch-free.

Table 5-7. Debounce Period Values

MCU_CTRL_MMR_CFGO0_DBOUN | Slow Inputs | Fast Inputs MCU_CTRL_MMR_CFGO0_DBOUN | Slow Inputs | Fast Inputs
CE_CFGx[5:0] DB_CFG Decimal | (32.768kHz | (25MHz(") CE_CFGx[5:0] DB_CFG Decimal (25MHz(")) | (250MHz(")
Value M) Value
Delay[ms] Delay[us] Delay[us] Delay[ns]
0 bypassed n/a 32 0.04 4
1 1.95 2.56 33 0.08 8
2 2.93 3.84 34 0.12 12
3 3.91 5.12 35 0.16 16
4 4.88 6.40 36 0.20 20
5 5.86 7.68 37 0.24 24
6 6.84 8.96 38 0.28 28
7 7.81 10.24 39 0.32 32
8 8.79 11.52 40 0.36 36
9 9.77 12.80 41 0.40 40
10 10.74 14.08 42 0.44 44
11 11.72 15.36 43 0.48 48
12 12.7 16.64 44 0.52 52
13 13.67 17.92 45 0.56 56
14 14.65 19.20 46 0.60 60
15 15.63 20.48 47 0.64 64
16 16.6 21.76 48 0.68 68
17 17.58 23.04 49 0.72 72
18 18.55 24.32 50 0.76 76
19 19.53 25.60 51 0.80 80
20 20.51 26.88 52 0.84 84
21 21.48 28.16 53 0.88 88
Delay[ms] Delay[us] Delay[us] Delay[ps]
22 15.63 20.48 54 20.48 2.048
23 31.25 40.96 55 40.96 4.096
24 46.88 61.44 56 61.44 6.144
25 62.5 81.92 57 81.92 8.192
26 78.13 102.40 58 102.40 10.24
27 93.75 122.88 59 122.88 12.288
28 109.38 143.36 60 143.36 14.336
29 125 163.84 61 163.84 16.384
30 140.63 184.32 62 184.32 18.432
31 156.25 204.80 63 204.80 20.48

(1) These are the debounce logic clock frequencies.
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5.1.1.3.1.4 Proxy Addressing Registers

The CTRL_MMRO memory space is divided into several partitions. There are Kick and Proxy registers
associated with each partition. This section describes the Proxy registers. For information about the Kick
registers see Section 5.1.1.3.1.2 .

The CTRL_MMRO module has several registers that provide proxy addressing. This means, each of its registers
may be accessed through two different addresses - Proxy0 and Proxy1. The Proxy0 address is intended as the
normal read and write access address. The Proxy1 address provides exclusive register write control. When a

bit from the Px_CLAIMy[31-0] PROXY1_CLAIMED field is set to 1h, a register becomes read-only at its Proxy0
address and may only be written through its Proxy1 address. The Proxy registers themselves may always be
read through their Proxy0 address but may only be written through their Proxy1 address.

The x and y indices can be calculated through the following equations:

* x = INT(HEX2DEC(address_offset)/16384))
* y=INT(MOD(HEX2DEC(address_offset),16384)/128)

where:

* INT() rounds down to the nearest integer
« HEX2DEC() converts from hexadecimal to decimal
* MOD() returns the reminder of HEX2DEC(address_offset)/16384

Table 5-8 shows the proxy registers and the partition they are associated with. Each partition is 16KB. The first
8KB are for Proxy0 addresses, and the second 8KB are for Proxy1 addresses.

The PADCFG_CTRLO_CFGO0 module also has proxy addressing registers.
Table 5-8. Proxy Registers and Partitions

Proxy Register Partition(") Proxy0 Offset Range Proxy1 Offset Range

CTRLMMR_PO_CLAIMO
CTRLMMR_PO_CLAIM4

Partition 0 0000h to 1FFFh 2000h to 3FFFh

CTRLMMR_P1_CLAIMO
CTRLMMR_P1_CLAIM1
CTRLMMR_P1_CLAIM2
CTRLMMR_P1_CLAIM3
CTRLMMR_P1_CLAIM4 Partition 1 4000h to 5FFFh 6000h to 7FFFh
CTRLMMR_P1_CLAIM5
CTRLMMR_P1_CLAIM12
CTRLMMR_P1_CLAIM13
CTRLMMR_P1_CLAIM14

CTRLMMR_P2_CLAIMO
CTRLMMR_P2_CLAIM1
CTRLMMR_P2_CLAIM2
CTRLMMR_P2_CLAIM3
CTRLMMR_P2_CLAIM4
CTRLMMR_P2_CLAIMS Partition 2 8000h to O9FFFh A000h to BFFFh
CTRLMMR_P2_CLAIM6
CTRLMMR_P2_CLAIM7
CTRLMMR_P2_CLAIM8
CTRLMMR_P2_CLAIM9
CTRLMMR_P2_CLAIM10

CTRLMMR_P3_CLAIM6 ‘ Partition 3 ‘ C000h to DFFFh ‘ EO000h to FFFFh
CTRLMMR_P5_CLAIMO "
CTRLMMR_P5_CLAIM1 Partition 5 1 4000h to 1 5FFFh 1 6000h to 1 7FFFh
CTRLMMR_P6_CLAIM2 Partition 6 1 8000h to 1 9FFFh 1 A0OOh to 1 BFFFh
PADMMR_PO_CLAIMO ‘ Partition 0 ‘ 0000h to 1FFFh ‘ 2000h to 3FFFh
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Table 5-8. Proxy Registers and Partitions (continued)
Proxy Register Partition(") Proxy0 Offset Range Proxy1 Offset Range

PADMMR_P1_CLAIMO
PADMMR_P1_CLAIM1
PADMMR_P1_CLAIM2
PADMMR_P1_CLAIM3
PADMMR_P1_CLAIM4
PADMMR_P1_CLAIM5

Partition 1 4000h to 5FFFh 6000h to 7FFFh

(1)  Not listed partitions are reserved and not used.

5.1.1.3.1.5 CTRL_MMRO0 Module Interrupts

The CTRL_MMRO module has one interrupt request, the CTRL._MMRO0_ACCESS_ERR _0, which is associated
with the following registers:

* MAIN_CTRL_MMR_CFGO_INTR_RAW_STATUS — interrupt raw status register

« MAIN_CTRL_MMR_CFGO_INTR_ENABLED_STATUS_CLEAR — interrupt status register

« MAIN_CTRL_MMR_CFGO_INTR_ENABLE — interrupt enable register

* MAIN_CTRL_MMR_CFGO_INTR_ENABLE_CLEAR — interrupt disable register

The PADCFG_CTRLO_CFGO module also has one interrupt request, the PADCFG_CTRLO_ACCESS_ERR_0,
which is associated with the following registers:

« MAIN_PADCFG_CTRL_MMR_CFGO_INTR_RAW_STATUS — interrupt raw status register

« MAIN_PADCFG_CTRL_MMR_CFGO_INTR_ENABLED_STATUS_ CLEAR — interrupt status register

« MAIN_PADCFG_CTRL_MMR_CFGO_INTR_ENABLE — interrupt enable register

« MAIN_PADCFG_CTRL_MMR_CFGO_INTR_ENABLE_CLEAR — interrupt disable register

The following applies for the interrupt behavior of the CTRL_MMRO0 module:

 The CTRL_MMRO module asserts its interrupt line only if the interrupts are enabled by setting to 1h
the corresponding bits in the MAIN_CTRL_MMR_CFGO_INTR_ENABLE register. These interrupts can be
disabled by setting to 1h the corresponding bits in the MAIN_CTRL_MMR_CFGO_INTR_ENABLE_CLEAR
register.

» After an interrupt has been serviced, software must clear the corresponding status flag. This is done by
setting to 1h the corresponding bit in the MAIN_CTRL_MMR_CFGO_INTR_ENABLED_STATUS_CLEAR
register which also clears the corresponding bit in the MAIN_CTRL_MMR_CFGO_INTR_RAW_STATUS
register. The status flags in the MAIN_CTRL_MMR_CFGO_INTR_RAW_STATUS register
are set even if the corresponding interrupt is disabled unlike those in the
MAIN_CTRL_MMR_CFGO_INTR_ENABLED_STATUS_CLEAR register, which are set only if the
corresponding interrupt is enabled.

* Aninterrupt is also generated by the CTRL_MMRO, if certain bit in the
MAIN_CTRL_MMR_CFGO_INTR_RAW_STATUS register is set to 1h and the corresponding interrupt is
enabled through the MAIN_CTRL_MMR_CFGO_INTR_ENABLE register. This feature is useful during user
software debugging. In addition, even if interrupts are not enabled the corresponding raw flag in the
MAIN_CTRL_MMR_CFGO_INTR_RAW_STATUS register is set to 1h when an IRQ condition occurs.

» Even if interrupts are not enabled, a status bit in the MAIN_CTRL_MMR_CFGO0_INTR_RAW_STATUS
register can also be cleared by setting to 1h the corresponding bit in the
MAIN_CTRL_MMR_CFGO_INTR_ENABLED STATUS CLEAR register.

The same as previously described applies also for the interrupt behavior of the PADCFG_CTRLO_CFGO0 module
Table 5-9 lists the interrupt events which can assert the CTRL_MMRO_ACCESS_ERR_0 interrupt line.
Table 5-10 lists the interrupt events which can assert the PADCFG_CTRLO_ACCESS_ERR_0 interrupt line.
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Table 5-9. CTRL_MMRO Events

Event Flag

Event Mask

Description

MAIN_CTRL_MMR_CFGO_INTR_RAW_STATUS[2]
LOCK_ERR

MAIN_CTRL_MMR_CFGO_INTR_ENABLED_STAT
US_CLEAR[2] EN_LOCK_ERR

MAIN_CTRL_MMR_CFGO_INTR_ENABLE[2]
LOCK_ERR_EN_SET

MAIN_CTRL_MMR_CFGO_INTR_ENABLE_CLEAR[2
]LOCK_ERR_EN_CLR

Lock violation interrupt.
Occurs when writing to
a register in a locked

CTRL_MMRO partition.

MAIN_CTRL_MMR_CFGO_INTR_RAW_STATUS[]
ADDR_ERR

MAIN_CTRL_MMR_CFGO_INTR_ENABLED_STAT
US_CLEAR[1] EN_ADDR_ERR

MAIN_CTRL_MMR_CFGO_INTR_ENABLE[1]
ADDR_ERR_EN_SET

MAIN_CTRL_MMR_CFGO_INTR_ENABLE_CLEAR[1
] ADDR_ERR_EN_CLR

Addressing violation interrupt.
Occurs when accessing an
illegal address inside the
CTRL_MMRO module.

MAIN_CTRL_MMR_CFGO_INTR_RAW_STATUS|0]
PROT_ERR

MAIN_CTRL_MMR_CFGO_INTR_ENABLED_STAT
US_CLEAR[0] EN_PROT_ERR

MAIN_CTRL_MMR_CFGO_INTR_ENABLE[0]
PROT_ERR_EN_SET

MAIN_CTRL_MMR_CFGO_INTR_ENABLE_CLEAR[0
]PROT_ERR_EN_CLR

Protection violation interrupt.
Occurs when a register

is accessed without the
required secure/privilege level
permissions.

Table 5-10. PADCFG_CTRLO_CFGO Events

Event Flag

Event Mask

Description

MAIN_PADCFG_CTRL_MMR_CFGO_INTR_RAW _
STATUS[2] LOCK_ERR

MAIN_PADCFG_CTRL_MMR_CFGO_INTR_ENAB
LED_STATUS_CLEAR[2] EN_LOCK_ERR

MAIN_PADCFG_CTRL_MMR_CFGO_INTR_ENABLE
[2] LOCK_ERR_EN_SET

MAIN_PADCFG_CTRL_MMR_CFGO_INTR_ENABLE
_CLEAR[2] LOCK_ERR_EN_CLR

Lock violation interrupt.
Occurs when writing to

a register in a locked
PADCFG_CTRLO_CFGO
partition.

MAIN_PADCFG_CTRL_MMR_CFGO_INTR_RAW _
STATUS[1] ADDR_ERR

MAIN_PADCFG_CTRL_MMR_CFGO_INTR_ENAB
LED_STATUS_CLEAR[1] EN_ADDR_ERR

MAIN_PADCFG_CTRL_MMR_CFGO_INTR_ENABLE
[1] ADDR_ERR_EN_SET

MAIN_PADCFG_CTRL_MMR_CFGO_INTR_ENABLE
_CLEAR[1] ADDR_ERR_EN_CLR

Addressing violation interrupt.
Occurs when accessing

an illegal address inside

the PADCFG_CTRLO_CFGO
module.

MAIN_PADCFG_CTRL_MMR_CFGO_INTR_RAW _
STATUS[0] PROT_ERR

MAIN_PADCFG_CTRL_MMR_CFGO_INTR_ENAB
LED_STATUS_CLEAR[0] EN_PROT_ERR

MAIN_PADCFG_CTRL_MMR_CFGO_INTR_ENABLE
[0] PROT_ERR_EN_SET

MAIN_PADCFG_CTRL_MMR_CFGO_INTR_ENABLE
_CLEAR[0] PROT_ERR_EN_CLR

Protection violation interrupt.
Occurs when a register

is accessed without the
required secure/privilege level
permissions.

When an error event as described in Table 5-9 occurs, the error associated details are captured

in the MAIN_CTRL_MMR_CFGO_FAULT_ADDRESS, MAIN_CTRL_MMR_CFGO_FAULT_TYPE_STATUS and
MAIN_CTRL_MMR_CFGO_FAULT_ATTR_STATUS registers. MAIN_CTRL_MMR_CFGO_FAULT_ADDRESS
contains the address of the first fault access. MAIN_CTRL_MMR_CFGO0_FAULT _TYPE_STATUS and
MAIN_CTRL_MMR_CFGO_FAULT_ATTR_STATUS contain status attributes associated with the first fault
access. To clear the contents of these three registers and allow them to latch the attributes of the next fault

the MAIN_CTRL_MMR_CFGO_FAULT_CLEARI[0] CLEAR bit must be set to 1h.

The same as previously described applies also for the PADCFG_CTRLO0_CFGO0 module. The corresponding

registers are as follows:

« MAIN_CTRL_MMR_CFGO_FAULT_ADDRESS

« MAIN_CTRL_MMR_CFGO_FAULT TYPE_STATUS
« MAIN_CTRL_MMR_CFGO_FAULT_ATTR_STATUS
« MAIN_CTRL_MMR_CFGO_FAULT CLEAR
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5.1.1.3.1.6 EHRPWM/EQEP Control and Status Registers
The CTRL_MMRO registers which provide control and status information for the EHRPWM/EQEP modules are

shown in Table 5-11.

Table 5-11. Summary of the EHRPWM/EQEP Control and Status Registers

Register Name

Description

Associated Functionality Described in:

MAIN_CTRL_MMR_CFGO_EPWMO_CT
MAIN_CTRL_MMRR:IE:FGO_EPWMLCT
MAIN_CTRL_MMRR:IE:FGO_EPWMZ_CT
MAIN_CTRL_MMRR:IE:FGO_EPWMS_CT
MAIN_CTRL_MMRR:IE:FGO_EPWM4_CT
MAIN_CTRL_MMRR:IE:FGO_EPWMS_CT
MAIN_CTRL_MMRR:IE:FGO_EPWM6_CT
MAIN_CTRL_MMRR:IE:FGO_EPWMY_CT
MAIN_CTRL_MMRR:IE:FGO_EPWMS_CT
RL

synchronization input and other controls

Time base clock, source of PWM

for the EHRPWMx(") module

EPWM() Modules Time Base Clock Gating and
Daisy-Chain Connectivity between EPWM Modules in
Enhanced Pulse Width Modulation (EPWM) Module

MAIN_CTRL_MMR_CFGO_SOCA_SEL
MAIN_CTRL_MMR_CFG0_SOCB_SEL

Start of Conversion output source

ADC start of conversion signals (PWM_SOCA and
PWM_SOCB) in Enhanced Pulse Width Modulation

(EPWM) Module

MAIN_CTRL_MMR_CFGO_EQEP_STAT

Provides EQEPx phase error status

information

Device Specific EQEP Features in Enhanced
Quadrature Encoder Pulse (EQEP) Module

(1)

The terms "EPWM" and "EHRPWM" are interchangeable in this section.

5.1.1.3.1.7 Clock Muxing and Division Registers

There are registers within the CTRL_MMRO0 module address space dedicated to clock muxing and division for
some device modules. Table 5-12 summarizes these registers. Related information can also be found in Section

5.4 Clocking.

Table 5-12. Summary of the Clock Muxing and Division Registers

Register Name

Register Name

Register Name

MAIN_CTRL_MMR_CFGO_OBSCLK0O_CTRL

MAIN_CTRL_MMR_CFGO_TIMER2_CLKSE
L

MAIN_CTRL_MMR_CFGO_USART5_CLK_C
TRL

MAIN_CTRL_MMR_CFGO_CLKOUT_CTRL

MAIN_CTRL_MMR_CFGO_TIMER3_CLKSE
L

MAIN_CTRL_MMR_CFGO_USART6_CLK_C
TRL

MAIN_CTRL_MMR_CFGO_GTC_CLKSEL

MAIN_CTRL_MMR_CFGO_TIMER4_CLKSE
L

MAIN_CTRL_MMR_CFGO_USARTO_CLKSE
L

MAIN_CTRL_MMR_CFGO_EFUSE_CLKSEL

MAIN_CTRL_MMR_CFGO_TIMER5_CLKSE
L

MAIN_CTRL_MMR_CFGO_USART1_CLKSE
L

MAIN_CTRL_MMR_CFGO_ICSSG0O_CLKSE
L

MAIN_CTRL_MMR_CFGO_TIMER6_CLKSE
L

MAIN_CTRL_MMR_CFGO_USART2_CLKSE
L

MAIN_CTRL_MMR_CFGO_ICSSG1_CLKSE
L

MAIN_CTRL_MMR_CFGO_TIMER7_CLKSE
L

MAIN_CTRL_MMR_CFGO_USART3_CLKSE
L

MAIN_CTRL_MMR_CFGO_MAIN_PLLO_CL
KSEL

MAIN_CTRL_MMR_CFGO_TIMERS_CLKSE
L

MAIN_CTRL_MMR_CFGO_USART4_CLKSE
L

MAIN_CTRL_MMR_CFGO_MAIN_PLL1_CL
KSEL

MAIN_CTRL_MMR_CFGO_TIMER9_CLKSE
L

MAIN_CTRL_MMR_CFGO_USART5_CLKSE
L

MAIN_CTRL_MMR_CFGO_MAIN_PLL2_CL
KSEL

MAIN_CTRL_MMR_CFGO_TIMER10_CLKS
EL

MAIN_CTRL_MMR_CFGO_USART6_CLKSE
L
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Table 5-12. Summary of the Clock Muxing and Division Registers (continued)

Register Name

Register Name

Register Name

MAIN_CTRL_MMR_CFGO_MAIN_PLL8_CL

MAIN_CTRL_MMR_CFGO_TIMER11_CLKS

MAIN_CTRL_MMR_CFGO_WWDO0_CLKSEL

KSEL EL

MAIN_CTRL_MMR_CFGO_MAIN_PLL12_CL| MAIN_CTRL_MMR_CFGO_SPI0_CLKSEL |MAIN_CTRL_MMR_CFGO_WWD1_CLKSEL
KSEL

MAIN_CTRL_MMR_CFGO_MAIN_PLL14_CL| MAIN_CTRL_MMR_CFGO_SPI1_CLKSEL |MAIN_CTRL_MMR_CFGO_WWD8_CLKSEL
KSEL

MAIN_CTRL_MMR_CFGO_PCIEO_CLKSEL

MAIN_CTRL_MMR_CFGO_SPI2_CLKSEL

MAIN_CTRL_MMR_CFGO_WWD9_CLKSEL

MAIN_CTRL_MMR_CFGO_CPSW_CLKSEL

MAIN_CTRL_MMR_CFGO_SPI3_CLKSEL

MAIN_CTRL_MMR_CFGO_WWD10_CLKSE
L

MAIN_CTRL_MMR_CFGO_CPTS_CLKSEL

MAIN_CTRL_MMR_CFGO_SPl4_CLKSEL

MAIN_CTRL_MMR_CFGO_WWD11_CLKSE
L

MAIN_CTRL_MMR_CFGO_EMMCO_CLKSE

MAIN_CTRL_MMR_CFGO_USARTO_CLK_C

MAIN_CTRL_MMR_CFGO_SERDESO_CLKS

L TRL EL
MAIN_CTRL_MMR_CFGO_EMMC1_CLKSE | MAIN_CTRL_MMR_CFGO_USART1_CLK_C | MAIN_CTRL_MMR_CFGO_MCANO_CLKSE
L TRL L
MAIN_CTRL_MMR_CFGO_GPMC_CLKSEL | MAIN_CTRL_MMR_CFG0_USART2_CLK_C | MAIN_CTRL_MMR_CFGO_MCAN1_CLKSE

TRL L
MAIN_CTRL_MMR_CFGO_USBO_CLKSEL | MAIN_CTRL_MMR_CFGO_USART3_CLK_C | MAIN_CTRL_MMR_CFGO_OSPI0_CLKSEL
TRL
MAIN_CTRL_MMR_CFGO_TIMERO_CLKSE | MAIN_CTRL_MMR_CFGO_USART4_CLK_C| MAIN_CTRL_MMR_CFGO_ADCO_CLKSEL
L TRL

MAIN_CTRL_MMR_CFGO_TIMER1_CLKSE
L

5.1.1.3.1.8 Ethernet Port Operation Control Registers

There are registers within the CTRL_MMRO0 module address space that control the operation of each ethernet
port in the device main domain. These registers are summarized in Table 5-13.

Table 5-13. Ethernet Port Operation Control Registers

Register Name

Register Name

CTRLMMR_ENET1_CTRL

CTRLMMR_ENET2_CTRL

5.1.1.3.1.9 DDRSS Dynamic Frequency Change Registers

There are registers within the CTRL_MMRO module address space that are used to dynamically change the
DDR clock frequency to support LPDDR4 Frequency Set Point (FSP). These registers are shown in Table 5-14.
For more information, see Section 8.1.4.8 DDRSS Dynamic Frequency Change Interface in Chapter 8 Memory

Controllers.

Table 5-14. DDRSS Dynamic Frequency Change Registers

Register Name

Register Name

MAIN_CTRL_MMR_CFGO_CHNG_DDR4_FSP_REQ

MAIN_CTRL_MMR_CFGO_DDR4_FSP_CLKCHNG_REQ

MAIN_CTRL_MMR_CFGO_CHNG_DDR4_FSP_ACK

MAIN_CTRL_MMR_CFGO_DDR4 FSP_CLKCHNG_ACK

5.1.1.3.1.10 Device Feature Registers

The following registers within the CTRL_MMRO module address space provide status information regarding

specific device features:

« MAIN_CTRL_MMR_CFGO_DEVICE_FEATUREQ
« MAIN_CTRL_MMR_CFGO_DEVICE_FEATURE2
« MAIN_CTRL_MMR_CFGO_DEVICE_FEATURE6
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5.1.2 MCU_CTRL_MMRO and MCU_PADCFG_CTRLO_CFGO0
The following sections describe the MCU_CTRL_MMRO and MCU_PADCFG_CTRLO_CFGO0 modules.
5.1.2.1 MCU_CTRL_MMRO and MCU_PADCFG_CTRL0_CFGO Overview

The MCU_CTRL_MMRO module has registers associated mainly with:
» Kick protection (register write protection)

« MCU_CTRL_MMRO module interrupts

* Clock muxing and division

* /0 debounce control

* PRG Modules

* POK Modules

* and a few other registers and register groups.

The MCU_PADCFG_CTRLO_CFGO0 module has registers associated mainly with:

« Device pad configuration
* Kick protection (register write protection)
« MCU_PADCFG_CTRLO_CFGO0 module interrupts
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5.1.2.2 MCU_CTRL_MMRO and MCU_PADCFG_CTRL0_CFGO Integration

This section describes MCU_CTRL_MMRO and MCU_PADCFG_CTRLO_CFGO integration in the device,
including information about clocks, resets, and hardware requests.

One MCU_CTRL_MMRO0 and one MCU_PADCFG_CTRLO_CFGO0 modules are integrated in the device MCU

domain. Figure 5-2 shows their integration.

MCU_M4FSS0

MCU_M4FSS0_COREO_NVIC_IN_61
MCU_M4FSS0_COREO_NVIC_IN_60

GICSS0

GICSS0_SPI_IN_130
GICSSO0_SPI_IN_132

Y

R5FSS0/1_COREO0/1

R5FSS0/1_COREO_INTR_IN_130
R5FSS0/1_CORE1_INTR_IN_130
R5FSS0/1_COREO_INTR_IN_132
R5FSS0/1_CORE1_INTR_IN_132

MCU_PLLCTRLO

MCU_SYSCLKO

LPSCO

MOD_G_RST
MOD_POR_RST

/4 »{ MCU_
» MCU_
» MCU_

MCU_

MCU_CTRL_MMRO

CTRL_MMRO_ACCESS_ERR 0

CTRL_MMRO_FICLK

CTRL_MMRO_RST
CTRL_MMRO_POR_RST

MCU_CBASS0

v
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MCU_

MCU_|
MCU_|

MCU_|

MCU_PADCFG_CTRLO_CFGO

PADCFG_CTRLO_CFGO_FICLK

PADCFG_CTRLO_CFGO_RST
PADCFG_CTRLO_CFGO_POR_RST

PADCFG_CTRLO_ACCESS_ERR 0

Figure 5-2. MCU_CTRL_MMRO0 and MCU_PADCFG_CTRLO0_CFGO Integration
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Table 5-15 through Table 5-17 summarize the integration of the MCU_CTRL_MMRO and

MCU_PADCFG_CTRLO_CFGO0 modules in the device MCU domain.
Table 5-15. MCU_CTRL_MMRO0 and MCU_PADCFG_CTRLO_CFGO Integration Attributes

Attributes

Module Instance

Power Sleep Controller

Power Domain

Module Domain

Interconnect

MCU_CTRL_MMRO
MCU_PADCFG_CTRLO_C
FGO

PDO

LPSCO

MCU_CBASS0

Table 5-16. MCU_CTRL_MMRO0 and MCU_PADCFG_CTRLO_CFGO Clocks and Resets

Clocks

Module Instance

Module Clock Input
MCU_CTRL_MMRO MCU_CTRL_MMRO_FICLK

Source Clock Signal Source

MCU_SYSCLKO0/4

MCU_PLLCTRLO

Description

Functional and interface
clock for the
MCU_CTRL_MMRO module
with frequency equal to
MCU_SYSCLKO divided by
4.

MCU_PADCFG_CTR MCU_PADCFG_CTRLO_CFGO_FICLK

LO_CFGO

MCU_SYSCLKO0/4

MCU_PLLCTRLO

Functional and interface
clock for the
MCU_PADCFG_CTRLO_C
FGO0 module with frequency
equal to MCU_SYSCLKO
divided by 4.

Resets

Module Instance

LO_CFGO
ST

Module Reset Input
MCU_CTRL_MMRO MCU_CTRL_MMRO_RST
MCU_CTRL_MMRO_POR_RST
MCU_PADCFG_CTR MCU_PADCFG_CTRLO_CFGO_RST
MCU_PADCFG_CTRLO_CFGO_POR_R MOD_POR_RST

Source Reset Signal Source

MOD_G_RST
MOD_POR_RST
MOD_G_RST

LPSCO
LPSCO
LPSCO
LPSCO

Description

Module level main reset
Module power-on reset
Module level main reset

Module power-on reset

Table 5-17. MCU_CTRL_MMRO0 and MCU_PADCFG_CTRLO0_CFGO0 Hardware Requests

Interrupt Requests

Module Instance Module Interrupt Signal
MCU_CTRL_MM MCU_CTRL_MMRO0_ACCES

RO S ERR 0

Destination Interrupt Input Destination
MCU_M4FSS0_COREO_NVIC_ MCU_M4FSS0
IN_61

GICSSO0_SPI_IN_130 GICSS0

R5FSS0_COREO_INTR_IN_13
0

R5FSS0_COREO

Description Type

Interrupt indicating

protection,
R5FSS0_CORE1_INTR_IN_13 R5FSS0_CORE1 addressing, lock Level
0 violation.
R5FSS1_COREO_INTR_IN_13 R5FSS1_COREO
0
R5FSS1_CORE1_INTR_IN_13 R5FSS1_CORE1
0
MCU_PADCFG_ MCU_PADCFG_CTRLO_ACC MCU_M4FSS0_COREO NVIC_ MCU_M4FSS0
CTRLO CFGO  ESS ERR 0 IN_60
GICSS0_SPI_IN_132 GICSS0 Interrupt indicating
protection,
R5FSSO_COREOQ_INTR_IN_13 R5FSS0_COREO addressing, lock Level
2 violation.

R5FSS0_CORE1_INTR_IN_13
2

R5FSSO_CORE1
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Table 5-17. MCU_CTRL_MMRO0 and MCU_PADCFG_CTRLO0_CFGO0 Hardware Requests (continued)

R5FSS1_COREO_INTR_IN_13 R5FSS1_COREO

2
R5FSS1_CORE1_INTR_IN_13 R5FSS1_CORE1
2
DMA Events
Module Instance Module DMA Event Destination DMA Event Input Destination Description Type
MCU_CTRL_MM - - - - -
RO
MCU_PADCFG_ - - - - -
CTRLO_CFGO
Note
For more information about MCU_CTRL_MMRO_ACCESS_ERR 0 and
MCU_PADCFG_CTRLO_ACCESS_ERR_0, see Section 5.1.2.3.1.3 .
For more information on the interconnects, see Chapter 3 , System Interconnect.
For more information on the power, reset and clock management, see the corresponding sections
within Chapter 5 , Device Configuration.
For more information on the device interrupt controllers, see Section 9.2 , Interrupt Controllers.
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5.1.2.3 MCU_CTRL_MMRO0 and MCU_PADCFG_CTRLO0_CFGO Functional Description
5.1.2.3.1 Description for MCU_CTRL_MMRO0 and MCU_PADCFG_CTRLO_CFGO Register Types

The following sub-sections provide summary and description for most of the registers which are part of the
MCU_CTRL_MMRO and MCU_PADCFG_CTRLO_CFGO0 modules memory spaces. The rest of the registers are
described in the corresponding chapters where the functionality associated with particular register is covered in
more detail.

5.1.2.3.1.1 Pad Configuration Registers

The pad multiplexing scheme is same as described in Section 5.1.1.3.1.1 . For more details, refer to that section.
The only difference is that the PADMMR_MCU_PADCONFIGO0 to PADMMR_MCU_PADCONFIG32 registers
control the signal multiplexing of modules in the device MCU domain.

5.1.2.3.1.2 Kick Protection Registers

The functionaliy of the MCU_CTRL_MMRO and MCU_PADCFG_CTRLO_CFGO kick protection registers is same
as described in Section 5.1.1.3.1.2 . For more details, refer to that section.

Table 5-18 summarizes the MCU_CTRL_MMRO and MCU_PADCFG_CTRLO_CFGO kick protection registers.
Table 5-18. MCU_CTRL_MMRO and MCU_PADCFG_CTRLO_CFGO Partition Unlock Values

Register Partition1 Unlock Value Offset Range
CTRLMMR_MCU_LOCKO_KICKO Partition 0 68EF 3490h
0000h to 1FFFh
CTRLMMR_MCU_LOCKO0_KICK1 Partition 0 D172 BC5Ah
CTRLMMR_MCU_LOCK1_KICKO Partition 1 68EF 3490h
4000h to 5FFFh
CTRLMMR_MCU_LOCK1_KICK1 Partition 1 D172 BC5Ah
CTRLMMR_MCU_LOCK2_KICKO0 Partition 2 68EF 3490h
— — — 8000h to 9FFFh
CTRLMMR_MCU_LOCK2_KICK1 Partition 2 D172 BC5Ah
CTRLMMR_MCU_LOCK3_KICKO Partition 3 68EF 3490h
C000h to DFFFh
CTRLMMR_MCU_LOCK3_KICK1 Partition 3 D172 BC5Ah
CTRLMMR_MCU_LOCK6_KICKO Partition 6 68EF 3490h
= - = 1 8000h to 1 9FFFh
CTRLMMR_MCU_LOCK®6_KICK1 Partition 6 D172 BC5Ah
PADMMR_MCU_LOCKO0_KICKO Partition O 68EF 3490h
— — — 0000h to 1FFFh
PADMMR_MCU_LOCKO0_KICK1 Partition 0 D172 BC5Ah
PADMMR_MCU_LOCK1_KICKO Partition 1 68EF 3490h
4000h to 5FFFh
PADMMR_MCU_LOCK1_KICK1 Partition 1 D172 BC5Ah

* Not listed partitions are reserved and not used.
5.1.2.3.1.3 MCU_CTRL_MMRO and MCU_PADCFG_CTRLO_CFGO Module Interrupts

The MCU_CTRL_MMRO module has one interrupt request - the MCU_CTRL_MMRO_ACCESS _ERR_0. The
interrupt behavior is same as described in Section 5.1.1.3.1.5 . For more details, refer to that section. When
reading replace the corresponding registers with the following:

* CTRLMMR_MCU_INTR_RAW_STAT

* CTRLMMR_MCU_INTR_STAT CLR

* CTRLMMR_MCU_INTR_EN_SET

* CTRLMMR_MCU_INTR_EN_CLR

* CTRLMMR_MCU_FAULT _ADDR

* CTRLMMR_MCU_FAULT TYPE

* CTRLMMR_MCU_FAULT _ATTR

* CTRLMMR_MCU_FAULT CLR
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The MCU_PADCFG_CTRLO_CFGO0 module also has one interrupt request - the
MCU_PADCFG_CTRLO_ACCESS _ERR 0. The interrupt behavior is same as described in Section 5.1.1.3.1.5
For more details, refer to that section. When reading replace the corresponding registers with the following:
+ PADMMR_MCU_INTR_RAW_STAT

+ PADMMR_MCU_INTR_STAT_CLR

+ PADMMR_MCU_INTR_EN_SET

« PADMMR_MCU_INTR_EN_CLR

+ PADMMR_MCU_FAULT_ADDR

+ PADMMR_MCU_FAULT_TYPE

+ PADMMR_MCU_FAULT_ATTR

+ PADMMR_MCU_FAULT_CLR

5.1.2.3.1.4 Clock Muxing and Division Registers

There are registers within the MCU_CTRL_MMRO module address space dedicated to clock muxing and division

for some device modules. Table 5-19 summarizes these registers. Related information can also be found in
Section 5.4 Clocking.

Table 5-19. Summary of the MCU_CTRL_MMRO Clock Muxing and Division Registers

Register Name Register Name
CTRLMMR_MCU_M4FSS_CLKSEL CTRLMMR_MCU_TIMER3_CLKSEL
CTRLMMR_MCU_PLL_CLKSEL CTRLMMR_MCU_SPI0_CLKSEL
CTRLMMR_MCU_TIMERO_CLKSEL CTRLMMR_MCU_SPI1_CLKSEL
CTRLMMR_MCU_TIMER1_CLKSEL CTRLMMR_MCU_WWDO0_CLKSEL

CTRLMMR_MCU_TIMER2_CLKSEL

5.1.2.3.1.5 1/0 Debounce Control Registers

Some device pads have debounce logic. The following MCU_CTRL_MMRO registers are used to configure the
debounce period:

+ CTRLMMR_MCU_DBOUNCE_CFG1

« CTRLMMR_MCU_DBOUNCE_CFG2

« CTRLMMR_MCU_DBOUNCE_CFG3

+ CTRLMMR_MCU_DBOUNCE_CFG4

+ CTRLMMR_MCU_DBOUNCE_CFG5

+ CTRLMMR_MCU_DBOUNCE_CFG6

The CTRLMMR_MCU_DBOUNCE_CFG1 register contains the debounce period for pads with
PADCONFIGx[13-11] DEBOUNCE_SEL fields set to 1h. The CTRLMMR_MCU_DBOUNCE_CFG2 register
contains the debounce period for pads with PADCONFIGx[13-11] DEBOUNCE_SEL fields set to 2h and

so on. The CTRLMMR_MCU_DBOUNCE_CFG6 register contains the debounce period for pads with
PADCONFIGx[13-11] DEBOUNCE_SEL fields set to 6h.

Note

The debounce logic is not associated with all signals that can be multiplexed on a pad. Only certain
signals can use it.

For information about each signal that has associated debounce logic, see the device Datasheet.

For information about the PADCONFIGx registers, see Section 5.1.2.3.1.1 and Section 5.1.1.3.1.1 .

Table 5-20 shows the debounce period values to load in the CTRLMMR_MCU_DBOUNCE_CFGx[5-0] DB_CFG

field.
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The debounce clock selection should happen before the consumer of the debounced signals is

Note

enabled as the clock multiplexers for the debounce logic are NOT glitch-free.

Table 5-20. Debounce Period Values

CTRLMMR_MCU_DBOUNCE_CFG | GPIO Case | EQEP Case | | CTRLMMR_MCU_DBOUNCE_CFG | GPIO Case | EQEP Case
x[5-0] DB_CFG Decimal Value (32.768 (25 MHz(") x[5-0] DB_CFG Decimal Value (25 MHz(")) | (250 MHz(")
kHz("))
Delay[ms] Delay[us] Delay[us] Delay[ns]
0 bypassed bypassed 32 0.04 4
1 1.95 2.56 33 0.08 8
2 2.93 3.84 34 0.12 12
3 3.91 5.12 35 0.16 16
4 4.88 6.40 36 0.20 20
5 5.86 7.68 37 0.24 24
6 6.84 8.96 38 0.28 28
7 7.81 10.24 39 0.32 32
8 8.79 11.52 40 0.36 36
9 9.77 12.80 41 0.40 40
10 10.74 14.08 42 0.44 44
11 11.72 15.36 43 0.48 48
12 12.7 16.64 44 0.52 52
13 13.67 17.92 45 0.56 56
14 14.65 19.20 46 0.60 60
15 15.63 20.48 47 0.64 64
16 16.6 21.76 48 0.68 68
17 17.58 23.04 49 0.72 72
18 18.55 24.32 50 0.76 76
19 19.53 25.60 51 0.80 80
20 20.51 26.88 52 0.84 84
21 21.48 28.16 53 0.88 88
Delay [ms] Delay[us] Delay[us] Delay[us]
22 15.63 20.48 54 20.48 2.048
23 31.25 40.96 55 40.96 4.096
24 46.88 61.44 56 61.44 6.144
25 62.5 81.92 57 81.92 8.192
26 78.13 102.40 58 102.40 10.24
27 93.75 122.88 59 122.88 12.288
28 109.38 143.36 60 143.36 14.336
29 125 163.84 61 163.84 16.384
30 140.63 184.32 62 184.32 18.432
31 156.25 204.80 63 204.80 20.48

(1) These are the debounce logic clock frequencies.

5.1.2.3.1.6 PRG Related Registers
The following are the PRG related registers within the MCU_CTRL_MMRO module address space:
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+ CTRLMMR_MCU_PRG_PP_0_CTRL
+ CTRLMMR_MCU_PRG_PP_0_STAT
+ CTRLMMR_MCU_PRG_PP_1_CTRL
+ CTRLMMR_MCU_PRG_PP_1_STAT

5.1.2.3.1.7 POK Module Registers
Table 5-21 summarizes the registers associated with the device POK modules.
Table 5-21. Summary of the POK Registers

Register Name Register Name
CTRLMMR_MCU_POK_VDDA_MCU_UV_CTRL CTRLMMR_MCU_POK_VMON_CAP_MCU_GENERAL_UV_CTRL
CTRLMMR_MCU_POK_VDDA_MCU_OV_CTRL CTRLMMR_MCU_POK_VMON_CAP_MCU_GENERAL_OV_CTRL
CTRLMMR_MCU_POK_VDD_CORE_UV_CTRL CTRLMMR_MCU_POK_VDDSHV_MAIN_1P8_UV_CTRL
CTRLMMR_MCU_POK_VDD_CORE_OV_CTRL CTRLMMR_MCU_POK_VDDSHV_MAIN_1P8_OV_CTRL

CTRLMMR_MCU_POK_VDDR_CORE_UV_CTRL CTRLMMR_MCU_POK_VDDSHV_MAIN_3P3_UV_CTRL

CTRLMMR_MCU_POK_VDDR_CORE_OV_CTRL CTRLMMR_MCU_POK_VDDSHV_MAIN_3P3_OV_CTRL
CTRLMMR_MCU_POK_VDDSHV_MCU_1P8_UV_CTRL CTRLMMR_MCU_POK_VDDS_DDRIO_UV_CTRL
CTRLMMR_MCU_POK_VDDSHV_MCU_1P8_OV_CTRL CTRLMMR_MCU_POK_VDDS_DDRIO_OV_CTRL
CTRLMMR_MCU_POK_VDDSHV_MCU_3P3_UV_CTRL CTRLMMR_MCU_POK_VDDA_PMIC_IN_CTRL
CTRLMMR_MCU_POK_VDDSHV_MCU_3P3_OV_CTRL
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5.1.2.4 MCU_PADCFG_CTRLO_CFGO Registers

Table 5-23 lists the memory-mapped registers for the MCU_PADCFG_CTRLO_CFGO. All register offset
addresses not listed in Table 5-23 should be considered as reserved locations and the register contents should
not be modified.

Table 5-22. MCU_PADCFG_CTRLO_CFGO Instances

Instance

MCU_PADCFG_CTRLO_CFGO

Base Address
0408 0000h

Table 5-23. MCU_PADCFG_CTRLO_CFGO0 Registers

Offset Acronym Register Name MCU_PADCF
G_CTRLO_C
FGO Physical
Address
Oh PADMMR_MCU_PID Peripheral Identification Register 0408 0000h
8h PADMMR_MCU_MMR_CFG1 Configuration register 1 0408 0008h
1008h PADMMR_MCU_LOCKO_KICKO Partition O Lock Key 0 Register 0408 1008h
100Ch PADMMR_MCU_LOCKO0_KICK1 Partition 0 Lock Key 1 Register 0408 100Ch
1010h PADMMR_MCU_INTR_RAW_STAT Interrupt Raw Status Register 0408 1010h
1014h PADMMR_MCU_INTR_STAT_CLR Interrupt Status and Clear Register 0408 1014h
1018h PADMMR_MCU_INTR_EN_SET Interrupt Enable Set Register 0408 1018h
101Ch PADMMR_MCU_INTR_EN_CLR Interrupt Enable Clear Register 0408 101Ch
1020h PADMMR_MCU_EOI End of Interrupt Register 0408 1020h
1024h PADMMR_MCU_FAULT_ADDR Fault Address Register 0408 1024h
1028h PADMMR_MCU_FAULT_TYPE Fault Type Register 0408 1028h
102Ch PADMMR_MCU_FAULT_ATTR Fault Attribute Register 0408 102Ch
1030h PADMMR_MCU_FAULT_CLR Fault Clear Register 0408 1030h
4000h PADMMR_MCU_PADCONFIGO0 PAD Configuration Register 0 0408 4000h
4004h PADMMR_MCU_PADCONFIG1 PAD Configuration Register 1 0408 4004h
4008h PADMMR_MCU_PADCONFIG2 PAD Configuration Register 2 0408 4008h
400Ch PADMMR_MCU_PADCONFIG3 PAD Configuration Register 3 0408 400Ch
4010h PADMMR_MCU_PADCONFIG4 PAD Configuration Register 4 0408 4010h
4014h PADMMR_MCU_PADCONFIG5 PAD Configuration Register 5 0408 4014h
4018h PADMMR_MCU_PADCONFIG6 PAD Configuration Register 6 0408 4018h
401Ch PADMMR_MCU_PADCONFIG7 PAD Configuration Register 7 0408 401Ch
4020h PADMMR_MCU_PADCONFIG8 PAD Configuration Register 8 0408 4020h
4024h PADMMR_MCU_PADCONFIG9 PAD Configuration Register 9 0408 4024h
4028h PADMMR_MCU_PADCONFIG10 PAD Configuration Register 10 0408 4028h
402Ch PADMMR_MCU_PADCONFIG11 PAD Configuration Register 11 0408 402Ch
4030h PADMMR_MCU_PADCONFIG12 PAD Configuration Register 12 0408 4030h
4034h PADMMR_MCU_PADCONFIG13 PAD Configuration Register 13 0408 4034h
4038h PADMMR_MCU_PADCONFIG14 PAD Configuration Register 14 0408 4038h
403Ch PADMMR_MCU_PADCONFIG15 PAD Configuration Register 15 0408 403Ch
4040h PADMMR_MCU_PADCONFIG16 PAD Configuration Register 16 0408 4040h
4044h PADMMR_MCU_PADCONFIG17 PAD Configuration Register 17 0408 4044h
4048h PADMMR_MCU_PADCONFIG18 PAD Configuration Register 18 0408 4048h
404Ch PADMMR_MCU_PADCONFIG19 PAD Configuration Register 19 0408 404Ch
4050h PADMMR_MCU_PADCONFIG20 PAD Configuration Register 20 0408 4050h
4054h PADMMR_MCU_PADCONFIG21 PAD Configuration Register 21 0408 4054h
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Table 5-23. MCU_PADCFG_CTRLO_CFGO Registers (continued)

Offset Acronym Register Name MCU_PADCF
G_CTRLO_C
FGO Physical
Address
4058h PADMMR_MCU_PADCONFIG22 PAD Configuration Register 22 0408 4058h
405Ch PADMMR_MCU_PADCONFIG23 PAD Configuration Register 23 0408 405Ch
4060h PADMMR_MCU_PADCONFIG24 PAD Configuration Register 24 0408 4060h
4064h PADMMR_MCU_PADCONFIG25 PAD Configuration Register 25 0408 4064h
4068h PADMMR_MCU_PADCONFIG26 PAD Configuration Register 26 0408 4068h
406Ch PADMMR_MCU_PADCONFIG27 PAD Configuration Register 27 0408 406Ch
4070h PADMMR_MCU_PADCONFIG28 PAD Configuration Register 28 0408 4070h
4074h PADMMR_MCU_PADCONFIG29 PAD Configuration Register 29 0408 4074h
4078h PADMMR_MCU_PADCONFIG30 PAD Configuration Register 30 0408 4078h
407Ch PADMMR_MCU_PADCONFIG31 PAD Configuration Register 31 0408 407Ch
4080h PADMMR_MCU_PADCONFIG32 PAD Configuration Register 32 0408 4080h
5008h PADMMR_MCU_LOCK1_KICKO Partition 1 Lock Key 0 Register 0408 5008h
500Ch PADMMR_MCU_LOCK1_KICK1 Partition 1 Lock Key 1 Register 0408 500Ch
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1 PADMMR_MCU_PID Register ( Offset = Oh) [reset = 61800000h]
PADMMR_MCU_PID is shown in Figure 5-3 and described in Table 5-25.

Return to Summary Table.

Peripheral release details.

Table 5-24. PADMMR_MCU_PID Instances

Instance
MCU_PADCFG_CTRLO_CFGO

Physical Address
0408 0000h

Figure 5-3. PADMMR_MCU_PID Register

31 30 29 28 27 26 25 24
SCHEME BU FUNC
R-1h R-2h R-180h
23 22 21 20 19 18 17 16
FUNC
R-180h
15 14 13 12 11 10 9 8
R_RTL X_MAJOR
R-Oh R-0h
7 6 5 4 3 2 1 0
CUSTOM Y_MINOR
R-Oh R-Oh
LEGEND: R = Read Only; -n = value after reset
Table 5-26. PADMMR_MCU_PID Register Field Descriptions
Bit Field Type Reset Description
31-30 | SCHEME R Th PADMMR_MCU_PID follows new scheme
29-28 BU R 2h Business unit - Processors
27-16  |FUNC R 180h Module functional identifier - CTRL MMR
15-11 R_RTL R Oh RTL revision number
10-8  |X_MAJOR R Oh Major revision number
7-6 CUSTOM R Oh Custom revision number
5-0 Y_MINOR R Oh Minor revision number
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2 PADMMR_MCU_MMR_CFG1 Register ( Offset = 8h) [reset = 800000BFh]
PADMMR_MCU_MMR_CFGH1 is shown in Figure 5-4 and described in Table 5-27.
Return to Summary Table.

Indicates the MMR configuration.

Table 5-27. PADMMR_MCU_MMR_CFG1 Instances

Instance Physical Address
MCU_PADCFG_CTRLO_CFGO 0408 0008h
Figure 5-4. PADMMR_MCU_MMR_CFG1 Register
31 30 29 28 27 26 25 24
RESERVED RESERVED
R-1h R-0h
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 11 10 9 8
RESERVED
R-0h
7 6 5 4 3 2 1 0
PARTITIONS
R-BFh

LEGEND: R = Read Only; -n = value after reset

Table 5-29. PADMMR_MCU_MMR_CFG1 Register Field Descriptions

Bit Field Type Reset Description
31 RESERVED R Th Reserved
30-8 RESERVED R Oh Reserved
7-0 PARTITIONS R BFh Indicates present partitions
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3 PADMMR_MCU_LOCKO_KICKO Register ( Offset = 1008h) [reset = 0h]
PADMMR_MCU_LOCKO_KICKO is shown in Figure 5-5 and described in Table 5-29.

Return to Summary Table.

Lower 32-bits of PartitionO write lock key. This register must be written with the designated key value followed by
a write to PADMMR_MCU_LOCKO_KICK1 with its key value before write-protected Partition O registers can be

written.
Table 5-30. PADMMR_MCU_LOCKO0_KICKO0
Instances
Instance Physical Address
MCU_PADCFG_CTRLO_CFGO 0408 1008h
Figure 5-5. PADMMR_MCU_LOCKO0_KICKO Register
31 30 29 28 27 26 25 24
KEY
R/W-0h
23 22 21 20 19 18 17 16
KEY
R/W-0h
15 14 13 12 11 10 9 8
KEY
R/W-0h
7 6 5 4 3 2 1 0
KEY UNLOCKED
R/W-0h R-0h

LEGEND: R = Read Only; R/W = Read/Write; -n = value after reset

Table 5-32. PADMMR_MCU_LOCKO_KICKO Register Field Descriptions

Bit Field Type Reset Description
311 KEY RIW Oh Write the kickO unlock value followed by the kick1 unlock value to
unlock the write-protected PartitionO registers
0 UNLOCKED R Oh Unlock status. When set indicates that the proper unlock sequence
has been performed and the partition is unlocked for writing.
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4 PADMMR_MCU_LOCKO0_KICK1 Register ( Offset = 100Ch) [reset = 0h]
PADMMR_MCU_LOCKO_KICK1 is shown in Figure 5-6 and described in Table 5-31.
Return to Summary Table.

Upper 32-bits of Partition O write lock key. This register must be written with the designated key value after a
write to PADMMR_MCU_LOCKO_KICKO with its key value before write-protected Partition O registers can be
written.

Table 5-33. PADMMR_MCU_LOCKO0_KICK1
Instances
Instance Physical Address

MCU_PADCFG_CTRLO_CFGO 0408 100Ch

Figure 5-6. PADMMR_MCU_LOCKO0_KICK1 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
KEY
R/W-0h
LEGEND: R/W = Read/Write; -n = value after reset
Table 5-35. PADMMR_MCU_LOCKO_KICK1 Register Field Descriptions
Bit Field Type Reset Description
31-0 KEY RW Oh Write the kick1 unlock value after the kickO unlock value to unlock
the write-protected PartitionO registers
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5 PADMMR_MCU_INTR_RAW_STAT Register ( Offset = 1010h) [reset = 0h]
PADMMR_MCU_INTR_RAW_STAT is shown in Figure 5-7 and described in Table 5-33.

Return to Summary Table.

Shows the interrupt status (before enabling) and allows setting of the interrupt status (for test).
Table 5-36. PADMMR_MCU_INTR_RAW_STAT

Instances

Instance

MCU_PADCFG_CTRLO_CFGO

Physical Address

0408 1010h

Figure 5-7. PADMMR_MCU_INTR_RAW_STAT Register

31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-0Oh
15 14 13 12 1 10 9 8
RESERVED
R-0h
7 6 5 4 3 2 1 0
RESERVED RESERVED LOCK_ERR ADDR_ERR PROT_ERR
R-0Oh W1TS-0h W1TS-0h WA1TS-0h W1TS-0h

LEGEND: R = Read Only; W1TS = Write 1 to Set Bit; -n = value after reset

Table 5-38. PADMMR_MCU_INTR_RAW_STAT Register Field Descriptions

Bit Field Type

Reset

Description

31-4 RESERVED R

Oh

Reserved

3 RESERVED WAITS

Oh

Reserved

2 LOCK_ERR WITS

Oh

Lock violation occurred (attempt to write a write-locked register with
partition locked)

Write 1 to set the status bit (for test)

Writing 0 has no effect.

1 ADDR_ERR WAITS

Oh

Address violation occurred (attempt to read or write an invalid
register address)

Write 1 to set the status bit (for test)

Writing 0 has no effect.

0 PROT_ERR WITS

Oh

Protection violation occurred (attempt to read or write a register with
insufficient security or privilege access rights)

Write 1 to set the status bit (for test)

Writing 0 has no effect.
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6 PADMMR_MCU_INTR_STAT_CLR Register ( Offset = 1014h) [reset = 0h]
PADMMR_MCU_INTR_STAT_CLR is shown in Figure 5-8 and described in Table 5-35.
Return to Summary Table.

Shows the enabled interrupt status and allows the interrupt to be cleared.

Table 5-39. PADMMR_MCU_INTR_STAT_CLR
Instances

Physical Address

0408 1014h

Instance
MCU_PADCFG_CTRLO_CFGO

Figure 5-8. PADMMR_MCU_INTR_STAT_CLR Register

31 30 29 28 27 26 25 24
RESERVED
R-Oh
23 22 21 20 19 18 17 16
RESERVED
R-Oh
15 14 13 12 11 10 9 8
RESERVED
R-Oh
7 6 5 4 3 2 1 0
RESERVED RESERVED | EN_LOCK_ER | EN_ADDR_ER | EN_PROT_ER
R R R
R-0h W1TC-0h W1TC-0h W1TC-0h W1TC-0h

LEGEND: R = Read Only; W1TC = Write 1 to Clear Bit; -n = value after reset

Table 5-41. PADMMR_MCU_INTR_STAT_CLR Register Field Descriptions

Bit Field Type Reset Description
31-4 RESERVED R Oh Reserved
3 RESERVED W1TC Oh Reserved
2 EN_LOCK_ERR WITC Oh Enabled lock interrupt event status
Write 1 to clear the interrupt event
Writing 0 has no effect.
1 EN_ADDR_ERR wiTC Oh Enabled address interrupt event status
Write 1 to clear the interrupt event
Writing 0 has no effect.
0 EN_PROT_ERR wi1TC Oh Enabled protection interrupt event status
Write 1 to clear the interrupt event
Writing 0 has no effect.
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7 PADMMR_MCU_INTR_EN_SET Register ( Offset = 1018h) [reset = Oh]
PADMMR_MCU_INTR_EN_SET is shown in Figure 5-9 and described in Table 5-37.
Return to Summary Table.
Allows interrupt enables to be set.

Table 5-42. PADMMR_MCU_INTR_EN_SET Instances

Instance
MCU_PADCFG_CTRLO_CFGO

Physical Address
0408 1018h

Figure 5-9. PADMMR_MCU_INTR_EN_SET Register

31 30 29 28 27 26 25 24
RESERVED
R-Oh
23 22 21 20 19 18 17 16
RESERVED
R-Oh
15 14 13 12 11 10 9 8
RESERVED
R-Oh
7 6 5 4 3 2 1 0
RESERVED RESERVED | LOCK_ERR_E | ADDR_ERR_E | PROT_ERR_E
N_SET N_SET N_SET
R-0h WA1TS-0h W1TS-0h W1TS-0h WA1TS-0h

LEGEND: R = Read Only; W1TS = Write 1 to Set Bit; -n = value after reset

Table 5-44. PADMMR_MCU_INTR_EN_SET Register Field Descriptions

Bit Field Type Reset Description
31-4 RESERVED R Oh Reserved
3 RESERVED WA1TS Oh Reserved
2 LOCK_ERR_EN_SET WA1TS Oh Lock interrupt enable
Write 1 to enable lock interrupt events
Writing 0 has no effect.
1 ADDR_ERR_EN_SET W1TS Oh Address interrupt enable
Write 1 to enable address interrupt events
Writing 0 has no effect.
0 PROT_ERR_EN_SET WITS Oh Protection interrupt enable
Write 1 to enable protection interrupt events
Writing 0 has no effect.
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8 PADMMR_MCU_INTR_EN_CLR Register ( Offset = 101Ch) [reset = 0h]
PADMMR_MCU_INTR_EN_CLR is shown in Figure 5-10 and described in Table 5-39.

Return to Summary Table.

Allows interrupt enables to be cleared.

Table 5-45. PADMMR_MCU_INTR_EN_CLR

Instances

Instance

MCU_PADCFG_CTRLO_CFGO

Physical Address

0408 101Ch

Figure 5-10. PADMMR_MCU_INTR_EN_CLR Register

31 30 29 28 27 26 25 24
RESERVED
R-Oh
23 22 21 20 19 18 17 16
RESERVED
R-Oh
15 14 13 12 11 10 9 8
RESERVED
R-Oh
7 6 5 4 3 2 1 0
RESERVED RESERVED | LOCK_ERR_E | ADDR_ERR_E | PROT_ERR_E
N_CLR N_CLR N_CLR
R-0h WA1TC-0h W1TC-0h W1TC-0h W1TC-0h

LEGEND: R = Read Only; W1TC = Write 1 to Clear Bit; -n = value after reset

Table 5-47. PADMMR_MCU_INTR_EN_CLR Register Field Descriptions

Bit Field Type Reset Description
31-4 RESERVED R Oh Reserved
3 RESERVED W1TC Oh Reserved
2 LOCK_ERR_EN_CLR wi1TC Oh Lock interrupt disable
Write 1 to disable lock interrupt events
Writing 0 has no effect.
1 ADDR_ERR_EN_CLR wiTC Oh Address interrupt disable
Write 1 to disable address interrupt events
Writing 0 has no effect.
0 PROT_ERR_EN_CLR wITC Oh Protection interrupt disable
Write 1 to disable protection interrupt events
Writing 0 has no effect.
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9 PADMMR_MCU_EOI Register ( Offset = 1020h) [reset = Oh]
PADMMR_MCU_EOI is shown in Figure 5-11 and described in Table 5-41.
Return to Summary Table.

PADMMR_MCU_EOI Vector value This register should be written with interrupt distribution value required by the
device architecture to indicate service completion of the MMR interrupt.

Table 5-48. PADMMR_MCU_EOI Instances

Instance Physical Address
MCU_PADCFG_CTRLO_CFGO 0408 1020h

Figure 5-11. PADMMR_MCU_EOI Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8

RESERVED \
R-Oh

7 6 5 4 3 2 1 0
VECTOR
R/W-0h

LEGEND: R = Read Only; R/W = Read/Write; -n = value after reset

Table 5-50. PADMMR_MCU_EOI Register Field Descriptions

Bit Field Type Reset Description
31-8 RESERVED R Oh Reserved
70 |VECTOR RIW Oh PADMMR_MCU_EOI vector value
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10 PADMMR_MCU_FAULT_ADDR Register ( Offset = 1024h) [reset = 0h]
PADMMR_MCU_FAULT_ADDR is shown in Figure 5-12 and described in Table 5-43.
Return to Summary Table.

Indicates the address of the first transfer that caused a fault to occur.

Table 5-51. PADMMR_MCU_FAULT_ADDR Instances
Instance Physical Address
MCU_PADCFG_CTRLO_CFGO 0408 1024h

Figure 5-12. PADMMR_MCU_FAULT_ADDR Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8

ADDRESS
R-0Oh

7 6 5 4 3 2 1 0

LEGEND: R = Read Only; -n = value after reset

Table 5-53. PADMMR_MCU_FAULT_ADDR Register Field Descriptions
Bit Field Type Reset Description
31-0 ADDRESS R Oh

Address of the faulted access
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11 PADMMR_MCU_FAULT_TYPE Register ( Offset = 1028h) [reset = 0h]
PADMMR_MCU_FAULT_TYPE is shown in Figure 5-13 and described in Table 5-45.
Return to Summary Table.
Indicates the access type of the first transfer that caused a fault to occur.

Table 5-54. PADMMR_MCU_FAULT_TYPE Instances

Instance Physical Address
MCU_PADCFG_CTRLO_CFGO 0408 1028h

Figure 5-13. PADMMR_MCU_FAULT_TYPE Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4 3 2 0
RESERVED TYPE
R-Oh R-Oh
LEGEND: R = Read Only; -n = value after reset
Table 5-56. PADMMR_MCU_FAULT_TYPE Register Field Descriptions
Bit Field Type Reset Description
31-6 RESERVED R Oh Reserved
50 TYPE R Oh Type of access which faulted
Oh - No fault
1h - User execute access
2h - User write access
4h - User read access
8h - Supervisor execute access
10h - Supervisor write access
20h - Supervisor read access
SPRUIM2I — MAY 2020 — REVISED JANUARY 2026 AMG64x/AM243x Processors Silicon Revision 2.0 176
Submit Document Feedback Texas Instruments Families of Products

Copyright © 2026 Texas Instruments


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUIM2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUIM2I&partnum=AM64x

13 TEXAS
INSTRUMENTS

www.ti.com

Device Configuration

12 PADMMR_MCU_FAULT_ATTR Register ( Offset = 102Ch) [reset = 0h]
PADMMR_MCU_FAULT_ATTR is shown in Figure 5-14 and described in Table 5-47.

Return to Summary Table.

Indicates the attributes of the first transfer that caused a fault to occur.

Table 5-57. PADMMR_MCU_FAULT_ATTR Instances

Instance

MCU_PADCFG_CTRLO_CFGO

Physical Address
0408 102Ch

Figure 5-14. PADMMR_MCU_FAULT_ATTR Register

31 30 29 28 27 26 25 24
XID
R-0h
23 22 21 20 19 18 17 16
XID ROUTEID
R-0Oh R-0Oh
15 14 13 12 1 10 9 8
ROUTEID
R-0h
7 6 5 4 3 2 1 0
PRIVID
R-0h

LEGEND: R = Read Only; -n = value after reset

Table 5-59. PADMMR_MCU_FAULT_ATTR Register Field Descriptions

Bit Field Type Reset Description
31-20  |XID R Oh Transaction ID
19-8 ROUTEID R Oh Route ID

7-0 PRIVID R Oh Privilege 1D
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13 PADMMR_MCU_FAULT_CLR Register ( Offset = 1030h) [reset = 0h]
PADMMR_MCU_FAULT_CLR is shown in Figure 5-15 and described in Table 5-49.
Return to Summary Table.

Allows software to clear the current fault Clearing the current fault allows the PADMMR_MCU_FAULT_ADDR,
PADMMR_MCU_FAULT_TYPE, and PADMMR_MCU_FAULT_ATTR registers to latch the attributes of the next
fault that occurs. This does not affect the fault interrupt event itself. The interrupt must be cleared using the
appropriate INTR_STATUS_CLR register bits.

Table 5-60. PADMMR_MCU_FAULT_CLR Instances
Instance Physical Address
MCU_PADCFG_CTRLO_CFGO 0408 1030h

Figure 5-15. PADMMR_MCU_FAULT_CLR Register

31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-0Oh
15 14 13 12 1 10 9 8
RESERVED
R-0h
7 6 5 4 3 2 1 0
RESERVED CLEAR
R-0h W1TC-0h

LEGEND: R = Read Only; W1TC = Write 1 to Clear Bit; -n = value after reset

Table 5-62. PADMMR_MCU_FAULT_CLR Register Field Descriptions

Bit Field Type Reset Description
31-1 RESERVED R Oh Reserved
0 CLEAR W1TC Oh Fault clear

Write 1 to clear the current fault
Writing 0 has no effect
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14 PADMMR_MCU_PADCONFIGO Register ( Offset = 4000h) [reset = 214007h]
PADMMR_MCU_PADCONFIGO is shown in Figure 5-16 and described in Table 5-51.

Return to Summary Table.

Register to control pin configuration and muxing.

Table 5-63. PADMMR_MCU_PADCONFIGO Instances

Instance
MCU_PADCFG_CTRLO_CFGO

Physical Address
0408 4000h

Figure 5-16. PADMMR_MCU_PADCONFIGO Register

31 30 29 28 27 26 25 24
LOCK RESERVED
R/W-0h R-Oh
23 22 21 20 19 18 17 16
RESERVED | TX.DIs DRV_STR | RXACTIVE |PULLTYPESEL | PULLUDEN
R-Oh R/W-1h R/W-0h R/W-0h R/W-0h R/W-1h
15 14 13 12 11 10 9 8
RESERVED ST_EN \ DEBOUNCE_SEL ] RESERVED
R-Oh R/W-1h R/W-0h R-Oh
7 6 5 4 3 2 1 0
RESERVED MUXMODE
R-Oh R/W-7h

LEGEND: R = Read Only; R/W = Read/Write; -n = value after reset

Table 5-65. PADMMR_MCU_PADCONFIGO0 Register Field Descriptions

Bit Field Type Reset

Description

31 LOCK R/W Oh

Lock
Oh - Padconfig register is unlocked
1h - Padconfig register is locked from further writes

30-22 RESERVED R Oh

Reserved

21 TX_DIS R/W 1h

Driver Disable
Oh - Driver is enabled
1h - Driver is disabled

20-19 DRV_STR R/W Oh

Drive Strength Control . Selects the drive strength value for LVCMOS
pins. (Does not apply to other pin types)

18 RXACTIVE R/W Oh

Input enable for the Pad
Oh - Receiver disabled
1h - Receiver enabled

17 PULLTYPESEL R/wW Oh

Pad Pullup / Pulldown type selection
Oh - Pulldown selected
1h - Pullup selected
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Table 5-65. PADMMR_MCU_PADCONFIGO Register Field Descriptions (continued)

Bit Field Type Reset Description
16 PULLUDEN RIW Th Pad Pullup / Pulldown enable. This is an active low signal.
Oh - Pullup / Pulldown enabled
1h - Pullup / Pulldown disabled
15 RESERVED R Oh Reserved
14 ST_EN RIW Th Receiver Schmitt Trigger enable
Oh - Schmitt trigger input disabled
1h - Schmitt trigger input enabled
13-11 DEBOUNCE_SEL RW Oh Selects the debouce period for the pad.
10-4 RESERVED R Oh Reserved
3-0 MUXMODE R/W 7h

Pad functional signal mux selection
Oh - Mux Mode 0
1h - Mux Mode 1
2h - Mux Mode 2
3h - Mux Mode 3
4h - Mux Mode 4
5h - Mux Mode 5
6h - Mux Mode 6
7h - Mux Mode 7
8h - Mux Mode 8
9h - Mux Mode 9
Ah - Mux Mode 10
Bh - Mux Mode 11
Ch - Mux Mode 12
Dh - Mux Mode 13
Eh - Mux Mode 14
Fh - Mux Mode 15
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15 PADMMR_MCU_PADCONFIG1 Register ( Offset = 4004h) [reset = 214007h]
PADMMR_MCU_PADCONFIG1 is shown in Figure 5-17 and described in Table 5-53.

Return to Summary Table.

Register to control pin configuration and muxing.

Table 5-66. PADMMR_MCU_PADCONFIG1 Instances

Instance
MCU_PADCFG_CTRLO_CFGO

Physical Address
0408 4004h

Figure 5-17. PADMMR_MCU_PADCONFIG1 Register

31 30 29 28 27 26 25 24
LOCK RESERVED
R/W-0h R-Oh
23 22 21 20 19 18 17 16
RESERVED | TX.DIs DRV_STR | RXACTIVE |PULLTYPESEL | PULLUDEN
R-Oh R/W-1h R/W-0h R/W-0h R/W-0h R/W-1h
15 14 13 12 11 10 9 8
RESERVED ST_EN \ DEBOUNCE_SEL ] RESERVED
R-Oh R/W-1h R/W-0h R-Oh
7 6 5 4 3 2 1 0
RESERVED MUXMODE
R-Oh R/W-7h

LEGEND: R = Read Only; R/W = Read/Write; -n = value after reset

Table 5-68. PADMMR_MCU_PADCONFIG1 Register Field Descriptions

Bit Field Type

Reset Description

31 LOCK R/W

Oh Lock

Oh - Padconfig register is unlocked
1h - Padconfig register is locked from further writes

30-22 RESERVED R

Oh Reserved

21 TX_DIS R/W

1h Driver Disable

Oh - Driver is enabled
1h - Driver is disabled

20-19 DRV_STR R/W

Oh Drive Strength Control . Selects the drive strength value for LVCMOS

pins. (Does not apply to other pin types)

18 RXACTIVE R/W

Oh Input enable for the Pad

Oh - Receiver disabled
1h - Receiver enabled

17 PULLTYPESEL R/wW

Oh Pad Pullup / Pulldown type selection

Oh - Pulldown selected
1h - Pullup selected
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Table 5-68. PADMMR_MCU_PADCONFIG1 Register Field Descriptions (continued)

Bit Field Type Reset Description
16 PULLUDEN RIW Th Pad Pullup / Pulldown enable. This is an active low signal.
Oh - Pullup / Pulldown enabled
1h - Pullup / Pulldown disabled
15 RESERVED R Oh Reserved
14 ST_EN RIW Th Receiver Schmitt Trigger enable
Oh - Schmitt trigger input disabled
1h - Schmitt trigger input enabled
13-11 DEBOUNCE_SEL RW Oh Selects the debouce period for the pad.
10-4 RESERVED R Oh Reserved
3-0 MUXMODE R/W 7h

Pad functional signal mux selection
Oh - Mux Mode 0
1h - Mux Mode 1
2h - Mux Mode 2
3h - Mux Mode 3
4h - Mux Mode 4
5h - Mux Mode 5
6h - Mux Mode 6
7h - Mux Mode 7
8h - Mux Mode 8
9h - Mux Mode 9
Ah - Mux Mode 10
Bh - Mux Mode 11
Ch - Mux Mode 12
Dh - Mux Mode 13
Eh - Mux Mode 14
Fh - Mux Mode 15
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16 PADMMR_MCU_PADCONFIG2 Register ( Offset = 4008h) [reset = 214007h]
PADMMR_MCU_PADCONFIG2 is shown in Figure 5-18 and described in Table 5-55.

Return to Summary Table.

Register to control pin configuration and muxing.

Table 5-69. PADMMR_MCU_PADCONFIG2 Instances

Instance
MCU_PADCFG_CTRLO_CFGO

Physical Address
0408 4008h

Figure 5-18. PADMMR_MCU_PADCONFIG2 Register

31 30 29 28 27 26 25 24
LOCK RESERVED
R/W-0h R-Oh
23 22 21 20 19 18 17 16
RESERVED | TX.DIs DRV_STR | RXACTIVE |PULLTYPESEL | PULLUDEN
R-Oh R/W-1h R/W-0h R/W-0h R/W-0h R/W-1h
15 14 13 12 11 10 9 8
RESERVED ST_EN \ DEBOUNCE_SEL ] RESERVED
R-Oh R/W-1h R/W-0h R-Oh
7 6 5 4 3 2 1 0
RESERVED MUXMODE
R-Oh R/W-7h

LEGEND: R = Read Only; R/W = Read/Write; -n = value after reset

Table 5-71. PADMMR_MCU_PADCONFIG2 Register Field Descriptions

Bit Field Type

Reset Description

31 LOCK R/W

Oh Lock

Oh - Padconfig register is unlocked
1h - Padconfig register is locked from further writes

30-22 RESERVED R

Oh Reserved

21 TX_DIS R/W

1h Driver Disable

Oh - Driver is enabled
1h - Driver is disabled

20-19 DRV_STR R/W

Oh Drive Strength Control . Selects the drive strength value for LVCMOS

pins. (Does not apply to other pin types)

18 RXACTIVE R/W

Oh Input enable for the Pad

Oh - Receiver disabled
1h - Receiver enabled

17 PULLTYPESEL R/wW

Oh Pad Pullup / Pulldown type selection

Oh - Pulldown selected
1h - Pullup selected
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Table 5-71. PADMMR_MCU_PADCONFIG2 Register Field Descriptions (continued)

Bit Field Type Reset Description
16 PULLUDEN RIW Th Pad Pullup / Pulldown enable. This is an active low signal.
Oh - Pullup / Pulldown enabled
1h - Pullup / Pulldown disabled
15 RESERVED R Oh Reserved
14 ST_EN RIW Th Receiver Schmitt Trigger enable
Oh - Schmitt trigger input disabled
1h - Schmitt trigger input enabled
13-11 DEBOUNCE_SEL RW Oh Selects the debouce period for the pad.
10-4 RESERVED R Oh Reserved
3-0 MUXMODE R/W 7h

Pad functional signal mux selection
Oh - Mux Mode 0
1h - Mux Mode 1
2h - Mux Mode 2
3h - Mux Mode 3
4h - Mux Mode 4
5h - Mux Mode 5
6h - Mux Mode 6
7h - Mux Mode 7
8h - Mux Mode 8
9h - Mux Mode 9
Ah - Mux Mode 10
Bh - Mux Mode 11
Ch - Mux Mode 12
Dh - Mux Mode 13
Eh - Mux Mode 14
Fh - Mux Mode 15
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17 PADMMR_MCU_PADCONFIG3 Register ( Offset = 400Ch) [reset = 214007h]
PADMMR_MCU_PADCONFIG3 is shown in Figure 5-19 and described in Table 5-57.

Return to Summary Table.

Register to control pin configuration and muxing.

Table 5-72. PADMMR_MCU_PADCONFIG3 Instances

Instance
MCU_PADCFG_CTRLO_CFGO

Physical Address
0408 400Ch

Figure 5-19. PADMMR_MCU_PADCONFIG3 Register

31 30 29 28 27 26 25 24
LOCK RESERVED
R/W-0h R-Oh
23 22 21 20 19 18 17 16
RESERVED | TX.DIs DRV_STR | RXACTIVE |PULLTYPESEL | PULLUDEN
R-Oh R/W-1h R/W-0h R/W-0h R/W-0h R/W-1h
15 14 13 12 11 10 9 8
RESERVED ST_EN \ DEBOUNCE_SEL ] RESERVED
R-Oh R/W-1h R/W-0h R-Oh
7 6 5 4 3 2 1 0
RESERVED MUXMODE
R-Oh R/W-7h

LEGEND: R = Read Only; R/W = Read/Write; -n = value after reset

Table 5-74. PADMMR_MCU_PADCONFIG3 Register Field Descriptions

Bit Field Type

Reset Description

31 LOCK R/W

Oh Lock

Oh - Padconfig register is unlocked
1h - Padconfig register is locked from further writes

30-22 RESERVED R

Oh Reserved

21 TX_DIS R/W

1h Driver Disable

Oh - Driver is enabled
1h - Driver is disabled

20-19 DRV_STR R/W

Oh Drive Strength Control . Selects the drive strength value for LVCMOS

pins. (Does not apply to other pin types)

18 RXACTIVE R/W

Oh Input enable for the Pad

Oh - Receiver disabled
1h - Receiver enabled

17 PULLTYPESEL R/wW

Oh Pad Pullup / Pulldown type selection

Oh - Pulldown selected
1h - Pullup selected

SPRUIM2I — MAY 2020 — REVISED JANUARY 2026
Submit Document Feedback

AM64x/AM243x Processors Silicon Revision 2.0 185
Texas Instruments Families of Products
Copyright © 2026 Texas Instruments



https://www.ti.com
https://www.ti.com/lit/pdf/SPRUIM2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUIM2I&partnum=AM64x

13 TEXAS
INSTRUMENTS

www.ti.com

Device Configuration

Table 5-74. PADMMR_MCU_PADCONFIG3 Register Field Descriptions (continued)

Bit Field Type Reset Description
16 PULLUDEN RIW Th Pad Pullup / Pulldown enable. This is an active low signal.
Oh - Pullup / Pulldown enabled
1h - Pullup / Pulldown disabled
15 RESERVED R Oh Reserved
14 ST_EN RIW Th Receiver Schmitt Trigger enable
Oh - Schmitt trigger input disabled
1h - Schmitt trigger input enabled
13-11 DEBOUNCE_SEL RW Oh Selects the debouce period for the pad.
10-4 RESERVED R Oh Reserved
3-0 MUXMODE R/W 7h

Pad functional signal mux selection
Oh - Mux Mode 0
1h - Mux Mode 1
2h - Mux Mode 2
3h - Mux Mode 3
4h - Mux Mode 4
5h - Mux Mode 5
6h - Mux Mode 6
7h - Mux Mode 7
8h - Mux Mode 8
9h - Mux Mode 9
Ah - Mux Mode 10
Bh - Mux Mode 11
Ch - Mux Mode 12
Dh - Mux Mode 13
Eh - Mux Mode 14
Fh - Mux Mode 15
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18 PADMMR_MCU_PADCONFIG4 Register ( Offset = 4010h) [reset = 214007h]
PADMMR_MCU_PADCONFIG4 is shown in Figure 5-20 and described in Table 5-59.

Return to Summary Table.

Register to control pin configuration and muxing.

Table 5-75. PADMMR_MCU_PADCONFIG4 Instances

Instance
MCU_PADCFG_CTRLO_CFGO

Physical Address
0408 4010h

Figure 5-20. PADMMR_MCU_PADCONFIG4 Register

31 30 29 28 27 26 25 24
LOCK RESERVED
R/W-0h R-Oh
23 22 21 20 19 18 17 16
RESERVED | TX.DIs DRV_STR | RXACTIVE |PULLTYPESEL | PULLUDEN
R-Oh R/W-1h R/W-0h R/W-0h R/W-0h R/W-1h
15 14 13 12 11 10 9 8
RESERVED ST_EN \ DEBOUNCE_SEL ] RESERVED
R-Oh R/W-1h R/W-0h R-Oh
7 6 5 4 3 2 1 0
RESERVED MUXMODE
R-Oh R/W-7h

LEGEND: R = Read Only; R/W = Read/Write; -n = value after reset

Table 5-77. PADMMR_MCU_PADCONFIG4 Register Field Descriptions

Bit Field Type

Reset Description

31 LOCK R/W

Oh Lock

Oh - Padconfig register is unlocked
1h - Padconfig register is locked from further writes

30-22 RESERVED R

Oh Reserved

21 TX_DIS R/W

1h Driver Disable

Oh - Driver is enabled
1h - Driver is disabled

20-19 DRV_STR R/W

Oh Drive Strength Control . Selects the drive strength value for LVCMOS

pins. (Does not apply to other pin types)

18 RXACTIVE R/W

Oh Input enable for the Pad

Oh - Receiver disabled
1h - Receiver enabled

17 PULLTYPESEL R/wW

Oh Pad Pullup / Pulldown type selection

Oh - Pulldown selected
1h - Pullup selected
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Table 5-77. PADMMR_MCU_PADCONFIG4 Register Field Descriptions (continued)

Bit Field Type Reset Description
16 PULLUDEN RIW Th Pad Pullup / Pulldown enable. This is an active low signal.
Oh - Pullup / Pulldown enabled
1h - Pullup / Pulldown disabled
15 RESERVED R Oh Reserved
14 ST_EN RIW Th Receiver Schmitt Trigger enable
Oh - Schmitt trigger input disabled
1h - Schmitt trigger input enabled
13-11 DEBOUNCE_SEL RW Oh Selects the debouce period for the pad.
10-4 RESERVED R Oh Reserved
3-0 MUXMODE R/W 7h

Pad functional signal mux selection
Oh - Mux Mode 0
1h - Mux Mode 1
2h - Mux Mode 2
3h - Mux Mode 3
4h - Mux Mode 4
5h - Mux Mode 5
6h - Mux Mode 6
7h - Mux Mode 7
8h - Mux Mode 8
9h - Mux Mode 9
Ah - Mux Mode 10
Bh - Mux Mode 11
Ch - Mux Mode 12
Dh - Mux Mode 13
Eh - Mux Mode 14
Fh - Mux Mode 15
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19 PADMMR_MCU_PADCONFIGS5 Register ( Offset = 4014h) [reset = 214007h]
PADMMR_MCU_PADCONFIG5 is shown in Figure 5-21 and described in Table 5-61.

Return to Summary Table.

Register to control pin configuration and muxing.

Table 5-78. PADMMR_MCU_PADCONFIGS5 Instances

Instance
MCU_PADCFG_CTRLO_CFGO

Physical Address
0408 4014h

Figure 5-21. PADMMR_MCU_PADCONFIG5 Register

31 30 29 28 27 26 25 24
LOCK RESERVED
R/W-0h R-Oh
23 22 21 20 19 18 17 16
RESERVED | TX.DIs DRV_STR | RXACTIVE |PULLTYPESEL | PULLUDEN
R-Oh R/W-1h R/W-0h R/W-0h R/W-0h R/W-1h
15 14 13 12 11 10 9 8
RESERVED ST_EN \ DEBOUNCE_SEL ] RESERVED
R-Oh R/W-1h R/W-0h R-Oh
7 6 5 4 3 2 1 0
RESERVED MUXMODE
R-Oh R/W-7h

LEGEND: R = Read Only; R/W = Read/Write; -n = value after reset

Table 5-80. PADMMR_MCU_PADCONFIG5 Register Field Descriptions

Bit Field Type Reset

Description

31 LOCK R/W Oh

Lock
Oh - Padconfig register is unlocked
1h - Padconfig register is locked from further writes

30-22 RESERVED R Oh

Reserved

21 TX_DIS R/W 1h

Driver Disable
Oh - Driver is enabled
1h - Driver is disabled

20-19 DRV_STR R/W Oh

Drive Strength Control . Selects the drive strength value for LVCMOS
pins. (Does not apply to other pin types)

18 RXACTIVE R/W Oh

Input enable for the Pad
Oh - Receiver disabled
1h - Receiver enabled

17 PULLTYPESEL R/wW Oh

Pad Pullup / Pulldown type selection
Oh - Pulldown selected
1h - Pullup selected
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Table 5-80. PADMMR_MCU_PADCONFIGS5 Register Field Descriptions (continued)

Bit Field Type Reset Description
16 PULLUDEN RIW Th Pad Pullup / Pulldown enable. This is an active low signal.
Oh - Pullup / Pulldown enabled
1h - Pullup / Pulldown disabled
15 RESERVED R Oh Reserved
14 ST_EN RIW Th Receiver Schmitt Trigger enable
Oh - Schmitt trigger input disabled
1h - Schmitt trigger input enabled
13-11 DEBOUNCE_SEL RW Oh Selects the debouce period for the pad.
10-4 RESERVED R Oh Reserved
3-0 MUXMODE R/W 7h

Pad functional signal mux selection
Oh - Mux Mode 0
1h - Mux Mode 1
2h - Mux Mode 2
3h - Mux Mode 3
4h - Mux Mode 4
5h - Mux Mode 5
6h - Mux Mode 6
7h - Mux Mode 7
8h - Mux Mode 8
9h - Mux Mode 9
Ah - Mux Mode 10
Bh - Mux Mode 11
Ch - Mux Mode 12
Dh - Mux Mode 13
Eh - Mux Mode 14
Fh - Mux Mode 15
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20 PADMMR_MCU_PADCONFIG6 Register ( Offset = 4018h) [reset = 214007h]
PADMMR_MCU_PADCONFIG6 is shown in Figure 5-22 and described in Table 5-63.

Return to Summary Table.

Register to control pin configuration and muxing.

Table 5-81. PADMMR_MCU_PADCONFIG6 Instances

Instance
MCU_PADCFG_CTRLO_CFGO

Physical Address
0408 4018h

Figure 5-22. PADMMR_MCU_PADCONFIG6 Register

31 30 29 28 27 26 25 24
LOCK RESERVED
R/W-0h R-Oh
23 22 21 20 19 18 17 16
RESERVED | TX.DIs DRV_STR | RXACTIVE |PULLTYPESEL | PULLUDEN
R-Oh R/W-1h R/W-0h R/W-0h R/W-0h R/W-1h
15 14 13 12 11 10 9 8
RESERVED ST_EN \ DEBOUNCE_SEL ] RESERVED
R-Oh R/W-1h R/W-0h R-Oh
7 6 5 4 3 2 1 0
RESERVED MUXMODE
R-Oh R/W-7h

LEGEND: R = Read Only; R/W = Read/Write; -n = value after reset

Table 5-83. PADMMR_MCU_PADCONFIG6 Register Field Descriptions

Bit Field Type

Reset Description

31 LOCK R/W

Oh Lock

Oh - Padconfig register is unlocked
1h - Padconfig register is locked from further writes

30-22 RESERVED R

Oh Reserved

21 TX_DIS R/W

1h Driver Disable

Oh - Driver is enabled
1h - Driver is disabled

20-19 DRV_STR R/W

Oh Drive Strength Control . Selects the drive strength value for LVCMOS

pins. (Does not apply to other pin types)

18 RXACTIVE R/W

Oh Input enable for the Pad

Oh - Receiver disabled
1h - Receiver enabled

17 PULLTYPESEL R/wW

Oh Pad Pullup / Pulldown type selection

Oh - Pulldown selected
1h - Pullup selected
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Table 5-83. PADMMR_MCU_PADCONFIG6 Register Field Descriptions (continued)

Bit Field Type Reset Description
16 PULLUDEN RIW Th Pad Pullup / Pulldown enable. This is an active low signal.
Oh - Pullup / Pulldown enabled
1h - Pullup / Pulldown disabled
15 RESERVED R Oh Reserved
14 ST_EN RIW Th Receiver Schmitt Trigger enable
Oh - Schmitt trigger input disabled
1h - Schmitt trigger input enabled
13-11 DEBOUNCE_SEL RW Oh Selects the debouce period for the pad.
10-4 RESERVED R Oh Reserved
3-0 MUXMODE R/W 7h

Pad functional signal mux selection
Oh - Mux Mode 0
1h - Mux Mode 1
2h - Mux Mode 2
3h - Mux Mode 3
4h - Mux Mode 4
5h - Mux Mode 5
6h - Mux Mode 6
7h - Mux Mode 7
8h - Mux Mode 8
9h - Mux Mode 9
Ah - Mux Mode 10
Bh - Mux Mode 11
Ch - Mux Mode 12
Dh - Mux Mode 13
Eh - Mux Mode 14
Fh - Mux Mode 15
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21 PADMMR_MCU_PADCONFIG7 Register ( Offset = 401Ch) [reset = 214007h]
PADMMR_MCU_PADCONFIG7 is shown in Figure 5-23 and described in Table 5-65.

Return to Summary Table.

Register to control pin configuration and muxing.

Table 5-84. PADMMR_MCU_PADCONFIG7 Instances

Instance
MCU_PADCFG_CTRLO_CFGO

Physical Address
0408 401Ch

Figure 5-23. PADMMR_MCU_PADCONFIG7 Register

31 30 29 28 27 26 25 24
LOCK RESERVED
R/W-0h R-Oh
23 22 21 20 19 18 17 16
RESERVED | TX.DIs DRV_STR | RXACTIVE |PULLTYPESEL | PULLUDEN
R-Oh R/W-1h R/W-0h R/W-0h R/W-0h R/W-1h
15 14 13 12 11 10 9 8
RESERVED ST_EN \ DEBOUNCE_SEL ] RESERVED
R-Oh R/W-1h R/W-0h R-Oh
7 6 5 4 3 2 1 0
RESERVED MUXMODE
R-Oh R/W-7h

LEGEND: R = Read Only; R/W = Read/Write; -n = value after reset

Table 5-86. PADMMR_MCU_PADCONFIG7 Register Field Descriptions

Bit Field Type

Reset Description

31 LOCK R/W

Oh Lock

Oh - Padconfig register is unlocked
1h - Padconfig register is locked from further writes

30-22 RESERVED R

Oh Reserved

21 TX_DIS R/W

1h Driver Disable

Oh - Driver is enabled
1h - Driver is disabled

20-19 DRV_STR R/W

Oh Drive Strength Control . Selects the drive strength value for LVCMOS

pins. (Does not apply to other pin types)

18 RXACTIVE R/W

Oh Input enable for the Pad

Oh - Receiver disabled
1h - Receiver enabled

17 PULLTYPESEL R/wW

Oh Pad Pullup / Pulldown type selection

Oh - Pulldown selected
1h - Pullup selected
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Table 5-86. PADMMR_MCU_PADCONFIG7 Register Field Descriptions (continued)

Bit Field Type Reset Description
16 PULLUDEN RIW Th Pad Pullup / Pulldown enable. This is an active low signal.
Oh - Pullup / Pulldown enabled
1h - Pullup / Pulldown disabled
15 RESERVED R Oh Reserved
14 ST_EN RIW Th Receiver Schmitt Trigger enable
Oh - Schmitt trigger input disabled
1h - Schmitt trigger input enabled
13-11 DEBOUNCE_SEL RW Oh Selects the debouce period for the pad.
10-4 RESERVED R Oh Reserved
3-0 MUXMODE R/W 7h

Pad functional signal mux selection
Oh - Mux Mode 0
1h - Mux Mode 1
2h - Mux Mode 2
3h - Mux Mode 3
4h - Mux Mode 4
5h - Mux Mode 5
6h - Mux Mode 6
7h - Mux Mode 7
8h - Mux Mode 8
9h - Mux Mode 9
Ah - Mux Mode 10
Bh - Mux Mode 11
Ch - Mux Mode 12
Dh - Mux Mode 13
Eh - Mux Mode 14
Fh - Mux Mode 15
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22 PADMMR_MCU_PADCONFIG8 Register ( Offset = 4020h) [reset = 214007h]
PADMMR_MCU_PADCONFIG8 is shown in Figure 5-24 and described in Table 5-67.

Return to Summary Table.

Register to control pin configuration and muxing.

Table 5-87. PADMMR_MCU_PADCONFIG8 Instances

Instance
MCU_PADCFG_CTRLO_CFGO

Physical Address
0408 4020h

Figure 5-24. PADMMR_MCU_PADCONFIG8 Register

31 30 29 28 27 26 25 24
LOCK RESERVED
R/W-0h R-Oh
23 22 21 20 19 18 17 16
RESERVED | TX.DIs DRV_STR | RXACTIVE |PULLTYPESEL | PULLUDEN
R-Oh R/W-1h R/W-0h R/W-0h R/W-0h R/W-1h
15 14 13 12 11 10 9 8
RESERVED ST_EN \ DEBOUNCE_SEL ] RESERVED
R-Oh R/W-1h R/W-0h R-Oh
7 6 5 4 3 2 1 0
RESERVED MUXMODE
R-Oh R/W-7h

LEGEND: R = Read Only; R/W = Read/Write; -n = value after reset

Table 5-89. PADMMR_MCU_PADCONFIG8 Register Field Descriptions

Bit Field Type

Reset Description

31 LOCK R/W

Oh Lock

Oh - Padconfig register is unlocked
1h - Padconfig register is locked from further writes

30-22 RESERVED R

Oh Reserved

21 TX_DIS R/W

1h Driver Disable

Oh - Driver is enabled
1h - Driver is disabled

20-19 DRV_STR R/W

Oh Drive Strength Control . Selects the drive strength value for LVCMOS

pins. (Does not apply to other pin types)

18 RXACTIVE R/W

Oh Input enable for the Pad

Oh - Receiver disabled
1h - Receiver enabled

17 PULLTYPESEL R/wW

Oh Pad Pullup / Pulldown type selection

Oh - Pulldown selected
1h - Pullup selected
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Table 5-89. PADMMR_MCU_PADCONFIG8 Register Field Descriptions (continued)

Bit Field Type Reset Description
16 PULLUDEN RIW Th Pad Pullup / Pulldown enable. This is an active low signal.
Oh - Pullup / Pulldown enabled
1h - Pullup / Pulldown disabled
15 RESERVED R Oh Reserved
14 ST_EN RIW Th Receiver Schmitt Trigger enable
Oh - Schmitt trigger input disabled
1h - Schmitt trigger input enabled
13-11 DEBOUNCE_SEL RW Oh Selects the debouce period for the pad.
10-4 RESERVED R Oh Reserved
3-0 MUXMODE R/W 7h

Pad functional signal mux selection
Oh - Mux Mode 0
1h - Mux Mode 1
2h - Mux Mode 2
3h - Mux Mode 3
4h - Mux Mode 4
5h - Mux Mode 5
6h - Mux Mode 6
7h - Mux Mode 7
8h - Mux Mode 8
9h - Mux Mode 9
Ah - Mux Mode 10
Bh - Mux Mode 11
Ch - Mux Mode 12
Dh - Mux Mode 13
Eh - Mux Mode 14
Fh - Mux Mode 15
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23 PADMMR_MCU_PADCONFIG9 Register ( Offset = 4024h) [reset = 214007h]
PADMMR_MCU_PADCONFIG9 is shown in Figure 5-25 and described in Table 5-69.

Return to Summary Table.

Register to control pin configuration and muxing.

Table 5-90. PADMMR_MCU_PADCONFIG9 Instances

Instance
MCU_PADCFG_CTRLO_CFGO

Physical Address
0408 4024h

Figure 5-25. PADMMR_MCU_PADCONFIG9 Register

31 30 29 28 27 26 25 24
LOCK RESERVED
R/W-0h R-Oh
23 22 21 20 19 18 17 16
RESERVED | TX.DIs DRV_STR | RXACTIVE |PULLTYPESEL | PULLUDEN
R-Oh R/W-1h R/W-0h R/W-0h R/W-0h R/W-1h
15 14 13 12 11 10 9 8
RESERVED ST_EN \ DEBOUNCE_SEL ] RESERVED
R-Oh R/W-1h R/W-0h R-Oh
7 6 5 4 3 2 1 0
RESERVED MUXMODE
R-Oh R/W-7h

LEGEND: R = Read Only; R/W = Read/Write; -n = value after reset

Table 5-92. PADMMR_MCU_PADCONFIG9 Register Field Descriptions

Bit Field Type

Reset Description

31 LOCK R/W

Oh Lock

Oh - Padconfig register is unlocked
1h - Padconfig register is locked from further writes

30-22 RESERVED R

Oh Reserved

21 TX_DIS R/W

1h Driver Disable

Oh - Driver is enabled
1h - Driver is disabled

20-19 DRV_STR R/W

Oh Drive Strength Control . Selects the drive strength value for LVCMOS

pins. (Does not apply to other pin types)

18 RXACTIVE R/W

Oh Input enable for the Pad

Oh - Receiver disabled
1h - Receiver enabled

17 PULLTYPESEL R/wW

Oh Pad Pullup / Pulldown type selection

Oh - Pulldown selected
1h - Pullup selected
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Table 5-92. PADMMR_MCU_PADCONFIGY Register Field Descriptions (continued)

Bit Field Type Reset Description
16 PULLUDEN RIW Th Pad Pullup / Pulldown enable. This is an active low signal.
Oh - Pullup / Pulldown enabled
1h - Pullup / Pulldown disabled
15 RESERVED R Oh Reserved
14 ST_EN RIW Th Receiver Schmitt Trigger enable
Oh - Schmitt trigger input disabled
1h - Schmitt trigger input enabled
13-11 DEBOUNCE_SEL RW Oh Selects the debouce period for the pad.
10-4 RESERVED R Oh Reserved
3-0 MUXMODE R/W 7h

Pad functional signal mux selection
Oh - Mux Mode 0
1h - Mux Mode 1
2h - Mux Mode 2
3h - Mux Mode 3
4h - Mux Mode 4
5h - Mux Mode 5
6h - Mux Mode 6
7h - Mux Mode 7
8h - Mux Mode 8
9h - Mux Mode 9
Ah - Mux Mode 10
Bh - Mux Mode 11
Ch - Mux Mode 12
Dh - Mux Mode 13
Eh - Mux Mode 14
Fh - Mux Mode 15
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24 PADMMR_MCU_PADCONFIG10 Register ( Offset = 4028h) [reset = 214007h]

PADMMR_MCU_PADCONFIG10 is shown in Figure 5-26 and described in Table 5-71.

Return to Summary Table.
Register to control pin configuration and muxing.

Table 5-93. PADMMR_MCU_PADCONFIG10
Instances

Physical Address

0408 4028h

Instance
MCU_PADCFG_CTRLO_CFGO

Figure 5-26. PADMMR_MCU_PADCONFIG10 Register

31 30 29 28 27 26 25 24
LOCK RESERVED
R/W-0h R-0Oh
23 22 21 20 19 18 17 16
RESERVED ‘ TX_DIS DRV_STR ‘ RXACTIVE |PULLTYPESEL | PULLUDEN
R-0Oh R/W-1h R/W-0h R/W-0h R/W-0h R/W-1h
15 14 13 12 1 10 9 8
RESERVED ST_EN DEBOUNCE_SEL ’ RESERVED
R-0h R/W-1h R/W-0h R-0Oh
7 6 5 4 3 2 1 0
RESERVED MUXMODE
R-0Oh R/W-7h

LEGEND: R = Read Only; R/W = Read/Write; -n = value after reset

Table 5-95. PADMMR_MCU_PADCONFIG10 Register Field Descriptions

Bit

Field

Type

Reset

Description

31

LOCK

R/W

Oh

Lock

Oh - Padconfig register is unlocked
1h - Padconfig register is locked from further writes

30-22

RESERVED

Oh

Reserved

21

TX_DIS

R/W

1h

Driver Disable
Oh - Driver is enabled
1h - Driver is disabled

20-19

DRV_STR

R/W

Oh

Drive Strength Control . Selects the drive strength value for LVCMOS
pins. (Does not apply to other pin types)

18

RXACTIVE

R/W

Oh

Input enable for the Pad
Oh - Receiver disabled
1h - Receiver enabled

17

PULLTYPESEL

R/wW

Oh

Oh - Pulldown selected
1h - Pullup selected

Pad Pullup / Pulldown type selection
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Table 5-95. PADMMR_MCU_PADCONFIG10 Register Field Descriptions (continued)

Bit Field Type Reset Description
16 PULLUDEN RIW Th Pad Pullup / Pulldown enable. This is an active low signal.
Oh - Pullup / Pulldown enabled
1h - Pullup / Pulldown disabled
15 RESERVED R Oh Reserved
14 ST_EN RIW Th Receiver Schmitt Trigger enable
Oh - Schmitt trigger input disabled
1h - Schmitt trigger input enabled
13-11 DEBOUNCE_SEL RW Oh Selects the debouce period for the pad.
10-4 RESERVED R Oh Reserved
3-0 MUXMODE R/W 7h

Pad functional signal mux selection
Oh - Mux Mode 0
1h - Mux Mode 1
2h - Mux Mode 2
3h - Mux Mode 3
4h - Mux Mode 4
5h - Mux Mode 5
6h - Mux Mode 6
7h - Mux Mode 7
8h - Mux Mode 8
9h - Mux Mode 9
Ah - Mux Mode 10
Bh - Mux Mode 11
Ch - Mux Mode 12
Dh - Mux Mode 13
Eh - Mux Mode 14
Fh - Mux Mode 15
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25 PADMMR_MCU_PADCONFIG11 Register ( Offset = 402Ch) [reset = 214007h]

PADMMR_MCU_PADCONFIG11 is shown in Figure 5-27 and described in Table 5-73.

Return to Summary Table.
Register to control pin configuration and muxing.

Table 5-96. PADMMR_MCU_PADCONFIG11
Instances
Physical Address

0408 402Ch

Instance
MCU_PADCFG_CTRLO_CFGO

Figure 5-27. PADMMR_MCU_PADCONFIG11 Register

31 30 29 28 27 26 25 24
LOCK RESERVED
R/W-0h R-0Oh
23 22 21 20 19 18 17 16
RESERVED TX_DIS DRV_STR ‘ RXACTIVE |PULLTYPESEL | PULLUDEN
R-0Oh R/W-1h R/W-0h R/W-0h R/W-0h R/W-1h
15 14 13 12 1 10 9 8
RESERVED ST_EN DEBOUNCE_SEL ’ RESERVED
R-0h R/W-1h R/W-0h R-0Oh
7 6 5 4 3 2 1 0
RESERVED MUXMODE
R-0Oh R/W-7h

LEGEND: R = Read Only; R/W = Read/Write; -n = value after reset

Table 5-98. PADMMR_MCU_PADCONFIG11 Register Field Descriptions

Bit

Field

Type

Reset

Description

31

LOCK

R/wW

Oh

Lock

Oh - Padconfig register is unlocked
1h - Padconfig register is locked from further writes

30-22

RESERVED

Oh

Reserved

21

TX_DIS

R/W

1h

Driver Disable
Oh - Driver is enabled
1h - Driver is disabled

20-19

DRV_STR

R/W

Oh

Drive Strength Control . Selects the drive strength value for LVCMOS
pins. (Does not apply to other pin types)

18

RXACTIVE

R/W

Oh

Input enable for the Pad
Oh - Receiver disabled
1h - Receiver enabled

17

PULLTYPESEL

R/wW

Oh

Oh - Pulldown selected
1h - Pullup selected

Pad Pullup / Pulldown type selection

SPRUIM2I — MAY 2020 — REVISED JANUARY 2026
Submit Document Feedback

Copyright ©

AM64x/AM243x Processors Silicon Revision 2.0
Texas Instruments Families of Products

2026Texas Instruments

201


https://www.ti.com
https://www.ti.com/lit/pdf/SPRUIM2
https://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUIM2I&partnum=AM64x

13 TEXAS
INSTRUMENTS

www.ti.com

Device Configuration

Table 5-98. PADMMR_MCU_PADCONFIG11 Register Field Descriptions (continued)

Bit Field Type Reset Description
16 PULLUDEN RIW Th Pad Pullup / Pulldown enable. This is an active low signal.
Oh - Pullup / Pulldown enabled
1h - Pullup / Pulldown disabled
15 RESERVED R Oh Reserved
14 ST_EN RIW Th Receiver Schmitt Trigger enable
Oh - Schmitt trigger input disabled
1h - Schmitt trigger input enabled
13-11 DEBOUNCE_SEL RW Oh Selects the debouce period for the pad.
10-4 RESERVED R Oh Reserved
3-0 MUXMODE R/W 7h

Pad functional signal mux selection
Oh - Mux Mode 0
1h - Mux Mode 1
2h - Mux Mode 2
3h - Mux Mode 3
4h - Mux Mode 4
5h - Mux Mode 5
6h - Mux Mode 6
7h - Mux Mode 7
8h - Mux Mode 8
9h - Mux Mode 9
Ah - Mux Mode 10
Bh - Mux Mode 11
Ch - Mux Mode 12
Dh - Mux Mode 13
Eh - Mux Mode 14
Fh - Mux Mode 15
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26 PADMMR_MCU_PADCONFIG12 Register ( Offset = 4030h) [reset = 214007h]

PADMMR_MCU_PADCONFIG12 is shown in Figure 5-28 and described in Table 5-75.

Return to Summary Table.
Register to control pin configuration and muxing.

Table 5-99. PADMMR_MCU_PADCONFIG12
Instances
Physical Address

0408 4030h

Instance
MCU_PADCFG_CTRLO_CFGO

Figure 5-28. PADMMR_MCU_PADCONFIG12 Register

31 30 29 28 27 26 25 24
LOCK RESERVED
R/W-0h R-0Oh
23 22 21 20 19 18 17 16
RESERVED ‘ TX_DIS DRV_STR ‘ RXACTIVE |PULLTYPESEL | PULLUDEN
R-0Oh R/W-1h R/W-0h R/W-0h R/W-0h R/W-1h
15 14 13 12 1 10 9 8
RESERVED ST_EN DEBOUNCE_SEL ’ RESERVED
R-0h R/W-1h R/W-0h R-0Oh
7 6 5 4 3 2 1 0
RESERVED MUXMODE
R-0Oh R/W-7h

LEGEND: R = Read Only; R/W = Read/Write; -n = value after reset

Table 5-101. PADMMR_MCU_PADCONFIG12 Register Field Descriptions

Bit

Field

Type

Reset

Description

31

LOCK

R/wW

Oh

Lock

Oh - Padconfig register is unlocked
1h - Padconfig register is locked from further writes

30-22

RESERVED

Oh

Reserved

21

TX_DIS

R/W

1h

Driver Disable
Oh - Driver is enabled
1h - Driver is disabled

20-19

DRV_STR

R/W

Oh

Drive Strength Control . Selects the drive strength value for LVCMOS
pins. (Does not apply to other pin types)

18

RXACTIVE

R/W

Oh

Input enable for the Pad
Oh - Receiver disabled
1h - Receiver enabled

17

PULLTYPESEL

R/wW

Oh

Oh - Pulldown selected
1h - Pullup selected

Pad Pullup / Pulldown type selection
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Table 5-101. PADMMR_MCU_PADCONFIG12 Register Field Descriptions (continued)

Bit Field Type Reset Description
16 PULLUDEN RIW Th Pad Pullup / Pulldown enable. This is an active low signal.
Oh - Pullup / Pulldown enabled
1h - Pullup / Pulldown disabled
15 RESERVED R Oh Reserved
14 ST_EN RIW Th Receiver Schmitt Trigger enable
Oh - Schmitt trigger input disabled
1h - Schmitt trigger input enabled
13-11 DEBOUNCE_SEL RW Oh Selects the debouce period for the pad.
10-4 RESERVED R Oh Reserved
3-0 MUXMODE R/W 7h

Pad functional signal mux selection
Oh - Mux Mode 0
1h - Mux Mode 1
2h - Mux Mode 2
3h - Mux Mode 3
4h - Mux Mode 4
5h - Mux Mode 5
6h - Mux Mode 6
7h - Mux Mode 7
8h - Mux Mode 8
9h - Mux Mode 9
Ah - Mux Mode 10
Bh - Mux Mode 11
Ch - Mux Mode 12
Dh - Mux Mode 13
Eh - Mux Mode 14
Fh - Mux Mode 15
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27 PADMMR_MCU_PADCONFIG13 Register ( Offset = 4034h) [reset = 214007h]

PADMMR_MCU_PADCONFIG13 is shown in Figure 5-29 and described in Table 5-77.

Return to Summary Table.
Register to control pin configuration and muxing.

Table 5-102. PADMMR_MCU_PADCONFIG13
Instances

Physical Address

0408 4034h

Instance
MCU_PADCFG_CTRLO_CFGO

Figure 5-29. PADMMR_MCU_PADCONFIG13 Register

31 30 29 28 27 26 25 24
LOCK RESERVED
R/W-0h R-0Oh
23 22 21 20 19 18 17 16
RESERVED ‘ TX_DIS DRV_STR ‘ RXACTIVE |PULLTYPESEL | PULLUDEN
R-0Oh R/W-1h R/W-0h R/W-0h R/W-0h R/W-1h
15 14 13 12 1 10 9 8
RESERVED ST_EN DEBOUNCE_SEL ’ RESERVED
R-0h R/W-1h R/W-0h R-0Oh
7 6 5 4 3 2 1 0
RESERVED MUXMODE
R-0Oh R/W-7h

LEGEND: R = Read Only; R/W = Read/Write; -n = value after reset

Table 5-104. PADMMR_MCU_PADCONFIG13 Register Field Descriptions

Bit

Field

Type

Reset

Description

31

LOCK

R/wW

Oh

Lock

Oh - Padconfig register is unlocked
1h - Padconfig register is locked from further writes

30-22

RESERVED

Oh

Reserved

21

TX_DIS

R/W

1h

Driver Disable
Oh - Driver is enabled
1h - Driver is disabled

20-19

DRV_STR

R/W

Oh

Drive Strength Control . Selects the drive strength value for LVCMOS
pins. (Does not apply to other pin types)

18

RXACTIVE

R/W

Oh

Input enable for the Pad
Oh - Receiver disabled
1h - Receiver enabled

17

PULLTYPESEL

R/wW

Oh

Oh - Pulldown selected
1h - Pullup selected

Pad Pullup / Pulldown type selection
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Table 5-104. PADMMR_MCU_PADCONFIG13 Register Field Descriptions (continued)

Bit Field Type Reset Description
16 PULLUDEN RIW Th Pad Pullup / Pulldown enable. This is an active low signal.
Oh - Pullup / Pulldown enabled
1h - Pullup / Pulldown disabled
15 RESERVED R Oh Reserved
14 ST_EN RIW Th Receiver Schmitt Trigger enable
Oh - Schmitt trigger input disabled
1h - Schmitt trigger input enabled
13-11 DEBOUNCE_SEL RW Oh Selects the debouce period for the pad.
10-4 RESERVED R Oh Reserved
3-0 MUXMODE R/W 7h

Pad functional signal mux selection
Oh - Mux Mode 0
1h - Mux Mode 1
2h - Mux Mode 2
3h - Mux Mode 3
4h - Mux Mode 4
5h - Mux Mode 5
6h - Mux Mode 6
7h - Mux Mode 7
8h - Mux Mode 8
9h - Mux Mode 9
Ah - Mux Mode 10
Bh - Mux Mode 11
Ch - Mux Mode 12
Dh - Mux Mode 13
Eh - Mux Mode 14
Fh - Mux Mode 15
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28 PADMMR_MCU_PADCONFIG14 Register ( Offset = 4038h) [reset = 214007h]

PADMMR_MCU_PADCONFIG14