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GPIO
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BERTEE
GPTM#09 MEFxE RTC BECER |, 3@ e i 28N [0
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PWM#05 B AR FID 0 R A 48 ST e 2 S BUR 1 ik 9
PWM#06 PWM %t AT fig A2 R 28 i FL P ARG T, SRR A% o~ A vy BT
QEI
QEI#01 {5 K AL TH AR, QEI B [l — AR Y6 &k S 80 — M U o7 R
ssl
SSI#03 SSI1 RigfEte gt T A
SSI#05 SSI PO AN PR T (1 8 2 4
SSI#06 TENNAEECA , SSI 2 FIFO B A W 1 A= R 1) 7T Rl Lb T 1 22
SSI#07 SSI K i% HF WRRAS AL A B A7
SSI#08 SSI M B E AU AN PR R 22 #e XDATO Fil XDATA
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EOEIEN | RS RAETIL , JHE ADC Bt st RAER | WAt R T, 4
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ADC#14 i1 ADC FEAE BT BT IEH
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B M 1. {Ef3F ADC AR ENS | 7EXIHE 1L ADC i FSEREF 71 52 37 . f#Fi] SRADC
2517945 i ADC Ahik.
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EPH01 1E/H EPI B 9 fCRaH bl 60T, BAEHTER A BEH7 LR
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¥ EPI Huti:m S (EPIADDRMAP) H 1) ECSZ 1 ECADR =Bk g g it 0x1000.0000
RSN P 22 ) LU T EPL B, ik, b 2 0 | AR T i 22 4R
o3

SR JE4: A\ 0x1000.0000 Hubk = F4AAFACH. 7T LA 0x6000.0000 A1 0x8000.0000 A1)
EPI Hu %5/,

UEAh , ML ] 0x1000.0000 AbACAD ML (8] (¥) EPI A76 8% o Sz BRIy, SRR B S A
AR/ KB e S I B EPI A7 88 B 45 i

EPIWorkaroundWordRead(). EPIWorkaroundHWordRead() 5%
EPIWorkaroundByteRead() i&%i. [Fff , /£ 5 XN EPI RIS kL2 (AR | K S N BN
i Fl EPIWorkaroundWordWrite(). EPIWorkaroundHWordWrite() &%
EPIWorkaroundByteWrite() &%, X246 APl Z&#H , AT LLEE 45 1.7 k3. xFT Keils
IAR. GCC #l Code Bench , X8R ¥TE driverlib SCFJ&H () epi.h SCHEH 52 SN A B ER
o WTALRHEME) CCS |, BAZKEA 1A INE] 4y epi_workaround_ccs.s 1]
\driverlib B s H i SCfEr, F HAESCHE RIS BT E e 7R, 9 1.7 R
DriverLib API #1 CCS (#4161 7£ SimpleLink MSP432 SDK 1,

GPIO#09 FRUEWERT | JEA GPIO 5/ PBO A PB1 [ 7 £ B8 2 IR FE
Vi BA

PBO = PB1 - f{ bR B 4 ] £ — A B AN 51 I 5 4 2 8] AR R FELBR A B D0, T g3
e FL A

s E S A RS S 1 BT e e R TR (D095 10% VDD #] 90% VDD i [A] )
KT 2ns I, EAEER] VIXFE DL, IXRPE OUSE A AT REA AL iR B A8 A R . 5] R
Kb+ N\ s R A A A 5] B 2 i R T, T RE 2 R AR XA R O -
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GPIO#09 ( 4 )

FERLER T, A GPIO 5/ PBO 7 PB1 [8 2B 2 5 i FE

WRSRAE S RS B OV Y GPIO I 51 AZ BB , WK 51 RS S SO IR 2R S ARG
JEET R 3 e HP RS BV AT A R 1 L

PTG 1. iE7{EH PBO A1 PB1. j@it—A 1k Q HIBHZRI %43 GND. g HE B N
GPIO #i\.
2. 15 PBO A1 PB1 fiIff: USBOID #il USBOVBUS , i % (MSP432E4 1475 #2409 7 %
11755 ) 1 USB #4y. i8S AR R i BT A 8T -

GPTM#09 LA E % RTC Hz0hT |, B/ e #4 72%

i ] GPTM 125 (GPTMSYNG) 74758 [ 453 Pl st 5 | A1 e S8 A
RTC ¥z , BIIASFHED.

R .

GPTM#15 E I F A2 MATCH B, i/ 32T RIE %0

ViR M E NN TR SR B R U R EBIILEE S, TS — N AN
LI ER 2R EAIN 0. FIt , R —RILEEHE KA |, ITE G 82 VLE AR AE A2 1Y
LIREH BN —2 JG R

R CEHE | LRI — MRS | A DA R 1 — AN

HIB#10 215 MEMCLR % 85 FEEME , BEFFAJEEA L7515 HIBDATA &7 #8F )T H 1

Ve W HIB B kds] (HIBTPCTL) 2 /783 MEMCLR 77 B % B N AEEAE |, ACARIRETE
(HIBDATA) 2917 8% 0] REAN 215 I 38 € (L. MEMCLR 75 BUARAEAE e A= S el s e B2 B AR
IRAEEER T A WA L8B4 T 5600 B N ERRARIRAE G 75 IR T

REHE AR TPCLR (iR SLehsc i | VR Rk HIBDATA %42 5200 PRI A2 28 th 3
PEEE (B Ly TEBamENEST5AE) .

HIB#16 TEJEIRATIE] , I CHE 7] G5 Z R FT IR 2 FAF

Vi TERE M EM AR, TR E R R e B E e H BB . TEIERRE SRR
BB N HIB B 6] 2514788 (HIBTPCTL) B B2 %k (TPCLR) 7. %5 NE#{ESTE
32.768kHz 4t 3 A T e B R

R IR -7 35 = A BRI 0 P 25 o B S 04 o S 5 R | A64TE NI
AbFRFE Y HR SE B RCE RS HEARED , W1 7Y 1.6 Bis. 1Y 1.6 R EIET DriverLib API &5 7R
SimpleLink MSP432E4 SDK .
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HIB#18 7 H B T 5K 7] URE 1 1 UL B
vLH FARIR H i3] (HIBCALCTL) ZR17 251 CAL24 fiiFR)5 , RTC KAE 12 Nk AM/PM i
Tit#. RERHE PIUCES 0 (HIBCALMO) 1) AM/PM fiid8 € T i%ULEL 248 AM it 27 PM
KA. B, e RS RAILER |, ZA0KE 20 . Kk, RTC ILE e E—RZ W
KPR
R #ERLEL HIBCALMO %7 % JF- Bl CAL24 i 2 il , HULRIN %Ky 24 Il s |
VLEC R AN | SR RIRH B (HICALO) 277745 (1) AM/PM A7 3k # 52 VT it 2 75 1IEH o
HIB#19 HIRIERR (L) |, F] BS540 HIBCTL 2748 A EA
Ui WM [ | I 4 TR 2 HIBCTL 24483 AT 07H8 5 ). HIBCTL % 17 240
WRC 7 7] GEAN S B AL
RESEL RIS RE | K7 WRC LR B AL | 47 DA F B AF -
W WRC 7 KR detx KB B E] N BAL , B ASHARIRE S AT A A, SRIE &
X HIBCTL S#efE. o RIR% o5 8 s 8] it £ 3=l SRt — 2 A IR ER MR IR % o
(XOSC) i NI W IIARAR XOSC J3 #hif [ 2% TSTART 45 i,
R WRC 2 B2 {H HIBCTL EAKA KT , iEE i HIBCTL 5\,
MEM#07 7 EEPROM #&/EHJE] , K (7 FAIAERC
ke WRTE EEPROM % f2 BB R E M0 $047 A M AT 4R E A7, ) EEPROM %4 il GE R -
A AL (SYSRESREQ)
EEPROM #E (R AFAhst R A
FEIMEAL (HR1E RESBEHAVCTL i it B N ARG E T )
MOSC s = AL
BOR E17 ( fn1F RESBEHAVCTL % fE8shic B N RS E 7 )
o HNEBEAL (InSEAE RESBEHAVCTL Zifis it B N ARG H AL )
+ B N HSSR %ifrie
B i W75 EEPROM 42 SR I 016 | 1A 00T (o R B . T LR %8 B A ey,
Aif#r EEDONE F /7851 WORKING 17 , IEER G KET EEPROM %52 a8 bR
Vo f8 R 2e I T R 2> R AE BB AT, 1E EEPROM $ 47 1 17] S8 4 4k 52 A7 o 01 SRS (] 1]
AR, AT ME ] — GPIO BUERIRME | K — AN | 140 & A7 1) 82 A7 e 5 31— A4k
HEANL,
MEM#15
ke W RS A —AN B X B G — AT BRI RIS A i — AN B S 3 T gm e |, I R b
X. #tEERIS i BB R A G INF R4 1. FERER T FEE 512KB INA7EH
B X 0 X 31 282 .
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MEM#15 ( %)

D&% )i

MEM#16
VL

R

PWM#04
B

A

PWM#05
L]

G311

OxD7.FFFC

Ox07.FFFB I 0x07.FFF4 Ox07.FFFO I 007 .FFEC Ox07.FFEB I 0x07.FFE4 Ox07.FFED I

& KB Sectordi1-1 Bank 1 8 KB Sector31-1 Bank O

512 KB
Low Regicn

Oec00.401C

0=00.4018 0004014 Oec00. 4010 0=00.400C 0=00.4008 0eD0.4004 0=00.4000

0x00.3FFC

O0x00.3FF8 O=00.3FF4 000.3FFD O0x00.3FEC 0x00.3FES Ox<00.3FE4 O=00.3FED I I
& KB Sector 0 Bank 1 8 KB Sector 0 Bank O 18 KB

Ox00.001C

| 0x00.0018 | 0x00.0014 | 0000010 0x00.000C | 0x00.0008 | 0w00.0004 0x00.0000

X X2 A ] b HEAT S A DA SOV X R BR DI RE A
#iE
DIt B ER |, st EEERRR AR o

BOOTCFG # Nw=0 fi1&% [ HEXHT H B JTAG fEEY 16

¥ BOOTCFG Zf7-#sliC & N NW=0. DBG1=0 fl DBG=1 Ji5 , JTAG {4517 in] 81 /& FF
H IR — KA Bt e 513 AT R

BRBESIE | LAUSAT IR 51 -

PWM K48 BT GEE TR AE/GHT 1 1~ PWM fif 8 i B3 I

1] PWMXISC #FA7 a8 5N 1 BiZ iR T — D RGN B E RN A 25 R iR . (H
NIRRT — PWM I 8RR A8 TP IWRRES . 72— PWM I Bl 2 17 7]
PWMXISC 5 Ak Bk 7 (A A 45 1 0K 4 2, P IeRs 0 BN AT 2

i E VARG, CPU A8 — A PWM B8R, 285 i PWMXISC 5 A 1 Kig%E
RN A A48 RIS . PWM IR Bh 0 SEERE RO | 375 R T R S AE IR

REE/EIFLH) KL LB e & FE S REVRM TS

FERXFMEOLS |, RASER 23R U IH B (E TR, (0BT BB S S g3k, AT ™
AR TR AR e LT TR T

82 FH AR s ZUARL I th WIRZS 5N e B AN LA AR o s A v s =X 7 B L
P i el A UL IE WK B2 1 B AR vh RS A7, SR FRRBEE AL | AR5 BB kAN
FL AR UL R BT -
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PWM#06 PWM %t} A] GEE R FF LR - PITFEIC L -F |, BLAFLEN P I/ B -F
Vi

HAE BT EARE T R PWM IS, FELUTR BT, PWM & AR 28 AT DLAE slidr 2 e v
SEMA AR, B R AT i A2 T

« PWM kA2 5L 3 A ol B RIS S Eie & |, Psd] PWM & 3.
« PWM HL#8% A B B Mit% 2 B0 £ 5 i PWM 7 #3508
o SR E F IR, WS AR RS i

WIRAR FH I e T, W2 A iR S L

L3 o AR PWM [ F St
o L R A B PWM SR BT AT (1 BR4h ) SO PWM SR
FEN | 7EHEA PWM SRS 3T L a2 1.

QEI#01 1/ 3 5 R IP R AL it $ashT , QEl B FHT— N FFERTIEF M = FEFE — 1 i1 BB 7 TR
1'9,—:?

Vi 3t QEI FH] (QEICTL) 25172 1 BL R e B 6 22 31 Wk 42 o 40 -

SIGMODE %y 0 7 IEAchit
CAPMODE Jy 1 %75 PhA Fil PhB i1 %t

FLL R4 -
PhA F1 PhB #i5 0
R ANIEASR S S I 1)
QE| BARSARAb fARE AR &4 m] I 3T, X2 S 87 B A TGRS 2.

WA .
SSI#03 SSI HEEF1EZ A T 1E/H
ViBe

FEFRAEN) SSI B b, XU DU AN ey Faa AT QB IR TAE . BRI, AR 525200
AR B TR StiadT .

Bz SSI0. SSI2 8 SSI3 T T AR PR A BHAEAT . 0T H Gebiaia 7
SSi1.

SSH05 SSI FIER VIR ZC T HI 5126 7 /H

A

24 SSI AC B U A B VYA T HAE SSIAC B SO 305 AT X MBA7fifk & HOBE U
H— U B AT e AE SSI B I Bk AR M2 R

B A 7E¥ SSILE MBSt (8 QSSI ] (SSICR1) Z{7 5/ DIR {1 ) 2J5 | 644
IR 1 2 7 AT R S TR 1 -

Ss1configSetExpClk (SSIO_BASE,SysCtiClockFreqset (),

SSI_FRF_MOTO_MODE_0O, SSI_MODE_MASTER, 1000000, 8);

SSTIAdvModeSet (SSIO_BASE, SSI_ADV_BI_READ); //Receive Mode set
SSIDataPut(SSIO_BASE, &pui32DataRx[ui32Index]); //intentional dummy write
SSIDataGetNonBlocking(SSI-_BASE, ui32Dummy); //dummy read
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SSI#05 ( 4 )

SSI FIRBEAFVTHEA T 1. 26 /77

SSIDataPut(SSIO_BASE, &pui32DataRx[ui32Index]); //intentional dummy write

SSIDataGetNonBlocking(SSIO_BASE, &pui32DataRx[0])); //first intentional
read

SSIDataPut(SSIO_BASE, &pui32DataRx[ui32Index]); //intentional dummy write

SSIDataGetNonBlocking(SSIO_BASE, &pui32DataRx[1])); //second intentional
read

Rl T AR, A0 LT SRR LS, DRSS T i
RAE 2 R R

R, ASE RSN SSICIK FRAUE , AR £t — MR BRI 7407 KLk
B FIREH SSICIK 3 ITLHILE Y GPIO M | LALLM S B 6 O i R
il

SSH06 EMVIEEZCH , SSI B FIFO EEHT B 430 HT 6] i BE H BT HT 222
ke EMHURER T | dn 5 SSI T4 4t (SSICPSR) 271724 1) CPSDVSR i 7 Btk i K T
0x2 (P , U SSI #2Uk FIFO #BI rh i il 2 BT 32 D RSt oh FIWE 2. EHUERAZ
AT NESIH
Bk SEESHILT | WRAFFTI SSI B 0 (SSICRO) 17 2H1) SCR Bk & CPSDVSR
18 Ox2 RIRAHHE 1) SSI BB . Flhn |, dn S FT 75 0 5 AT I By SysClk/48 , ]
PLEZA 30 SSINCLK = SysClk / (CPSDVSR * (1 + SCR)) i il CPSDVSR = 0x2 11 SCR
=0x17 , A /& CPSDVSR = 0x18 il SCR = 0x1 K SzHAH [ Pk R, Wi/ SCR
HARES CPSDVSR = 0x2 454 f# A LASRAS BT 75 B AR AT I ot | e kA8 F #2:0 FIFO
ERRT T RE -
SSH07 SSI XX P BrIREI AT
i SSI TR A5 T 1R E3.
i T AEAE S FIFO i m 5 /b i b ke () LWL . BIf848 ] T SSIICR 2917 233
B Wik, 852 TXFIFO [ 2 FIFO BER—FLLT , S8 Hi—EHB 0 , SSIMIS
ERATA Tt
R (e ANl MBI B SSIDR HFEH 5 R 4 4 SSIMTXIM BLE 1T f %k —
SR, SEEFEE N i, % E SSIM.TXIM iz,
SSH#08 SSI M #F XAV T # XDATO FI XDAT1
Ve T X E AR U | SSI M F 4 7F XDATO & XDAT1 £5 8% F1 XDAT1 & XDATO £k 8%
R IERE .
R s g U SR RIDU B T HE MK 1 SSI MBS PEIISURRT | CPU A0 J7E M ¥t %5 474 SSIDR
HHAT B NBRAEAT B RAL S IR 6L . ffF] UDMA CPU B | A Z7E UDMA YR 22X
EPNGE S II AR
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SYSCTL#03
B

3 T

SYSCTL#18
B

G310

SYSCTL#24
B

&)
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1.6 f¥%1:
BRI HIB#16 7RG R A, N AR AT g R B F At , %40F HibernateTamperEventsClear() API
B AL API:

HibernateTamperEventsClearNoLock();
HibernateTamperunLock();
HibernateTamperLock();

APl LR

o e dedededode Fededededededed Fedededededed Fededededededed Fedededededed Fedededededk ededededededede

//*******
// _
//! Clears the tamper feature events without Unlock and Lock.

//' This function is used to clear all tamper events without unlock/locking
//! the tamper control registers, so API HibernateTamperunLock() should be
//! called before this function, and API HibernateTamperLock() should be
//! called after to ensure that tamper control registers are locked.

//! This function doesn't block until the write is complete.
//! Therefore, care must be taken to ensure the next immediate write will
//! occure only after the write complete bit is set.

//' This function is used to implement a software workaround in NMI interrupt
//' handler to fix an issue when a new tamper event could be missed during
//! the clear of current tamper event.

//! \note The hibernate tamper feature is not available on all
//! devices. Please consult the data sheet for the device that you
//! are using to determine if this feature is available.

//' \return None.
//
//*******

void
HibernateTampereventsClearNoLock(void)

Fededede ek dehded

// wait for write completion.

_HibernatewriteComplete();
//

// Set the tamper event clear bit.

//

HWREG(HIB_TPCTL) |= HIB_TPCTL_TPCLR;
1
//**9

//! unlock temper registers.
|
//' This function is used to unlock the temper control registers. This
//! function should be only used before calling API
//! HibernateTamperEventsClearNoLock().
/7!
//! \note The hibernate tamper feature is not available on all
//! devices. Please consult the data sheet for the device that you
//! are using to determine if this feature is available.
//)

//! \return None.

//*****************************************************************************
void
HibernateTamperunLock(void)

// Unlock the tamper registers.

//
HWREG(HIB_LOCK) = HIB_LOCK_HIBLOCK_KEY;
_HibernatewriteComplete();

//*****************************************************************************

//
//! Lock temper registers.
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//' This function is used to Tock the temper control registers. This
//! function should be used after calling API
//! HibernateTamperEventsClearNoLock().

//' \note The hibernate tamper feature is not available on all

//! devices. Please consult the data sheet for the device that you
//! are using to determine if this feature is available.

//' \return None.
[/ s s e e e gl de e dedei deid ot deioi et dloi doiodolo dolo o doio ol ool doidoiol doloool doiot ol oot doloos

void
HibernateTamperLock(void)

//

// wait for write completion.
_HibernatewriteComplete();

//

// Lock the tamper registers.

//
HWREG(HIB_LOCK) = 0;
_HibernatewriteComplete();

IR AT B NN 2] NMI AR BERE PP b o AR E A BB BRIFDE WA R h B H G 26 H .
BAT HBCEHE ) NMI AL 3R 77w 9] a0 F Bs

static uint32_t g_ui32RTCLog[4];
static uint32_t g_ui32EventLog[4];

//*****************************************************************************

//
// Handles an NMI interrupt generated by a Tamper event.

Fededdededdek

NMITampereEventHandler(void)

uint32_t ui32NMIStatus, ui32TampersStatus;

uint32_t pui32Buf[3];

uint8_t ui8Idx, ui8StartIdx;

bool bDetectedEventsDuringClear;

//

// Get the cause of the NMI event.

//

ui32NMIStatus = SysCtINMIStatus();

// We should have got the cause of the NMI event from the above function.
// But in Snowflake RAO the NMIC register is not set correctly when an

// event occurs. So as a work around check if the NMI event is caused by a
// tamper event and append this to the return value from SysCtINMIStatus().
/ This way only this section can be removed once the bug is fixed in next
// silicon rev.

ui32TamperStatus = HibernateTamperStatusGet();

if(ui32Tamperstatus & (HIBERNATE_TAMPER_STATUS_EVENT |

HIBERNATE_TAMPER_STATUS_EXT_OSC_FAILED))

ui32NMIStatus |= SYSCTL_NMI_TAMPER;

//
// Check if SysCtINMIStatus() returned a valid value.

//
if(ui32NMIStatus)

//
// Check if the NMI Interrupt is due to a Tamper event.
//
if(ui32NMIStatus & SYSCTL_NMI_TAMPER)
// If the previous NMI event has not been processed by main
// thread, we need to OR the new event along with the old ones.

//
if(g_ui32NMIEvent == 0)

14
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//

// Reset variables that used for tamper event.

g_ui32TamperEventFlag = 0;
g_ui32TamperRTCLog = 0;
//

// Clean the Tog data for debugging purpose.
memset(g_ui32RTCLog, 0, (sizeof(g_ui32RTCLOQ))<<2);
} memset(g_ui32EventLog, 0, (sizeof(g_ui32EventLog))<<2);
// Log the tamper event data before clearing tamper events.
for(ui8Iidx = 0; ui8Idx< 4; ui8Idx++)
if(HibernateTamperEventsGet(ui8Idx,

&g_ui32RTCLog[ui8Idx],
&g_ui32EventLog[ui8Idx]))

{
// . .
// Event in this Tog entry, store it.
g_ui32TamperEventFlag |= g_ui32EventLog[ui8Idx];
g_ui32TamperRTCLog = g_ui32RTCLog[ui8Idx];

3

else

{
// . .
// No event in this log entry. Done checking the Togs.
//
break;

3

}

// ] ]

// Process external oscillator failed event.
if(ui32Tamperstatus & HIBERNATE_TAMPER_STATUS_EXT_OSC_FAILED)
{

g_ui32TamperX0SCFailEvent++;
g_ui32TampereEventFlag |= HIBERNATE_TAMPER_EVENT_EXT_OSC;
g_ui32TamperRTCLOg = HWREG(HIB_TPLOGO);

#HiE
B H Tt AR R T 46

// The following block of code is to workaround hardware defect
// which results in missing new tamper events during tamper clear
// synchronization.

//

// There is a window after the application code writes the tamper
// clear where a new tamper event can be missed if the application
// requires more than one tamper event pins detection.

// The tamper Clear 1is synchronized to the hibernate 32kHz clock
// domain. The clear takes 3 rising edges of the 32KHz clock.
// buring this window, new tamper events could be missed.

// A software workaround is to poll the tamper Tog during the

// tamper event clear synchronization.

// Clear the flag for the case there are events triggered
// during clear execution.
bDetectedEventsDuringClear = false;

//
// Unlock the Tamper Control register. This is required before
// calling HibernateTamperEventsClearNoLock().

HibernateTamperunLock();
do
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{

//
// We will start to poll the log registers at index 1 for
// any new events.

ui8startIdx = 1;

// Clear the Tamper event.

// Note this API doesn't wait for synchronization, which
// allows us to check the tamper Tog during

// synchronization.

HibernateTamperEventsClearNoLock();

//

// Check new tamper event during tamper event clear

// synchronization.

// This will take about 92us(three clock cycles) at most.

//
while(HibernateTamperstatusGet() & HIBERNATE_TAMPER_STATUS_EVENT)
{

//

// Clear execution isn't done yet , poll for new events.
// If there were any new event, it will be logged in Tog 1
// registers and so on.

for(ui8Idx = ui8StartIdx; ui8Idx< 4; ui8Idx++)

if(HibernateTampereventsGet(ui8Idx,
&g_ui32RTCLog[ui8Idx],
&g_ui32EventLog[ui8Idx]))

;? detected new event, store it.
g_ui32TampereEventFlag |= g_ui32EventLog[ui8Idx];
;5 check for more event.
continue;

else

//
// no new event in this log, update the Tog index
// to be checked next, and break out of Toop.

ui8startIdx = ui8Idx;
break;

//

// all Tast three logs have info. Check if all 4 Tlogs
// have the same info. This is to detect the case that
// events happen during clear execution.

//
}f(uiSIdx == 4)

// If events happens during clear

// execution, all four Tog registers will be

// logged with the same event, to detect this

// condition, we will compare with all four log data.

//
if(HibernateTampereEventsGet(0, &g_ui32RTCLog[0], &g_ui32EventLog[0]))
{

if((g_ui32RTCLOG[0] == g_ui32RTCLoOg[1]) &&
(g_ui32EventLog[0] == g_ui32EventLog[1l]) &&
(g_ui32RTCLOg[0] == g_ui32RTCLog[2]) &&
(g_ui32EventLog[0] == g_ui32EventLog[2]) &&
(g9_ui32RTCLOg[0] == g_ui32RTCLog[3]) &&
(g_ui32EventLog[0] == g_ui32EventLog[3]))

// Detected events during clear execution.

// Event logging takes priority, the clear

// will not be done in this case. we will need
// to go back to the beginning of the Toop and
// clear the events.

16
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//
if(bDetectedEventsburingClear)

//

// This condition has already detected,
// we have cleared the event,

// clear the flag.

bDetectedEventsDuringClear = false;

}

else
// This is the first time it has been
// detected, set the flag.
bDetectedEventsDuringClear = true;

}

// Break out of while Toop so that we can
// clear the events, and start the
// workaround all over again.

break;
}
}
else
{
/
// Log 0 didn't detect any events. So this 1is not
// the case of missing events during clear
// execution.
// Update the log index at which we will poll next.
// It should be the last log entry that OR all the
// new events.
//
ui8startIdx = 3;
}

}
3o .
while(bDetectedEventsDuringClear);
// Lock the Tamper Control register.

HibernateTamperLock();

B 6 Tt AR R I 45 A

// Save the tamper event and RTC log info in the Hibernate Memory

HibernateDataGet(pui32Buf, 3);
pui32Buf[1l] = g_ui32TamperEventFlag;
pui32Buf[2] = g_ui32TamperRTCLOg;
HibernateDataset(pui32Buf, 3);

//

// Signal the main loop that an NMI event occurred.
g_ui32NMIEvent++;

}

//

// Clear NMI events

//
SysCtINMICTear(ui32NMIStatus);

3
}
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1.7 % 2 :

FE AR EPI#01 AT EPI B b ARG k2= (R, bl A B O] BER , 2K LU ARRS RN 3 epi.h SCF
Fo

#ifdef rvmdk
/ Fededededededefdedededededdefddeddefddededhdefddedededdde Nl ddedddededddeddededdddn
//

// Keil case.

Fedededededd

FTededededehdefdedehdefehdehdedehdefddehdefddehdefe kel dhdefddehdedddhd

inTine void
EPIWorkaroundwordwrite(uint32_t *pui32Addr, uint32_t ui32value)

uint32_t ui32Scratch;
__asm
// Add a NOP to ensure we don’t have a flash read immediately before
// the EPI read.
//
NOP
// Perform the write we're actually interested 1in.

STR ui32value, [pui32Addr]

// Read from SRAM to ensure that we don't have an EPI write followed by
// a flash read.
//

LDR ui32Scratch, [__current_sp()]

}

inline uint32_t
EPIWorkaroundwordRead(uint32_t *pui32Addr)
{

uint32_t ui32value, ui32Scratch;
__asm

{

// Add a NOP to ensure we don’t have a flash read immediately before
// the EPI read.
//

NOP
// Perform the read we're actually interested in.
LDR ui32value, [pui32Addr]

// Read from SRAM to ensure that we don't have an EPI read followed by
// a flash read.
//

LDR ui32Scratch, [__current_sp(Q)]
return(ui32value);

inTine void
EPIWorkaroundHwordwrite(uintl6_t *puil6Addr, uintl6_t uil6value)

uint32_t ui32Scratch;
__asm
// Add a NOP to ensure we don’t have a flash read immediately before
// the EPI read.
//
NOP
// Perform the write we're actually interested 1in.

STRH uil6value, [puil6Addr]

// Read from SRAM to ensure that we don't have an EPI write followed by
// a flash read.
//

LDR ui32Scratch, [__current_sp()]

18
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inline uintl6_t
EPIWorkaroundHwordRead(uintl6_t *puil6Addr)
{

uint32_t ui32Scratch;

uintl6_t uil6value;
__asm

// Add a NOP to ensure we don’t have a flash read immediately before
// the EPI read.

NOP

// Perform the read we're actually interested 1in.

LDRH uil6value, [puil6Addr]

//
// Read from SRAM to ensure that we don't have an EPI read followed by
// a flash read.

//
LDR ui32scratch, [__current_sp(Q)]
return(uilévalue);

inline void
EPIWorkaroundBytewrite(uint8_t *pui8Addr, uint8_t ui8value)

uint32_t ui32Scratch;

__asm
{
// Add a NOP to ensure we don’t have a flash read immediately before
// the EPI read.
NOP
// Perform the write we're actually interested in.
//
STRB ui8value, [pui8Addr]
//
// Read from SRAM to ensure that we don't have an EPI write followed by
// a flash read.
//
LDR ui32Scratch, [__current_sp()]
}

}
inline uint8_t
EPIWorkaroundByteRead(uint8_t *pui8Addr)
uint32_t ui32Scratch;
uint8_t ui8value;
__asm

{

// Add a NOP to ensure we don’t have a flash read immediately before
// the EPI read.

NOP

// Perform the read we're actually interested in.
//

LDRB ui8value, [pui8Addr]

// Read from SRAM to ensure that we don't have an EPI read followed by
// a flash read.

//
LDR ui32Scratch, [__current_sp(Q)]
return(ui8value);

#else
#ifdef ccs

//*****************************************************************************

// Code Composer Studio versions of these functions can be found in separate
// source file epi_workaround_ccs.s.
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Fededededededefdededededdddd

Yoo dedede e

//****** kddhhhhk
extern void EPIWorkaroundwordwrite(uint32_t *pui32Addr, uint32_t ui32value);
extern uint32_t EPIWorkaroundwordRead(uint32_t *pui32Addr);

extern void EPIWorkaroundHwordwrite(uintl6_t *puil6Addr, uintl6_t uil6value);
extern uintl6_t EPIwWorkaroundHwordRead(uintl6_t *puil6Addr);

extern void EPIWorkaroundBytewrite(uint8_t *pui8Addr, uint8_t ui8value);
extern uint8_t EPIWorkaroundByteRead(uint8_t *pui8Addr);

#else

[ s e e de s de s d s de e R Rk ek e

Yoo fedede e

ededededede

ededededededede

R L T P T L R

/
// GCC and IAR case.

//*****************************************************************************
inline void
EPIWorkaroundwordwrite(uint32_t *pui32Addr, uint32_t ui32value)

volatile register uint32_t ui32Scratch;
__asm volatile (

// Add a NOP to ensure we don’t have a flash read immediately before
// the EPI read.
" NOP\n"
" STR %[value], [%[addr]]\n"
" LDR %[scratch], [sp]\n"
[scratch] "=r" (ui32Scratch)
[addr] "r" (pui32Addr), [value] "r" (ui32value)
K
//

// Keep the compiler from generating a warning.

ui32scratch = ui32Scratch;
}
inTine uint32_t
EPIWorkaroundwordRead(uint32_t *pui32Addr)
{

volatile register uint32_t ui32Data, ui32Scratch;

/
// ui32scratch is not used other than to add a padding read following the
// "real" read.

/7

__asm volatile(

// Add a NOP to ensure we don’t have a flash read immediately before
// the EPI read.
" NOP\n"

" LDR %[ret], [%[addr]]\n"

" LDR %[scratch], [sp]\n"
[ret] "=r" (ui32Data),
[scratch] "=r" (ui32Scratch)
[addr] "r" (pui32Addr)

DN

// Keep the compiler from generating a warning.
//

ui32Sscratch = ui32Scratch;
return(ui32Data);

inline void
EPIWorkaroundHwordwrite(uintl6e_t *puil6Addr, uintl6_t uil6value)
{

volatile register uint32_t ui32scratch;
__asm volatile (

// Add a NOP to ensure we don’t have a flash read immediately before
// the EPI read.

//
" NOP\n"
" STRH %[value], [%[addr]]\n"
" LDR %[scratch], [sp]\n"
[scratch] "=r" (ui32Scratch)
[addr] "r" (puil6Addr), [value] "r" (uil6value)
DK
/

// Keep the compiler from generating a warning.

//
ui32Scratch = ui32Scratch;
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inline uintl6_t
EPIWorkaroundHwordRead(uintl6_t *puil6Addr)
{

register uintl6_t uil6Data;
register uint32_t ui32scratch;

// ui32scratch is not used other than to add a padding read following the
// "real" read.

__asm volatile(

// Add a NOP to ensure we don’t have a flash read immediately before
// the EPI read.
" NOP\n"
LDRH %[ret], [%[addr]]\n"
LDR %[scratch], [sp]\n"
[ret] "=r" (uil6Data),
[scratch] "=r" (ui32Scratch)
[addr] "r" (puil6Addr)

)3
// Keep the compiler from generating a warning.
/

ui32Sscratch = ui32Scratch;
return(uilébData);

inline void
EPIWorkaroundBytewrite(uint8_t *pui8Addr, uint8_t ui8value)
{

volatile register uint32_t ui32Scratch;
__asm volatile (

// Add a NOP to ensure we don’t have a flash read immediately before
// the EPI read.

" NOP\n"

STRB %[value], [%[addr]]\n"

LDR %[scratch], [sp]\n"

[scratch] "=r" (ui32Scratch)

[addr] "r" (pui8Addr), [value] "r" (ui8value)

// Keep the compiler from generating a warning.
/

ui32Scratch = ui32Scratch;
}
inTine uint8_t
EPIWorkaroundByteRead(uint8_t *pui8Addr)

register uint8_t ui8Data;
register uint32_t ui32Scratch;

// ui32scratch is not used other than to add a padding read following the
// "real" read.

//

__asm volatile(

// Add a NOP to ensure we don’t have a flash read immediately before
// the EPI read.
" NOP\n"

" LDRB %[ret], [%[addr]]\n"

" LDR %[scratch], [sp]\n"
[ret] "=r" (ui8Data),
[scratch] "=r" (ui32scratch)
[addr] "r" (pui8Addr)

K
//

// Keep the compiler from generating a warning.

//
ui32scratch = ui32Scratch;
return(ui8bata);

1

#endif
ZHCZ038A - OCTOBER 2017 - REVISED JUNE 2025 MSP432E4 SimpleLink™ 7415 #/#% 21
FEX PRI 1%

English Document: SLAZ709
Copyright © 2025 Texas Instruments Incorporated


https://www.ti.com.cn
https://www.ti.com.cn/cn/lit/pdf/ZHCZ038
https://www.ti.com/feedbackform/techdocfeedback?litnum=ZHCZ038A&partnum=MSP432E401Y
https://www.ti.com/lit/pdf/SLAZ709

13 TEXAS
INSTRUMENTS

MSP432E4 SimpleLink™ #5145 www.ti.com.cn

AN, nRAEH CCS , FHIMRALRIZIRAT N4 N epi_workaround_ccs.s driverlib B 3% f U A& ETH

T T T T T T T T

epi_workaround_ccs.s - EPI memory access functions.

copyright (c) 2013 Texas Instruments Incorporated. All rights reserved.
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ededededed

Fededed Fededed

o e de e

e e de

void EPIWorkaroundwordwrite(uint32_t *pui32Addr, uint32_t ui32value)

dededededededk hkddk

i IITT dedededededed

.sect ".text:EPIWorkaroundwordwrite"
.global EPIworkaroundwordwrite
EPIWorkaroundwordwrite:

el el e dededede e el el

Include a no-op to ensure that we don't have a flash data access
immediately before the EPI access.

Store the word in EPI memory.

étr rl, [r0]

Make a dummy read from the stack to ensure that we don't have a flash
data access immediately after the EPI access.

idr rl, [sp]

; Return to the caller.
Bx 1r

.align 4

Fedededededdefdedehdefe kel dehdefddehded e hdedehdefddehdefddefdedehdefddehdefddehdedhdefddededddehdededededdddd

uint32_t EPIWorkaroundwordRead(uint32_t *pui32Addr)

T T T L T L T T L T T 1)

.sect ".text:EPIWorkaroundwordrRead"

.global EPIworkaroundwordrRead
EPIWorkaroundwordRead:

Include a no-op to ensure that we don't have a flash data access
immediately before the EPI access.

Read the word from EPI memory.

idr ro, [r0]

Make a dummy read from the stack to ensure that we don't have a flash
data access immediately after the EPI access.

idr rl, [rl3]
; Return to the caller.

bx 1r
.align 4

Fedededededdefdedehdefe kel dehdefddehde NNl dehdefddehdefddefdedehdefddehdedddehdedhdefddededddehdededdeddddd

void EPIWorkaroundHwordwrite(uintl6_t *puil6Addr, uintl6_t uil6value)

T T L T T L T e T T T T 1)

.sect ".text:EPIWorkaroundHwordwrite
.global EPIworkaroundHwordwrite
EPIWorkaroundHwordwrite:

Include a no-op to ensure that we don't have a flash data access
immediately before the EPI access.

ﬁop
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; Store the word in EPI memory.
strh rl, [r0]

Make a dummy read from the stack to ensure that we don't have a flash
data access immediately after the EPI access.

idr rl, [sp]
; Return to the caller.

Bx r
align 4

¥

uintl6_t EPIWorkaroundHwordRead(uintl6_t *puil6Addr)

Fedefe de e e Fedededededed

Yo de e de e ek o e dedededo e Fededededededed

edededededed

;******* e e dede e
.sect ".text:EPIWorkaroundHwordRead"
.global EPIWorkaroundHwordRead

EPIWorkaroundHwordRead:

Include a no-op to ensure that we don't have a flash data access
immediately before the EPI access.

ﬁop
; Read the half word from EPI memory.
idrh ro, [ro0]

Make a dummy read from the stack to ensure that we don't have a flash
data access immediately after the EPI access.

idr rl, [rl13]
; Return to the caller.
Bx r

.ali

sk dekdedk

’
)
; void EPIwWorkaroundBytewrite(uint8_t *pui8Addr, uint8_t ui8value)
;********:'*******************************************************************
.sect ".text:EPIWorkaroundBytewrite"
.global EPIWorkaroundBytewrite
EPIWorkaroundBytewrite:

Include a no-op to ensure that we don't have a flash data access
immediately before the EPI access.

nop
Store the byte in EPI memory.

étrb rl, [rO]

Make a dummy read from the stack to ensure that we don't have a flash
data access immediately after the EPI access.

idr rl, [sp]

; Return to the caller.
Bx r

.align 4

T T T L L L T T T T T T 1)

; uint8_t EPIWorkaroundByteRead(uint8_t *pui8Addr)

sl de el de N dede e dededde Nl deddefddededddefddeddefddehdefdde el dehde Nl deddefddefdedddefddeddeddde Nl dddedddn
’

.sect ".text:EPIWorkaroundByteRead"
.global EPIWorkaroundByteRead
EPIWorkaroundByteRead:

’
; Include a no-op to ensure that we don't have a flash data access
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; immediately before the EPI access.
ﬁop
; Read the byte from EPI memory.
drb r0, [r0]
; Make a dummy read from the stack to ensure that we don't have a flash
; data access immediately after the EPI access.
idr rl, [rl13]
; Return to the caller.
Bx r
.align 4
.end

2 FHbR
SimpleLink™ and MSP432™ are trademarks of Texas Instruments.
Arm® and Cortex® are registered trademarks of Arm Limited.
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