
27

Analog Applications Journal

Texas Instruments

2Q, 2014 www.ti.com/aaj High-Performance Analog Products

Amplifiers

Industrial-strength design considerations to 
prevent thermal and EMI damage

Introduction
Electronic controls and sensing in industrial applications 
enables or greatly improves many aspects of manufactur-
ing, machining and production. However, electronics must 
survive within the harsh environments used to produce 
materials such as steel, petroleum products and chemicals, 
or in mines where the environment is extremely hot, dirty 
and humid. Careful considerations must be taken when 
designing any system that must endure these conditions 
that can include extremely strong electric and magnetic 
fields. Keeping these conditions in mind and designing for 
worst-case conditions will ensure that these systems con-
tinue to operate, regardless of the environment where 
they are installed. This article examines some of the key 
design obstacles and includes worst-case design tech-
niques to achieve survivable solutions for industrial 
applications.

The Importance of Reliability
In our modern world of disposable phones and low-cost 
consumer electronics, why should engineers worry about 
periodic field failures on a factory floor? In reality, it is not 
the cost of the electronics and possibly not even the cost 
of maintaining the system. Rather, it very well could be 
safety or the loss of plant productivity that could dwarf 
the cost of the latter. Large-scale manufacturing plants 
can cost billions of dollars to build and millions more to 
run. A single shutdown event due to some system failure 
could take days to restart, costing potentially hundreds of 
thousands, if not millions of dollars, in lost revenue per 
day while off-line. Also, whenever human life is at stake, a 
failure that causes injury is unthinkable. In other words, 
failure in these facilities is not an option.

Electronic controls are often installed into areas that are 
inaccessible to humans during normal operation, such as 
near a furnace or behind a large piece of equipment. This 
means that to reach the control system, the production 
area must be shut down for access. Industrial systems are 
installed with the intention that they will operate for many 
years (sometimes for the lifetime of the facility) without 
ever failing or requiring maintenance. This is the true 
challenge for designers of industrial systems.

The challenge of thermal management
Heat is a byproduct of electronics due to the operation of 
transistors and other components. It must be well man-
aged or rising temperatures will degrade or damage 
devices. To understand why, simply reviewing how semi-
conductors are fabricated illustrates the problem. 

Integrated-circuit (IC) fabrication uses thermal processes 
such as diffusion and annealing to move material around 
and within structures. The atoms of the material migrates 
or forms crystal structures during these processes, which 
occur at fairly elevated temperatures (1200ºC or greater). 
However, unless the IC is held at absolute zero (0º K or 
–273.15ºC), thermal motion will continue the process of 
diffusion, although much slower than during fabrication.

A curiosity of silicon used to fabricate ICs is that it has a 
non-linear relationship to resistance and temperature. At 
room temperature, silicon shows an increase in resistance 
as the IC’s operating temperature increases. However, as 
the temperature increases (above recommended limits), 
the resistance begins to decrease, resulting in a potential 
positive-feedback condition. This also can occur for vari-
ous other systemic reasons inside an IC that may result in 
a thermal runaway condition. As more current flows, the 
resistance of the path decreases due to thermal heating, 
ultimately destroying the IC by thermal damage.

Many power ICs and voltage regulators employ thermal 
shutdown of the output stages to prevent this runaway 
condition from permanently destroying the IC. However, 
this is still a fault condition whereby the system will fail to 
continue operation. Even if an IC never reaches thermal 
shutdown, long term reliability suffers from elevated tem-
peratures that can result in premature failure. ICs must be 
used in accordance with the datasheet’s recommended 
operating conditions so that the temperature of the IC die 
inside the package is kept at a safe value.

To manage the operating temperatures in equipment, 
manufacturers often use fans to increase the airflow over 
heat-generating components. Unfortunately, fans are noto-
riously unreliable over long periods. Plus, industrial equip-
ment is often sealed off from the environment, which 
prevents cooling with outside air. Heat must be carried 
away via a thermal path from the ICs to a point of lower 
temperature.

Starting with the die as a point of heat source, the ther-
mal impedance specified in the IC datasheet must be used 
to calculate the thermal rise based on the rate the heat 
flows away from the device. The thermal impedance is 
given in degrees centigrade per watt of power dissipation 
of the IC along with the path the heat will travel. For 
instance, from the junction (die) to the IC’s case is 
referred to as Theta Junction to Case, or θJC (pronounced 
theta sub JC).

These values are extremely important. For example, a 
small linear regulator such as an LM340 in a SOT-223 
package has a θJA (thermal impedance from the junction 
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前言

工业应用中的电子控制与传感组件能在制造、加工与

生产的众多方面提供支持或实现显著的性能提升。但

是，电子设备必须能够承受生产钢材、石油产品与化

工品等恶劣环境或是具有极端高温、多灰尘以及潮湿

的矿山环境。在设计必须承受这些状况（有可能存在

极强的电场与磁场）的所有系统时一定要慎重考虑这

些因素。只要能够考虑到这些条件并且设计能够适应

最差工况，那么这些系统无论安装在何处都能够正常

运行。为了实现能适用于工业应用的可行性解决方

法，本文对主要设计障碍进行了探讨，同时还介绍了

适用于最严酷条件的设计方案。

可靠性至关重要

在我们这个普通电话和低成本消费类电子产品无处不

在的现代化世界，工程师为什么会为工厂中的周期性

现场故障而焦虑呢？实际上，这既不牵涉到相关电子

产品的费用也甚至可能不涉及系统维修的费用，相反,
它很可能是有关安全或工厂生产力丧失的问题，其可

让后者成本相形见绌。大规模制造厂的建造费用可能

高达数 10 亿美元，而运营费用也会达到数百万。一

些系统故障导致的单次停机事件就有可能耗费数天才

能重新启动，而这有可能每天造成数十万美元、乃至

高达数百万美元的收入损失。另外，只要发生危及生

命的故障，那么造成的伤害让人难以想像。换言之，

决不能让这些设施发生故障。

通常需要将电子控件安装到在正常运行期间人员无法

进出的区域，例如熔炉附近或大件设备的后面。这就

意味着在对该控制系统进程操作时，应关闭生产区，

禁止有人进入。安装工业系统时的期望是能够运行很

多年（有时是指设施的终身寿命）而不会发生故障或

者无需维护。这才是工业系统设计人员面临的真正挑

战。

热管理挑战

热量是电子产品晶体管与其它组件运行时产生的副产

品。其必须得到良好管理，否则温度升高会降低设备

性能或造成器件损坏。要理解个中原由，只需简单了

解一下半导体的制造方式就能对问题清晰明了。

集成电路 (IC) 制造采用扩散、退火等热处理工艺使

原材料附着到结构周围和进入其内部。材料的原子在

上述过程中迁移或形成晶体结构，这在相当高的温度

（1200˚C 或更高）下才会出现这种现象。不过，除非 
IC 保持绝对零度（0˚K 或 -273.15˚C），否则热运动

会继续导致扩散，但比制造过程速度慢得多。

用于生产 IC 的硅的奇妙之处在于其与电阻及温度具有

非线性关系。在室温条件下硅的电阻随 IC 工作温度的

升高而相应升高。但是，当温度升高到一定程度（高

于建议限值），则其电阻开始下降，从而造成潜在正

反馈情况。此外，IC 内部的各种其它系统原因也会造

成这种情况，有可能导致热失控状况。随着更高电流

流过，路径的电阻会由于加热而降低，最终热损伤会

损坏 IC。

许多电源 IC 和稳压器采用输出级过热关断方法来防止

热失控状况永久性地损坏 IC。但是，这仍然是一种故

障状况，因此系统会停止继续运行。即使 IC 永远达不

到过热关断状态，但是高温会降低长期可靠性，进而

导致过早损坏。使用 IC 时必须遵守产品说明书的建议

工况，以便封装内部的 IC 裸片温度保持在安全值范围

内。

为了管理设备的工作温度，制造商通常使用风扇来增

强流经发热组件的气流。但是，风扇人尽皆知的特点

是不具备长期可靠性。另外，工业设备通常与环境隔

离，这会妨碍外部空气对其进行冷却。热量必须通过

散热路径从 IC 引到温度更低之处。

首先从裸片这一热源开始，必须使用 IC 产品说明书指

定的热阻来根据器件的散热速率计算热力上升。热阻

抗单位为 ˚C/W，是 IC 功耗和热量传输路径长度。例

如，从结点（裸片）到 IC 外壳的热阻称为 θ 结点到

外壳热阻 (θJC)。
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to the ambient air) of roughly 50ºC/W with an unlimited 
copper plane as the heat-sink. If the input voltage is 5 V, 
and the output voltage is 1.8 V (a common CMOS core 
voltage), with a 1-A load, the power dissipation of the 
 regulator will be 3.2 W. This means that even with a large 
surface area on the PCB utilized as a heat-sink and the 
ambient air temperature is 20°C, the die’s temperature still 
rises to 160°C. This greatly exceeds the device’s normal 
operating temperature and could result either in a thermal 
shutdown or damage over time. 

In this example, nothing could be done to make the heat 
flow away from the die unless a lower thermal impedance 
(other than copper) is tied directly to the case. The heat 
simply cannot flow away through the PCB copper fast 
enough to prevent the temperature from rising within the 
IC at that level of power. A solution here would be to use a 
more efficient method to convert the 5 V to 1.8 V (such as 
an LMZ10501 nano-module switching regulator). Another 
option is to use a package with much lower thermal imped-
ance, which incidentally occupies more PCB surface area .

Thermal impedances, like their electrical cousin, can be 
summed in series to calculate the temperature rise. For 
example, TRise = PDissipated × (θJC + θCA + θAE) where the 
thermal impedances are θJC (junction to case), θCA (case 
to ambient) and θAE (ambient to environment or to the 
environment where the equipment resides). Selecting 
packages with very-low thermal impedances help transfer 
heat from the device. Also, adding aluminum heat sinks or 
heat pipes to the case can help provide a lower thermal-
impedance path to the air. This reduces the operating 
temperature, which greatly improves long-term reliability.

Electromagnetic considerations
Managing thermal issues with equipment enclosed in an 
air-tight box is not the only problem. Now consider the 
equipment’s electromagnetic (EM) environment and elec-
tromagnetic interference (EMI). Many engineers consider 
EMI susceptibility as damage caused by lighting or other 
voltage overstress condition—and they would be correct. 
However, that’s not the only failure-inducing mechanism of 
extreme EM fields. More on this later.

Electrostatic damage mitigation is a reality that design-
ers must address. If cables (including power) come into 
the chassis, then there is a path for large voltages to be 
present in that equipment, regardless of normal operating 
conditions. Power supplies often are protected intrinsi-
cally by design from large voltage spikes. The input stages 
might even have high-speed voltage monitors that clamp 
the input to prevent overvoltage related damage. However, 
when equipment is connected via wired networks, these 
connections provide a path with a means to store charge 
through the wire capacitance. It is not uncommon to find 
a thousand feet of wire between a sensor module (with 
active electronics) and a controller. 

There are phenomena in nature that can destroy equip-
ment, such as a direct lightning strike. However, there is 
another more-subtle effect known as cross striking. This 
phenomenon occurs when a highly-charged thunderhead 
slowly drifts over the network with long cabling and 
induces opposite charges on the wire (Figure 1). Normally, 
the charge is held in position by the charge high above in 
the cloud. However, if another cloud with an opposite 
charge drifts nearby, this can cause an electrostatic dis-
charge (lightning) high above the network between the 
two clouds. 

Figure 1. Conditions for cross-striking when 
oppositely-charged clouds float by
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这些值极其重要。例如，如果采用无限制铜面作为散

热片，SOT-223 封装中 LM340 等小型线性稳压器的

结点到环境空气热阻 (θJA) 大约为 50˚C/W。如果输

入电压为 5V，输出电压为 1.8V（通用CMOS 内核电

压），负载为 1A，则稳压器的功耗为 3.2W。这就意

味着，即使是采用 PCB 上的一大片表面作为散热片

并且环境空气温度为 20˚C，裸片温度仍然会升高到 
160˚C。其远远超过器件的正常工作温度，有可能造

成过热关断或随时间的推移逐渐损坏。

在本例中，除非外壳直接连接（除铜外）的更低热

阻，否则没有其它方法可以为裸片散热。热量无法

通过 PCB 铜制材料以足够快的速度排出，因此以上

述功率电平无法防止  IC 内部温度升高。此处的解

决方案是采用更高效的方法将 5V 转换为 1.8V，如 
LMZ10501 纳米模块开关稳压器）。另一种选择方案

是采用热阻抗低得多的封装，但这不可避免地会占用

更多 PCB 表面积。

与其电气同类一样，要计算温升，可连续累加热阻。

例如，TRise = PDissipated × (θJC + θCA + θAE)，其中 
θJC 为结点到外壳热阻、θCA为外壳到环境热阻，而 
θAE 则为环境到外界或到设备所处大环境的热阻。选

用超低热阻的封装有助于器件散热。另外，在外壳增

加铝制散热片或热管有助于提供热阻更低的至空气路

径。这样就能降低工作温度，从而显著提高长期可靠

性。

电磁设计的考虑事项

管理封闭在气密箱体中的设备的热量并非是唯一的问

题。现在我们来看一看设备的电磁 (EM) 环境以及电

磁干扰 (EMI)。许多工程师都把 EMI 敏感性看成是由

照明或其它电压过载条件导致的破坏，这种观点本来

没什么问题。但是，这并非是极端电磁场的唯一引起

故障的机制。详见下文。

减轻静电破坏是设计人员必须解决的实际问题。如果

线缆（包括电源）进入底板，就会在设备中出现高电

压，无论是否是正常工况均如此。电源通常设计有防

止出现电压峰值的内在保护。输入级可能还配备用于

钳制输入的高速电压监控器，以防出现与过压相关的

损坏。但是，当设备是通过电线网络连接，这些连接

就会提供一种借助电线的电容储存电荷的方法。在传

感器模块（带有源电子器件）和控制器之间配备电线

长度达上千英尺的情况并不罕见。

自然界存在能够毁坏设备的现象，如直接雷击。但

是，还存在另一种称为交叉冲击 (cross striking) 的更

微妙效应。当带有大量电荷的雷暴云砧缓慢飘过长距

离布线网络并且在线缆中感应出相反电荷时就会出现

这种现象（图 1）。一般情况下，感应电荷被云层中

的电荷固定在其位置中。但是，如果另一片带有相反

电荷的云朵在附近飘过，就有可能引起两朵云之间网

络上空的静电放电（闪电）。

图 1：带相反电荷的云飘过时 
出现的交叉冲击情况
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Once the charge in the cloud directly above has dissi-
pated, the induced charge on the wire must also dissipate. 
As the charge rapidly drains from the wire, extremely 
large voltages appear at both ends of the cable. If left 
unchecked, the voltage potentially can destroy whatever is 
located on either end of the wire (Figure 2). To mitigate 
this type of damage, arc tubes or spark gaps along with 
electrostatic discharge (ESD) protection diodes are 
located in the end-equipment cable termination, providing 
the charge a path to ground. Otherwise, the path will be 
through cable drivers or transceivers, which most likely 
will not survive.

As mentioned earlier, the other type of EMI doesn’t 
directly destroy ICs. Instead, it causes them to shift their 
operating points; or cause drift from specified limits. Many 
manufacturing facilities now use microwave heaters or 
other RF sources in the process. These large RF fields can 
induce currents into various parasitic diodes and active 
components found within an IC. If the IC was not designed 
to handle these fields, internal bias points may shift, 
changing the circuit’s operating point.

A common nonindustrial EMI problem can be observed 
in many speaker phones. Amplifiers are often susceptible 
to RF sources such as cell phones. If the speaker phone is 
in use, often times a buzzing can be heard on a call while 
holding the cell phone close. The RF energy from the 
 cellular transmitter is parasitically demodulated inside the 
amplifier chain and is heard audibly through the speaker.

However, in an industrial-control application, this phe-
nomenon can be far more serious. It often manifests itself 
as an offset in precision measurements. That could mean a 
temperature-sensing error of several degrees or other 
measurement errors with remote sensors. Many processes 
must be held to extremely tight tolerances. Any deviation 

may result in either a catastrophic failure of the production 
process, or at a minimum substandard quality.

To address the problem, designers need to use 
RF-hardened components (not to be confused with 
radiation-hardened ICs). ICs such as the LMP2021 (single) 
and LMP2022 (dual) operational amplifiers are designed 
specifically for precision performance in the presence 
of high-level RF fields. Using ICs like these will mitigate 
errors in precision applications caused by the presence of 
RF interference.

Conclusion
The industrial environment is harsh and unforgiving to 
electronic systems. Designers must take into account the 
conditions of elevated temperatures as well as other 
sources of damage and interference. Much of the heavy 
lifting is now done by the ICs themselves because they are 
designed to handle extreme conditions. Ultimately, how-
ever, it is the designer’s decisions that will result in a sys-
tem that operates continuously for years without failure.
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Figure 2. A cross-strike event may result in 
damage to end equipment
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当正上空云朵中的电荷消散后，电线中的感应电荷也

必须消散。由于电荷从电线中快速消失，因此在线缆

两端会出现极其高的电压。如果不受控制，此类电压

有可能破坏位于电线两端的所有设备（图 2）。为了

降低这种破坏，需在终端设备的线缆终端配备电弧管

或火花隙以及静电放电(ESD)保护二极管，从而提供

将电荷引入大地的路径。否则，该路径会经过线缆驱

动器或收发器，其很难幸免于难。

如前所诉，其它类型的  EMI 不会直接损坏  IC。相

反，其会导致 IC 转移其工作点；或者导致偏移指定限

制。许多制造厂现在纷纷在其制造工艺中采用微波加

热器或其它射频源。这些大型 RF 场能在 IC 中的各种

寄生二极管和有源组件中产生感应电流。如果在设计 
IC 时缺乏处理这些场的措施，那么内部偏置点就有可

能转移，从而改变电路的工作点。

可以在众多对讲电话中观察到一种常见的非工业 EMI 
问题。放大器通常容易受到手机等 RF 源的影响。在

使用对讲电话通话时，若手机也在附近，则经常会在

通话时听到嗡嗡声。蜂窝发射器产生的 RF 能量以寄

生方式解调进入放大器链，从而可以通过扬声器发出

可听到的声音。

但是，在工业控制应用中，这种现象要严重得多。其

经常构成高精度测量中的偏移。其可能造成几度的温

度感测误差或者远程传感器的其它测量误差。很多工

艺都必须要求极其苛刻的容差。任何偏差都有可能造

成生产工艺的灾难性失败，或者起码会造成质量不达

标。

为了解决这个问题，设计人员需要采用抗  RF (RF-
hardened) 组件（切勿与抗辐射 (radiation-hardened) 
IC混淆）。LMP2021（单通道）与 LMP2022（双通

道）运算放大器等 IC 经过精心设计，可用于实现存

在高电平 RF 场的高精度性能。采用此类 IC 可以降低 
RF 干扰导致的高精度应用误差。

结论

对电子系统来说，工业环境是极其严酷苛刻的。设计

人员必须兼顾考虑到高温以及其它损坏与干扰源。这

些重任目前大部分由 IC 自身承担，因为它们具有处

理极端条件的能力。但是，归根结底，能否最终实现

连续多年无故障运行的系统，关键在于设计人员的决

策。
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订阅 AAJ：
www.ti.com/subscribe-aaj

图 2：交叉冲击事件可能造成终端设备损坏
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