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ZHCAB816 INSTRUMENTS

1 C2000 Unique ID 448

7t TMS320F28x7x il F28004x F 415y MBI OTP H5 UID_REGS #F /72 A ffiE—
ID. 256 £ ] UID_REGS ZF f7#s T 192 fr 2 AL, 5 32 & e BkME—iY, /5 32 2
I 224 £ 1) Fletcher's checksum. HiT-H1[H] 32 £ ) UID_UNIQUE ZF {748 & 2 BRME—1, LA
256 A fE e ME— . K, B AT LRI FAZ 1D G, oot Fr P B Sy R AT 5 7 55 5 A A5 P AR
o AR IRR AN B TR

Offset  Acronym Register Name Write Protection Section
Oh UID_PSRANDO UID Psuedo-random 192 bit number Go
2h UID_PSRAND1 UID Psuedo-random 192 bit number Go
4h UID_PSRAND2 UID Psuedo-random 192 bit number Go
6h UID_PSRAND3 UID Psuedo-random 192 bit number Go
8h UID_PSRAND4 UID Psuedo-random 192 bit number Go
Ah UID_PSRANDS UID Psuedo-random 192 bit number Go
Ch UID_UNIQUE UID Unique 32 bit number Go
Eh UID_CHECKSUM UID Checksum Go

1 UID_REGS 75 {7 #sffiik

2 ARENE KRR

2.1 Unique |D JIn%E i & B8 SE B 5 i

i Unique ID ffRE 7 0% s i i) o st 2 W NI L B, EE WA (LD HIX
1217: ¥ UID_REGS ZF7#:M{H S A Flash PAT XK, @iEh5e8irinElr, tridcadirid
BB TR, () FEE s T B EITE e E M UID {ES UID_REGS F{7#s 1T
Lbie, R —3%, MARTFIEFERAT, WA, IBa# NERGEET, W a8t
W\ B R IZE IR A R S e
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{EE XM T SAFAE R 2 R i, Bl nT DUE 5 B 5 20 (I SRes 1 v i A
DCSM N i1 ) 3R156 Fr it) UID_REGS PL K #k 3 47i% UID 19 Flash X3k, #EfEcieS T
b i kSO, B R S LA

2.2 BT REMEFILERIINE RRRTTIE

N T SRRz e RETERe, AT BLERER I @ Z0in s SEXS Unique 1D BEAT NG, SR mial
fEESE . [RIE S T 8 SR A 0 0 25 vk AN Flash HRist R, BT DAAR SCR FH N2 RO 2 7 25 1)
Jre —AMHTINE R TREER UID_REGS B2, SsAT N5k, Fhnes ja % S5 A 2 Flash
o —ANIEE RS LR 1R NN HRE e A o Sk hna 5 s AN BRI
INEREN, RO R RER I RF IR R 2R e U5 2, i A s IR e s Sk .

FF s R i A2 & 3 fs, NS5 Fia AT LAJG#E Flash 78 52 A B 245 5 N2 1)
UID 32 . 244K, FTInss iRt m] DURE EATpLH, @i s o sk hlhe s o, s
bootloader )77 =UKs I 5 i UID 5 N Flash H.
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HR R . WERNEA B AR R 5 1

[

BN Flash7hit
E =

i

EREF <

JEEYUID_REGS
IHEHMUIDETEHE

FEFIERIET HIRRE

4 fiR T KA iR

4 {#i Fi§ Unique 1D 523 C2000 14D N5 (77 i3



I3 Texas
INSTRUMENTS ZHCA816

3 WHMEHEEREFE

FER N AT AR 4 AR 35 SRRk a5 002%,  bh ik F Tl s A AL B (R R002:, i mT DL
Fmgn®ssyk, 1 DES. AES. RSA. TEAZ%E ., ACHik$E AES-128 & & k. AES IN%EH
e B 2 R P Em OB AR, 2N R R o L Bk, B B B D SR
128, 192, 256, ZrZHAKCRE 128 f, BIEN 5 T S FhAE AR AR AR SEE . IR P 2 SR 2 55 [
BURR FH B X o b, X AMRAE R RS R JE) DES, C&#i £ ot B 4t Bl
. — X AES 128 fr &AM Bk “ R 7 TR 2M20 tHRE R E (DT 55487k 2n128)
128 f % 4H I AES s EREE T 0 HZEE HATiE AL . WS R AERE, XML
(IR B SR R AT S B

H T AES-128 f& X} 16 bytes (128bit) #Hadb AT s it 2. FrLAFRATH 256 1 1)
UID_REGS 43 ¥ 77 -

| UID_REGSET128fi1 UID_REGS/S128fi1 |
Y \
([ Aesizs ] [ Aesiz
I EHUID_REGSRI128117 | IIFESSHIVID_REGS/5128117 |

5 AES-128 %t UID_REGS #E47 b5 #:4F
4 0 R ST K AR A

4.1 AES-128 Bi:#BH
TR I FT A BRI R T 0N T R IR IR AT

CCS Version 7.2.0.00013
Compiler Version TIv16.9.3.LTS
Mk EVM 5 F28377S LaunchPad

TIE M T —A 13T MSP430 [f) AES-128 5, Bifeihl 2% A TS ki, HT A
Wit TR B ) & F28377S, f/NT-0ikA& 16 717, 1 MSP430 )&/ Sk 8 i), FrbAFRAT 5
EOM ARSI R C2000 & K. AR S R K AT R
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ZHCA816 INSTRUMENTS
MName ' Date modified Type Size
~| AES_128 Manifesthtml 12/1/2011 9:01 AM  HTML Document 21KB
main_aes_128.c 12/1/2011 8:58 AM  CFile 3KB
main_aes_128_encr_only.c 12/1/2011 858 AM  CFile 3 KB
README.txt 11/23/201110:35..  Text Document 1KB
TlLaes 128.c 8/28/2013 31 AM  CFile 10 KB
TLaes_128.h 12/1/2011 858 AM  HFile 2KB
Tl aes_128 encr_only.c 12/19/201411:01.. CFile 6 KB
TL_aes_128_encr_only.h 12/1/2011 8:58 AM H File 2 KB

6 TI AES-128 &y i

BAVE AT TI_aes_128.c 1 T1_aes_128.h & il B THECAF NI, X galois_mul2 PRELAH
wNEN, RIRTseIRE p R .

unsigned char galois_mul2(unsigned char value)

if (value>>7)

{
return (((value << 1)70x1b) & OxFF);
else
{
return ((value << 1) & OxFF);
}

4.2 hnEREE TSI A
INEREF % LARS A PR

{0x00, 0x01, Ox02, Ox03, Ox04, Ox05, 0x06, 0x07,
0x08, 0x09, 0x0a, Ox0b, Ox0c, Ox0d, OxPe, OxOf};

unsigned char keyo[]

unsigned char keyl[]

{0x00, 0x01, Ox02, Ox03, Ox04, Ox05, Ox06, 0x07,
0x08, 0x09, 0x0a, Ox0b, Ox0c, Ox0d, Ox0e, OxOf};

Uid_GetRegs(UID _Regs); // MOTPHZHIUID_REGSA A7 %% FIMH
AES_Enc(UID_Regs,key0); // XFHT128bitiFATAES-128)N% iz

s

AES_Enc(&UID_Regs[16],keyl); // *f)o 128bit {7 AES-128 Jl# iz

THE ORI 45 RAEAAAE UID_Regs[32]/ 5407 . BE 5P FO21 Flash AP BR 0GR ) b
hEBEAT JR A o

figp s R P A% AR A0 R R -
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unsigned char keyo[]

{ox00, 0x01, 0x02, Ox03, Ox04, Ox05, Ox06, 0x07,
Ox08, 0Ox09, Ox0a, Ox0b, Ox0OCc, Ox0d, OxPe, OxOf};

unsigned char keyl[]

{ox00, 0x01, Ox02, Ox0O3, Ox04, Ox05, Ox06, 0x07,
0x08, 0x09, Ox0a, Ox0b, Ox0Oc, Ox0d, OxPe, OxOf};

Uid_GetEncRegs(UID_Regs); // MFlash S HUINES J5 [JUID_REGS %7 7 #4{A

AES_Dec (UID_Regs,key@); //XFRT128bitiE T AES - 128fif % ia .
AES_Dec(&UID_Regs[16],keyl); //X[)m 128bit T AES-128 fif# s
Uid_Compare(UID_Regs); //'5 OTP 1] UID_REGS 4T Lb#%

THE R 45 R A7 7E UID_Regs[32] I %ZH =, B 5 130X OTP H[1) UID_REGS A7 #% i3t
ITHOEL . B fE AT HA AR R

AT DR AR 75 oK b £ AES-128 )% 81 (keyOlkeyl) .

1 FEFF T #3) F28377S ) Launchpad ', UID_REGS jgfiihil 0x0703C0, f{ii/] CCS
[¥) Memory Browser ZHREHET A .

0 Memory Browser 2 #ErfmrdrB|icd v= O

Data:0x703c0 - 0x0703C0 <Memaory Rendering 9= &2
|16-Bit Hex - TI Style -

Bx000703C0)| | =1:19719D93 30FC A12F 8150 3EBS 1D1E AE1S8 26A3 2A%90 9626 2D50 52F3 000A 0B68 3FEB|FFFF FFFF FFFF FFFF 838C -
0x000703D5

FFFF @256 0007 9256 @0a7
Ox00B7B3EA 0376 00B7 FFFF FFFF FD@4 5AFF 8000 0000 2000 0000 6000 0000 00 PV POV OB BPER BVBY BBRE PERG PBBO
OxB0B703FF 0000

0x00070414
0x00070429
0x0007043E

i

7 FECH ) UID_REGS &
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2. %% UID_REGS f#/#(#E unsigned char 74 f¥] UID_Regs 1, 41 Fflis:

Variables 4% Expressions 2 | i Registers

Expression

4 (= UID_Regs
)=
)=
)=
9=
)=
)=
)=
)=
9=
)=
)=
0=
)=
)=
0=
)=
)=
9=
)=
)=
)=
)=
)=

(=5

0]

Type
unsigned char[32]
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char

nncinnad rhar

Value
0x0000ACDA@Data
0x00C2 (Hex)
0x0038 (Hex)
0x0093 (Hex)
0x009D (Hex)
0x00FC (Hex)
0x0030 (Hex)
0xD02F (Hex)
0x00AL (Hex)
0x0050 (Hex)
0xD081 (Hex)
0x00B8 (Hex)
0x003E (Hex)
0xD01E (Hex)
0x001D (Hex)
0x0018 (Hex)
OxDOAE (Hex)
0x00A3 (Hex)
0x0026 (Hex)
0x0090 (Hex)
0x002A (Hex)
0x0026 (Hex)
0x0006 (Hex)
0x0050 (Hex)

MeNNIM (e

8 1L UID_REGS #4145 &

{#i Fi§ Unique 1D 523 C2000 14D N5 (77 i3

Address
0x0000ACDA@Data
0x0000ACDA@Data
0x0000ACD5@Data
0x0000ACDE6@Data
0x0000ACD7 @Data
0x0000ACD8@Data
0x0000ACD9@Data
x00D0DACDA® Data
0x0000ACDB@Data
0x0000ACDC®@Data
x0DD0ACDD@Data
0x0000ACDE@Data
Ox0000ACDF@Data
Ox0D00ACEO@ Data
0x0000ACEL@Data
Ox0000ACE2@Data
Ox0DD0ACE3@Data
0x0000ACE4@Data
0x0000ACES@Data
0x0000ACE6@Data
0x0000ACE7@Data
0x0000ACES@Data
0x0000ACES@Data
Ox0000ACEA®Data

MeANNNNACERMAMata
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3. AES-128 % J& s Ik ATz :

Variables % Expressions &2

1010

Expression
4 (® UID_Regs

)=
0=
0=
)=
=)=
0=
)=
=)=
)=
)=
=)=
0=
)=
0=
0=
)=
0=
09=
®:
)=
)=
)=
)=
)=
0=
09=
0=

[0]

. AES-128 fiitzx

i Registers

Type
unsigned char[32]
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsianed char

Value
0x0000ACD4@Data
0x0035 (Hex)
0x0097 (Hex)
0x008D (Hex)
0x003A (Hex)
0x0022 (Hex)
0x0049 (Hex)
0x0018 (Hex)
0xD082 (Hex)
0x006F (Hex)
0x0022 (Hex)
0xD018 (Hex)
0x0096 (Hex)
0x00F9 (Hex)
0x0036 (Hex)
0x00F2 (Hex)
0x0036 (Hex)
0x0025 (Hex)
0x00AL (Hex)
0x00D7 (Hex)
0x0060 (Hex)
0x00BE (Hex)
0x0067 (Hex)
0x00AD (Hex)
0x001E (Hex)
0x0006 (Hex)
0x008F (Hex)
0x00B8 (Hex)

9 AES-128 I Jm i %

f#i Fil Unique 1D 2B C2000 fRA5 135 (77 1%

Address
0x0000ACD4@Data
O0x0000ACD4A@Data
x0DD0ACDS5@Data
0x0000ACD6@Data
0x0000ACD7@Data
x00D0ACDE@Data
0x0000ACD9@Data
0x0000ACDA®@Data
x0000ACDB®@Data
0x0000ACDC@Data
0x0000ACDD@Data
x0DD0ACDE@Data
0x0000ACDF@Data
Ox0000ACEO@Data
0x0000ACE1@Data
0x0000ACE2@Data
0x0000ACE3@Data
0x0000ACE4@Data
0x0000ACES@Data
Ox0000ACE6@ Data
0x0000ACE7@Data
0x0000ACE8@Data
0x0000ACES@ Data
0x0000ACEA@Data
0x0000ACEB@Data
0x0000ACEC@Data
0x0000ACED@Data
0x0000ACEE@Data

tE|E REF it == O

»
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Variables €< Expressions i2

Expression
4 (2 UID_Regs

5

Ao I_JHT C2000 N #iib$2fit 7 DCSM #iik,

)=
09=
09=
0=
09=
0=
0=
09=
0=
0=
09=
0=
0=
)=
)=
)=
)=
)=
)=
)=
)=
)=
)=
)=
0=
0=
)=

[0]
[1]
[2]
[3]
[4]
5]
[6]
[7]
[8]
[9]
[10]
[11]
[12]
[13]
[14]
[15]
[16]
[17]
[18]
[19]
[20]
[21]
[22]
[23]
[24]
[25]
1261

/J\%

YA

(ERL

i Registers

Type
unsigned char[32]
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsigned char
unsianed char

Value
0x0000ACDA@Data
0x00C2 (Hex)
0x0038 (Hex)
0x0093 (Hex)
0x009D (Hex)
0x00FC (Hex)
0x0030 (Hex)
0x002F (Hex)
0x00AL (Hex)
0x0050 (Hex)
0x0081 (Hex)
0x00B8 (Hex)
0x003E (Hex)
0x001E (Hex)
0x001D (Hex)
0x0018 (Hex)
OxD0AE (Hex)
0x00A3 (Hex)
0x0026 (Hex)
0x0090 (Hex)
0x002A (Hex)
0x0026 (Hex)
0x0006 (Hex)
0x0050 (Hex)
0x002D (Hex)
0xD0F3 (Hex)
0x0052 (Hex)
0x000A (Hex)

10 AES-128 fif % J (¥

Address
0x0000ACDA@Data
0x0000ACD4A@Data
0x0000ACD5@Data
0x0000ACDE@Data
0x0000ACD7 @Data
0x0000ACD8@Data
0x0000ACD9@Data
0x0000ACDA® Data
0x0000ACDB@Data
0x0000ACDC®@Data
0x0000ACDD@Data
0x0000ACDE®@Data
0x0000ACDF@Data
0x0000ACEO@ Data
0x0000ACE1@Data
0x0000ACE2@Data
0x0000ACE3@Data
0x0000ACE4@Data
0x0000ACES@Data
x0DD0ACE6@ Data
0x0000ACE7@Data
0x0000ACES@Data
x0DD0ACES@ Data
0x0000ACEA®Data
0x0000ACEB@Data
x0DD0ACEC@Data
0x0000ACED@Data
Ox0000ACEE@Data

EE|E RREE| it v= 0O
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