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SMEK SMEK

BMPK HASH BMPK HASH

BMEK HS-ES HS-SE BMEK
KEYONT (TDA4Ax/DRA8X) . (TDA4AX/DRA8X)
Keywriter Tool
KEYREV KEYREV.
SWREV,MSV, J/ O3 Fused Field SWREVMSV,
JTAG , / [ Blank Field 2155
Extended OTP 7 \

Extended OTP
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1.2 HAREHE NS

Keywriter R5
APP

Keywriter
Firmware
Encrypted and
signed by TI
(ti-fs-
keywriter)

Keywriter
Configuration blob

B 1-2. ZHEBARARGEN , HPERT TIFS FE#:. R5 NARFANES blob 44

M3/M4 @ Secure ROM @ TIFS Keywriter

A A . A
Send Keywritel
Release Load and Auth. Auth and load - eyw
R5 reset tiboot3.bin Keywriter tifs Configuration ACKINACK
A \ 4 Blob y
MCU R5F @ Public ROM @ R5 Keywriter Application

& 1-3. BHABARI SR
HHGNE LAR = EEAMAR

o BHABNBEM  XEEBRNLET RS (M3IMA_0) HiZTH% 4 OTP 415 NS, B MFRmirka
x509 UEF5 (1) OTP ML E , K4t gm e 245441 OTP-eFuse H.

o EHBEABEE blob : —MER , G5 K %HESR OTP-eFuse Hf) eFuse it & -

- BHBAR RS NABRRF XA NFKHENSNAEF. CHEHEESENESI SAZ LSS, TR A
S FINEAET . ENTTE OTP iLE RIXFIE L4 T 24 (M3/IM4) _FIZ{THI 24515 NS | DL S 4%
232844 OTP-eFuse .
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2 BB NFET blob

2.1 E P AR

FEAB NSHET blob RA%E THFE L ME R 7 E %4 T715. OTP FC B Hdhi 4 H VLA r AES-256 £
BEAPAT N . SRS TI-FEK ( TI BN %8 ) SHZzaim s aidirme |, Uil RE BB HNAHRESL TI
[ A e HfE s . FEAEBAER SMPK ( & m A ) TS UAT WL, WE ik aT DLk $R e A

BMPK ( & HIfl& A ) #ATWELE Y, USCRPE R H 5. AR RIE PS5 AL blob £ , HZ W
A

TI-FEK Primary Cert Configuration
Pub
> RSA Encryption Enc_aes_key
AE;(SE'?G Hash & SMPK

Sign RSA Encryption }{ Enc_signed_smpk_aes_key )

T N

|

A

N
Hash & BMPK
> T sign :—»’l RSA Encryption

__________________

N .
Rl Enc_signed_bmpk_aes_key ] SMPK signed
3

_____________

( Enc_SMPKH )
»  SMPK Sign '—»

R AES e

~
1

i __ ) Ene BuPK )

| BWPKH --->  Enc. !

_____________

_____________

EXT OTP
Enc_EXT_OTP

& 2-1. iE$ blob AR : AES %, TI-FEK 4T EANNEZ L G HKAE
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3.1 OSPI 5| &%
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1. BB NSEPULRS 2 OSPI INAFAFE 2% 1 £ 5] RALE .

2. f4 HS-SE 244 (B IR Fe B 5 2146 F 51 AL E

3. NALFEEE (MPU) LHL. 515 ROM M OSPI IAF A i) 3 A B L EUE S5 N\ 38 U .

4. MTHFET HS-FS ( Mz etk Ry ) Bk | B SASN R 2B 1T IR Z 2B R 21
E.

T#E =L 7

Xt OTP-eFuse BHTHfE)E , #MF7E N — /N HJEE B3N HS-SE 5. X& %4l & KEYREV. KEYCNT
AT T WARIE |, B33 HS-SE HRAS . i FE ik i 3] HS-FS KA.

5 fEF—X ELHEEAME , ROM 5] SR T mE AT 2251 5. 5 E5 FMENFHSASEIE |, =
HT'EA 2 OTP-eFuse " ¥HgnfE % S ATAR B A A, TR B 473 36 10E 2R I

6. ROM 5| 3 hn# A2  mHENLHEGE , A OSPI INAZ 14 F 51 S B B S R 7 ig . e eFuse Hi 77 Mk
B BHIE A AE B I 48 HS-SE 842 11 N A2 P WS 3E AT 7 S 38 IE

7. BEAE S (SMPKH) 24 Mg il 51 .

8. TEULMEL , HUFHEFR OSPI INAEH I EMUE |, 35 M OSPI [NAF4 Bh 2 X NI G AR R . 6 2% 7 354128
A TR N FH R P A R A ) L B i A

@® PRIMARY BOOT O PRIMARY BOOT
0x0 LOCATION 0x0 LOCATION
KEYWRITER IMAGE KEYWRITER IMAGE
Programs security keys Programs security keys
OTP programming OTP programming
Transitions device to HSSE Transitions device to HSSE
0x400000 Power Cycle > 0x400000
O BACKUP BOOT @ BACKUP BOOT
LOCATION LOCATION
HS-SE SIGNED SBL HS-SE SIGNED SBL
(Secondary Boot Loader) (Secondary Boot Loader)
TIFS HS-SE binary TIFS HS-SE binary
Application images Application images
@  Active Partition
OSPI Flash O inactive Partion OSPI Flash
Memory Memory
HS-FS STATE HS-SE STATE

3-1. OSPI 5| & 5%
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1. EHE NGRS 2] eMMC #34F11) Boot 0 43X o
2. % HS-SE &4 1IN HZTF 4R S 2] eMMC 284F (1) Boot-1 43 [X .
3. Ko RG] I E N eMMC 5l 84558 | R8s F L,
4. ROM 5| Fm#f27 130 PARTITION_CONFIG Zifr#s ( BRINEE : Boot-0 4 TiEzRE ) |, T4 T
HS-FS k% , ROM X %45 N7 S ik IFie17 e .
5. BHENBGTHNEHTE G , FHSNSNHREF H eMMC 1] EXT_CSD ZFf7#s 11
PARTITION_CONFIG B , ¥1%5h 51 545 X )\ Boot-0 4y Boot-1. XS HE LI, | iS5 W W, 0] R
KO
PHRBIEAT G
6. XHRFHATHIHE ST , ROM 5| Sm#Efe vy 5| S G ( BEE N eMMC 5] 88K ) |, FFiit
PARTITION_CONFIG =B LAHffi & W8> 73 X Ak T3 3R AS o
7. BT E—FHEKESh X E SN Boot-1 , ROM M Boot-1 SREUMLE .
8. #{H{# ] Boot-1 th4: HS-SE &4 4 P g i th 5| 5
9. TEULBTEL |, &UF#Fs eMMC NAEF I EBE |, HH 5 M eMMC [NT7E5Bh 7 X In#k I mUGAR R f3H 2 7 25 5H
2544 10 N A% P BRAR 1) A ) H E R A
® BOOT 0 Partition O BOOT 0 Partition
' 7 Power Cycle > ' 7
O BOOT 1 Partition @ BOOT 1 Partition
HS-SE SIGNED SBL HS-SE SIGNED SBL
(Secondary Boot Loader) (Secondary Boot Loader)
- Application matges - Aeplicaton images
‘ Active Partition
Emmc Device O tnacive Pariion Emmc Device
HS-FS STATE HS-SE STATE
& 3-2. eMMC 3| S5,
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VIR BT E AR

1. BE5I SN FEEN EMMC |, ¥ &N R E ) DFU.

2. NEE L. BT IRATE AR ATBUER S 2 eMMC | 515 ROM ¥ T07E M 151 S BB | 3 F1E
2% H 51 S,

3. 51'F ROM ji3h DFU 5| %, fiif] DFU 22 N4 5 N4

4. EHE NG RO R RIS OTP .

U#B 2455

5. WHRFHHATRIRES | @i DFU £ 10{$ 4 HS-SE 24 i 5] 5% U-Boot. %18 TDA4 il 5+ R “5
eMMC 'S5 ” — 538 |, {8 DFU # 0#4 HS-SE &4 K% S 3] eMMC 1.

6. XRREATWIHERE | h eMMC 2E5| SN HEFA MM CZEL 5] FHE . ROM BN eMMC 8. 56
UEFF 51 5 N FH AR P g

&rE
LHEI S E 545 SRR, 515 ROM 324 OSPI W% : 40 FAE T m ks kb kA 24 2wk
1%, ©4 BBk [E— OSPI INTEN 4 I mAE Ak . 1045 F 5] SR R E |, 2 HEE S| 524 A
151 'SR, BB T43 BOOTMODE 5] .

3.4 JTAG/IHF KRB & hE
VISR

1. B E NS F 5] (BOOTMODE[4] = 0) , #asfHic & 8T & 51 % (DEV BOOT) #ixt.
2. {1t DEV BOOT #ifa] , #fF55EFrk H MCU RS [ BN #HE &
3. ¥ JTAG 17 E % ( XDS110. XDS200 5 XDS560 ) %45 2|1 ab ¥ 3/MPU.

TE TR

4. EF:F] MCU Cortex R5F 1% 0. ¥ R5F WAZE A7 2] TR E

5. KT NN AR INE R MCU R5 WAZH .

6. HEHE NZIET blob M#E R4 €M NAALE (Bl , XF-T TDA4AL 2 0x41C7F004 , ZEHEAZUET M
keywr_end + 1 JTh , iZALEALT “.keywr_bin_end” Bo | i 2 i SO B BERE B e &0 ) .

7. 1£ MCU R5 L IGHAT HHE NIRRT -

8. HHEH NBEMIIEIET . R34 I 9 e OTP-eFuse |, ¥ #3F M HS-FS 1)#:5| HS-SE.

BEBERE A B L) R B IR AL T A R VAR B 2 LIS B . I L R SRS IR T — AN B S CCS A
shell —& K Java 7,

3.5 RGMI LLKM 5| SR,

VIR EAEAME IR

1. BEFEE N RGMI 5] S,

2. fEFENLPC AT B BEFAS 1P, KB RECE N 100M XU 1.

3. ¥ tftpd32 NHFEF FEE|ENL PC L, A thtpd32 B 2% & DHCP %5 2% .
4. VUKW SR PC LUK Mg H R 288 4F L CPSW i [,

AREZTEAER | ES PR W0 SR

#iE
A TDAAVH KA SR LRI 5] A C
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OTP-eFuse ] SWREV 7B T SZEUA A BIVR LR | B 1Bk 4 32 5 R e [ 4 P4 2% 381 B AT 8 403R TR 14 TH R
Ao BT SR, TIFS/5] S ROM #4551 S MG UE s i N A A E 5902 3 OTP-eFuse H1)
SWREV {H#HT Hh# . Wil BB AR AE T OTP SWREV i , W 2| St FRuidads |, Mo fRLeF 35 I3k 2
a5 & SWREV FA S .

A DL 3T SWREV (414455 -

1. AR SBL.
2. WAFRRA SYSFWITIFS,
3. BMRALERFIRE .

EHSE

« HS-SE TIFS #ift 7 fEiz 47 ] TISCI_MSG_WRITE_SWREYV 14 55 SWREV {# [ ThAE
* eFuse 5 A#MEFRE VPP_MCU.

&ZE
Tl BRI EE | BNAZET N TIFS/SYSFW ) SWREV. 5%, ANEAER TIFS B8 AT fe 2= ff
A
4.2 KEYREV ( Z4ARRA )

OTP-eFuse (1] KEYREV "7 Brffii| 2 4x 51 S 4R A i HI TR S (5 AR AR % 81

* KEYREV =1 : ¥iif — i 5 % $H 5% (SMPK/SMEK)
* KEYREV = 2 : Juifi& F i i % $ 4 (BMPK/BMEK)

EILR

+ {E HS-SE #f} I, ATLM#FH TISCI_MSG_WRITE_KEYREYV #ir A fEiZ 4TI 5 5 KEYREV

o HH KEYREV 758 /N 0 4L M E 25 2 AR« 8] SMPK AL 4 1 FEUEB Al i Ff BMPK FA5A4544
M ZRAEH

* TISCI_MSG_WRITE_KEYREV j4 5 R e H LM RECE H write_host &2 1 =N IE

fEB% | TS TIFS AP 3T 2081 IA G 3 L i SRS
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5 W WIHAD B

KA T AR A E LS W g e ) B RV T7 . F X LB PR AT DL s R HE 2 i

5.1 2K

o (EEHE NGBS P HEBRAE R VPP R | RIFIFBiTEHE NS LA

« WRAEH T VPP, eFuse 4ifEk R

« S TIFS ( MeiE UART ) EREFEGE | DARHTIGIESS B UL S5 N 88 TIFS iR [E R B, R sebr
eFuse B2k,

LR E R T J721S2 EVM + WKUP #1 MCU UART &% HE |, H TERIET blob 4454

./gen_keywr_cert.sh -t ti_fek_public.pem

-s keys/smpk.pem --smek keys/smek.key -s-rp --smek-rp
-b keys/bmpk.pem --bmek keys/bmek.key -b-rp --bmek-rp
--mek-opt Ox1 --mpk-opt Ox21

--keycnt 2 --keycnt-wp

--keyrev 1
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* 5-1.

MCU UART ( R5 SFHFER )

WKUP UART ( 45 A5 TIFS )

OTP Keywriter Version: 02.00.00.00 (May 20 2026 - 16:02:05)
OTP Keywriter ver: 10.1.4-v10.01.04a-1-gf7¢c27 (Fie

Legacy Boot Mode

Key programming sequence initiated

Taking OTP certificate from 0x41c70004
Sciclient_otpProcessKeyCfg returns: -1

Debug response: 0x800

Key programming sequence completed

# Decrypting extensions..

MPK Options: 0x21

MEK Options: 0x1

MPK Opt P1: 0x1

MPK Opt P2: 0x1

MEK Opt: 0x1

* SMPKH Part 1 BCH code: 61b45b59

* SMPKH Part 2 BCH code: 417d4cb4

* SMPK Hash (part-1,2):
1f6002b07cd9b0b7c47d9ca8d1aae57b8e8784a12f636b2b760d7d98
a18f189701
60dfd0f23e2b0cb10ec7edc7cbedac3d9bdfefeOeddc3fff7fe9ad87519
5527d01 * SMEK BCH code: 21224fcc

* SMEK Hash:
92785809a3dfefea57f6bbed642d730ba5d05e601222a72e815bf01ce
b3a50f96ab85d282425f684436fabd4c7da624b791da411615035314
103cc64e611f532

* BMPKH Part 1 BCH code: 81a4977b

* BMPKH Part 2 BCH code: 613bf931

* BMPK Hash (part-1,2):
b41865771ef3e13933568b1d1d50a72f5037a2a103c4535¢c713e10a6
1df1609c01
f6033117fbb56d5f190a17598e151141c6e413e2d853e56aae799782
0639909601

* BMEK BCH code: 21ecbcec

* BMEK Hash:
21ab5ae74b64b1c9fbd1f9201e60a319fe417edf06c2f9ba71fa3e1a967
d171b684a4f85a83b8a4821abffe8e322b3697e299ffa94dec921bd4a
c99f8cab9dd6c

EXT OTP extension programming disabled

MSV extension programming disabled

*KEY CNT: 03030000

*KEY REV: 01010000

SWREYV extension programming disabled

FW CFG REV extension programming disabled

*KEYWR VERSION: 0x20000

#

# Programming Keys..

#

*MSV:

[u32] bch + msv: 0x8BACOFFE

MSV extension programming disabled

[u32] bch + msv: 0x8BACOFFE

*SWREV:

[u32] SWREV-SBL: 0x1

[u32] SWREV-SYSFW: 0x1

SWREYV extension programming disabled

[u32] SWREV-SBL: 0x1

[u32] SWREV-SYSFW: 0x1

*FW CFG REV:

[u32] SWREV-FW-CFG-REV: 0x0

SWREV SEC BCFG extension programming disabled

[u32] SWREV-FW-CFG-REV: 0x0

*EXT OTP:

EXT OTP extension programming disabled

* BMPKH, BMEK:

Error in programming BMPKH part 1

debug_response: 0x800

10 BTGNS A TMs - L7 B ) 22 2 (T
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5.2 MMHRER

TN IELEAE BT R B S NS |, HAZ 3 ) 22 4 BE IR R L.
5.3 eFuse B E
TERASEATE LD | VPP (GFEi R ) UAURFFfaE .

5.4 WiEmEL R

* I eFuse fifE 4 iR [E1 AN N 0x0. 7 MCU UART F3REL RS B ABMNHBETFHE. LFSHHE
BRI TE R .

OTP Keywriter Version: 02.00.00.00 (Jul 19 2023 - 11:15:35)
oTP Keywriter ver: 9.0.7-v09.00.07 (Kool Koala)

OTP_VppEn

WKUP_GPIOO0_54 output high

Key programming sequence initiated

Taking OTP certificate from 0x41c7f004

Debug response: 0x0

Key programming sequence completed

o AR R FIRAFAE R R A R RARENRARL I TEE S |, S5 TISCI 3k,
5.5 5| R HIEHE
WS IEE eFuse Sfe 5 Lik5]1 T

o RAEHTE4 5] G EHGAE AT S9FEE] OTP-eFuse H 1M A {H ULHL .
o MBS RRIAPGAE |, 5 %2R MPK B34 {H ( Sec Cust MPK Hash , BIH R PIEAEAR S A1 ) 2t
ITECEL

TNHRIA TIN5 00 WL AR
5.6 THLME UART B i BRER B W 5=
QR ERA YRR UART | U { AR 2 0 X 4 3k TIFS BRERHN -
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