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INSTRUMENTS

1. RGNA

ZHCAB48

EWAFRIE M ETFR, TDA4 KR5S RALT AR IP AL E RS FZS, Flan TDA4VL, TDA4AVM,
TDA4VH %, HULSCERAFR NS LR A TR RS T %

I, &FXfE—t AR, L TDAAVM A, SRR T R[E PN B Fr 388, FH DA AN ) security B3R 37 5
T TR WK 1R AFE— TDAS & FZRT, RIEAIE security 753K SCRFIEAT I 0 28 AL,

Tl Factory Customer Factory

Jacinto 7
General Purpose
(GP)

Jacinto 7
High Security
Security Enforced
TI-DummyKey
(HS-SE-TIDK)

Jacinto 7
High Security
Field Securable

(HS-FS)

Jacinto 7
High Security
Security Enforced
Customer Key

w (HS-SE)

Not capable of

secure operation

features are enable
but with Tl Dummy
Key in customer

are available but not
enable because
customer keys are

Gp HS-SE-TIDK/ HSFS/ [ Do HSSE/
HS-Prime-SE-TIDK HS-Prime-FS HS-Prime-SE
Allsecurity All security features All security

features are enable
and programmed
by customer keys

aréa blank

B 1 AR Security 3R TDA4 ¥ 2HH

GP Device: General Purpose it /2. ANSZHF security MIOCERE, HHCIHEIFR, BABZ %43, "L
AT E R4

HS-SE-TIDK/HS-Prime-SE-TIDK device: High Security Enforced i /i 2551 . 37 4F security #oCHRME, 7885 HY
J B OTP & BRIAKESE T T1 Dummy Keys, #0% F T security TAE I RTIHIT & LA SGUE TAE, BT TI Dummy
Keys [FIRLEARE SDK ATF, #ubts B BB Tk, mEEEr~.

HS-FS/HS-Prime-FS device: HS-Field Securable it f 3554 . 37 #F security AHSCERAEE A, Ho A 385
5 Xk OTP A7, FF v BATRE A P B A2 Ak, I BASCRR security AH G

HS-SE/HS-Prime-SE device: HS-Security Enforced :t5 7 2884 . SCHF security A oCH:AE, Horb H P& 5k S X 5
OTP CLA&SEMK T B ke, ATH TR+,

PR ELE A, AT Prime IIXOIFE T, S A eFuse AR IS & 54 Prime 287, ROM code
SMRYE LIS eFuse HIME, SRIUATHT TIFS ARSI R . DhRE AR 92 5 SCRFAE AL vHSM ARSI TIFS .

1.1. TDA4 HS Prime 254

HH KU, 6T TDA4 HH) HS Non-Prime it 7352, DMSC iz 471 TIFS [E4F & i TP S T4 44 11,
MR T ZE%RE, A% HAUE THAREE M, MUB%E HS Non-Prime (1) TIFS PL | SO 4E/E SDK H1,
X AT B AR SO 242 2%, /] BABIT 1E HS Non-Prime &5 F 8344 et w s e, 42 DT, K2

{H2HEE A ECU AL AT B IALFEFE U INER, X F B B2 M T SRR . N Tk —f
A ZEA0 EIE BEM, TR EE ECU WRISEIL— B E s Eild . TN T X AN A8, 7E DMSC 4R T
AES, RNG, SHA a4 fnisi#s, FRxPEshit #Edpine, 0 pbmifh, Xeedir 1P Xt L 25 A iRss
A LB R BRE K crypto driver # i -

MAE 41T ADAS B, P2 N HH T IR <% E S AUTOSAR fE8 MCU 11 OS, N 7 CHRE
AUTOSAR 7 MCU HiH HSM, FA1HE A LLE AUTOSAR #if o445 i IF B tbrvi 4 i B4 . Vector
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FF H B 7E AUTOSAR FEREEA4 I 4805 B 22 &7 &5, JFR T H LA HSM BIE 4 vHSM . vHSM I T-4%
H HSM HH (R R s 1P K%, oAbz 15 AUTOSAR [ crypto driver 43 111—3.

Fr LA T R LT st (0 2 A RS S0 KR, TIHEE T TDA4 HS Prime 385 26 8Y, FEFFUE T TIFS (U665, T
PLEET TIFS JERS A VHSM AR RIS AT i, I SEE X 22 4 ok 28 M A« FH P Al BLEEiE4T AUTOSAR 1
MCU #.0H, ffiFH SCI message 5 DMSC #E4TI815, il vHSM WA 22 4= sk 23 3k 1T se i R A, 5 an B L AL
A%, AES/DES In#hniE, SHAL/SHA2/MDS W75t 8 DL K B 25 ink 4% .

1.2. DMSC #74vHSM

AR T3k SE RN 25 i 25 26 4, 3Bt fF DMSC AR vHSM AR D RS, Beie B8 P i ek 4735 8, M
KIEHRE R, Kl 2 fion iy DMSC 5 VHSM i i A 288 284k om = 1

D R\ p e e e -
Secure Device r
SB‘*:;’{EC'?;‘;"'(SE FirewallISC Secure JTAG Boot, Crypto FirewallISC Secure JTAG |

. . i 2 2 Configuration Unlock
ST e e Configuration Unlock OTP Key Handler ig
e
Keyring
e | [[ovecumae | [ crusorore ko FEDMSCEATIFS | [ Ko [ peveeune |
. key (DKEK - ey liback protect
o o ey (DKEK) rollback protection rh &2 R vHSM OTA, import)
7777777777777 Extended ————————
Extended Security Context 5‘;1‘:’;;“
eFuse/OTP Data setup for Cryplo p
& Symmetric keys (SHA, AES, 3DES) (SVZf;f;"ﬁf“”'y) Ve CtO rv H S M

____________

——————————————————
u oundary — Firewal . vided rovided
rotecte

& 2 DMSC £ &% VHSM Rl j5 &M & E

XFF DMSC bk, Toit 2B VHSM, #RRENS L Fr 22 &R 3 h 1) AES X FRZEH K2, PKA/SHA2/AES (1
fift 2, DKEK 256 DA N SEI IS 4T LR A i) BE AL B0 W 75 (86 BR8P AR 2

7£ DMSC H4E /i VHSM 2558 =77 HSM A0S J5, B T Lk IEREThEE, AMYLAE(ES MCU eI bRk
crypto driver $ 6) 1P #E4T A, I AENS SEEUEI NI OTP B54H e, Afi A 22 42 254 HWA LL A2 i ] DKEK 14
AN flash 1) HSM 2550 REZE T

2. TDA4 HS Prime #4128

Keywriter & F T4 1 380585 31 HS-FS o8 - eFuse /1, MR HL L4008 HS-SE & A it L B -, HIETFhs
Y SDK H 3¢ N pdk SO 3E T IhRER . 7E Keywriter 84, $24E T H T HS-FS &0 TIFS. Frufk
256/512bit % FH A= SUEIAS DL S AR SGURARID &5 — R T, A7 o] DR T R A jl— A kil se . 1E28 TDA4
O A bootloader INERFEFY, ULAR K 24045 & 4 HE S 2] eFuse HH . AZE IR FET Ubuntu 18.04 FF & A5,
RTOS_SDK7.1 # R4, LK TDA4VM HS Prime :& AT G 3T, Keywriter Ze 35 (15 B R X B TI SCREE
AT 3REL .

EEIRNE, TEESHRIRTELR, BP—BESER, WDEBRATEHERRBERSERE,
BEIBRNE, A NFHANBPIESIIRIERBRT TDA HS Prime 55, X3F TDA4 HS Non Prime 5 4 th EIAEIE .

2.1. ZHEH -7 iF keywriter

— H Keywriter /5 %24 5e 2 Jm, e H S aE 3 s, & EZ T8 Keywriter () 223550 530N pdk H %
TSR EEAT A IR LK T
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— pdk jacinto 07 01 00 45
—[docs
b— keywriter pdk — eclipse
‘ |— docs L—|packages
\ L—|packages L— ti

L i }— binary

— boot — beard
F— build f— boot

L darv — build
F— uninstall — C-?l
L— uninstall.dat — diag
I— drv

OTP Keywriter Install Directory Default SDK Install Directory

A 3 Keywriter 23 H 3
Keywriter 2 1PE i F2 75 2222 %% OpenSSL #fift:, FH LG & EAEAT Ab 3, M F N ik Ay 2 7E Linux OS 7123 OpenSSL.

S sudo apt-get install openssl

TEFF R gm B Keywriter 5é3¢ T HZ 8T, TEH WA B O HH TR LN CH%4, R,
Keywriter #5442 4E T3 A R T B, S AL R N %5 . 4 FH% 8%, bmek.key LK bmpk.pem
RS REH, LeZHAmEL R BER, HhEAPE ECMEH, BEFEERT MR A K
keys U DL R e %], (HFREH B O % b smpk.pem Bim] .

S cd packages/ti/boot/sbl/example/k3MulticoreApp/keywriter/scripts

S ./gen_keywr_cert.sh -g

S Is packages/ti/boot/sbl/example/k3MulticoreApp/keywriter/scripts/keys/
aes256.key bmek.key bmpk.pem smek.key smpk.pem tifekpub.pem

MR S n,  FR IR IR A B R X509 WAIESCA -

S cd packages/ti/boot/sbl/example/k3MulticoreApp/keywriter/scripts
S ./gen_keywr_cert.sh -s keys/smpk.pem --smek keys/smek.key -t keys/tifekpub.pem -a keys/aes256.key

AR R X509 YAE SCEFE x509cert/final_certificate.bin H 3¢ R, %08 Nk 54 %1% Keywriter 35 28 B
X509 YA SN E] Keywriter STk 1 AT -

S cd package/ti/build

S make keywriter_img -j8

£ ) Keywriter ke3¢ 1 EL7E packages/ti/boot/sbl/example/k3MulticoreApp/binary/keywriter_img_j721e_release.bin
EE

2.2. fE5 keys B eFuse #7

RFAE PR TC L a, IR BNRF AT, & T EAESAEIF LA AT R S 8L .

TR EHE, BT 2.0 AR Keywriter SCAF4R, 8752 TIFS Uk MalE TDA4 ¥ DMSC, HH HS
FS A TIFS 5 GP Fll HS SE it H (1) TIFS #RANA], DAk il SCfF O AR HETE T Keywriter PR H . R 5C
PR LRGSR E S, WL iR,

S cp packages/ti/boot/sbl/example/k3MulticoreApp/binary/keywriter_img_j721e_release.bin /media/$S(USER)/BOOT/tiboot3.bin
S cp packages/ti/drv/sciclient/soc/V1/tifs-hs-enc.bin /media/S(USER)/BOOT/tifs.bin

XFREER S, £ EHURE AT, BECRTEOGRE PIN IREATIE ], KSR
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o TEMEHEAN OTP FAF#4EATHe S /T, VPP_CORE and VPP_MCU 7 JJHI [ 44 F 0 201 B I FLF o
o TEMEFIHAINS OTP ApfFas AT hE S I, fE RS IEM I SN L H )5, VPP_CORE and VPP_MCU
B L AUE Ry EE . HEERE R 1R,

& 1 OTP eFuse Fx 72 5 ) FL R BUE

Parameter Description Min | Type | Max Unit
Supply voltage range for the eFuse ROM
- . . N/A \%
domain during normal operation
VPP_CORE
- Supply voltage range for the eFuse ROM
. X . 1.71 1.8 1.89 \Y%
domain during OTP programming
Supply voltage range for the eFuse ROM
- . : N/A \%
domain during normal operation
VPP_MCU
Supply voltage range for the eFuse ROM
. X . 1.71 1.8 1.89 \Y%
domain during OTP programming
Tj Temperature 0 25 85 c°

o RN OTP 4 17keE 58 )5, VPP_CORE and VPP_MCU & At B 251 B K HL o
Bt EIRBAECE S TR VAN B IR, Hse B SR SR A 4 iR

Power on the HS-FS device and make sure no
voltage applied on VPP_CORE and VPP_MCU

|

Flash the generated OTP Keywriter application to
HS-FS device

|

Apply the Voltage on VPP_CORE and VPP_MCU as
table 3-1 shown

|

Run the OTP Keywriter application to grogram the
eFuses

|

After the programming process finished, remove
the voltage on VPP_CORE and VPP_MCU

& 4 OTP eFuse X E iz
R A PITIRSRFEE, MERERFR log f7TEI, NWAREZHARS e, HIGIEFESHEHNE.

OTP Keywriter Revision: 01.00.00.00 (Mar 7 2021 - 20:15:01)
OTP Keywriter ver: 20.8.5-w2020.23-am64x-14-g7409e
Beginning key programming sequence

Taking OTP configuration from 0x41c7e000

Debug response: 0x0

Key programming is complete

3. £H VHSM %] TDA4 HS Prime

WA —F ik, TDA4 HS Prime [¥] TIFS F5Z t H 7 HATIINEE =751 HSM R85, FrbL TIAFF T TIFS 11
PRI ST R P AATEE R, il 4, IEIREX N TI & H3REL TIFS J5f%. vHSM A4 =75 3 4L 1 HSM [E1F,
VHSM 7E TIFS /i) 22 35185 Ta R 86 = 5 S iF. Ao H U 1E 2% 7 vHSM [ TIFS JRAS o 4 1 LA K A2 B TIFS
HIAER P key 2544, B P& 400 SBL AT InEL, Emish#BEANF E RS .
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3.1. ZFETIFS + vVHSM

TIFS Y5t 2352 i, F P FAE “tifs_v2020.08e/docs/BUILD.rst” F44 8 xof W i A B 55 N 4% 3T 20 23 4w % T A
BB TIFS YRS, WK AR, FESERE T Z% TI CGT ARM Compiler, XDC Tools PL X SYS/BIOS )5 65 4 %%
ETIFS —TFH%T.

build.mk

Kconfig

libtifs.a
4% docs/BUILD.rst — LICENSE
i X IR A T Makefile
ysal

DL Y g
cripts

— uninstall.dat

8 directories, 10 files 11 directories, lﬂvfiles

E 5 TIFS YRS 4w E A S

WRETER N RS, THEAE “tifs_v2020.08e/build/build.paths” 471, # CGT_ARM_VERSION,
BIOS_VERSION, XDC_VERSION =AZEAEPEBSCH ST T LREKRAS —3%, WEFxR.

### Confilgure toolchain paths ###

# Version of CG-ARM-Tools
CGT_ARM_VERSION=18.12.3.LTS

TOOLCHAIN_PATH_M3 ?= $(srcroot)/ti-cgt-arm_S(CGT_ARM_VERSION)

#u##t Configure component paths ###

# Version of BIOS
BIOS_VERSION=6_76_04_02

# Version of XDC
XDC_VERSION=3_51_03_28_core

B 6 TIFS JRIf gt 2
2P, TIFS MgRmIFARRREE SR, B ol 7E s 3Eat 48 et 2% vHSM AR .

EFEIENE, TRWAFEREE TFS FBERTEY git, BASEN git RFRMNTISBUREHRIE TIFS JRIDNRHERAFBIX KX
. APTERELRBERTEIBCH git BF.

BRENZ, BERBXABINEME, HELHAZIRBERIEINR TIFS 4K, 28RN,

T TIFS VRIS S T A% 50k SOC 5 F i TIFS J5AY, FrbAAEgw i TIFS [E 42 A, 7525 E % 1% target Ny
TDA4 %% SOC, #RJGHAT make g% % A EIA], W R s,

Smake j721e_dmsc_defconfig
Smake

CHK tifs/include/version.h
GEN tifs/include/config.h

CPP  app/linkercmd/arm_bin.cmd
BIN ti-fs-firmware-j721e-hs.bin

A2 Y ti-fs-firmware-j721e-hs.bin 7 TIFS Jfi% H 3% T, HESCHFRIOAES ) TIFS it o, HFRE M1
APHIHATEA G, A REAEBEII R X R8I HS Prime 58 Fr 45 SBL IN# %] DMSC J1247 -

TDA4 HS Prime Z 84 LI VHSM H72E0E 7
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3.2. TIFS &%

WEE— =R T 4A1K, HS Prime 5 A5 HS Non-Prime i A1 F 12 TDA4 &5 /- ROM code FRAS [A] AT 32 4,
{Hs2& TIFS /E5 DMSC [ [Ef, #B&i8id SBL AT N4k FF 4 secure ROM #E4T5845 . %t HS Non-Prime &5 J7 K 13t
HTIFS fE T i 24l TIH7P= 3 H3HT T W EIE B RI25 4, H P 1E HS Non-Prime 5 F_E 25 44 H s 2wt 4b
HAUE R4 (H7E HS Prime &5 A, BT TIFS A EATA AL, BT AL e 2 i A - kT, iR 22
TEERIN SDK (2542 AR s nt b P Fahnt TIFS #HT4542, A REAE HS Prime {8 Hig 7.

AFiHT SDK7.1 B AFRA L TDA4AVM HS Prime PGL.1 AR HEATING, HEFHH P20 T, HUEEAR
[FI AR A0 o 76 ik SDK7.1 Rk, %K patch LR AR I R #Fx. Frf patch 4T B, HAT
HZE

% 2 RTOS_SDK?7.1 Patch .5
POST RELEASE PATCHES Comments
psdk_rtos_j721e_7.1_esll_src.tar.gz 16 SDK7.1 B pESEmt b, A BLSCRE PGLL ARASE: B, il XJ721ERBALF.

psdk_rtos_j721e 7.1 esll src_patch2.tar.gz | #F SDK7.1#tEEEAE -, FHRASZH RTM &7 fRAE Fr, Bl TDA4VMSSTSBALF.

— s, 7E SDK Hh, i FfIA “packages/ti/drv/sciclient/tools/firmwareHeaderGen.sh” %} TIFS #E17254%, 7EER
W\ SDK [3kfiiti |, 75 24T L R4 T, FHRASCREXS TDA4 HS Prime & 7 TIFS (%544

diff --git a/packages/ti/drv/sciclient/tools/firmwareHeaderGen.sh b/packages/ti/drv/sciclient/tools/firmwareHeaderGen.sh
index 963clea..70a0aab 100755

--- a/packages/ti/drv/sciclient/tools/firmwareHeaderGen.sh

+++ b/packages/ti/drv/sciclient/tools/firmwareHeaderGen.sh

@@ -187,13 +187,10 @@ SECHO "Generating the Header file for " SFIRMWARE_SILICON

export SBL_CERT_KEY=SROOTDIR/ti/build/makerules/rom_degenerateKey.pem

$SBL_CERT_GEN -b SFIRMWARE_SILICON -0 $SYSFW_SE_SIGNED -c DMSC_| -| $SYSFW_LOAD_ADDR -k $SBL_CERT_KEY
else

-SECHO "Generating outer certificate for " SSYSFW_SE_INNER_CERT

+SECHO "Generating the Header file for " SFIRMWARE_SILICON

export SBL_CERT_KEY=SROOTDIR/ti/build/makerules/k3_dev_mpk.pem

-SSBL_CERT_GEN -b SSYSFW_SE_INNER_CERT -0 SSYSFW_SE_CUST_CERT -c DMSC_O - SSYSFW_LOAD_ADDR -k $SBL_CERT_KEY
+SSBL_CERT_GEN -b SFIRMWARE_SILICON -0 $SYSFW_SE_SIGNED -c DMSC_| -| SSYSFW_LOAD_ADDR -k SSBL_CERT_KEY

-SECHO "Generating the Header file for " SFIRMWARE_SILICON

-SCAT SSYSFW_SE_CUST_CERT SFIRMWARE_SILICON > SSYSFW_SE_SIGNED
-SRM -f SSYSFW_SE_CUST_CERT

fi

SECHO "Generating the Header file for the soc in the folder"

ZRSEAN T JE, BT EG A P ALV I & “packages/ti/build/makerules” H3k I EM AN
k3_dev_mpk.pem, ik BEIACKE BRI L2 X TIFS DL J5 482 SBL 558 T 25 24 4584 -

SRIGHE 3.1 /N A L TIFS #% % SDK “drv/sciclient/soc/sysfw/binaries” H 3%~ # iy 44 9 ti-fs-firmware-
j721e_srl_1-hs-enc.bin, BRINZEA AR 2 H LR B A k72540, mA BRI G0 TIFS 75 H 3%
“drv/sciclient/soc/\V/1/tifs_srl.1-hs-enc.bin” T, KBELFFEM T iR,

TDA4 HS Prime Z #7550 LI vVHSM FI2E/5E 8
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S cp TIFS-SRC-Release/tifs_v2020.08e/ti-fs-firmware-j721e-hs.bin ../drv/sciclient/soc/sysfw/binaries/ti-fs-firmware-j721e_srl_1-hs-enc.bin
S ./firmwareHeaderGen.sh j721e_srl_1-hs
/home/wangli/ti-processor-sdk-rtos-j721e-evm-07_01_00_11/pdk_jacinto_07_01_00_45/packages/ti/drv/sciclient/tools
Building the bin2c generation c tool
/home/wangli/ti-processor-sdk-rtos-j721e-evm-07_01_00_11/pdk_jacinto_07_01_00_45
Generating the Header file for /home/wangli/ti-processor-sdk-rtos-j721e-evm-
07_01_00_11/pdk_jacinto_07_01_00_45/packages/ti/drv/sciclient/soc/sysfw/binaries/ti-fs-firmware-j721e_sr1_1-hs-enc.bin
~/ti-processor-sdk-rtos-j721e-evm-07_01_00_11/pdk_jacinto_07_01_00_45 ~/ti-processor-sdk-rtos-j721le-evm-
07_01_00_11/pdk_jacinto_07_01_00_45
DMSC_| Certificate being generated :

X509_CFG =./x509-temp.cfg

KEY = /home/wangli/ti-processor-sdk-rtos-j721e-evm-
07_01_00_11/pdk_jacinto_07_01_00_45/packages/ti/build/makerules/k3_dev_mpk.pem

BIN = /home/wangli/ti-processor-sdk-rtos-j721e-evm-
07_01_00_11/pdk_jacinto_07_01_00_45/packages/ti/drv/sciclient/soc/sysfw/binaries/ti-fs-firmware-j721e_srl_1-hs-enc.bin

CERT TYPE = DMSC_|, 2

COREID =0

LOADADDR = 0x00040000

IMAGE_SIZE = 262112

BOOT_OPTIONS =0
SUCCESS: Image /home/wangli/ti-processor-sdk-rtos-j721e-evm-
07_01_00_11/pdk_jacinto_07_01_00_45/packages/ti/drv/sciclient/soc/V1/tifs_srl.1-hs-enc.bin generated. Good to boot
Generating the Header file for the soc in the folder

Converting binary file [/home/wangli/ti-processor-sdk-rtos-j721e-evm-
07_01_00_11/pdk_jacinto_07_01_00_45/packages/ti/drv/sciclient/soc/V1/tifs_srl.1-hs-enc.bin] to C array
.. Done. (263858 bytes)

Done.

S cp ../drv/sciclient/soc/V1/tifs_srl.1-hs-enc.bin /media/wangli/BOOT/tifs.bin

BB A IR A A 1) TIFS $ DL 2 7 shit 4 R FFE a4 00 tifs.bin.

3.3.SBL &%

SBL T/ MCUL_0 H X} RG] ] A7 AT #1464k H 5 DMSC in#k TIFS [& 1F, 7E HS Prime SE :8& 7+,
SBL B A X R AT A4 G, 4 Rsiliid ROM code (IS HHAT . [FIRERT, ERIA SBL 4ik4E 4t fdi
k3_dev_mpk.pem % SBL #1744

AN, 7E SBL i &sxt 5 4L R 4i451%, Hltn APP image, Linux/QNX image Z53EAT %, bt LA 6025 .
F P Al i R R AR A S 4 G BIAE MMCSD His AT SBL 851%, AR5 #2 U1 2 J5 5% 4% T 3F E A 4 N tiboot3.bin.

S cp customer_keys.pem packages/ti/build/makerules/k3_dev_mpk.pem

S make pdk_libs_clean -j8

S make sciclient_boardcfg BOARD=j721e_evm BUILD_HS=yes -j8

S make pdk_libs -j8

S make -j8 BOARD=j721e_evm CORE=mcul_0 BUILD_PROFILE=release sbl_mmcsd_img_hs

S cp packages/ti/boot/sbl/binary/j721e_evm_hs/mmcsd/bin/sbl_mmcsd_img_mcul_0_release.tiimage /media/wangli/BOOT/tiboot3.bin

EEERENE, BIAR SBLHS BEFES{XE T SBL #1787, MiEinms, FEXt SBL#TNE, BSER—BNATFM, W RH#T
EEFRNE BERPERETPOKE, FHTH, ZF board config XN, HIILR IR RIEITT clean & build, 7R SBL i
TaRES .
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I3 TEXAS
ZHCAB48 INSTRUMENTS

4. TDA4 HS Prime 2T IRSLE

WARFM 1.1 /N AR, TDA4 HS Prime it iR IE AR S ARAS, X144 TDA4 HS Prime FS DL TDA4
HS Prime SE. A/NT4A B a3 0F A R B TDA4 HS Prime FS &5 B BB SRR A UL A4 hash 18,  F ULSEBIEIE
VHSM DL E WL R G RIS TIRAS .

BESERNE, WITETMERFRT TDA4HS Prime S5 H, FTH TDA4 RIIAEM RS, EBa B A ERRE SR RESURE
BRI

4.1. TDA4 HS Prime FS Z34F

— b, P AT DU IR R R AR R SRS AR AS log 54 M AT s S .

a. FCEMRT AN UART BOOT Jfilid 5 HiER: MCU HHI5 /N UART H0, ARG L, HAik#E
YER] 2% SDK guide.

b. H S ITEI— RV FRECT log, SRIGAKITEI CCC, FETHH CCC MR B log BAEANLA

Ao
c. HUUNIREHINAI 547 python STF, FHUSENT IR b LIRS log. fELEZ AT, Ubuntu R4 223
python3.0 Az LA EJF R 5.
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https://software-dl.ti.com/jacinto7/esd/processor-sdk-rtos-jacinto7/07_03_00_07/exports/docs/psdk_rtos/docs/user_guide/evm_setup_j721e.html

I3 TeExas
INSTRUMENTS ZHCAB48

d. fEmAATHEH TR A 2T log f#dT, tEAb DL TDA4 HS Prime FS 38R Al HARFES W NER.
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I3 TEXAS
ZHCAB48 INSTRUMENTS

I IR AT ORI SCRT LR L, S H BT HS FS B Sec Key Revision/Count #5240, Bt HS it & T
eFuse REEEIRA . FIFERT, Sec Primefiily 1, FHIM: F 2R )& T TDA4 HS Prime it /s

4.2. TDA4 HS Prime SE Z34F

[FIRERY, S AT 58 — AR IR HS Prime SO R AT 8BRS, L% HS Prime SE BB,  [RIFER]
L 4.1 NI TREN R IR BATIRUE, LA TDA4 HS Prime SE 71, &1 F s .

I R AT SR SCRT LAE B T HS SE BL% Sec Key Revision/Count #5y 1, Ellit HS 5 & T
eFuse R SR . [FIFEM, Sec Prime fH5 1, REHME 2K ALE T TDA4 HS Prime o5 fr o ik, FTLMAR 2| %
53| eFuse A HHMMG A {9 Sec Cust MPK Hash i, 1/~ a]i@ i openssl X 7 FASHHEAT 6 40:3F 5 1k hash {E 12E47 %)
Eb, AT A e 5 25 R R 2R 2 o

4.3. Bl R VHSM B/ 5 1F

S Rk i, FHAER N4 51 TIFS LA SBL 2 5, RGHIa] DU IhwWItatk, N 17 5uE LR
G K VHSM 15 3)), 75 B YmPaxd N e OB IR Hilt 17 284 . AR5 0L A72 3217 Linux, MCU1_0 i&1T
CAN APP £ 44, 1E HS Prime & 5 XA TDA4 R G0 A ST I0E, HRSE % 1FE S SDK Guide.
AR N binary 2 J5, T BT TEIE 4 A REAE HS Prime SE {8/ i 4T, BHTZE L IIMALE SDK hERIATR 1L,
PP 5 B 25900 binary T4, KEURAEW T Fis.
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https://software-dl.ti.com/jacinto7/esd/processor-sdk-rtos-jacinto7/07_03_00_07/exports/docs/mcusw/mcal_drv/docs/drv_docs/demo_boot_app_mcu_rtos_top.html

I3 TeExas
INSTRUMENTS ZHCAB48

WEid SD KT, TDA4 HS Prime SE #H1 /5 5) log 41 F B = .

2020.08e 205%26

VT162 | Offline | ttyusee

TRL-A Z for help | 115206 BN1 | NOR | Minicom 2.7.1 | VT162 | Offline | ttyUssl [CTRL-A Z for help | 115260 8N1 | NOR | Minicom 2.7.1 | WT162 | Offline | ttyuses

& 7 TDA4 HS Prime BALJE 311K

A] LLE M AE HS Prime SE & F b, FRE RO IERIZEIT. BT vHSM [IThAEIGIE, FF% P 7E TIFS 4] /H vHSM
PR BEE 2 AES, RNG 5 4F in 2 ik 28 K3k A7 FEA LB A4 541, LA ANk .

EEEFREME, T A72 LizfrHy HLOS :
EE Linux 2R %, EEZZME/DF atf_optee.appimage, tidtb_linux.appimage | % tikernelimage_linux.appimage
E2 QNX RER G, BTELX RN E DA atf_optee.appimage, ifs_gnx.appimage

5. M4k

NTHERGE B ECEER S BRI CLUEMER, PR SEELAR a7 I 8 B 5= 2% HL S AN #4F ,
Security LU RN T RAE™ 7 il AN AT BRBR K ORIE . A SCEHXS TDA4 HS Prime & F1, X PR BI R %
PIRES . VHSM 5 TIFS [R5 BN G R 25 44 DL iR Ja (0 R GERIEEAT 1 VAR I A

6. 2% CHR

1. TDA4VM Jacinto™ Processors for ADAS and Autonomous Vehicles Silicon Revisions 1.0 and 1.1 datasheet (Rev.
J)

2. DRAB829/TDA4VM/AMT752x Technical Reference Manual (Rev. B)
3. Developing with High Security Devices of TDAA4.
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https://www.ti.com/lit/gpn/tda4vm
https://www.ti.com/lit/gpn/tda4vm
https://www.ti.com/lit/zip/spruil1
https://software-dl.ti.com/jacinto7/esd/processor-sdk-rtos-jacinto7/latest/exports/docs/psdk_rtos/docs/user_guide/developer_notes_security_build.html

ERFRNRREH
THREFREEANTREERE ( 9F8EX ) . RITER (8F3ER1 ) . NARHMRITEN, METE, R2EEMEMRR ,
TRIESERBEATMEEMARIBRWER  SBRETRTEH Y. REERRAENERMERTREEME =5 MR~ RERE
o
XEFRAEER T = RBTRITNBRETRARER, SFATREUT2HEE : (1) HNEHNARESEN TIFR , (2 Rit. B
WEANREHWRA | (3) BRENMAFBEMEREUREAHMAIERE, FERTS. KERHMBER,
XEFRMELEE , BFSTEA, TI RNENARXERERTHAAREMRN TI ~ROSA. mENXERRETEESHIER.
BRNEREMESM TI MRFRFEAME=F RN ENLTREREXLERROEATH TI REARERNWEARE. #7E. K
A, |EMES , TIHEEFRAR,
TI R~ RE TI NEESKY ti.com EEMBEAZIT >~ REMNEMERZRNAR, TI REXEREHT2TBIAREMEFER
TIEN TIFRAFRERANERJEBRERFH,
Tl R3S FH LB TRER MV E R MR FK.
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