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Are you looking for a secure way to update firmware in the field? Do you know why you need security for in-field 
firmware updates?

In-field firmware updates are becoming an increasingly popular feature supported on products that are deployed 
to the field, especially Internet of Things (IoT) applications. The updates enable new firmware images to be 
downloaded into the microcontroller's (MCU's) memory. This gives product manufacturers a way to offer service 
and support to products already deployed in the field.

However, this feature is also very commonly exploited by attackers, and if vulnerable, can compromise the 
security of the system. In-field firmware updates are one of the first targets for attackers looking to compromise 
the security of a system. The consequences could include: loss of intellectual property and product cloning, all 
the way to complete control of the deployed system.

MSP430™ MCU's recently released an authenticated encryption solution called Crypto-Bootloader for increasing 
the security of in-field firmware updates in ultra-low-power MSP microcontrollers like the MSP430FR59xx/69xx 
MCU families. We made sure to offer more security without compromising memory. The implementation of 
Crypto-Bootloader in an MSP430FRx MCU takes only 3.2 KB of code and less than 1 KB of data space!

Ready to take a look at the software solution? The Crypto-Bootloader solution provides the following tools for 
in-field firmware update processes:

• Bootloader Scripter Tool (MSPBSL): User interface which enables communication with the BSL on MSP 
microcontrollers to modify the device's memory via UART, I2C, SPI or USB.

• Crypto-Bootloader for MSP430FR5x/6x FRAM MCUs: This bootloader uses cryptographic functions to 
enable increased security for in-field firmware updates. A Graphical User Interface (GUI) is available for a 
simplified user-experience.

• Microcontroller Bootloader Programming Board (MSP-BSL): Hardware interface providing a bridge 
between the PC’s USB port and UART, I2C or SPI.

Visit the links below to learn more about Crypto-Bootloader and your security options:

• Learn more about Crypto-Bootloader secure in-field firmware updates
• Check out the Crypto-Bootloader training series
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https://youtu.be/ZcqqaldPdkc?si=IBU2N_Kd34SUbtKf
http://www.ti.com/tool/mspbsl
https://www.ti.com/lit/pdf/slay041
https://training.ti.com/msp-crypto-bootloader-training-series
https://www.ti.com
https://www.ti.com/lit/pdf/SSZTBU0
https://www.ti.com/feedbackform/techdocfeedback?litnum=SSZTBU0&partnum=TPS65217


• Buy the Bootloader for MSP low-power microcontrollers
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