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This application report describes the

ABSTRACT

implementation of the MODBUS bridge using Stellaris®

microcontrollers. The idea is to add the functionality of converting MODBUS TCP packets into MODBUS
Serial packets on the MDL-S2E, which can be used to interface existihg MODBUS Serial devices to

Ethernet.

Project collateral and source code discussed in this application report can be downloaded from the
following URL: http://www.ti.com/lit/zip/spma037.

New Software Modules Added for Modbus
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1 Introduction

Modbus is serial communication protocol used in the industrial automation process. Due to advancement
in technology, Modbus TCP/IP is used to provide more robustness and handle more Modbus clients. This
application report enables customers to upgrade the existing legacy Modbus Serial devices to support
Modbus TCP. By using this bridge, an IP can be assigned to an existing Modbus client. Modbus TCP/IP
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uses Modbus application protocol (MBAP) in the application layer.

Stellaris is a registered trademark of Texas Instruments.
All other trademarks are the property of their respective owners.

SPMAO037-November 2011
Submit Documentation Feedback

MODBUS Bridge Using Stellaris

Copyright © 2011, Texas Instruments Incorporated

1


http://www.ti.com/lit/zip/spma037
http://www.go-dsp.com/forms/techdoc/doc_feedback.htm?litnum=SPMA037

13 TEXAS
INSTRUMENTS

Block Diagram www.ti.com

2 Block Diagram
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Figure 1. Stellaris Serial to Ethernet Block Diagram

3 Existing Serial to Ethernet Module

Tl provides the Serial to Ethernet module (shown in Figure 2), which can be directly interfaced with the
existing UART/RS232 devices to provide Ethernet connectivity. The S2E module supports two types of
data flow by using TELNET mode and RAW mode. In case of the Telnet-based protocol implementation,
TELNET data is used. This application uses Iwip stack for Transport and Internet layer implementations.
This Serial to Ethernet module is based on the Stellaris LM3S6432 device.

Figure 2. Stellaris Serial to Ethernet Module

4 Modbus RTU Frame

In the Modbus RTU frame, Address bits indicate that the Slave ID of the Modbus Serial device needs to
be polled. The Function bits indicate whether it is Read or Write. This is followed by 2 bytes of
OffsetAddress of the register that needs to be polled, which will be represented as Offset Address -1. For
example, if you need to fetch the data from Ox5 location, it will be represented as 00 04 in the Modbus
RTU frame. This is followed by 2 bytes of length of data that needs to read from the location. This is
followed by 2 bytes of CRC of the whole frame.
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Modbus TCP Frame

Example of Modbus RTU Frame:
Address 0x1, Function 0x3 (Read Registers), Address of Register 0x5, Length 0x3
01 03 00 04 00 03 44 0A

Table 1. Modbus RTU Frame

Modus RTU Frame Format

Name Length Function

Start 3.5c idle At least 3-1/2 character times of silence (MARK condition)
Address 8 bits Station address

Function 8 bits Indicates the function codes like read coils/inputs

Data n * 8 bits Data + length will be filled depending on the message type
CRC Check 16 bits Error checks

End 3.5cidle At least 3-1/2 character times of silence between frames

5 Modbus TCP Frame
The Modbus TCP frame consist of 7 byte MBAP Header followed by the Function Code and Data Bytes.
In the MBAP header, the first 2 bytes are known as the Transaction Identifier, which will be the same in
the request and response. This is followed by 2 bytes of Protocol Identifier, which will be 0x0 for Modbus
TCP. The Length Field is 2 bytes. The 1 byte Unit Identifier will provide the slave ID of the Modbus device.
The function bits tell whether this is Read or Write. This is followed by application data unit (ADU), which
contains the data.
Table 2. Modbus TCP Frame
Modus TCP Frame Format
Name Length Function
Transaction ldentifier 2 bytes For synchronization between messages of server and client
Protocol Identifier 2 bytes Zero for MODBUS/TCP
Length Field 2 bytes Number of remaining bytes in this frame
Unit Identifier 1 byte Slave Address (255 if not used)
Function Code 1 byte Function codes as in other variants
Data Bytes n byte Data as response or commands
6 Implementation in Software
6.1 Modbus TCP to Modbus RTU
While receiving data from TCP/IP, Modbus TCP parser, you can parse the MBAP Header and extract the
Transaction Identfier, Protocol Identifier, and ADU. You can also validate the Modbus TCP packet based
on the Protocol Identfier field. If the packet is not Modbus TCP, then this packet will be rejected. You can
also validate the Slave Address if they are in known range in your RS-485 network.
After receiving the whole Modbus TCP frame, the first 6 bytes need to be removed and CRC is calculated
for the rest of the data packet. The calculated CRC is appended as the last 2 bytes. This frame is sent
through the UART to Modbus RTU device.
6.2 Modbus RTU to Modbus TCP

While receiving data from the Serial side, the Modbus RTU parser module receives the whole packet
byte-by-byte. Modbus RTU statemachine ensures and validates the Slave ID and Function ID. Once it
receives the whole frame, this is written into the Ringbuffer. While writing into the Ringbuffer, the 2 bytes
of CRC are ignored. The six bytes of data in MBAP header is appended to the frame. During the receiving
of the bytes, idle gap should not be greater than 3.5 char. If the gap is more than 3.5 char, it is considered
end of file (EOF). Finally, the constructed Modbus TCP frame will be sent across the TCP/IP network.
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7.1

7.2

New Software Modules Added for Modbus Support

ModbusTCP Module (ModbusTCP.c)

This software module is responsible for maintaining states of Modbus TCP statemachine, receiving of
Modbus TCP packets, converting into Modbus RTU packet and sending it on Serial side.
Below are the various states in the Modbus statemachine:

*+ MODBUS_STATE_INIT, // Initial State of ModbusTCP statemachine

+ MODBUS_STATE_FRAME_START, // Start to receive the Modbus TCP frame

+ MODBUS_STATE_TRANSACTION_IDENTIFIER_1, // To Receive Transaction ID Bytel
+ MODBUS_STATE_TRANSACTION_IDENTIFIER_2, // To Receive Transaction ID Byte2
+ MODBUS_STATE_PROTOCOL_IDENTIFIER_1, // To Receive Protocol ID Bytel

+ MODBUS_STATE_PROTOCOL_IDENTIFIER_1, // To Receive Protocol ID Bytel

+ MODBUS_STATE_FRAME_LENGTH_1, // To Receive length Byte 1

+ MODBUS_STATE_FRAME_LENGTH_2, // To Receive length Byte 2

+ MODBUS_STATE_SLAVE_ID, // To get the Slave Address ID

+ MODBUS_STATE_FUNCTION_ID, // To get functional ID

+ MODBUS_STATE_ADU_DATA, // To receive ADC packet

+ MODBUS_STATE_CRC_CALC, // Calculating CRC for Frame

+ MODBUS_STATE_SEND_SERIAL, // Send the frame to serial side

« MODBUS_STATE_WAIT_FOR_CLIENT_RESPONSE, // Waiting for response from Slave
+ MODBUS_STATE_INVALID // Invalid state

Functions:
* | nitMdbusTCPSt at emachi ne()

This function initializes the whole statemachine. This resets all the global variables to its default value
and also initializes the ADU buffer with all zeros.

* Reset ModbusTCPSt at errachi ne()
This function sets the modbusTCP statemachine to its initial state MODBUS_STATE_INIT.
* CheckModbusTCPSt at errachi ne()

This function checks whether or not the Modbus TCP statemachine is waiting for a response from the
Modbus RTU. This is used while arming and disarming timers.

* ModbusCRC()
This function generates the calculate and returns CRC for the Modbus RTU payload.
+ ModbusTCPRecei veSeri al Send()

This is the main function of this module. This is called from Tel net Pr ocessChar act er () in the
Telnet.c. It handles all the statemachine, receives the data and also processes the same. It converts
the Modbus TCP to Modbus RTU frame and sends it across serially.

ModbusRTU Module (ModbusRTU.c)

Below are the various states of the RTU statemachines:

+ MODBUS_RTU_STATE_IDLE // Idle state of Modbus RTU statemachine

+ MODBUS_RTU_STATE_INIT, // Initial state of Modbus RTU statemachine

+ MODBUS_RTU_STATE_FRAME_START, // Start of RTU Frame

+ MODBUS_RTU_STATE_SLAVE_ID, // Wait for Slave Address

+ MODBUS_RTU_STATE_FUNC _ID, // To receive for Functional ID

+ MODBUS_RTU_STATE_FRAME_LENGTH, // To get the Frame Length bytes
+ MODBUS_RTU_STATE_FRAME_CRCI, // To get the CRC Byte 1
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MODBUS_RTU_STATE_FRAME_CRC2, // To get the CRC Byte 2
MODBUS_RTU_STATE_FRAME_SENT, // Sent the ModbusTCP frame into Ringbuffer
MODBUS_RTU_STATE_INVALID // Invalid Error state

Functions:

8 Ch

i ni t ModbusRTUSt at emachi ne()

This function initializes the whole Modbus STU statemachine. It resets all the global variables to its
default value and also initializes the RTU buffer with all zeros and also appends the 6 bytes from the
Modbus TCP request from the Modbus server.

Reset ModbusRTUSt at emachi ne()
This function re-initializes the Modbus RTU statemachine.
Set | ni t ModbusRTUSt at emachi ne()
This function sets RTU statemachine to MODBUS _RTU_STATE_INIT.
Modbus RTURecvTCPSend( )

This function is called from the Serial interrupt handler whenever a character is received from UART. It
receives Modbus RTU frames and validates the same. Then, it constructs the Modbus TCP frame and
sends it across to Ethernet.

ModbusTi merlnit ()
This function initializes the Modbus timer.
ModbusTi mer Arm()

This function enables the timer. This is done after processing every character and waiting for new
character, so that End of Frame and Start of Frame can be detected.

ModbusTi mer Di sArn()

This function disables the timer. This is done after receiving every character in UART interrupt handler
so that End of Frame and Start of Frame can be detected.

anges in Existing Software

The following changes are done in the config.c file.

Default port of the S2E module is configured to Modbus Standard port 502 and is configured to use
RAW protocol transfer.

Default config for UARTO is set to 9600 bps, even parity.
By default, S2E module supports two UART ports. Since memory is required, UART1 is disabled.
The httpserver and CGI modules are disabled.
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9 How to Use

Below are the steps to use the module:
1. Connect your MODBUS Serial enabled device to the DB9 connector in the S2E-RDK.

2. Program the S2E-RDK with ModbusBridge.bin in the \boards\rdk-s2e\ModbusBridge\rvmdk directory,
using the LMFlash programmer utility (see Figure 3).

*# LM Flash Programmer - Build 1340 E|
Configuration  Program | Flash Utiities | Other Utiities | Help

Select .bin File

4501 APPMate boardsirdk-s2eiModbusBridael remdkiModbusEBridae. bin Browse

Dptions
Erase Method:
* FErase Entire Flash - (Faster)
 Erase Mecessary Pages - (slower)

W Verify AfFter Program
W Reset MCL After Program

{
Program Address OFfset: 0w | O

Program Hardware Reset

W3 TEXAS INSTRUMENTS

Idle

Figure 3. LMFlash Programmer Settings
3. Connect the S2E-RDK to local area network (LAN) through LAN cables in the RJ45 connector.
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4. Power up the S2E-RDK by USB cable. Once the S2E-RDK is connected to Ethernet, it will acquire its
IP address through the DHCP server; use Finder.exe utility in the Stellarisware\tools\bin directory.

(a) Double click on the finder.exe icon. The finder utility starts and you should see the S2E module in
the list of available Stellaris boards similar to Figure 4.

@ Stellaris(R] Board Finder

Available Stellaris Boards
IF Address | MAC Address |  ClientIP | Application

| ¥

4

Exit

Figure 4. Finder Tool View

5. Install a PC-based Modbus tool that can poll a Modbus request through Modbus TCP (e.g., Modbus
Poll).

(a) Configure the connection setup to use TCP/IP and provide IP address of S2E module and Port 502
(see Figure 5).

Connection

Mode 0.

: Cancel
Responze Timeout

1000 [ms]

Delay Between Polls

.

10 [mz]
Remote Server
|P Address Part
|1 72.24.249.108 |502

Figure 5. Connection Setup
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6. Configure Modbus Poll by setting Slave ID, Function ID, number of registers to be read and start
address (as shown in Figure 6). These values depend on connected Modbus Serial devices. For Slave
ID and Start addresses of the registers, see the device-specific documentation.

Poll Definition X

Slave D

Furction: |I]3 Read Holding Registers ﬂ m
Address: 101

Appl
Length: 2 Apply
Scan Rate; |1000 s
v Auto Fead Enable Read Once

Figure 6. Poll Settings Setup

7. After setting poll definitions, the Modbus tool starts polling the client by sending the Modbus TCP
request. You can view the polled register values and errors.

AES

Tx = 135: Err = 0: ID = 1: F = 03: 3R = 1000m=

40101 = 0Ox0796 R +
40102 = 04570 B Communication Traffic @
Exit | Stop | | | [™ Stop on Emor

000000-Tx:00 7F 00 00 00 06 01 03 00 64 00 02
000001-RE=:00 7F 00 00 00 06 01 03 04 FA 1E 45 &F
000002-T=:00 80 00 00 00 06 01 03 00 64 00 02
000003-RE=x:00 80 00 00 00 06 01 03 04 FE A6 45 6F
000004-T=:00 81 00 00 00 06 01 03 00 64 00 02
000005-R=:00 81 00 00 00 06 01 03 04 FD DE 45 6F
000006-T=:00 82 00 00 00 06 01 03 00 64 00 02
000007-RE=:00 82 00 00 00 06 01 03 04 00 4B 45 70
000008-T=:00 83 00 00 00 06 01 03 00 64 00 02
000009-R=x:00 83 00 00 00 06 01 03 04 02 BC 45 70
000010-T=:00 24 00 00 00 06 01 03 00 64 00 02
000011-FE=:00 24 00 00 00 06 01 03 04 04 F4 45 70
000012-T=:00 85 00 00 00 06 01 03 00 64 00 02
000013-R=: 720
000014-T=:

000015-R=: 70

Figure 7. Communication in PC Tool

10  Project Information

This is implemented on the S2E framework in Stellarisware version 5450. This project workspace is
created in Keil MicroVision integrated development environment (IDE). This can be easily ported to the
latest version of Stellarisware and any IDE of your choice.

11 Limitation

* Current design supports Modbus polling from PC to one Modbus Client. Multiple clients are not
supported.

» This supports only Read functions; Write functions are not supported. Write can be implemented in
current statemachines.

* The timing parameter for Modbus RTU for char delay needs to be fined tuned.

12 References
» Stellaris Serial to Ethernet Reference Design Kit - http://www.ti.com/tool/rdk-s2e
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IMPORTANT NOTICE

Texas Instruments Incorporated and its subsidiaries (TI) reserve the right to make corrections, modifications, enhancements, improvements,
and other changes to its products and services at any time and to discontinue any product or service without notice. Customers should
obtain the latest relevant information before placing orders and should verify that such information is current and complete. All products are
sold subject to TI's terms and conditions of sale supplied at the time of order acknowledgment.

Tl warrants performance of its hardware products to the specifications applicable at the time of sale in accordance with TI's standard
warranty. Testing and other quality control techniques are used to the extent Tl deems necessary to support this warranty. Except where
mandated by government requirements, testing of all parameters of each product is not necessarily performed.

Tl assumes no liability for applications assistance or customer product design. Customers are responsible for their products and
applications using TI components. To minimize the risks associated with customer products and applications, customers should provide
adequate design and operating safeguards.

TI does not warrant or represent that any license, either express or implied, is granted under any Tl patent right, copyright, mask work right,
or other Tl intellectual property right relating to any combination, machine, or process in which Tl products or services are used. Information
published by TI regarding third-party products or services does not constitute a license from Tl to use such products or services or a
warranty or endorsement thereof. Use of such information may require a license from a third party under the patents or other intellectual
property of the third party, or a license from Tl under the patents or other intellectual property of TI.

Reproduction of Tl information in Tl data books or data sheets is permissible only if reproduction is without alteration and is accompanied
by all associated warranties, conditions, limitations, and notices. Reproduction of this information with alteration is an unfair and deceptive
business practice. Tl is not responsible or liable for such altered documentation. Information of third parties may be subject to additional
restrictions.

Resale of Tl products or services with statements different from or beyond the parameters stated by TI for that product or service voids all
express and any implied warranties for the associated Tl product or service and is an unfair and deceptive business practice. Tl is not
responsible or liable for any such statements.

Tl products are not authorized for use in safety-critical applications (such as life support) where a failure of the Tl product would reasonably
be expected to cause severe personal injury or death, unless officers of the parties have executed an agreement specifically governing
such use. Buyers represent that they have all necessary expertise in the safety and regulatory ramifications of their applications, and
acknowledge and agree that they are solely responsible for all legal, regulatory and safety-related requirements concerning their products
and any use of Tl products in such safety-critical applications, notwithstanding any applications-related information or support that may be
provided by TI. Further, Buyers must fully indemnify Tl and its representatives against any damages arising out of the use of Tl products in
such safety-critical applications.

Tl products are neither designed nor intended for use in military/aerospace applications or environments unless the TI products are
specifically designated by Tl as military-grade or "enhanced plastic." Only products designated by Tl as military-grade meet military
specifications. Buyers acknowledge and agree that any such use of Tl products which Tl has not designated as military-grade is solely at
the Buyer's risk, and that they are solely responsible for compliance with all legal and regulatory requirements in connection with such use.

Tl products are neither designed nor intended for use in automotive applications or environments unless the specific Tl products are
designated by Tl as compliant with ISO/TS 16949 requirements. Buyers acknowledge and agree that, if they use any non-designated
products in automotive applications, TI will not be responsible for any failure to meet such requirements.

Following are URLs where you can obtain information on other Texas Instruments products and application solutions:

Products Applications
Audio www.ti.com/audio Communications and Telecom www.ti.com/communications
Amplifiers amplifier.ti.com Computers and Peripherals www.ti.com/computers
Data Converters dataconverter.ti.com Consumer Electronics Www.ti.com/consumer-apps
DLP® Products www.dlp.com Energy and Lighting www.ti.com/energy
DSP dsp.ti.com Industrial www.ti.com/industrial
Clocks and Timers www.ti.com/clocks Medical www.ti.com/medical
Interface interface.ti.com Security www.ti.com/security
Logic logic.ti.com Space, Avionics and Defense  www.ti.com/space-avionics-defense
Power Mgmt power.ti.com Transportation and Automotive www.ti.com/automotive
Microcontrollers microcontroller.ti.com Video and Imaging www.ti.com/video
RFID www.ti-rfid.com
OMAP Mobile Processors www.ti.com/omap
Wireless Connectivity www.ti.com/wirelessconnectivity

TI E2E Community Home Page e2e.ti.com

Mailing Address: Texas Instruments, Post Office Box 655303, Dallas, Texas 75265
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